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VWhat aethethreas?

— Types o attacks
— Types o attackers

F ans befor e technd ogy.
— Undergand the “enemny” fird

“A npa around a castl e does no good if atacks arefrom
the ar”
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- The Unchangng and Changing Nat wre d Atacks

— Unchangng —aml a to“lricks and norta” ai nes
« Robbery

« Enmbezd enment
 Faud
e ..etcC...

- Chang ng
« Mor e common
« Mor e w despr ead

- Mor e dfficult totrack, capt ure and convct
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 Inena hasthree charact eristics tha a d att acks.

— Aut omati on

« Speed d computers and networks nmakes mnmal rate d
re urn atacks poss de.

- Datamnngis easy and getting eas &, afeding privacy

— Action & a Dgance
- Attackers can befar away fromthar prey and still do damage.

e Inega &lrternaiond dffaencesinlaws can a&fec
pr osecui on
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lnternet has three charact eristics tha a d att acks.
(comt)

— Physicd techn ques hardto dudica € propagat e
- Cab e descrant ers

« Counterfating US curency

- H ectron ctechn ques easly transf erald € dugi cat ed
- Counterfating emoney
« Aitack tod s can be created by I nge person
— Easilymodfied per dtuation
—Lessintdledud captd neededto naketool dfedive.
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- Types d Atacks
— Q1 mnd Atacks

- Basisisinfinanad gan
 Ind udes fraud, destruction and theft (persond, brand,i dertity)
— Privacy Vd aions

- Privae persond inf ar meti on acqured by or gan zati ons na
aut hori zed

- Ind udes survallance, dat abases, traffic and yss
— Pubiaty Attacks
- Aitacker wartstoget thar name(s) inthe papers
- Can affed ANY system na just rd aedto profit centers
« Denal d servce
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- Types d Atacks (comnt)

—- Legd Atack
« Setup Stuaiontouse dscovery process to ga her i rfor mati on

- Rare, but poss dy devastaing
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- Who are the adversari es?
- Cat egorizedin mitip eways:
—By ohjective— Raw danmage, finana d ga n inf or meti on
—By access —Ins der vs. externd

—By levd d resources —fund nglevd, techn cal expertise. dc.
—Bylevd d risk — Wllingto d e gotojal
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- Who aethe adversari es? (comn)
- Hackers

—Atacks fa the chdlenge

—Own subcuture wth names, lingo and ru es

—S ereotyp cdly young, nde and soad dly onthe fri nge
—Can have cons derald e expertise and pass onfa att acks

e LONne al mnds

—Atackfa finanad gan
—Cause the bulk & computer-rd ated cimes
—Usudlytarget asng e nethodfor the attack
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- Who aethe adversari es? (comn)
« Maliciousing ders
—Areadyingdethe system

—Knows weaknesses andtendend es d the argan zati on
—Very difficdt to cach

 Industrid Esponage
—Gal n a conpetitive advartage by deding trade secrds

« Press
—Gat her ifa nationfor asorytosdl paperscommerad time

« O gan zed crime

—Las d resourcesto pu beh ndthar atacks ..usudlyveryl ucrdive
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- Who aethe adversari es? (comn)

« Pdice

—Li nes ar e someti nes crossed when gat hering i rf or meti on t o pursue
a case

 Terrori &s

—God is d srupti on and damage.

—Most have fewresources and our unskll ed
- Nati ond int dligence argan zati ons

—H gh'y funded and skill ed
—Very risk averse
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Who are the adversari es? (comnt)

o Infowarriors

—Mlitary based g oup targeti nginf or meti on or net wor ki ng
| rfrastruct ures

—Lats o resources
—WIlingtotake h ghrisksfor shortter mgan
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- Spedfictypes d Nt work atacks and sd uions

— Mruses
« Sring d comput er code tha attachesto aher programs and
redicat es
—Hleirfectas— OQdest type of vrus, now mostly exti na

— Boat-sect o viruses — Res de onthe boat portion o a dsk Aso nostly
exti nat

— Macro vruses — Wittenin ascri i ng |l anguage and dfeds da afiles, not
programs. Futue d vruses.

« NO absd ue curefor Mruses

— AntiMrus prograns work, bu need corti nual updating.
—Mrus nmakers depend onlazness o userstold vrus defs get ou d dae.



GENERAL NET WORK NG ()]

Spedfictypes d Net work atacks and sd uions

— Wor ns
« Particu ar to net worked comput e systens

« Galns accesstoresourcesthat pant to other conputers
« Repicatesitsdfto mitid e systens
- Rardy dangerous, nostly annoying
— Trg an Horses
« Code tha imbedsitsdfinosoneth ng usef U
« Cdlectsirfornation and sends to known site on the net work
- Aso can dlow exteand takeover d your system (Back Qifice)
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- Modern Malicious Code —“Mal war €’
— Around 1999 was first occurrence of large propagation d e
mail infecting e ware
—~ Mrus praecdionis now norereacti ve
- E mailirfeaions areind dous by bypass ng firewal s
— Multi-modul e prograns and @ ugns i ncrease vu nerallity
— Dynamclink ngincrease prod ems dso

— Mohile code (Java JavaScri g, ActiveX Pug ns) dlows for
ead er ddivery mechan sm
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- Met hods of Atack ngthe Network

— Passwor d snffing
« Cdlectfird parts o daa packet andl ook fa log n atenpts

— | P Spodfi ng
- Fake packetto“hjack’ a sesd on and gan access

— DNS Overrides
- Malidous access to aDNS server can conpromse a networ k

— Dend d Servce Atacks — Snd e and Dstributed
« Large nunber d “SYN' packetsto estadish dummy connecti ons
— System gasthratled handing dl the “hdl @’ requests.
« Massive number of email messages wll flood a system
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- Met hods of Atack ngthe Network (cont)
— Port scann ng
« Aut omat ed processthatlooks fa open net worki ng ports

« Logs positive htsfa lat e exd ats
— Buff er overrun packets

- Aitacker sends caref Uly bult packet to comput ers on net work
tha support specific servces. (E mal, 11

- Packet causes accepting processto abot, leavng systemin
unknown stat e patertidly wthroot access

- Packet corta ns codethat execuesto ge rod access.
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- Met hods of Defend ng a Net work

— Hrewdls

« Net working devices (routers) tha checktradficcomngirnoa
privae networ k

« Needsto be congd e e and properly corfigured to ensure
pr a ection

« Good praectionfor generd net worki ng traffic but speafictrdfic
wll gill g thr ough

- DMZs
« Net work space bet weent wo firewall s

- VPNs
« Provdes encryped access fromout 9 de a networ k

« Current versons arent rdiade enough and aren't usef U aga nst
“d ow atacks.
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- Met hods of Defend ng a Network (cont)

— Burdar darns
 Traps sa on speafic net worked oy ectstha go df if accessed

— Honey pas
« Dumny objedsusedto atract d@tacks. Rangefromsnge
devi ces towhd e sub net works.
— VU ner allity scanners

« Todstha scan anet work period cdlyfa hd es/ open
gat eways mscorfigued rou ers

« LI mtedinscope because d paentid damage tothe net work

- O ypography
« Has pa entid, bu conplextyli mtsits usetolocad gtes.
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- MPE/I X Net work ng Sacks Made of Mitige Layers

Elrtring Socket 9 Net

nrns cs | PC AH S
ADCP Td net
AFCP 1F;CP/I P UD

Net wor k L nks
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« MPE/I X Net work ng Security

In securi ng your MPHI1 Xsystemthere ae afewthngs that
need to be cons der ed/ under s ood befa e eventh nkng about
securitytechnd ogy

- Howis your MPHI X systemlaid ou on your net work

- Wha isthel nportant resource on your MPHIX syste myou
want to protect

- Who arethe usersthat you want access toyou MPHI X
syst em

- Where arethese users commng from..L.nend vs. extend
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« MPE/I X Net work ng Security

- Once a good undergand ng of the MPHI Xsystems rdl
has been understood, there are sone basicfird stepsto
take wt h streng hen ng security.

Change defadt passwor ds

Keep the OS up-to-date

Keep appications up-to-date

Montor security buleti ns

- Use appropri a efile and user security

- When possde caredly vdidae dl impput daa

- Soadd eng neering

- commun caethei nportance d protedingsensitive a proprigay daa

- no passwor d shari ng
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« MPE/I X Net work ng Security

— Top security advant ageis MPH | Xnaur e
« Common types of atacks wod d nat work

« Wor st resut woudd be a process abort wth al oss d a networ king
serv ce

— Q her opions fa securing net workino MPE/I X
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« MPE/I Xsecurity neasures (con)
— AP layer — Secur e sockets
« RSA Bsafe SSL Tod kit

« Soft war e suitefa buldng SSL enal ed apgi cati ons
— Ind udes 128 hit encryption, V.509 aut herti cati on and sess on cach ng
« Aval ad efa downloadfrom

« Not supported drectly by HP and requres an RSA user license
fa support.
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« MPE/I Xsecurity neasures (con)

— Servces layer - HPWebw se MPH | X Secure Web Server
« Secure, encrypt ed commun caions bet ween browser and server

« What doesitind ude?

— Apache 1322

—Mod sd 285 SSL security add-ons fa Apache
— MM 1 1.3 shared nemory library

— Opensd Q09 6b cypographc SSL library

— RSA BSAFE QypoC 5 2 crypograph clibrary (for the RC2, RC4, RC5,
and RSA d gaithns)
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« MPE/I Xsecurity neasures (con)
— Servces layer - HPWebw se MPH | X Secure Web Server
(con)
« I[ITISNOT..?

—asubstituefa afirewd! (expliatly dlow accept ald e connecti ons, etc.)

—a substituefa good host security practi ces (change def ault passwor ds,
keepthe OS up-to-date dc)

—a substituefa good apdicaion security practi ces (use appropri ae file and
user security, careflly vdidate dl imput daa, &c)

—a substituefa good human security practi ces (communi ca ethe
| nportance o pra ecting sendtive or proprietary data no password
sharing, €c)
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« MPE/I Xsecurity neasures (con)

— Servces layer - HPWebw se MPH | X Secure Web Server
(con)

- Avalad efrom
« Supported through HP

e Laest veesonisA 0300

—Bundedin75in FOS
— Avalableas apach on 7 0WBWGDT7A
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- MPE/i Xsecurity neasures (cort)

— Servceslayer - Configura&ions
« Net work ng services contrdled by confi gur ai on fil es

— SERM CES NET. SYS — Corfigures the portsthe MPHIX net wor ki ng
subsyste m wll hand e requests.

— I NETDCNF. NET. SYS — Corfiguresthe servces I NETD wil hand e

— INETDSEC NET. SYS — Corfigures security domansfa thel NETD
process



MPEi X SPEQ A CNETWORK NG A

« MPE/I Xsecurity neasures (con)
- SERM CES NET. SYS

echo 7ltcp # Echo
echo 7/ udp i

d scard Ytcp sink ndl # Dscard
dscad Yudp snk ndl #

dayti ne 13tcp # Daytime
dayti nme 13 udp #
chargen 19tcp ttyws source # Character (eneraor
chargen 19 udp ttvts source #

ftp 21/tcp

td net 23tcp

ti me 37/tcp ti neserver # T me

ti me 37/udp ti neserver #
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- MPE/i Xsecurity neasures (cort)
— | NETDCNFE NET. SYS

echo
echo
dayti ne
dayti ne
ti me

ti ne
dscad
dscad
chargen
char gen
td net

streamtcp nowait MANAGER SYSinend
dgram udp nowait MANAGER SYSinend
streamtcp nowait MANAGER SYSinend
dgram udp nowait MANAGER SYSinend
streamtcp nowait MANAGER SYSinend
dgram udp nowait MANAGER SYSinend
streamtcp nowait MANAGER SYSinend
dgram udp nowait MANAGER SYSinend
streamtcp nowait MANAGER SYSinend
dgram udp nowat MANAGER SYSinend
streamtcp nowait MANAGER SYSinend

Q]

invent
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- MPE/I Xsecurity neasures (con)
— I NETDSEC NET. SYS

td net dlov 1035 192.34 56.5 ahost anet wor k

# The above entry dlows the fdl owing hoststo atenpt to access your system

# ud ng td nd:

# hostsin subnets 3through 5in net work 10,

# the host wthlnmernet Address d 192 34.56. 5
# the host by the name o "ahost",

# dl the hostsinthe net work "anetwor k"

#

titp deny 1922343
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- MPE/I Xsecurity neasures (con)

— G her checking measures

« NETCONTROL checks
— Run NETCONTROL totake period ctraces d your ng work far paentid atacks
— Checkto seeif unused ports a e being probed
— NETCONTROL TRACEON=MSDB, PROT=TCP — Satstrad ng
— NETCONTROL TRACEOFF, PROT=TCP — Sops trad ng
— Use NMDUMPtofa nat data— TCPistype 3

« Net work Packet Snffers
— Some MPHiI Xnetwork ngtod s are dfficdt to use
— Independent checks naybe eas er and quicker to grasp
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- MPE/I Xsecurity neasures (con)

— G her checking measures
- Enabdelogg ng wthnINETD
— SatingINETD wththe 4 option wll face ver boselogg ngto consde
— RUNI NETD NET. SYSinfo="-| pi=cs”
— Useth stocheck fa grangeinegdtrdfic
« Checkthe FTPlogfile FTPLOG ARPA SYSfa unusud FTP behav o
— Theselog entries ind ude ori g naing | P addresses
« SHOWCONN
— Connection d sd ay command t ha ind udes connection i rf armati on of user
JOBNUMI NTRO DATE AND TME LDEV USERNAME
REMOTE ADDRESS RPORT LPORT FLAGS HN PROGRAMN
#51025 WED MAR 12 2003 08 18 34 JEFF PTD BANDLE
1561193 201 2581 telnd jtdbd 155JSMA NPUB SYS)
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- Continue to nonta and evd ve
« Lsento CERT bulldins and evd uae those to your systens

« Net work wthindustry acquairntances fa possdy new styles o
atacks

« Tryto be proacti ve

- For meli ze a security stra egy.
—WHOis access ng your da a?
—WHAT isthe key resource(s) you needto prat ect ?
—WHEN is da aaccess expected?
—WHERE are your users who are access ng your data?
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