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Mg or functi ondity:
osend SMTP e nal

srecave SMIP e nal tolocd
mail boxes, prograns, a files

«diases can be created wich map
tolocal nalboxes, prog ans, files,
or renot e nail boxes

or oduct overv ew -poverfulyfled b e corfi gurati on
| anguage

Bult from
Sendmail 812 1

*J eepyca Berkd ey DBlikrary
3311
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New vergons & Sendmail wll use

pat ch strat egy nor mdl OSrelease and patch
processes
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systemrequrenents

Mar ch 27, 2003

ord eased as 7.0 pach SMLGDTS8A
eshppedin 75 FOS

srequres TZenvironnment variade
to be set corectly, preferadyinthe
system| ogon UDC

srequres alocd syslog daenon,
dther MPE FOS Syd ogi X a

e mbedded spoding | SV syd og
daenon

sthelocd e3000 nust be
corfigured correctly fa DNS and
must beliged carectlyinthe DNS
dat abase

ofirewd |s a dher security dev ces
must all thelocd e3000to make
DNS connections (port 53) and
SMTP connecti ons (pat 25)
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«Sendmail AOL 00for MPHI X wll
be fly supported by RC and
GSEWTEC

*Cust omer s who cdl wth questions

Support regar ding unsupported b xby. arg
freeware Sendnmeil 8 9 1 shod d be
encouragedto upgradeto
Sendmail AOL1 00
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eUses the same schene tha was
irtroduced wth Apache A02 00

The MPE group
A0100. SENDMA L hd ds most of
thefil es

: *The symbdiclink
filelayout / SENDMA! L/ CURRENT pd rts to

/ SENDMA L/ A0100

*Al customer modfiald efiles resde
bd ow/ SENDMA L/ PUB

/| SENDMAl I/ CURRENT/ cf, and
/ed ndl
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d stribuion higHight s
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«/ SENDMAI L/ PUB JDAEMON -
batchjob fa runn ng the server
daenon

o/ SENDMAI L/ PUB SENDMAI L —
syniinkto

/| SENDMAI L/ CURRENT/ SENDMA
L

o/ SENDMAI L/ CURRENT/ SENDMA
L — combi ned server daemon and
locd mail submss on program

o/ SENDMAI L/ CURRENT/ bin —
dnscheck, hoststa, nd, mail g
newdiases, purgesta, vacaion

o/ SENDMAI L/ CURRENT/ shin —
edt map, nalstas makemap,
prdiases, sendnmeil, snmish
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d stribuion higHight s
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(cont.)

o/ SENDMAI L/ CURRENT/ cf —
dreaorytreefa buldng *.cf corfig
files, see the README fil €

o/ SENDMAI L/ CURRENT/ docd/ o op
.ps —Sendmail Instdl a&ion and
Operaion (Quide —READ IT

o/ SENDMAI L/ CURRENT/ etc —
contansthe POS X shdl prdilefa
Sendmail dong wththe sanp e
corfigfilesinstdledto/ec/ nal

o/ SENDMAl I/ CURRENT/ man —
man page docunentaion l.e:

export
MANPATH=/SENDMAIL/CURRENT/man
: SMANPATH

man sendmail
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[usr/bn/ ng
[usr/Br/ nal g
[usr/Br/ nailgat s
/usr/ b n/newdiases
[usr/ b/ prdiases
[usr/ b n/vacdaion

[usr/libsend mal

hpux compati hlity
sy mbdic links

[usr/sk/ edt map
/usr/ s/ host st &
[usr/shi mallstas
[usr/ s/ makemap
[usr/ s/ newali ases
[usr/ s/ purgest a
/usr/ s/ sendmail

Jusr/skry smish
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configfiles

«dl configfileslivein/edmail

whi chis populaedfrom

/| SENDMAl L/ CURRENT/ etd nal.sa
mpl e ating dldionti neif the

/ead nel files do nat dready ex &

«dl configfiles nust be owned by
the user SERVER SENDMA L and
the POS X group SENDMAI L

*the server dae non must be
stopped and rest ated fa corfigfile
changes totake efect
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configfiles (cort.)
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saccess — daabase map usedto
accept a rgect incomng mail from
sd eded domai ns

«diases — daabase map for
definnglocd reapent namesin
addtiontothe standard

USER ACCOUNT mail boxes

edonma ntad e — dat abase map for
rewiting domai n nanesin mal
headers

sgenericstade — daabase map for
rewiting the user and a host name
portion d nal header addresses

*hd file —thetex returned by the
SMTP praocd’s HELP command

| ocd - host-names — ASAl file
contan ng host name diases (if
any) forthelocd nach ne
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*mai| etald e —dat abase mapto
override nal rouing fa speadfi ed
domai ns

esendmal.d —corfiguresthe nal
daenon server

sendmal.pd—-the POS X RDd
the currently runn ng server

configfiles (cort.) st ati gtics — nary file used to
cdled ddivery g aistics

esubmt.d — configures the mail
subnmss on program

s\Mirtusertad e — dat abase map for
da ng do mai n- specific dias ng and
the hosting of mitig e vrtud
domai ns onthe same mach ne
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e submt.d and sendnmail.d ae
creaedfrom macro files
expanded by the n¥ uility

e you can edt submt.d and
sendmal.d dredlyto nake

M NOR par amet e changes:
# "Smart" relay host
DSmy.relay.host.name

« mg o functi ondity changes
REQUI RE you to edit the macro

corfi gu'| ng *  fil es files and expand wth nmi
e sojust dayit s&e and
ALWAYS edtthe macrofiles
and expand wth mifa ALL

changes:
define ( SMART HOST',

‘my.relay.host.name')

e see
/| SENDMAI I/ CURRENT/ f/ REA
DME for thelig d mg or *.d
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To genera e submt. d:

1. :HELLO SERVER.SENDMAIL
2. :XEQ SH.HPBIN.SYS -L

3. shell/iX> cd
/SENDMAIL/CURRENT/cf/cf

4. shell/iX> cp submit-
mpeix.mc.sample submit-

configuing *.d fil es

mpeix.mc

(submt.ct forthe mal 5 o4 st mpeix e viththe

subm sd on program byt estreamfile edtor (i.e Vi) d
your cha ceto make your
changes

6. shell/iX> m4d ../m4/cf.m4
submit-mpeix.mc >submit-
mpeix.cf

7. shell/iX> cp submit-mpeix.cf
/etc/mail/submit.cf
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define( confCF VERSION',
"Submit')dnl

define(’ OSTYPE ', ')dnl dirty
hack to keep proto.m4 from
complaining

configuing *.d fil es
. define(\_USE_DECNET_SYNTAX_',
(Sme t' "1')dnl support DECnet
n‘pe| X NT. Sarrpl e) define (' confRUN AS USER',

"SERVER.SENDMAIL')dnl

define ( confTIME ZONE',
"USE_TZ')dnl

FEATURE ( msp')dnl
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To genera e sendmail. d:

1.
2.
3.

configuing *.d fil es

(sendmail.d fa the mail 5

server progan)

:HELLO SERVER.SENDMAIL
:XEQ SH.HPBIN.SYS -L

shell/iX> cd
/SENDMAIL/CURRENT/cf/cf

shell/iX> cp generic-
mpeix.mc.sample generic-
mpeix.mc

edt genericmpe x.nc wththe
byt estreamfile edtor (i.e v) d
your cha ceto make your
changes

shell/iX> m4 ../md4/cf.m4
generic-mpeix.mc >generic-
mpeix.cf

shell/iX> cp generic-mpeix.cf
/etc/mail/sendmail.cf
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OSTYPE (mpeix)dnl
DOMAIN (generic)dnl

define(‘coanORWARD_PATH',
*$z/.forward')dnl

FEATURE (masquerade envelope)dnl

COnci gU'I ng x Cf f|| es FEATURE (domaintable)dnl

- FEATURE (mailertable)dnl
(generi ¢
FEATURE (genericstable)dnl

npel X NT. Saerl e) FEATURE (virtusertable)dnl
FEATURE (always _add domain)dnl
FEATURE (access_db)dnl

MAILER (local)dnl

MAILER (smtp)dnl
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*dintends

For ALL d the gory detals, dease
seethe

/| SENDMAI L/ CURRENT/ dod/ oy op.
ps Sendnail Instdlati on and
Operaion Quide seaion 5 —“The
Whao e Scoop onthe Configu aion
Hl €'

*Th s sectionis 45 pages long and
canna befuly covered by afew
dides or speaker nat es!

Few customers are expecedto
ddveinto*.cfinends those who
do arelikd yto be smart enough to
answer thar own questions. ;-)

Th sfor nat was designedto be
easy for sdtwareto parse, na for
humanstoread

Hra character o aline defi nes its
semantics
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emacr os named wth a 9 ng el dter
o awordin{kraces}

euser defi ned macros should use
upper case names ony

*dineands
_ emacros a e der e erenced by
(D— ddine macro $name, where nameind udes the

br aces if resent

# "Smart" relay host (may be
null)
DSsmart.relay.hostname
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sa d ass can bethought o as a
macro contan ng nutidevd ues

C defines wthconstarts, F
defi nes fromfiles, pipes, or
dat abase maps:

Cwlocalhost
# file containing names of hosts

* . # for which we receive email
dintends

Fw/etc/mail/local-host-names

(Cand F — define d asses perfor m match nginthe
d asses) |t hand 5 de o rewriting ru es

— $=d ass — natch an entryinthe
d ass

— $~dass — netch an ertry nat in
the d ass

# delete duplicate local names
# u%host@host => ufhost

RS+ % S=w Q@ S$=w S1 @ $2
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*defines maler prograns andthar

Intefaces
i ghyunikdyto be nodfied by
cust omer s
- Mlocal,
*- Cf Irt and S P=/bin/tsmail,
. . F=1sDFMAw5:/|@qmu9,
( M _ ddl ne mal I er) S=EnvFromL/HdrFromL,

R=EnvToL/HdrTolL,
T=DNS/RFC822/X-Unix,
A=tsmail $u

see speaker nat es for paraneter
detals
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*dinends
(H— define header)
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«defi nes thefor mat of header lines
Insertedirntothe nessage

emacroregerencesinthe header
tenp ate wll be expanded

orU esets can be assod a ed wth
headersto perfa mvdi dati on

-Hhname: htemplate — Uncondtiond

*H?mflags?hname: htemplate —
condtiond upon mal e flags

*H?$ {macro}?hname: htemplate —
condtiond upon macro ex s ence

H?P?Return-Path: <$g>

*see speaker na es for daals
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«zillions d sendnail opti ons can be
spedfied, and some d these can
be overri dden by
_ /| SENDMAI L/ CURRENT/ SENDMA
*dinteands L command line paranet ers

(O_ sd Oa|on) «-0 option=value

O AliasFile=/etc/mail/aliases

*see speaker nates for detals
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*the complicated nasty, but
powerfu heart d sendmail

«Sn — defi nes the curent rul eset

%, d Int and S . Rlhs rhs comments — adds aru e
(Sand R —rewit ng one o noretabs separaelhs,
rd es) rhs, and comment

oif thelhs patern metches the
address, the mat ching portionis
red aced by the rhs stri ng
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«$* Notch zero o mor e tokens

. «$+ Miatch one o mor e tokens
*dFinternds o Mtch exaat -
°5— Cch exXxa one en
(rd eset lhs e i} -
e 5= ch an raseln dass X
met achar acters) * Y P

«$~x Matchany word notind ass
X
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*$n Substitu eindefi ntetoken
nfrom LHS

-$[name$] Canon calize name

*$ (map key $QRarguments $:default

“dintends $) - Cenerdized keyed nmapp ng
(rd eset rhs functi on
met achar acters) $>n "CGdl"rueset n

-$#mailer Resdveto naler
-$@host  Spedfy host

*$S:user Spedfy user
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*dineands
(agmpl e exanplefrom
rd eset 4

Mar ch 27, 2003

ea sn ppet fromru eset 4

# delete duplicate local names

RS+ % S$=w Q@ S=w S1 @ $2

ushost@host => u@host

euse sendnmall -t totest rdese s

echo "4 foo%mpetest@mpetest" |
sendmail -bt

ADDRESS TEST MODE (ruleset 3 NOT
automatically invoked)

Enter <ruleset> <address>

> final input: foo % mpetest @
mpetest

final
*MUCH has been omtted fromth s

d scuss on please see op.psfa
the gory da aild

returns: foo (@ mpetest
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configuing dat abase
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map fil es

oty cdly used by optiond sendmail
fea ures like access db

*Berkd ey DB dat abase hash o
bireefiles contanng extra
corfigur &ion datain key/vd ue
pars

emai nt ai ned withthe makemap and
edt nmap uilities

*by converntion, a map filenanmed
“fod” contansthe ASAl inpu dat g
wher eas “foo.dl’ contans the
conpiled b nary daabase

struct ures

sincommands and *.cf files, a map
flerderence d “foo” acdudlyrders
to“foo. do’!
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MPETEST: /BIXBY/PUB> cat - >foo
keyl valuel

two abcdef
abra cadabra
:eod
MPETEST: /BIXBY/PUB> makemap hash
foo <foo
. . MPETEST: /BIXBY/PUB> 1ls -1 foo*
configuing dat abase
. -Yw-r--r-—- 1 MGR.BIXBY
BIXBY 36 Feb 25 13:52
map fil es BIX
(Cont_) -rw-r--r-- 1 MGR.BIXBY
BIXBY 49152 Feb 25 13:52
foo.db
MPETEST : /BIXBY/PUB> makemap -u
hash foo
keyl valuel
two abcdef

abra cadabra
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edefin ng a smart rday hostin
sendmal.d toroue dl out bound e
mail via a 9 ngd e mail ga eway

define dteanaterouingfa cetan
common non-defaut outbound il dormins v athe

cornfi g Changes mail ertal efeat ure

creaing diases fa inbound e mal
indead d usingthe bas c

USER ACCT@host.nane

mai | boxes
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sa specid type d mapfile
contan ng one o mMor e comma-
ddi mted vd ues per key

o/ad nal/diases and diases. db

emai nt ai ned by
SERVER SENDMAIL wththe
newdiases and prdiases

diases dat abase mpp ~ commands

odefi nes usernane diases fa ndl
be ng ddiveredtothe | ocd
machne, |.e

post mast er @ ocal. host.nane

eind dlati on def aut entri es:

postmaster: SERVER.SENDMAIL
MAILER-DAEMON: postmaster
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o/dt-hand s deisthe user dias
eSeparated by a cd on

right-hand sdeis one ar mor e
ddivery destinati ons;

— USER ACCOUNT or
user @host. name or ana her dias

dl ases dat abase map _ /pa htoll ocd/ffile for append ng
(cont.) — ind ude: /fil df/ di ases (p drt ext
ASQl file

— “/rograntfile par mlL par n2 par nB3

* |locd usernames nmay be
escaped wth a backd ash (l. e
\ USER. ACCOUNT) to prevernt
recur9ve dias | ookups
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ean optiond ASAI file named
fawardresdinginthelocd user’s
home group whi ch tdls send nall
wheretofawardthe use’s nal

ofar met isthe sane asthergh-
hand side d an diases entry, l.e

faward files one a nore comma-separd ed
desti nati ons

ecan be usedtoinvokethe vacaion
aut aresponder:

\USER.ACCOUNT,
" | /SENDMAIL/CURRENT/bin/vacation
USER.ACCOUNT"
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access db feaure —
—_ l. :HELLO SERVER.SENDMAIL

EiCN:EEFI (Jr rEj Ex:t 2. :XEQ SH.HPBIN.SYS -L
|nC0m ng e-rrﬁ” based 3. /bin/cat - >/etc/mail/access

imaspammer.com REJECT

on envd ope address o . EOD
' rTH 4. makemap hash /etc/mail/access
rd ayl ng I Saver </etc/ll:1ai1/access

name
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1. :HELLO SERVER.SENDMAIL

2. :XEQ SH.HPBIN.SYS -L

doma nad efeaure — 3. /bin/cat -
] ] >/etc/mail/domaintable
rew |te do MalNnnanes ?;g;ompany.com newcompany . com
Inemall headers 1. makemap hash

/etc/mail/domaintable
</etc/mail/domaintable
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1. :HELLO SERVER.SENDMAIL
2. :XEQ SH.HPBIN.SYS -L
3. /bin/cat -

: . >/etc/mail/genericstable
generl CSt abl ef e& e USER.ACCOUNT(@my.local.host
rew It e use ancv or customer servce@company.com

:EOD

doma n addresses in 4. makemap hash

/etc/mail/genericstable

OUt ga ng S rral </etc/mail/genericstable

headers Not e tha domai ns be ng modified
by genericg ad e nust be added
to/eadmail/send mail.d d ass

1G.
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1. :HELLO SERVER.SENDMAIL

2. :XEQ SH.HPBIN.SYS -L

mailertad efeat ure — 3. /bin/cat -
. . >/etc/mail/mailertable
overrl de def aUt ImMal I .bitnet smtp:relay.bit.net
:EOD

rouing in send mal. cf

4. makemap hash
/etc/mail/mailertable
</etc/mail/mailertable
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1. :HELLO SERVER.SENDMAIL
2. :XEQ SH.HPBIN.SYS -L

3. /bin/cat -
>/etc/mail/virtusertable

vrtusertad efeaure — info@bar.com  INFO.BAR
re ITap | nCOm ng User J:.ggg@foo.com INFO.FOO

and hostnames tol ocd 4. makemap hash

/etc/mail/virtusertable
users </etc/mail/virtusertable

Not ethat Mrtud host names nust
beligedin/et d mail/l ocd - host-
nanes.
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‘Make sure asyd og daenonis
runn ng before you stat the nal

_ _ dae non!
Statlngthe mal | *To start the MPE FOS syd og
daenmon daenon, :STREaM

JSYSLOGD . PUB. SYSLOG

To sartthe mail dae non, :sTREaM
JDAEMON . PUB . SENDMATIL
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*Use the POSI Xkll 9 gnd from
SERVER SENDMAIL ar any user
_ _ wth SM capallity:.
st opp ng the mail
kill $(head -n 1

daerm N /etc/mail/sendmail.pid)

*Onl y use :aBorTJOB as alast
resort!
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sinteactivdy.

mailx someuser(@some.host
Subject: hello world
Hi,

How are you doing?
:EOD

EOT

_ _ ofroma p pe
send ng e nal wth
echo "How are you doing?" |

rTraII)( mailx -s "hello world"
someuser(@some.host

froma dskfile

mailx -s "hello world"
someuser(@some.host

</diskfile/containing/msg/body
*no atachnmentd

/i mted control d nail headerd
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send ng e nal wth

Mar ch 27, 2003

SENDMA L

/bin/cat - >message.txt

To: someuser(@some.host

Cc: otheruser@other.host
Bcc: secretuser@another.host
Subject: hello world

Hi there!
:EOD

/SENDMAIL/CURRENT/SENDMAIL -t
<message. txt

the -t opti on reads the
desti nati on addr esses fromt he
message headers

desti nati on addr esses can
dtenativd y be spedfied onthe
SENDMA L command li ne

If you want attachments you
must generaethe M ME
headers yoursdf
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1. /bin/cat - >message.txt
From: forger@foobar.com
To: someuser(@some.host
Cc: otheruser@other.host
Bcc: secretuser(@another.host
Subject: hello world

Hi there!
:EOD

2. /SENDMAIL/CURRENT/SENDMAIL -t
—-f forger@foobar.com

send ng e nal wth <message. txt

faged headers - the -foptionsetsthe message
envd ope address, but a
war n ng header isind uded:

X-Authentication-Warning:
local.e3000.host: USER.ACCT
set sender to
forger@foobar.com using -f

 genericstade and a her opti ons
canfage wthou traces

Mar ch 27, 2003 Usi ng Sendnail on MPE Page 43



1 mailxcreaes afly-fa netted
message and passesitto
SENDMA L as configuredin
[éd ndlxrc

2. SENDMAl Lreads afdly
fa natted nessage fromstd n
and gueues the nessage in

send ng e nal — howit /var/spod/diert myueue
wor ks (di ent) 3. SENDMAI L attenptsto cont act
the nmail daemon on | ocd host
pot 25

4. If the mail daenon answers, the
message istransf erred usng
SMTP and delgedfrom
dienmqueue, dsethe
message isleft inclient nqueue
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send ng e mdal — howit
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wor ks (server)

JDAEMON processes
[var/spod/dient nqueue once &
statup to hand e any nessages
submtted while JDAEMON
wasnt runn ng

new messages aereadfrom
port 25 us ng SMTIP and
gueuedin/var/spod/ nqueue

theremot e mail server is
resd ved vy aDNS, and a
connedionistriedto pot 25

If the messageis ddivered
successfUly, itisremoved from
mgueue, dseitrema ns urntil
mgueueis processed again by
thelocd nal daenon

locd messages are ddivered by

/b ntsmail to

[usr/ mal/ USER ACCOUNT
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sinvoke /b mal x wth no
parameters, andit wll read e-mail
from/usr/ nail/ USER ACCOUNT

ea number ed headers summary is
printed; refe tothese numbersin
mai | x co mmands

reCeI V rg e I’nal I Wth -type nnnn —d Sd ay a nessage
mai | X -delete nnnn — dd &e a nessage
‘help —far futher detals

-quit —exits afte updati ng the
mai | box

see “man nalxX o the Shdl &
Uilitites manud fa futhe daals
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sincomng email wll be ddivered
to prograns spedfiedinthe diases
dat abase o .for war d fil es

sthe email wll be ddiveredtothe
programviaa POSI X pe

. - connectedtothe programs sdn
receiMng email
sthe POS X newine character \n

programmaticdly (ASQl LA isused as arecord
separatar

sif the proggamterm nates wtha
non-zero POS X exit gaus, any
irfo wittento sderr wil be
reuwnedina bounce nessage
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1 JDAEMON listens for i ncom ng
SMTP connections on part 25

2. Messages aeread us ng SMTP
praocd and queuedto
/var/spod/ ngueue

3. If the desti nation addr ess
appearsto belocd, the diases
dat abase and .fa wardfil e (if

.. - any) is usedtoresdvethe find
receiu ng emall —how deli very address
It works 4. sendmal.d deter nines the
mail e to be used based on the

find ddivery address

5 Locd messages get ddivered
by /b ntsmal to
[ust/ mail/ USER ACCOUNT

6. Messagesfa rentte
desti nations are ddivered v a
SMTP
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m grati ng fromfreewar e
891
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emust crea e new JDAEMON from
| SENDMAl I/ CURRENT/ JIDAE MON

.sanpe

«dl configfilesres dein/ead nal
indead d / SENDMA I/ PUB e c

«8.9.1 sendmail.d isNOT
conpatide wth8 12.1

ecopy al 891 ASAI napfilesto
[éd nal and rebuld wthmakemap
and newali ases

8. 9.1 queued messages wornit be
seen by 8121

8. 12 1 uses two queues
(/var/spod/dient ngueue and
mgueue) instead d 8 9 1s

/| SENDMAI L/ PUB mqueue
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m grati ng fromfreewar e
891
(cont.)

Mar ch 27, 2003

8. 9. 1wou d submt newmessages
drealytothe queue dskfiles, but
8. 12 1 speaks SMIPtol ocd host
pot 25

8. 12 1 uses two nain corfigfil es,
[éd mal/submt. d for submtting
new messages, and sendmail.d fa
generd nal rouing

«8.12 1 does nat indude the
Ma ardono malinglist sdftwar e
tha was bund ed with891 HP
does na support My o domo!

Usi ng Send meil on MPE Page 50



L DAP drecoryl ookups

*TLS SSL encrypted e nHl
transport

e/iximpl ement &lon
er rr‘p *SASL secure au herti caion

| Ssues R
. t
(featur es nat i ';”:rg ) bmsed scou
- eOopll ONa chr oot()-based security
| nd e ment ed) f ort Lres

soptiond nce()-based d spatching
priaity ad ustments
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mpe/iximpl e ment a&ion

Mar ch 27, 2003

| SSues
(th ngs that wor k
dfferenly)

«Sendmail programs dorit read
std nter mnal keyboardinpu
corecaly. Wbrka ounds:

— /bin/cat - | makemap hash
mymap
— makemap hash mymap <diskfile
Deli very Mode=background on
MPE is a hybri d bet ween
“background’ and “int er active’

Sy nhi nks i nvoke dfferent
personditiesof SENDMAIL(l.e
mail g newdiases, e c), andthese
ony work properly fromthe POS X
shdl becausethe A doesnt
intidize ARGV O

'newdiases gives a*“cannot
change ownersh g’ warnng whch
can beignoed
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mpe/iximpl e ment &ion

(satu dsetgid program

Mar ch 27, 2003

| Ssues

filelts)

«Sendmail expects aful
i nd ement aion d setud), seegd(),
and asuperuser udd 0O

The ma nsendnail porting
chdlenge was to prov de such a
udgdemnu ationlayer

*Th s emul a@ionis enald ed vathe

[ SENDMAI L/ CURRENT/ SENDMA
L programfile se¢ud and setgdhts
whi ch are not curently used by
MPE, |.e:

chmod u+s,g+s
/SENDMAIL/CURRENT/SENDMAIL

—-YWSr-sr-x 1 MGR.SENDMAIL
SENDMAIIL 2424320 Feb 5 16:41
SENDMAIL
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e the #l sendmal podent
e befare udangsendmal, runthe
dnscheck scri f:
1. :HELLO SERVER.SENDMAIL
2. :XEQ SH.HPBIN.SYS -L
dns 1ssues 3. /SENDMAIL/CURRENT/bin/dnscheck

« make any recommended corfig

changes and thenrerunthe
scrig until successisreported

« see speaker natesfor sand e
dnscheck out pu
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e dngetoken hostname? l.e
uname -nreurns ‘jazz’?

e domainnamein
/| SYS NET/ RESLVCNF? I.e
“domain exernd.hpconi?

 ONEe O norenamneserver entries
In RESLVCNF?

- o fdly-qudified doma n name has
dns issues a DNS “A record spedfyingthe
(Cont_) | Paddress o thelocd nach ne?

e |Paddress has a DNS“PTR
record spedafyingthe fuly
gudified domai n nane?

 if noto any d the above,
sendmal nmay hang, rduseto
stat, be unabletorecogn zethe
locd host, and generdlyfill up
syd og wthinteresting nsgs
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sthe #2 send mall prod ent

syour 3000 needstoquery port 53
on DNS serverstoresd vethe
desti nati on mail server host name

syour 3000 needstorecd ve DNS
guery answers

syour 3000listens onits port 25 fa
inconmng e-mail

firewal 1ssues syour 3000 needs to connect to port
25 on desti nati on mail servers

edoes your firewd! dl ow your 3000
totdktothelnt ernet?

edoes your firewd! dl owthe
Intenet totalkto your 30007

ofirewd | Hocking resutsin
connectionref used, ti neouts, o
just no adivityl
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scheck syd og firg!
if nahnginsyd og

— if your third-party spoding
package has an enbedded syd og
daenon, youwll probady needto
usethat oneinstead of Syd ogi X

— Isthe syd og dae non runn ng?

troud eshod | ng — does the syd og daemon have

read accesstothe corfigfile and
wite accesstothelog fil e?
— issyd og corfiguredtolog nal
evens?
oif sydog o email nessage
headers show strange timest anps,
verify TZis set properly, preferaldy
Inyour systemlogon UDC
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oif syd og shows DNS | ookup
fal ures.

— runthe dnscheck script to verify
DNS i s configured properly

— veifytha your firewall dlows your
3000totd kto DNS servers on

port 53
_ oif syd og shows connection falures
troud eshoat| Nng torenmote mail servers, verifythat
(cont.) your firewdl dl ows your 3000to

connect to port 25 if it does na,
you may needto configure
sendmal.d to use a smart host
mail rel ay

| ong dd ays sub mtti ng new
messages aeind cative of DNS
prold ems; check syd og and run the
dnscheck scri pt
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oif locd users are submitti ng
messagestha aent bang
ddivered

— veifytha JDAEMONI s runn ng if
itis na, messages wll be queued

troud eshodt| Nng in/var/spod/diert nqueue
— trand ent na work prod ens may
(COnt.) cause a bacdoginthe mal

dae non queue /va/spod/ nyueue
run

/ SENDMAI I/ CURRENT/ b nmail g
as SERVER SENDMA Ltoget a
fa metted queue liging
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sif renote users are send ng
messagestha aent bang
ddiveredtothel ocd 3000

— check syd ogfor renct e
connection atenpts, ifthereare

: none, does your firewd! dl ow
trouU eShOdl ng connections to pat 25 on your
(cont.) 3000, and are your 3000 s DNS

enriesvgdetotheremot e users?

— veifythat therenote users are
us ng vadid email addressesfa
your 3000, I.e USER ACCOUNT
or andias, dusthe correc
host name
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troud eshoating
(cont.)

if asendnmall corfig change
doesnt appear totake dfect:

— stop andrestat the mal daemon
when maki ng *.d changes

— If you changed an ASA| daabase
map file, dont faget torun
makemap o edt nap toconyle
the bnary *. dofile

— If you changed ASAI
/& d mail/diases, dont faget torun
newdiasestoconplethe hnary
/& d mail/di ases. db file
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m nd- bend ng anounts d low
levd debuggng ouput can be
generat ed withthe

[ SENDMAI L/ CURRENT/ SENDMA
L debug fl ags par amet er

e—-dcategory. level

«-dl2 Set caegory 12tolevd 1

«-dl2.3 Set caegory 12tolevd 3
debug fl ags «-d3-17 Set cat egori es 3through 17

tolevd 1

*-d3-17.4 Set caegories 3through 17

tolevd 4

sprobaldy oy usefu when| ooking
a the source codeto undersand
what’ s ba ng debugged

esee speaker naesfor lig o
ca egories
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sydogloglevds

*syd 0g verbosity can beincreased

othe defautloglevd d 9 covers
most fal uwres and nundane
successes

eoverride v a send mail. d:

# log level
O Loglevel=15

coverride va SENDMA L command
li ne
-0 LogLevel=15

*See speaker naes fa conpl e e
lig d loglevds
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sydog message famat s

The MPE user USER ACCT onthelocd €3000 wth a hostname o
my host. nydomai n com has just submtted a new nessage wth 1
reapent condsing d a nessage body szed 5 bytes

Feb 6 12:14:42 localhost sendmail[65622]: gl6HEgik065622:
from=USER.ACCT, size=5, class=0, nrcpts=1,
msgid=<200202061714.g16HEgik065622@myhost.mydomain.com>,
relay=USER.ACCT@localhost

The new nessage isbangrdayed vathelocd host,i.e Sendnmail is
connectingto TCP pat 25 (SMTP) onthelocd host in ader toqueue
the nmessage

Feb 6 12:14:43 localhost sendmail[65623]: gl6HEgs9065623:
from=<USER.ACCT@myhost.mydomain.com>, size=5, class=0, nrcpts=1,
msgid=<200202061714.g16HEgik065622@myhost.mydomain.com>,
proto=ESMTP, daemon=MTA, relay=localhost [127.0.0.1]
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sydog message famat s (cort.)

The new nessage has been successf ully queued onthelocd host and
wll evert udly be ddiveredto dest user @ e mhost. nydonmaincont

Feb 6 12:14:43 localhost sendmail[65622]: gl6HEgik065622:
to=destuser@remhost.mydomain.com, ctladdr=USER.ACCT (153/126),
delay=00:00:01, xdelay=00:00:01, mailer=relay, pri=30091,
relay=localhost [127.0.0.1], dsn=2.0.0, stat=Sent (gl6HEgs9065623
Message accepted for delivery)

The Sendmail daemon onthelocd host isnow processingthe queue
fa the nessage being sent from USER ACCT @my host. nydomai n com
to destuser @enhost. nydomancom Theremote mail server’s|P
addressis 192 168.0. 1, andthe message was successf uly sert:

Feb 6 12:14:46 localhost sendmail[65625]: gl6HEgs9065623:
to=<destuser@remhost.mydomain.com>,
ctladdr=<USER.ACCT@myhost.mydomain.com> (153/126), delay=00:00:03,
xdelay=00:00:03, mailer=esmtp, pri=120377,
relay=remhost.mydomain.com. [192.168.0.1], dsn=2.0.0, stat=Sent
(g16HNwC810485863 Message accepted for delivery)
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sydog message famat s (cort.)

Inthsnext exanp e, therenote user
dest user @emhost.mydomai n comi s send ng aninconng nessage to
sone user onthelocd e€3000. The remot e mail server that has
connectedto your locd e3000isrenmhost. nydonain.com andits|P
addressis 192 168.0. 1

Feb 6 12:15:13 localhost sendmail[131160]: gl6HFDs9131160:
from=<destuser@remhost.mydomain.com>, size=31, class=0, nrcpts=1,
msgid=<200202061724.g16HOMLs065645@remhost.mydomain. com>,
proto=ESMTP, daemon=MTA, relay=remhost.mydomain.com [192.168.0.1]

Thelocd Sendnmall daenon has successfulyddiveredthe inconmng
messagetothelocd user USER. ACCT:

Feb 6 12:15:14 localhost sendmail[131161]: gl6HFDs9131160:
to=<USER.ACCT@myhost.mydomain.com>, delay=00:00:01,
xdelay=00:00:01, mailer=local, pri=30042, dsn=2.0.0, stat=Sent
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7.5 Communi ca o

7.5 Confi guing & Managing
MPEIiXInternet Servces

_ _ *http//jazz. externd.hp. coni srdsen
fa furt her 1 nfa neti on dmeil/

ohtt p//Iwww send mail. ad

ohtt p//www sl eepycat.com fa the
Berkdey DB dat abase used for
map files
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any questi ons?
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