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Getting st ated wth security on MPE
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Security-rd ated docunent a&ion D]
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- Accesang Rles Fogrammer's Gude

« New Features of MPHIX WangtheH erarchcd Hle
System (see d so: XEQ POS XCBT. LSN SY9S

- Perfor mng System Managenment Tasks
- Manager's GQudeto MPHI XSecurity

- User's Qudeto MPHI XSecurity

- HP Security Montor/i XManager's Qude
- HP Security Montor/i XUser's GQude



Syste mlogg ng D]
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- Enabled va : SYSGEN

- Logging event datawittento LOGH### PUB SYS
. : SHOWL OG — d s ays curent log file

« :SWTCHLOG —switchestoa newl ogfile

- Use LOGTOOL PUB SYS o thrdparty uilitiesto
d sday keylogg ng everts period cdly

- Enable as manylogg ng events as you can



Syste mlogg ng everts

100 - System Logg ng

101 - System Up

102 - Job I nti & on

103 - Job Ter m naion

104 - R ocess Ter mnaion
105 - NMHIed ose

106 - System Shut down

107 - Power Faillue

111 - 1/OBro

112 - Physcd Mount/ Ds nmount
113 - Logcd Mount/ Dsnount
114 - Tape Labd
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Syste mlogg ng evernts (cort.)

- 115 -
- 116 -
- 120 -
- 121 -
- 127 -
- 128 -
- 129 -
- 130 -
- 131 -
- 134 -
- 135 -
- 136 -

Consd e Log

Hogram HleEvent

Netive Mode Spooling

Rl e Quar arnti ne BEvent

Chdr

H ocess Adoption

Hle Owner Change
Achiteced I nter Face

Add tional R ocessor Launch
Password Change

Syste m Logg ng Confi gur &ion
Restore
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Syste mlogg ng evernts (cort.)

. 137 -
. 138 -
. 139 -
. 140 -
. 141 -
. 142 -
. 143 -
. 144 -
. 145 -
. 146 -
. 148 -

Hiner Access Falure

ACD Change

Sreamlnti aion

ser Logg ng

H ocess O eation

Security Configur &ion Change
Chgroup

Hl e Open

G Command Logging

Mant enance Request

UPS Monita BEvent Logging
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Syste mlogg ng evernts (cort.)

- 150 - Dagnostic | rfor mation

- 151 - Hgh Rioity Mach ne Check

- 152 - Low Ri oty Mach ne Check

- 155- Drectay pery G ose Logg ng
- 160 - CMHIe(Q ose
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Audi ti ng
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Thereé smorethanjust the consd e and 0 |
syste mlogg ng e

- Many subsyste ns use separa elogg ng faaliti es;
— INETD — JINETD $STDU ST spodfile
— Apache - /APACHE PUB/Iogs
— DNS B ND/i X—syd og (and poss dythe consd e)
— Samba - /usr/l ocd/sanba/va
-~ Sendmail — sydog (and poss dythe consde)

- Ho me- grown appicati ons?
« Third-party apdicaions?
- ALL logs need to be checked period cdlyfor anond ies



Wheeddtha :HELLO comnme from? 7}
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- Syste mlogg ng and consol e nessages dorit ind ude
thelP address fa ter mnd logong/l ogoffs

- A systemlogon UDC cou d be usedto capurethe
HPREM PADDR A variade fa successfu | ogons

- But thereis currently noway on MPEto capturethelP
address of afaled VI-MGR |ogon ate nypt

- Enablel NETD connecti on| ogg ng option (-I) totrack dl
td net connections

- Use externd firewall SYNI ogg ng?



Whi ch fil es have been :RELEASEJ? 7}
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- :RELEASEIsa gea convenience fa rd axingfile
security, but it opens ng o security hd es

- There are no FOS tod stoconveniertly scanfa
. RELEASEd files, but you can dothsfromthe C:

file temp;rec=,,b;disc=2147483647
listfile /,3 >*temp

xeq awk.hpbin.sys "'é&

S1 == ""FILE:"" { file=$2 } &

/SECURITY IS OFF/ { print file}'" <*temp
purge *temp;temp

- Then : SECURE any items that nolonger needto be
. RELEASEd



Whi ch fil es ar e worl & witad e? D]
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- World- witad efil es are equdly ri sky

- To searchfa dl worl dwitald efiles us ng the POS X
shdl:

find / -perm -o+w -a ! -type 1 | xargs 1ls -1d

- Then tighten securityif appropriate



Whoisus ng sped al capahlities (I.e SM 0|

OP, PM? tovens

- No FOS tod s fa conven ently audting spea d
capahlity usage

- Vesoft' s VEAUD T/3000 product does a good |ob

- You codd scan: LI STACCT, :U STUSER :U STGROUP
out put fa account, user, and g oup usage

- You coudd scan VERS ON PUB SYS ou put far
pr ogramfil e usage



L ging all userswth SM OP, a PM
capallity

file temp;rec=, ,b;disc=2147483647

listuser @.Q@ >*temp

xeq awk.hpbin.sys "'é&

/~"USER:/ { user=$2 } &

/~"CAP: .*(SM|OP|PM)/ { print user}'" <*temp
purge *temp;temp



L ging all FROGfiles wth PM capahlity

file temp;rec=, ,b;disc=2147483647
listfile @.@Q.@Q,6;selegq=[code=prog] >*temp

file temp2;rec=, ,b;disc=2147483647
xeq version.pub.sys <*temp >*temp2

xeq awk.hpbin.sys "'é&
/~“VERSION>/ { getline; getline prog } &
/~CAP: .*PM/ { print prog }'" <*temp2

purge *temp;temp
purge *temp2;temp



li sting all NVPRG files vith PM capahdlity [

file temp;rec=, ,b;disc=2147483647
listfile @.@Q.@Q,6;selegq=[code=nmprg] >*temp

file temp2;rec=, ,b;disc=2147483647
xeq version.pub.sys <*temp >*temp2

xeq awk.hpbin.sys "'é&
/~“VERSION>/ { getline; getline prog } &
/~CAPABILITIES:.*PM/ { print prog }'" <*temp2

purge *temp;temp
purge *temp2;temp



Wh o can witeto priv- node gr oups? (]
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- Non-prived users who can witeto CAP=PM groups
esseni dly have priv node capalliti es

- Make sure goup-levd security hasrestnded wite and
save access to auhori zed users

- Make sure programfilesin PM groups ae nat
. RELEASEd or witald e by by unaut hori zed users

« Process LI STACCT/: USTGROUP: USTH LE out pu
yoursdf, or just purchase Vesdt's VEAUDI T 3000



Wo u d you know it if a hacker red aced a )
syste mfile wth atrgan hor se? aven

- Monta systeml ogg ng fa unaut harized fil e oper/d ose
events

- but what iIf a hacker dsald ed systemlogg ng o santi zed
thel og fil es?

- Buld a database do file checksums and a her atnbues
fa conpari son purposestodet ect fil e changes

- Updatethe da abase after legtimat e fil e changes

— Vari ous open source sd uions — TripWre, (Hr1iS, cC



Track ng account/user/ goup ol ect 0|
changes e

- Would you be ald etotdl if ahacker ass gned SM or
P M capabilityto some obscure user?

« Period cdly compare : USTACCT, :U STUSER
U STGROUP ou put | ook ng fa any dfferences

- Purchase HP Security Monita/i X and enable command
loggng for : NEWACCT, :NEWUSER : NEWGROUP,
: ALTACCT, : ATUSER : ALTGROUP



Command file SNAPU —takng a snapshat D |
of user atributes

file temp;rec=, ,b;disc=2147483647
listuser @.@Q;format=detail >*temp
xeq awk.hpbin.sys "'é&
/~ USER/ { user=$3 ; next } &
/” (LOGON CNT|\*)/ { next } &

{ sub(/ *$/,"""",$0); &

printf ""%$-17s %s\n"",user,$0 }'" <*temp

purge *temp;temp



SNAPU ou put

OPERATOR.
OPERATOR.
OPERATOR.
OPERATOR.
OPERATOR.
OPERATOR.
OPERATOR.
OPERATOR.

SYS
SYS
SYS
SYS
SYS
SYS
SYS
SYS

PASSWORD
UID

GID

MAX PRI
LOC ATTR
HOME DIR
LOGON CI
CAP

nnnnn

* %

142

1

150

S00000000

/SYS/OPERATOR
/SYS/PUB/CI
GL,OP,UV,LG,ND, SF,BA, IA



Compare SNAPU ou put to detect changes (ﬁﬂ

:SNAPU >before
- :save before

. ..{1 me passes...

- :SNAPU >after

- :save >after

- :xeq diff hpbin.sys 'BEFORE AFTER'

2304c2304
< OPERATOR.SYS CAP : GL,OP,UV,LG,ND,SF,BA,IA

> OPERATOR. SYS CAP . GL,OP,UV,LG,ND,SF,BA,IA,PM



Systemlogg ng event #115 gves D |
Incompl et e p cture of consd e activity e

- Only a subset of @ commands arel ogged by event
#115

- Enable addtiond loggng everntstoget a beter pcue
of consde actiuty

. If you areredly paranad, purchase HP Security
Monta/i X and enable @ command|ogg ng fa dl
commands and dl users( mght be overkll!)



Perfor mperiod ¢ packet snffing D]
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« :NETCONTROL TRACEON TRACEOFFto capure
packets, and :NMDUMP tofor nat them

- : NMDUMP iscumbersone and overly verbose, so
using externd packet snffingtools mght be a better
cha ce

- Connection atenptstounused TCP or UDP ports can
Ind cat e hacker scann ng activty



Aud ting event s acr oss digrbut ed syst ems D |

nnnnnn

- A 9 ngd etransaction nmay eadly span mutide systens,
each wththar own d ock d varyi ng accur acy

« Run NTP or aher time synchron zati on sdtwar e on
each syssemsothat event timestanps on one syst em

may be corrda ed rdiady with evert ti mestanps on
anather system

« NTP fa MPE
nttp//jazz.externd. hp.cond src/ hp freewar e/t pf



Srange network errors may be a sgn of )
hacker scann ngtod s mven

- S0 me commo n hacker tod s such as Nessus
(WWW nessus.org) are aware d MPE

- Thesetools scanfor used TCP ar UDP poarts and then
probe fa known vd ner alaliti es

- Unusud console nessages typ callyresut, ether afew
or aflood



Nessus exanpl e consd e nmessages D |

invent

14:18/#389/174/Could not receive data from sockets during
Telnet device initialization

14:18/#J389/174/Call to initialize telnet server failed with
error -7

** NS/3000 NetIPC ERROR IN VT; Job: 0; PIN: 239; Info: 1
- Error: 42;
** NS/3000 NetIPC ERROR IN VT; Job: 0; PIN: 229; Info: 1
- Error: 42;
** NS/3000 NetIPC ERROR IN VT; Job: 0; PIN: 165; Info: 1
- Error: 42;

14:18/160/CAN'T FOPEN $STDLIST IN 'STARTLOGON' ON LDEV #14.
(§s 131)

14:18/160/CAN'T CLEANUP SOCKET ON LDEV #14. (js 89)

14:18/160/CAN'T FOPEN $STDLIST IN 'STARTLOGON' ON LDEV #13.
(§s 131)

14:18/160/CAN'T CLEANUP SOCKET ON LDEV #13. (js 89)



Nessus exanpl e consde nmessages (cort.) D |

invent

** NS/3000 INTERNAL ERROR IN NFT; Job: 0; PIN: 128; Info: 3
- NFT protocol err: 1

** NS/3000 INTERNAL ERROR IN NFT; Job: 0; PIN: 161; Info: 3
- NFT protocol err: 1

** NS/3000 INTERNAL ERROR IN NFT; Job: 0; PIN: 199; Info: 3
- NFT protocol err: 1

** NS/3000 INTERNAL ERROR IN VT; Job: 0; PIN: O

- Error: 12; Error Reported by VT

- VT error : 7, UNEXPECTED/BAD RESPONSE FROM VT

** NS/3000 INTERNAL ERROR IN VT; Job: 0; PIN: 129; Info: O
- Error: 12; Error Reported by VT

- VT error : 6; VIS MESSAGE HAS INVALID FORMAT

** NS/3000 NetIPC ERROR IN VT; Job: 0; PIN: 129; Info: 1

- Error: 42;



Nessus exanpl e consde nmessages (cort.)

14:14/#389/192/FTP
14:14/#389/177/FTP

14:14/#389/232/FTP
IP=12.34.56.78

:14/#389/232/FTP
:14/#389/232/FTP
:14/#389/232/FTP
:14/#389/232/FTP

14/#389/232/FTP
IP=12.34.56.78

14:14/#389/232/FTP

14:14/#389/232/FTP
IP=12.34.56.78

14:14/#389/232/FTP
14:14/#389/232/FTP

14:14/#389/232/FTP
IP=12.34.56.78

14:14/#389/232/FTP

14:14/#3J89/232/FTP
IP=12.34.56.78

14:14/#3J89/232/FTP
14:14/#3J89/232/FTP

14
14
14
14
14:

INVALID
INVALID
INVALID

INVALID
INVALID
INVALID
INVALID
INVALID

INVALID
INVALID

INVALID
INVALID
INVALID

INVALID
INVALID

INVALID
INVALID

LOGON
LOGON

LOGON
LOGON
LOGON
LOGON
LOGON

LOGON
LOGON

LOGON
LOGON
LOGON

LOGON
LOGON

LOGON
LOGON

FOR:
FOR:
PASSWORD FOR:

FOR:
FOR:
FOR:
FOR:
1 2(0) 28

FOR:
FOR:

FOR:
FOR:
FOR:

FOR:
FOR:

FOR:
FOR:

Q]

invent

"BOGUS" IP=12.34.56.78

"ROOT"

"SPECTRUM.CU1"

IP=12.34.56.78
"OPERATOR.SYS"

IP=12.34.56.78

"CUl.DBA" IP=12.34.56.78
"CU1l.MANAGER" IP=12.34.56.78
"CU1l.MGR" IP=12.34.56.78
"CUTEST1 .MANAGER"
"CUTEST1.MGR" IP=12.34.56.78
"CUTRAIN.MANAGER"
"CUTRAIN.MGR" IP=12.34.56.78
"SUPPORT.FIELD" IP=12.34.56.78
"SUPPORT . MANAGER"

"SUPPORT .MGR" IP=12.34.56.78
"SUPPORT . OPERATOR"

"SYS.MANAGER"
"SYS.MGR"

IP=12.34.56.78
IP=12.34.56.78



Nessus exanpl e consd e nmessages (cort.) D |

invent

14:15/#33/72/Feb 12 14:15:12 localhost sendmail[19595483]: hlCMFCFP19595483:
IDENT:root@some.hacker [12.34.56.78] did not issue MAIL/EXPN/VRFY/ETRN
during connection to MTA

14:15/#33/72/Feb 12 14:15:13 localhost sendmail[27721977]: hlCMFDFP27721977:
IDENT:root@some.hacker [12.34.56.78] did not issue MAIL/EXPN/VRFY/ETRN
during connection to MSA

14:18/#J33/72/Feb 12 14:18:10 localhost sendmail[346161297]: hlCMIAFP346161297:
setsender: |testing: invalid or unparsable, received from
IDENT: root@some.hacker [12.34.56.78]

14:18/#J3/72/Feb 12 14:18:10 localhost sendmail[116654205]: hlCMIAFP116654205:
IDENT:root@some.hacker [12.34.56.78] did not issue MAIL/EXPN/VRFY/ETRN
during connection to MTA

14:18/#33/72/Feb 12 14:18:10 localhost sendmail[352125066]: hlCMIAFP352125066:
/tmp/nessus_test... Cannot mail directly to files

14:18/#33/72/Feb 12 14:18:10 localhost sendmail[25297170]: hlCMIAFP25297170:
IDENT:root@some.hacker [12.34.56.78] did not issue MAIL/EXPN/VRFY/ETRN
during connection to MTA

14:18/#33/72/Feb 12 14:18:10 localhost sendmail[352125066]: hlCMIAFP352125066:
lost input channel from IDENT:root@some.hacker [12.34.56.78] to MTA after
rcpt

14:18/#3J3/72/Feb 12 14:18:10 localhost sendmail[352125066]: hl1CMIAFP352125066:
from=root@invent3k.external.hp.com, size=0, class=0, nrcpts=0, proto=SMTP,
daemon=MTA, relay=IDENT:root@some.hacker [12.34.56.78]

14:18/#J3/72/Feb 12 14:18:11 localhost sendmail[76153034]: hlCMIAFP76153034:
| testing... Cannot mail directly to programs



Know your enem es (o know what your )
enem es know)! T

- Down oad Nessus (Wwww nessus.or g) and d her hacker
tod s yoursdf

- Perfor msecurity scans d your own syst ens

-« Hug any detected hd es, but be awarethat fd se
positives may be report ed

- Scann ng duri ng df-peak hoursisrecommended 9 nce
these tools can cause cetain network servces tode
onthetarget mach nes



Dot ge¢ nad, get even D |

nnnnnn

- Report hack ng atenptstothe appropri &e auhorities
wthn your argan zati on

. If the hack ngorigna ed vathe Int ernet, usetraceroue
to ds{d ay the net work topd ogy dl the way backtothe
orignating | Paddress to reved.:

—the aignaor' s organ zai on
—the aignaor'sinene Service Provder

« M 9t www.radb. nd to daer mne who owns the net d ock
conanngthelP address

- Comd a n abou the hacki ngtothe argan zation, the
| SP and the net d ock owner



Aut henticaion
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Beware o instdl jobs using d ank o D |
const ant passwor ds Trr

- Softwar e product inst dlati on jobs (bah HP and non-
HP) frequently use d ank o constart passwor ds when
crealing new accounts, groups, and users

« Remenber tomanudlyi npose cust om passwords after
saft war e inst dlati ons

- Peri od cdly check for dank passwor ds
— Scann ng :U STACCT, :USTGROUP, :USTUSER ou put
— Running Vesat's VEAUD T/ 3000 product



Ll ging users & accounts wthout 0 |
passwords

comment generate accounts without passwords

file temp ;rec=, ,b;disc=2147483647

listacct @;pass;format=detail >*temp

file tempa;rec=, ,b;disc=2147483647

xeq awk.hpbin.sys "'&

/~ ACCOUNT/ { acct=$3 } &

/~"PASSWORD/ && NF == 2 { print acct }'" <*temp >*tempa

comment generate users without passwords

listuser @.Q@;pass;format=detail >*temp

file tempu;rec=, ,b;disc=2147483647

xeq awk.hpbin.sys "'&

/~USER/ { user=$3 } &

/~"PASSWORD/ && NF == 2 { print user }'" <*temp >*tempu



L fing users & accounts wthout D |
passwords (cort.)

comment list users & accounts without passwords

save tempa

save tempu

xeq join.hpbin.sys '-t . -j1 2 -0 "1.1 1.2" &
TEMPU TEMPA'

purge tempa

purge tempu



VT/td net/ftpd c aut herticalion sends D |
d eartext passwords over the networ k Y

- Any id a wtha packea snffer can cap ure these
passwor ds

- Dont usethese protocds over an urtrust ed networ k
(I.e the I nternet)

- Use VPN technd og es totransit untrust ed net wor ks

- MPE network transport does na drectly support any
VPN praocds, so you wll have toimpl ement them va
afirewal/swtchrouta/dac externd tothe 3000



Unencrypt ed passwordsinthe system 0|
dreddy invent

- Passwords are daedinthesystem drectay as
deartex by defaut

- :STORE ;0 RECTORY copesthese deatext
passwor ds toyour backup, so contrd who has access
to your backups

« OP userscan do: STORE ; DRECTORY, so cortrd
who has accessto OP capahlity

- Purchase HP Security Monita/i X and enabl e encryped
passwor ds

— one-way encryptionis used, so na even SMusers can
reveal passwords



Generae random passwords ininstdlati on 0|
jObS invent

A shdl scripg exand e

PASSWORD="echo $$ | awk ' {\
srand ($0) ;
for (i=0; i < 8; i++) \
pass=pass \
substr ("ABCDEFGHI JKLMNOPQRSTUVWXYZ" ,1+int (26*rand()),1) ;
print pass }'"

callci "NEWACCT FOOBAR;PASS=$PASSWORD"



Prevent usersfromchoos ng weak 0|
passwords e

« Nothingin MPE FOStoprevent usersfromchoos ng
d ank or weak passwords

- Purchase HP Security Monta/i Xtoimpose mn num
password lengthrequrements

- Purchase Vesdt's Security 3000toi npose mnmu m
engh and a her password content requirenent s




| ndement password expraion D |

nnnnnn

- O d passwordstendtobecome shared passwords

-« No MPE FOS nechansmfor expring d d passwordsto
prevent themfrombecom ng g€de and known by t oo
many peop e

« Purchase HP Security Monita/i Xa \Vesdt's
Security 3000to enforceregdar MPE user and account
passwor d changes

- Dont farget tochange dat abase and o her passwords
too



Dont use embedded passwor ds injob 0 |
streans S

- :JOBSECUR TY ; PASSEXEMPT= can be used to
per mt certandasses d userstoomt ! JOB passwords
In batchjobs

- Thrd-party uilities (Vesoft, ahers) caninset!JCB
passwords prior to: STREAMINng



TI me-out unatendedteam nd sesdons D]

nnnnnn

- An unattended keyboard wth alogged-on te nmnd
sessonis asecurity risk

« The HPTI MEOUT C vaiald e canti ne-out unattended
sessons dtting & a G pronpt

- Vari ous freeware and thirdparty uilities can time- out
id e MPE sessions

- A passwordpratected PC screen saver can dso
prevent unauthori zed usage



Aut horization

nnnnnn



The use & abuse d OP capahlity D |

nnnnnn

- OP capability grantsthe ahlity ta

— :STORH:RESTORE any file ind udingthe system
drecdory

— Perfor mspodfile and pinter management
— Perf or mj ol sess on manage ment
-~ Use ;H PRI onjobs

« Few users need ALL o these ahlities

- Third-party uilitiesex & as OP dternatives for

spoolfild pinte nanagement and ok sess on
management



Use OPon atenporary, process-locd 0|
l:)a.S S invent

- Use privvmode AFstotenporarily gvethel ocd
process OP capability so you dorit haveto gveittothe
user per manently

« Seethe MPEHIX AE OS Rference Manual fa detals

— http//docs. hp. conl npd X onli nedocs/ 36374- 90013 36374-
90013 ht m

A FPROCGET(2119) /*olxan exsting cap. nmask */
se mask at 21 for OP capahlity

A FPROCPUT(2119) /* mod fy process cap. nask */
HPClI COMMAND("OP command stri ng")

A FPROCPUT(2119) /*restare aig nd cap. nmask */



Some read-ony dagnostictods requre

pat enti dly destructive user capahliti es

« :NETCONTROL requres CAP=NM

- :NSCONTROL requres CAP=NM

- NETTOOL NET. SYSrequires CAP=0,NANM PM

- These capahlities can cause havocinthe w ong
handsl!

nnnnnn



: PURGEUSER and :PURGEACCT don't )
dean up ceatas a ACDs ovan

- Resultsinfiles owned by users who nolonger ex &

« ResultsinACDs g anting access rigntsto users who no
onger exid

. If yourecreae one of these users, isit appropriat e for
tha user torega nthe old access rnghts?

« Thrd-party sdutions exst fa findng ms3ng crea ars,
bu nathngfa ACD problens

— Scan :U STHLE, ACD everyti ne you puge a user?



Anybody can do :USTFILE@ @ @to see 0|
dl MPE namespace fil es Y

. .U STH LE exposes account names, group names, and
file names evenif you do nat have accessrigits

- Descrigive names can be vd uad einfamationto a
hacker

- Ll nnt accesstothe @ pronpt and the ahlity toexecu e
d commands

« HFS drectaies can be used i n cony unction wth POS X
securityto prevent unauthorized users fromvewngthe
contents bd ow



Instead of :RELEASE consider the use of D |
ACDs (Access Contrd Definti ons) e

- . RELEASE iseasy fa getting around convernti ond file
access restridions, but tends to aeat e huge security
hd es

- Instead use ACDs to gant diffaent |levd s of access fa
dfferent users of afile

» See :HELP ALTSECfa deails

- For exanpd €

:ALTSEC FDATA,NEWACD=(R:@.@; W,R:@.ACCT)

- Note: ACDs arethe foundation for POS X security



Net wor k ng

nnnnnn



Nul SNMP community nane in )
SNMP SAMP et

« SNMPSAMP. NET. SYS gves a null communtyname
as an exanp etobe usedin SNMPCONF. NET. SYS

- Hackers knowtotry ndl oo common communty names
such as "pubdic"

. If uang SNMP, choose a unque conmunity name in
SNMPCONF. NET. SYS

« SNMP queries canreved |ds d interesting i rfamation!
— :XEQ SNMPWALK NET. SYSI|ocd host communty



MPE TCP v ner ableto sequence nunber 0|
spodfi ng e

- MPE TCP seqguence numbers are predicdalde and can
enable ahacker toi npersona e your €3000 in arder to
exdat trust rd aionships

- For more irfoon TCP seguence spoofing see
htt@// www sans. arg/rr/thr eat /i rtro_spodfi ng. php

« Patches are avalad etorandomze MPEIntid TCP
seguence numnbers:

_ 6.5 NSTGDV3 (LD)
~ 7.0 NSTGDV5 (&R
_ 7.5 NSTGDWS6 (LD)



Use external packet filtern ng D]

nnnnnn

- MPE nawor k transport | acks packet filtering

- Many MPE nework services can dlow a dsdlow by | P
address, but th s can be cumbersome to manage

« Use an externd firewdl a aher net work deuv ceto
d ock dl but exdiatly auhori zed packets, |.e.:

— pot 23 (tdnet)

— port 80 (htp)

— port 1570 (\)

— sowrce | Paddresses from your | rtranet



Hiter oubound ICMP timestanp & D |
netmask redies TErTY

« MPE responds tolCMP ti nestanp & net mask requests

A hacker who knows your | ocd time cou d schedd e
atacks during the graveyard sht

- A hacker who knows your net naskislearnng about
your net wor k topd ogy

« Use an externd firewdl a aher net work deu ceto filter
these oubound | OMP refdi es from your e3000



Apache — dlowor deny v alP address or
hosthame

- Modu e mod_access
— http//ntt pd apache. org docs/ nod nod_access. ht nh

order allow,deny
allow from 12.34.56.*

nnnnnn



Apache — bas c user/password " |
aut hertication (ﬂ

- Modu emod_auth
— http//ntt pd apache. org docs/ nod nod_auth. it m

- Web browser promptsfa user & password wh chis
aut henticated aganst a9 ngd e Apachetext filecreaed
by the ht passwd uility

AuthType Basic
AuthName "Restricted Directory"
AuthUserFile /path/to/htpasswd/file

Require valid-user



Apache — check logs fa susp aous activty [ﬁﬂ

nnnnn I

- The /APACHH PUB/I ogs/ access_|ogfile can ind cate susp a ous
M crosadt IIS vrus adivity (N nda, €c):

12.34.56.78 - - [20/Feb/2003:16:06:41 -0800] "GET
/scripts/root.exe?/c+dir HTTP/1.0" 404 291

12.34.56.78 - - [20/Feb/2003:16:06:41 -0800] "GET
/MSADC/root.exe?/c+dir HTTP/1.0" 404 289

12.34.56.78 - - [20/Feb/2003:16:06:42 -0800] "GET

/c/winnt/system32/cmd.exe?/c+dir HTTP/1.0" 404
299

12.34.56.78 - - [20/Feb/2003:16:06:42 -0800] "GET

/d/winnt/system32/cmd.exe?/c+dir HTTP/1.0" 404
299



We b Wse — use HTTPS/SSL pratocd for )
serving web pages T

- https:// LRLs usethe Secure Sockets Layer (SSL)
or aocd to encryp the dat a stream bet weenthe web

oy owser andthe web server

. If hackers shou d manage to networ k snff thsdat a
stream senstive datawll be protect ed

. If you are ua ng unencrypted FTPto dl owfile
down oads, consder swtchingto Web Wse and

encrypt ed htps://
 Mtp//www modss . agdocs/



We b Wse — X509 client auhenticaion D]
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« X 509 certificaes arent just for web servers

- Requreweb browsersto submt vdidX 509 certificaes
to be vdidat ed by the web server

— http://www.modssl.org/docs/2.8/ssl_howto.htmI#ToC6

- Isthe diet certificat e signed by the expected
Certificae Auhority?

- Does the dient certificae contanthe expect ed
attri but es?



We b Wse - OpenSSL security functiond ity D |
In FOS as part of the web server v

« OpenSSL commandline uility
— fil e encrypti orY decr ypti on
— X 509 cetificae nanagement
- 3 MME encrypted eemail message generati on

— AR librartes NOT i nd uded (bu you can bul dthe mfrom
sour ce code from www opensd.a g

« Only the X 509 functiondityissupported, bu the rest
dl works ©

. 7.0 patch WBWGDT7A

« 7.5 Ind uded in naidine



FTP -laog authenticaion attempt s D]

nnnnnn

- Recent versons d the MPE FTP server logthe
orignating | Paddress for both successfu and fal ed

aut henti cati on atempt s:
- MPE 6.5 FTPGDO1 or | d&er
- MPE 7.0 FTPGD49 or | der
- MPE 7.5 areadyin FOS

« See FTPDOC. ARPA SYSfa daalls



FTP -1ag authenticaion attempt s (cort.)

11:04/#J35/138/FTP INVALID PASSWORD FOR:
"HACKER,MANAGER.SYS" IP=12.34.56.78

11:04/#35/138/FTP OPEN FOR:
"SYSADMIN,MANAGER.SYS,PUB" IP=12.34.56.78

11:04/#J5/138/FTP CLOSE IP=12.34.56.78

11:07/#35/147/FTP INVALID LOGON FOR:
"BOGUS .ACCOUNT" IP=12.34.56.78

ra



FTP —whoistransferring what files? ()]

nnnnnn

- FTPSRVR doesnt exdiatlylog file transf er a@tempts

- But systeml ogg ng fil e open & close events cou d be
scannedto derive FTP usage



FTP - patocd | ogg ng wou d be hd pfu to D |
detect certan hack ng ate npts avens

- Unf ortunatédy FTPSRVR does nat support praocd
logg ng
. If access to FTPSRVRIs contrdled by an ext ernd

firewdl, proxy, a daher net work dev ce cons der
enabling FTP loggng onthe externd dewv ce



FTP -restrict server usage to spedfic
USers

- MPE FTPSRVRIsdl a nahing —it cannat restrict
accessto ceta n users

- But Vesoft's Security 3000 product can

nnnnnn



FTP - be aware of FTPSRVR s "qte D |
stream command o

- Alows renmote usersto streambat chjobs

« Users wth CAP=BA SF codd udoad newbatchjobsto
[t np or aher witad e directori es and then streamt hose
j obs

« Def eatsthe use d " OPTl ON LOGON, NOBREAK" if
such UDCs do na dsorestrid batch jobs

-« Afuure verson o FTPSRVR wll likdy add a new
paramet er to SETPARMS. ARPA SYStod obdly
enable a d sad e "ste streant



FTP - dorit enalde anonymous FTP access [ﬁﬂ

IIIIII

- Too many hacker tod s scan fa anony nous FTP
access

- : PURGEUSER USER FTPGUEST to nake sure
anony nous FTPiIs dsad ed (the def aut)

- Consd emessagesfa faled USER FTPGUEST | ogons
m ght indca e hacker scann ng acti vty.

15:59/#J5/123/FTP INVALID LOGON FOR:
"USER.FTPGUEST, PUB" IP=12.34.56.78



| NETD - Enald e connectionlogg ng opti on 0|
(_I) invent

- The defadt nodeis nologgng

« Edit J NETD NET. SYS and spedafy | NFO=-"'to enald e
hostname and | Paddress infamationto beloggedto
J NETD $STDU ST fa each INETD serv ce connection
att empt

- Notetha DNS poblens can substartidly sl ow
connection estaddi shnment



| NETD - connectionlogg ng out put D |

invent

Received call for: ftp tcp

ftp/tcp: Connection from unknown
(12.34.56.78) at Thu Feb 20 11:48:41 2003

Received call for: telnet tcp

telnet/tcp: Connection from some.host.name
(87.65.43.21) at Thu Feb 20 15:58:24 2003

Received call for: ftp tcp

ftp/tcp: Connection from some.host.name
(87.65.43.21) at Thu Feb 20 15:59:11 2003



| NETD - dsald e unused services D]

nnnnnn

- The INCNFSMP. NET. SYStempl atefa the INETD
config filel NETDCNF. NET. SYS has nany servces
enabled by defaut

 You should only enald e those servces tha you are
exdidtly us ng

. Servces like echo, daytime, ti ne, d scard and chargen
are nat requred by MPE

« Some o those services can be usedin den d-of-
servce atacks



| NETD — dlowor deny v aby IP address or 0|
hostname e

- Use /usr/adminet d sec to dlow or deny access to
| NETD serv ces by | P address ar hostname

- Oeate/ SYS NET/INETDSECfromthe | NSECSMP
samd efile

- Make sure/usr/adnii netd secisa symbdiclink panting
tol NETDSEC

—In—=s/SYSNET/INETDSEC/ usr/ ad ming d. sec

« Contrdsdl servcesligedin/dadined.corf (aka
[ SYS/ NET/I| NETDCNF)




Samba —encrypted passwords D |

nnnnnn

- Sambai X207 and earlie ony supported d a ntext
passwor ds

- Sambal X 2 2 7a adds support for encryp ed passwords

- Samba encrypt ed passwor ds a e i ndependent of MPE
user & account passwords

—staredin/usr/locd/sanba/ i vatd s mopasswd
— mal nta ned wth/usr/locd/sanba b n'snbpasswd uility

« For mor e i rf armation:
nttp//de sanba o g/sanmba/ftp/ docs/ tm docs/ ENCRYP
T ON htm



Samba —dsalde guest access D]

nnnnnn

- Many hack ng scanners d@tenpt Sanmba guest access

- Mod fy/usr/locd/sanbalidsnb. conf wth"guest ok =
no"



Samba —dlowor deny v alP address or
hostna me

« In/usr/l ocd/sanmbdli b's nh. corf:
- hosts allow = 12.34.56.78

- hosts deny = badhost.somewhere.com

. If adenylist conflids wth an dlowlig, the dlowlist
takes precedence



Samba —checklogs for suspa ous actiuvty D |

nnnnnn

 Look farindvdud diert logfilesin
/usr/locd/sambd var/l og. *

- debuglevd =2 needed to see fall ed aut henti cati on
atempts (bu d so g ves successfu file operyd oseinfo

. log file = /usr/local/samba/var/log.%I tolog by
dien |Paddressinstead o worth ess dient N\eB OS
name



Send mail —access dat abase 7}

nnnnnn

- Accep argectincomng email
1. :HELLO SERVER.SENDMAIL
2. :XEQ SH.HPBIN.SYS -L

3. shell/iX> /bin/cat - >/etc/mail/access
makemoneyfast@aol.com REJECT
imaspammer .com REJECT
:EOD

4. shell/iX> makemap hash /etc/mail/access
</etc/mail/access

« For furtherirfor netion see
[ SENDMAI L QURRENT/ cf/ ReEADME



Sendmail —check syd og far susp aous 0|
activty

- Unaut horized rd ay atempts from spammers

Oct 16 11:44:14 localhost sendmail[190251173]:
£f9GIi9M6190251173: ruleset=check rcpt,
argl=<user(@somewhere.com>, relay=spam.host.com
[12.34.56.78], reject=550 5.7.1
<user(@somewhere.com>... Relaying denied

- Hacker probes:

Feb 20 16:26:10 localhost sendmail[1114264]:
h1LOQ8ER1114264: hacker.host [12.34.56.78] did
not issue MAIL/EXPN/VRFY/ETRN during connection
to MTA



: STORE: RESTORE

nnnnnn



Untrusted OP users +: STORE-to-dsk D |
D RECTORY1s a bad comhi nation TR0

« OP userscan:STORE :0O RECTORY tooltan deartext
passwor ds

« Nowtha :STOREto-dskisin FOS phys cal access to
tape medaisnolonger requred

- Only g ve OP capabilitytothose users who absoludy
positivd y need it

- Purchase HP Security Monta/i X and enabl e encryped
passwor ds



: RESTORE : CREATE resdtsin dank )
passwor ds .

. If accounts, goups, o users get creaed by
. RESTORE, they will have BLANK passwor ds

- Upon : RESTORE cony d@ion, renember to nanually
ass gn passwordsto any newy crea ed ogects

« Period cdly scan: USTACCT/: U STGROUP/: U STUSER
out put fa b ank passwords



OP users canread or wite any file us ng

: STORH: RESTORE

- Readthe contents of anyfile

- Wite arlatrary contents back to any file

« Thhnktwce befare gvng OP capahlity tousers!

nnnnnn



Denid of Servce

nnnnnn



Configure sane connectionlimts D |

nnnnnn

- Atackers can exhaust processor, nemory, and dsk
resour ces by maki ng hundreds (or thousands) o
concurrent connections to networ k services

- Make sure each net work servceis configured wth
sane connectionlimts

— :NMMGR dobd TCP and UDP paraneters
- :NSCONTROL SERVER=name, nnn, max

— Apache MaxQientsdrecive

- Samba "max snbd processes"’ paraneter

« Unf ortunatd y no connection li mts wth nINETD



Use Threshd d Manager to defi ne aher 0 |
Il mts e

- INndudedin FOSfa dobad nanagenent d resource
utili zati on
- Onlylimtsjob & sess onlogons, not process o eati ons

- See Perfor mng System Manage nent Tasks manud for
detals



Peod e & Rrocesses

nnnnnn



Hel pl | forgot ny password D]

nnnnnn

- How can you be surethe user is whot hey say they
are?

- What if you dorit recognizethar face or voice?
. |s atd ephone request suffiaent by itself?

- Is an e ndl request sufiaent byitsdf?

- Should ahandwitten sgnature be requred?

- NEVERTreveal an ex sing password — d ways change it
to somet hing new



Are your enyd oyee ID nunbers secure? D]

nnnnnn

- Socd Security Numbers aretoow ddy used for too
many purposestobetrdy secure

- Dointenal caporae apdicaions 'l eak" enyd oyee ID
numbers to aher unauhori zed empl oyees?



Term nat e passwords when tem nati ng 0 |
e nployees e

- Revoke o change passwor ds as soon as posd bl e ater
thelast day o enploynment

- But short of using mentd tdepathy, how do you know
whi ch passwords an enyd oyee knows?

- You may never knowthe ful passwordlig if irfor mal
passwor d sharingis occurri ng

- Do you change EVERY password if youtem natethe
system manager ?



Ava d ng the phony security audt scam D]

nnnnnn

- A hacker phones auser and says "H, 'mfromI| T
Support and | need to verify your passwor d"

- Educat e your users about what toexpeda and na
expect from| T support saff

- Users shou d never reved passwords to ANYBODY
d sée



Never sharelogn accounts (or passwor ds) D |

nnnnnn

- When nultig e peopl e sharethe sane | og n accourt,
rdiad e audting becomes | nposs de

- Productslike Vesdt's Security/ 3000 can hd pfaadlitat e
log n sharing bu MPE syste mloggng wll na be
aware o those extral evd s of auherticati on



Beware of dunpster duvng D]

nnnnnn

- | ndenent procedures to prevent sendtive i rfarmation
ba ng exposed i nhardcopy trash

- Use cauion whenrecyding —isthe recyding facility
secure?

 If iIndoubt, shred



Contrd access to used backup media D |

nnnnnn

- Syste m backups cont an passwords and aher sensitive
| rformation

- Who has physcd accesstoon-ste ned a?
- Who canrequest ned afromoaoff-gte arch ves?

- When used nmed acyd es backinothe scratch pod, do
you zero-ou the dd daa before makingthe ned a
avdlad efa reuse?



Know edge rd enti on D]

nnnnnn

- Enpl oyees wth MPE OS &locd appicati on skills may
leave toseek adfferent caeer pah

- WII the enmpl oyees who aeleft have sufiden skillsto
ensure good MPE & apdicdion security?

- Make sure caiticd knowedge is witten down
somewhere



Keep current on satwar e verd ons D]

nnnnnn

« Perfor mperiod c O5 &appicaion sdtware
updati ng/pat ch ng to get fixes fa security prod ens

- MUCH Internet gid codd be prevent ed if everybody
was up-to-da e on key soft war e

- For MPE pa ches, the unsupport ed freeware pachman
utility can hd p

— htt p//www i xby. ar gftp/ pub/ npel pat chman-2 2 sh



Sayirforned D |

nnnnnn

. Subscri be to vendor security d et mailing lists

- Subscribetolnternet security d et mailing lists such as
CERT, GAC BUGTRAQ «c

. Subscri be to open source apgdicati on "announce" lists

 Subscri be to open source apfdicati on devd oper lists

 Subscribe to HP3000-L/ conmp. sys. hpmpe
- What you dorit know CAN hurt you



The fuue

nnnnnn



MP E security 2003-2006: the good news D]

nnnnnn

- HP sdft war e support corti nues t hrough 2006
« HP sdft war e ddivery conti nues t hrough 2006
- HP pat ches corti nue t hrough 2006

. Inshort, nat h ng has changed from a custo ner support
perspective



MP E security 2003 2006: the bad news D]

nnnnnn

- MPE 6 O0and earlier dready na supported by HP

« MPE 65end o HP su
« MPE 7 0end of HP su
« MPE 75end o HP su

D

D

D

nort date 12/ 31/ 04
nort dae 12 31/ 06
nort date 12/ 31/ 06

« No HP patches fa security o ather problens dte

these dateds!



MP E security beyond 2006 — naive bugs D]

nnnnnn

- Vastly fewer customers us ng MPE neans sonme
und scover ed nati ve security prod ems nay stay h dden

— good news: fewer MPE-spedfic security prodens wil
e nerge

— bad news: if problens do emerge, HP worit bewllingto
fixthem

- Thrd-party support providers may bewlling and adeto
provde fixes for some new bugs



MPE security beyond 2006 — open sour ce |
UGS -

- Inenet hackers wil continue tofind bugs inthe open
source products which are bund edino MPE

— Apache, BEINDQ Samba, Sendmal

- Most d these bugs tend to be o the buffer overfl ow/
code execuion varidy, which & most wil cause a
process abort on MPE wthout executi ng any hacker
code

« HP wll nolonger be prov d ng updat ed open source
b nariesfor MPE

. If these products are criticd for your homestead ng
envronment, you shouldinvest inlearn ng some Ul X
to MPE porting skills so you can updatethe products
yoursdf (it's not that dfficut!)



nnnnnn

Real-life security g aies fromthe aud ence



Generd Q&A

nnnnnn
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