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This is a broad technical introduction to
OpenMail

Covers some (but not dll) essentidl
fundamentals that architeds and sysadmins

need to know
Broad brush taster (deep in some areas, nof a
substitute for RTFM, 200- and 300-level
training!)
Architectural overview
OpenMail concepts
How to provide an OpenMail service
What to do, what nof to do
L e mgisked doaknmdof The Cipen Goup.
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Scalable
Flexible
Reliable
Low-cost
Feature-rich
Future-proof

... Why?
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Single message store for all types of client
Superset of Internet and X.400

Flexible, controllable synchronization of public
folders

Highly scalable
Access control lists on public folders
Per-user store size quotas

Data migration (cc:Mail, MS-Mail, Exchange, PROFS,
HP DeskManager) and OpenMail-OpenMail moving

Server-based searching
Restore a single user from a backup
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Flexible routing configuration, can route via public
Internet

Secure using server-server and/or end-end encryption
Localized failure messages - including “similar” names
Integrated SMS/Pager gateways (bi-directional)
Integrated Lotus Notes/Domine connectivity

Access control lists on services

E-:-ute testing service

vest server (users send mail to applications, receive
rep ies)
“Applicetion Link” service for Business-Quality
Messaging (“message queuing”), using the same
O penMail architecture
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Single directory for all types of client
Superset of Internet and X.500

Flexible, fast, controllable synchronization to
LDAP, X.500, Exchange, Domino/Notes, or
your own custom data

Scales to millions of entries with sub-second
response time: svitable for “type-down” style
access

Multiple diredories
Soundex
Extendable (e.g. photos, vCard)

Access control lists on distribution lists and
directories
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Assign tasks

Publish your free/busy time to
everyone

Share calendar details with people
you frust

Real-time (not workgroup-
replicated) so it's always up-to-
date!
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Supponrt for 64-bit OS (larger memory = bigger systems)

Easy-to-use ccdmin. Tools, tailored for different types of
user

Host several virtual systems on one machine
“Fail-over” clustering

High reliability - proven in the fielkd

Flexible, fair network licensing

Commitment Request

Available on different OS platforms

Strong file types, “coercion”, server-based converters
Password controls (e.g. expiretion, flexible com position

rules)
Rich server-based rules
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OpenView on HP-UX workstation
MS Windows workgroup admin tool
Web-based admin teol (7.0)

or, Command lines, e.g...
omrc Starts the (O penbdail server
emshut  Shut down the Cpentdail server
emaddmnCreates an O penbdail mailrede
emaddu  Creates an Openhdail user
emaddrt Creates a route from O perbdail © arether O perbdail
or foreign email system
omstat  Shows the overall state of Cipenbiail
emsetsve Shows detailed information on O pertdail component
emecenflvl Corfigures Bvent logging levels
omconfaud Cortigures Audit logging levels
man openmail

“Real” sysadmin use om... commands
...or at lemst understard their use
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Central to OpenMail is the idea of a “mailnode”

A malilnode typically consists of upto 4 Organisation
Units (OUs), expressed as “OU1,0U2,0U3,0U4"

Some examples:
rabhbit
- rabbit,class
HP-Pineweood.om1
Men-HP-Pinewsod, om 1
- Marketing enquiries, uk
Te create a mailnode:
$ omaddmn -m "rabbit class"
(this creates the mailrede as being local to this mozhine)

OU structure based on X.400
+ Can use other X400 afiributes [aq. CA4/P/0), but carefull
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Each OpenMaiil user needs a UNIX login
you can chooss to havs this assigned
autornagically

en any processas are run on behall of the
OpanMail ussr they will normally bs run as the
associated LINIX usser

Assign to a local mailnode

Assume you have a UX user called richi
to create an OpenMaiil user, specify the
name and the mailnode they belong to:
S omaddu -n "Riehi lennings/acme,uk lab" -u richi -p password
(there are plenty more options for this command...
check out the man page -]
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Add the OpenMail mailbox

} omaddu -n "Richi Jennings/acms,uk,lab" -u
richi -p password

Assign it an Internet address
} ommodent & "Richi Jannings" -n "internet-
addr=richi@acme.com"

Arrange for name to be reselved

correc y ol deme.comn
% acho "richi

richi.jsnnings/ou=lab/ou=uk/cu=a0cms" »=
Fusr/libAaliases

t newaliasas
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Having an ENU is optional, but a Good Idea™

ENU receives notification whenever some
problem occurs (e.g. rouvting problems)

Depending on the problem, it may be that that
error message sent to the ENU is the only
indication that something has gone wrong
ENU tends to receive messages when something is
"logically™ incorrect {e.g. no return route corfigured, =
error message can't be returred fo the sender]

Could be a remote vuser, but is that a good
idea?

omconfenv -n postmaster

omshowenu
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We're now able to send messages between local users.
But whet about connecting two OpenMail machines

together?
Hostd  Hosth
acme,uksales  acmeusa,mldg
acme,ultlab acme,usa,sales

HostA knows about mail to users af the mailnodes
acme, vl sales acme,uk lab and acme, vk, accounts - but
how do we tell it about the mailnodes ot HostB?
We need © add a route to these other mailnodes!
- Hold that thought...

When we created the local mailnodes with the
omaddmn command, we acually built an OpenMail

“Routing Table™. On HostA the routing table is actually
more like:

L3CAL acmeuksales
L3CAL acme,ullab
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Within OpenMail, everything revolves around
“Services.” All the various tasks of a messaging system
are separated inte services thett can be started and
stopped by the operator (via the “omon/omoff”
commands)

Zarvice Router

local Delivery

Directary Synchranization

Remote Clisnt Intarface

Intarnet kail Gateway

Sandmail Interface

X A00 Intarface

Motea Zateway

et

All “routing” decisions are handled by the Service
Router. All the mechanics of delivering a message to
someone's intray are handled by Local Delivery. ete...
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Generdlly specking, the wely services
work is that they each read their own

For exemple, when a user hits send, the
messcage is placed on the Service Router
queve, the Service Router will read this
cnd cdetermine whom it is to go to next.
It it's tor a local mailbox, the router will placs the
message on the Local Delivery qusus. Local

Delivery then sses it and attaches this messags to
that parson's Intray.

It it’s tor ancther machine, the router will placs the
message on the appropriate cutbound qusus...
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% omadd it -m "aeme, usa,*" = smintfe -i openmailiHostB

Now, mail addressed to any mailnode “acme, usa,..." will be
pliced on the SMINTFC queve, ard will be sent to
“openma iliH ostB”

TSMINTFC" is the name of the queve read by COpenMail's
“serdmail Interface”
Thia takea the meazage, wrape it up inte a formavitable for 2ending
acroza the intarnet (we call it a Serialized/Encaded meazags), and zenda
it [via SMTP) fo open mai k& Hoath
O'n HoztB, aendmail will have been configured to0 recognize o mesaags
addreazsd to the apecial vaer “openmail”, unwrap it back to O penhiail
format and placs it an the Cpenbdail Service Router queus
Whan tha Sarvice Router an Hozth aeea thiz mesaage it will recaginias the
mailnade az a kbecal mailnads and give it to local Delivery far dalivary to
tha recipient'a Intray
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In the last section | said that “services each
read their own queve.” This is not always
true...

There are some services that are not assodiated with any

eue
CTL;re are wme queves that are not associoted with any
2IYICes
With each new release of OpenMail it is quite
possible that new queves and services are
added. 5o too, it's very easy for third party
developers to add new services and queves.

Some key ones and some of the easily
forgotten, but very important ones...
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L usus Aasocioted Service

ROUTER Servike Router
LOCAL Local Delivery
SMINTFC Serdmail i/ f

UNIX  Infernet Mail g/ w

X300 X400 if

ERROR rmone
ERRMG R Error Mamager
SMERR rmone

none Remote Client 17§

HSHE Laca |l Client 17

Motes
Can be erneto-one
relatienship
...Or g one-to-mary
...arone-to-nmone
...ar nore-toone!

omestevs -2 (See next page)
The twe queves “ERROR"

aml “SMERR" have ne
assackted servie
They are there to hardle ary
“corruption” or urexpected
errors found by other
O penbdail services
You must monitor these
quewes manually and deal
with the message individualby
[see kater)
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Example Output of omsetsvc -e

[fragment)
o betalls foar subsystom LOAP Dacmon:
_ Lereioe Munbor = 54
rember of components -1
Logaing Lewel - 0]
Has & input Queue? [E]
s detat s From onscac? vES
Sohsystom can be onabled? WES
Eogudred stabs Eriak | ed
o lact state change (onyoff) = 1917 A58
Last delayved off time = 149.1F.08
SEartun prod nsmss = by onislapd -F Svardoot/openad ] Sevs S5 lapd o conf
EHutdosn program  nane = ofbind omsbutdm 5 55 oq STCTERM -p -d %d
SEACLS Eroara nand -
MID's of subsystom roceEsses: Fa¥a 00 0000000 000 0000000
Mice Lewel =0
sdditional mesolve Flag =0

fabeystom oortral led By "all’ YIS
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fFomstat -=

Serwice Router started
Local Deldiwvery started
Internet Mail Gateway Started
#4000 Interface Stopped
HPDesk Gateway Stopped
sendmail Interface Started
Local Client Interface Dizabled
Remote Client Interface Enabled
Test Serwer Stopped
Request Serwer Stopped
Frint Serwver Stopped

Directory Synchronization  Stopped

¥ omstat - router
2 Serwvice Router

G

10.22. 95
10.22. 95
10.22. 95
11l.06,895

10,22, 95
10.22. 95
10.22. 95

started 914102553 19.12.95 FROUTER

o

[
[ T |

o o oo ®m OO0 O ow o
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omstat only shows services thet have queues

You must remember to monitor queves that dont have
services attached, particularly:

ERROR—where any OpenMail service will place a
message if it encounters a “corruption” (if it cannot be
exphkiined or corrected)

SMERR—where xport.in places any “bounced”
Serialised/Encoded (5/E) messnges
- ¥When wesend out a S/ Mesage | ‘-’IC:I T|‘|E ShAIMNTRC queue) we
send it via sendmail with the n&nn -cem” which says “Mail ary
errors back fo me” These will be placed on the SMERR. queue.

Cron job left as exercise for reader!
omstat q emor
- omstat -qsmeT
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omon -5 service
Start it

omoft -5 service
Stop it

omoft -5 service [d delay]
Schedule it to dop

emott < -5 service
Cancel the scheduled gop

service can often be “all”

Jetefomre and Sete/omshut
Start or gop evenydhing '

<
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Important for cross-server scheculing
for Outlook clients

Outlock free/busy information is stored
in a special directory

Allows direct connection between
OpenMauiil servers for real-time

free/busy lookup

Alternative: use directory sync (but this
can be out of date)

See one of my other sessions for more
details:
CipenMail support of Outlock and MAPIY
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omon / omoff work similarly, except
“non-stop” demons cen’t be omoff' ed

¥ omstat -a

FC Montitor started NN - 5TOF o
Hotification 5erwver started 19.12.95 O
Shared memory dasman started HON - STOP
Notification Monitor started NON - STOF
Container Access Manitor started HON - STOP
Item Structure Serwer started 1a.12.95
Database Monitor started 19.12.495
Licence Monitor Daseman started NON - STOF
¥ Dasmon Aborted NON - 5TOP

LD&P Dasemoh started 19.12.95
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Owner of shared memory for
decoded config files

Holds important configurdtion in
memory

Remember to use omconfsm -f

filename if you change an in-

memory file
re-reads the spacitied lils(s) and creates
a new shared memory sagment
old-axisting ssgrmeant will have o delate
placed againg it and it remains thers
until the last process acosssing it goss
AWY

You may wish to re-start any
dependent services
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Clients can request notification of events (. g.
new mail arriving)

Mo expensive polling: greatly improves
scalability

ct library

@ Clisnl regiziers it infsreasl in o povliasior nofificofion

@ Confainss (ibeory tals nfd obout off choagas ; ald §lters cuf thess which ore nol infsrasting

D Clisal zends dofogaem whea if's reody fo reosive aolificzlions [nol necsesory for newer disat)
@ nz raples ¥ now aolificalions o oviviobls; disal coa then felch dstoils vio RPC
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Note that the notification daemons
allocate a block of shared
memory, big enough to cope with

the number of configured users +
10%

If you plan to add a bunch of new
users, it's worth restarting the
client services and the notification
dzemons!
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Logs Message Store adivity

Allows single user restore, invalvable
troubleshooting, stc.

LD% adivity at the “Container” level
n odd or delete tofrom a container, this information s bgged

Log keeps track of both a container’'s children

and parents
It tracks both directions of the hierarchy

Main components are:
The ltem Structure Service (iss)
a deemon femissdm) that records flogs structural changes
log tiles are in ~openmail/ structlog/15*

The ltem Siructure DataBaose (Edb
in ~openmail/is/0/*
omupchis commard
the utility that applies the logs against the sdb
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Although the dz=mon is running, leggingis not
enabled by defavl!

Ensvure iss is running (omsat -a)

Write down the system date and time: date | |p
Get the initial state: omscan o -l /trp/scanlog
Initialize the database: crmupdtis - - /tmp/scanlog

Incorporate recent adivity and remove the old
logs: crupdtis - + mm.dd.yy -F hbi:mm:ss
lIsa the date and time that you wrote down earlier
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NMow that you have an isdb, youv can do SURs!
A (very quick) overview:
Cecide on a date,/time where you know the mesage
exiged; apply the lbgs up to this point
Gererate a lig of files that reed o ke edored
ompregsur (use same date/ time)
Redore the files into o temporary direciory
omgetsur [or your own me’rhug
Check that all"s OK
ompregsur again, but without < or o options
Re-create the mailkbox
omdesur (use same date/time)

omdelu/omaddu
omepinu
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Kernel
Calculate new values for maxdsizs,
maxswa pechunks, maxupre, ncallout , nprog, nfils,
maxfiles, ninods, rflocks, magssz, magtql,
magmap, msgmnb, ssmmnu, shrmni, db-rax-pct

[sea the OpenMail Technical Guide for formules)

Swap
Allow about TMB per logon (more or less,
depsnding on the clisnt mix—sss the Guide for
mors details)

Inodes for /var/opt/openmaiil/data/
Allow 1 inods par 2KB
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Set kernel global parameter mman_slog to 1

Logs problems in dmesg and syslog, e.g...
Frocess "stackhog® Fid 1659 Uhd 409 : recaived o
SIGSEGY for stack growth failure
Apr 17 09:38:46 hal vounix: Frocess “stackhog” Fid 1659
Lid 409 : racaived o SIGSEGV for stack growth foilere
Frocess "meamhog” Fid 1718 Uid 409 : brk/shrk failure as
irnsutficiant swap space - refurning ENOMEBM
Apr 17 09:50048 hal vinunix: Frocass "memhog” Fid 1718
Lid 409 » brk/shek failure as insufficient swap space -
refurning ENOMEM

Requires PHKL_112340 for 10.20
Speaking of logging...
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You can modify the legging level of each prod wet compene nt
separately

Standard levels shown below (there are others, but they are
prebably not useful without a support call)

O Logaing mot & raHed 2 Something b lEendore o amessage
1 Catcs frophic 2rror ake nd 11 Leg ebe bug fnformatonin Hnary code
3Error but the process conconinoe 1.2 Lo de bug Informatonin IPbrary cock
SWarrng of poesiHe prolHem 15 Log procechre cal In Hrary o
Toommand has e mecuked success fully 17 Arewal roofne procechne cal

Use omehowhl /amcontld te show /set the levels, o rm.hnwh:ug (=)
ovipuvt a leg

You can filkar by l=ral, the dak=/lim= rang =, the compenantand request kgs
pertaining ke a particular user

ommeon is a vseful quick check=why not run it from cron twke
a day?

Where are the log filks? -~openmail/legs/...
kg.[012] kRl MHrelkg dozmenstdarr
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Great for billing (that's what it was
designed for)

Also useful for debugging

Use omshowaud /omconfaud te show/set
audit levels

- Written to ~openmaiil/logs/audlit

Ridiculously configurable!
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Periodic patches
Cumulative
MNaminally once per morth
Automatically rgreston teded (in addifion to rormal GA)
Simpler potch management
Con be veed proactively
Uses swingall

Erzure yvou have encugh disk space betore you begind

Point patches
For ligh prorty problems (a.g. machire down)
Cependent on o [-E’y F {gererally the mog recert)
Mot vaually regression tesed
Should rot be veed proactively
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Co nfigure appre prioke Kemel
[ 1 e

Plan filesystem hyoe ot amnd swap
% pH1Ce
Filezyztene have encugh inodes?

Creare UNIX kgire forthe bonl wers
{opticnal at 6.0)

Add kool maileededs )

Add kol wers

Configure wer psswonl ook’
Configure the Ermor Moetification Wker
Configure Puhlic DEtribuviien LBk

Define any new or leoolized Divecko ry
attriburies

Configure the file type coercion
settings "
Configure the PH Server’

Configure the Request Server’
Configure the converders aml hody
part identificatio s "
Create the o p- level Evlletin Boanks'
Sched vie the O penhlall ma inden noe
o sl ks in cron

Sched vie the back vp procedures o
run regulndy

Set the genenl co nfig vrtie n file

o phie e (gensm Lol )”

Set the vser s pecific co nfiguritien

o ptiens (veerch )"

Set the client co nfig vrrtie n optic e

i wsene nf)"

Sched vie o mbpdnt fo r e without
a client’

Configure Access Control LEE*
Configure the logs"®

*- denoie= qoiicnal items




OpenMail Technical Fundamentals The 300-level Essentials

I Set up isdb amd iss logging
Configure sendmail (or other
MTA)

Configure routes to the other
OpenMail systems

Configure Directory

Syme hrenration

Configure Bulletin Board
syrc hronzation*

Configure the default Internet
Mail Gateway mailnede

Configure rovtes to the
Internet Mail Gateway

Add internet mail vsers to the
Directorie s*

Configure the address
emceding and decoding for
the Internet Mail Gateway*

Configure the special
character encoding for the
Internet Mail Gateway*

Configure the name
conversions for the Internet
Mail Gateway*

Configure the address
domain mappings for the
Inte rnet Mail Gateway*

Configure the bedy part
conversions for the Internet
Mail Gateway*
Set up other
gateways/connectors:

hS Exchange

Lete Mates Doming

S5/ paging

HPDeskharager

*- denoie= qoiicnal items
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Check all the services are running

Check the In Tray of the Error Manager

Check messages are moving through the system
Check for messages thet could not be transmitted
Check for system errors

Monttor disk usage

Back up the system

Check and repair deta inconsistencies

Add and remove local users

Maintain the Directory of local and remote users
Maintain the Public Distribution Lists

Maintain the Routing Table

Maintain the Bulletin Beards

Maintain the Message Store (omtidyallu)
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Umit awie-reply frequency o same address (of vacatien)
IO AUTZREFRLY_CHEC K S h=TELIE
IO AUTZREPLY_Ex MEY T E=# days

Limit 5 everdty o f non- delive iy repe v 1o EMU
HOR_ B SERKZUS O =TEUE

Den't shew “similae” rames from the direcke ry in o n-delive ry repe s
ROR_HC A LTERHATEZ=TELE

Keep an a kchiv ed copy of messages that ge threuwg h the s ervice rovter
aF_DOLM P A 55 5=BERDRE ('or A FTEER)

Expamd public distributien liEt members in rouvtsl messages
3F_EsFARD_FDLI=TEUE

Set loo ping check ho p co unt (d efoult 100)
SE_pAAN_HOP COUNT=count

O ptimize the CDA s erver rebuilds
COw_USE CHARMGE_ L2 C=TRLE

zer must fyge passwornld
LIAL DISA WOwW ALTS PASSWOR D-TR LIE

LAL DISALCW RCOR USER PASSWORD=TRUE
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Use distribuvied lkensi
LML USE DIST_UC=TRUE

Enforce compatibildty between d iffe rent cliends
LAL DISARLE NESTED PES=TRLE

Mail a warning te user f password expires soon
AL P D W ARNING D Y=o
Maila warning te users whe leg on with an old password (ie

don't enforce a ingn
UAL PAZIWORD ASED=W ARM

Allow aliuses to be used for signon
LAL_SEMNON_ALAS=YES
UALUSE_SKSNON_ALAS=TRUE

Maila warning to vsers and for ENU when appreaching and
exceedi vokis

UAL 3ZE MSS TO USER=TRUE

UAL SIZE RS T EMU=TRUE

UAL SIZE WARNING LIMT=% mese fimit

UAL SIZE WARNING EDUNDE=% increces

Use UNIX vsers’ passwand s
UAL LMNIX PASZAORD=TRUE
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Maximize thre vt at the expense of delivery speed
WAKE REA E =FALSE
% RE OUT=samands (120 parhops?)
3 TRE. Ol ssaonds (el

Lt number of comncurrent searches
SE AR CTHILDREH=# [oséouilt 20)

Make CDA less E&EE‘EW
CDa CHECKET minutes [dedoull 5)

Limit number of comurre nt remote free /busy leckups
DRS W AY CHILDREM=# jdsfoult 14]

ass LD for speci | message s [ama ll]
BYP ZR_LD BYPAZS LZERN=TRUE &

Don't hdy trash i ||1 hu-.'kgraund afier client signoff don't forget to
schedule emtidylluat n
AL MO B BWFTY=TRU

Kill id le /dead client connections
LAL IDLE T EDUT=minutas
AL DEAD TRAEDUT= minutas

Kill id ke Interret clients fdefault 300)
UAL POP3 T BEOUT=semonds
AL BAAFS ThAEOUT= saconeds
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* PQA [OIN 300-0150)

MAPI/Outleck & Exchange (300-0154]

+ RTF (300-0160)

IMAP (300-0170)
Other internet support (300-0173)
/ete/passwd, NIS end UIDs (300-0157)

© Message les (300-0156)
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Why change it?

New queuve manager
Message pool

POISON / IDEL, lazy deletion
Multiple queve readers
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On large systems, ROUTER and LOCAL
cueves could back up, at peak times
Evan if thars was spare CPU and 1/ bandwidth

Bacauss the SR and LD sarvices were single-

threadsd
Queves could become | /O bound
Scope to make queues multi-reacler
Scope to cache more state in memory
Scope to do lazy deletes
Improved hendling of “poisoned”

messdges
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Previously, services
cccessed queves
directly
In-process, vsing sharad
libraries

Now, it's only the
veue.mecmeager
aemon whic

cccesses the queves

Much faster: can kesp

state in memory | e

Sarvicas talk to G via
IPC
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Holds in-transit
messages

Accessed mainly by
services

Stored in
~openmail/msgpool/
Potertial hotgpot, but

desggred to ke compatible
with griped arroys
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POISON holds onto any
“poisoned” messages

These are corru messages
which are causing a service to
abort

G will try thres times and
then move it to POISOMN
IDEL receives messages for

deletion
idel server will delete them

asynchronously, at low priority
3 notes when message

processing is complete

(orphan) and puts ften IDEL

L
[

Tl

W
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Previously, could have many writers, but only
one reader

NMow, we can have multiple:
Service router
Local delivery
SMTF ftrangport” out (xport.ouf)
SMITF “pure® out {unix.out]

“Main” readers and “Avuxiliary” readers
omaetave -x Id 3 fgives 4 dmuliarecus beal deliveres)
omsat -5 -p {get dotus for awiliares)

Can configure up to 20 auxiliaries
Careful: you could dow your systern down
Tips monitor sygemn and add auxiliardes sowly!
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New functionality

Avutomatic profile generation
Direct references

MAPI property storage

Notifications emd Reminders

- Appointment and Free/Busy storage
+ Cross-server lookup

Delegates

Goodbye to WINMAIL.DAT
MAPI.CFG
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- 5,20 + 5.40
Detfault store Outlook 2000
: Cﬂ|endm'|ng Receive HTML
Outlook 98 bod
* Performance =y

» Entrust Express

5.30 * Windows CE and
' Full delegates Palm sync

Remote mail fo |
improvements Performance!
» Betier progress
indicators
* Performance
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MAPI forces you to create “profiles” for each
user

Stored in the registry

Contains cunfiguruliun information for each
MAPI “service

Credating and/ or supporting is time-consuming

Two utilities to make this easier
NEWFRCOF.EXE
Simple toal
Fres from Microsoft
Profile Maker
More complete ol
Preduct trom Automatic Protfile Management, LLC
http:/ wowrwr.auto prof.co mfquide/hp_openmail htm
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AKA Direct Index

Handle to any OpenMaiil object in the
store

Non-hierarchic (unlike container/item
pairs)

- Used extensively by MAPI

~openmuail/dits/ contains the mapping
data
Don’t delste anything in this directory!
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In MAPI, an objed is defined as a colledion of
properties
ersistent or Termporary
Read /write or read-onl

List, Relationship or Computed
Detined or Custom

OpenMail stores the properties in the normal
places, for interoperability

Container records

Transaction files

Basic iterns (e.g. PR_BODY)

Also, TNEF objed file for MAPIl-specific
information
[e.g. calendar data)
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We don’t poll for new muil

OpenMail sarver sands notitication packst to MAPI
providsr

known as Server Fush
MAP| providsr then tetches information when
convanis nt

Handled by ntd [the notilication dasmon)

" In 5.20, Reminders were triggered on

the server
This is the standard MAFP! modsl...

...but it partorms poorly on big ssrvars

In 5.30, we trigger them on the clients
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Appoiniments
Stored as messagaes in the Calendar foldar
Most of the propartiss in the TNEF cbjact fils

Free/Busy
Storad as “localFREEBUSY” massags in the
Calendar foldsr
An extract is “published” to FREEBUSY on clisnt
scheduls
Don't torgst to uss omaddib
Also -F option to omaddu
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Becauvse FREEBUSY is advally a hidden
diredory (address book), we can do some
clever things to work over wide areas

We could vee directory syrchronization to share the
intormation cut

but this & how hMicrosottdo it ard it couses problems
So, indead, we v the Directory Relay service (drg

makes real4ime contact with remote server

mnMapFile stores mapping between
mailnodes and server FQDNs

Built automartically
commands to edit i, # you must, or just use Vil

DITI:IEIEI mnmp, o I'I'l:lElI'I'II'II'I'IFI.. u] ITIITDEIITII'I mp. IIII'I'IE.hI:I"."."I'I'II'I mp. ..
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New in 5.30

“Principals” cen delegate some/all of
their mailbox to “delegates”

Send messages

Send mesting requests

Send task requests

Respond to mesting requests

Respond to task requests

Respond to messagss

Accass some or all private folders
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From 5.20, we no longer attach a
WINMAIL.DAT file

Hsiaud, the TNEF is stored as a hidden objed
ile

You can revert to the old behavior if you wish
(a MAPL.CFG setting)

TNEF route
For connecting to an Exchange server with high tidelity
Sirmilar to a MIME route, bu’r%uilds TMNEF tile for each
Message

omoontux 4 exchangs
(omaddrt unecessary, & done automatically by omeortux)

Set UX PRE 5 20 COMPATIBILITY MODE=FALSE
Uss tnefout.str fnot mimesut.str
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Stored on the server, enforces some
client configuration settings

Client checks for new version at logon
[Maiil]
Compatible Messagss=]
[Displeay]
ShowMailnodas=1
ShowComplstslnternetAddress=]

[Directories]
1=OCAIREPLICA
2=3Y5TEM
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General
cc:Mail
Request Server

Filetyping
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Used to convert MAPI/Outlook RTF bocly
text to plain text, for client
interoperability

In previous releases rif.browse was a
separcate process
Now a library {although rif.browss binary
providsd for Ec::-:kwt]rgs compatibility)

Now supports multi-byte charecter sets
Charsst convarsion is configured in the stearing
filas

mirmeout.gr, brwrime.str, etc.
Searching also honors charsst
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A form of RTF is used in OpenMauiil as «

storage format for cc:Mail “Highlighted
text”

This dllows non-ce:Mail users to read
messages from cc:Maiil
Sat ConvartTextToRTF=1 in corbail’s HPMAILIN

Likewise, RTF messages from Oullook
can be displayed with higher fidelity in
cc:Mail

Set RTFConvartiColourad =1 and

EditCorvartad RTF=1
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A request server script can how cccept
input in RTF
Uss the requast ssrvar stesring lils to convert the

RTF itemn to taxt
in fopt/openmail /req/scriptnomenut.str....
2130 11671528852 1 R
REG_IGNORE_TYPES_OF_ATT twaak is

depracated
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Some Microsoft internet clients send
both .DOC end .RTF files as
npﬁli:nﬁanfmsward

ot helptul tor incoming RTF filss, as they'll bs

typad as DOC filss
Filetype coercion now supports OLE2

formats (which don’t have a simple
magic humber to distinguish between

them)
Betore 6.0, all Oftice 97 typas appearsd the

sames!
Now, we can distinguish betwssn Word,
PowsarPoint, Excal, atc.
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Improvements
Obiject file cache
IMAP4rev1 and extensions

Tweaks
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MNow an OpenMail daemon

(omon a imap, omelt -a imap, omstat a [imap])

New connections start faster
Farked trem main process, not frem inetd, so no exec or
inftialization requi
Heavy use of memory-mapped 1/0 internally
New cache desi?n
- Based on actual client =age, rather than ﬂ'nac:rj,r

Memory and object Hle
'+ Removes disk space overhead of 5.70

Supports server-push notificetions
MDNs and DSNs
Searching performance optimizations

Exhaustive size checking, in cttempt to prevent buffer
overflow attacks
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An object file called imapBodyStre
Skeleton RFC822 format message

Just the headers, plus encugh
information to quickly reconstruct the
rest of the message

Data structures optimized to quickly allow partial
rendering

Avtomatically maintained

IMAP CACHE_RFC_HEADER and
IMAP CACHE RFC_ MESSAGE twedks are
how deprecated
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STATUS
et overnview intormation about o mailbox ffolder) without
cpenirg it

FETCH

MNow suppors sections and octet ranges {"partial”)
e.q. FETCH 1 body[2.2.2.exd]

Multi-byte characder sets
Moditied UTF-7 tor mailbox names
UTF-8 tor everything else
Mota: avoid ron-ASCl login names (gandard iz vague)

Also other “capabilites”
NAMESFACE; IDLE; X-NETSCAFE; X-OPENMAIL
CHILDREMN; LITERAL+
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IMAP_MIN_SIZE_ESTIMATE=10

Oy return exact size for messages under 10K

IMAP_SEARCH_TIMEOUT=10

Kill seairches that take longer than 10 seconds

IMAP_AUTOMATIC_MDN=TRUE
Autornatically generate read receipts (MAP clients
should do this, but some don')

IMAP_CONNECTION_LIMIT=5000
Start no more than 5000 IMAP sessions

IMAP_CONNRATE_LIMIT=3

Start no mere than 3 sessions per sscond
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IMAP _USE_ITEM_BROWSER_SELECTION=TRUE
Can workaround obscure client compatibility problemns
Bewiare performance hitl

IMAP_IDLE_TIMEOUT=31

Kl sessions dle for more than 31 minutes
UAL IM&P4 TIMECDUT deprecated

IMAP_BB_FOLDER_PREFIX=pubfolders
Sef prefix for public folder access

IMAP_FOLDER_SEPARATOR=. and
IMAP_BB _FOLDER_SEPARATOR=.

Us= .’ asfolder separator, instead of */

IMAP_DELETE_SUBFOLDERS=TRUE

Waork around non-conformance of some clients

r
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Preserving headers
'.DSNs and MDNs
Katakana, and other tweaks
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Incoming SMTP message headers
retained

Good for POP end IMAP clients
Exemples where this is helpful:

Content-disposition: [inling |attachment]

Content-[D:
used tor including inline images for HTML baody

X-...
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DSNs inform sencer when message has

been delivered by final MTA

-l ﬂGﬂ-dEi“VEH‘EECI, S¥ [ r'ldEECI

MDN s inform sencdler what the recipient
does with the message

Dalate, read

Sent manually or automatically

Due to manual or automatic action
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CONV_UNIXJIS_ALLOW HALFW_KANA=TRUE
Retain cld single-byte Japanese format (JIS X 0201 -1974)
Don't convert to the current standard (RRC1 468) double-byte JIS

format [1S03-2022 )

UXI_NO_INET_OBJFILES=TRUE
Cuppress the new header retention behavior

INET _INLINE_FNAME_ALLOWED=FALSE
Don't generate filenames for inline bodies
M.un*,r clients are confused b}f bodies with filenames |:c:||’r|'nug|'| this
i perfectly legal)
UXO MIME SPACE OK_IN FNAME=-FALSE and
BRW_MIME_SPACE OK_IN_FNAME=FALSE
Suppress special characters in ftem filenames (e.g. spoces)
UXI_NO_CONVERT_REPORTS=TRUE
Don'feconvert incoming DSHNAADM

IMAP_AUTOMATIC_MDN=TRUE

ﬁlu’rc:n'ﬂhcc:”*,r enerate read receipts (IMAP cliens should do this,
but some don'f
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What changed?
.The UID pool

Changes to commands
Notes & Tweaks




OpenMail Technical Fundamentals The 300-level Essentials

ta

Previously, each local OpenMadil user needed
an account

In 6.0, it is only necessary to assign an vnused
vID

Mo usernames is necessary

Mo home dirsctory necessar
No sntry in fetc/passwd GFK'S

This means:
Farformancs irnpr‘-:::-ve-:l
Fasiar to administer

Still need a VID, for security reasons and for
05 schedvuling

OpenMail maintains a “pool” of UIDs that will
not be vsed for real accounts
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Pool stored in ~openmaiil/sys/idpeool

Set up and manage the pool:
ormadmidp ~a 50000 -n 5000
Create a pool, 5000 big, starting at LD 50000
ormadmidp -u
Show statistics
ormadmidp -t
Fix pocl (clear up orphang)
ormadmidp -
Show total free UIDs in pool {undocumeantsd]
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omacdldu

-u no longer mandatory!

omshowu
Displays UID, it ne fetc/passwd or NIS antry

-l option can taks UID [no changs hers)
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Users running omacdmin must have «
home directory

If you use UAL_UNIX_PASSWORD=TRUE
then you can’t use the UID pool

Auditing now logs the UID where it once
Iag%ed e cccount hame
ALUD OG UX NAME=TRLE ravarts to the

pravious behavior (but slows systarn down a littls)
ITO/ITA doesn’t support the UID pool
AdvMaiil /Tl users must have a logen

Print server may not work correctly
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Previously, ‘'H' + 7-byte-hex-user-id + 8-byte-
hex-item-number
E.g. "HI00007 2000118437
7 ingead of *H it client specities 1D {rare)
Remote possdhbility of duplicates
Made tracking hard
New format is:
Old-gyle-ID + *." + sscorde-ginceepoch + .7 + FEON
e.g. HOODOOES000004a] 0R2952282% om exomplecom
Maximum dze 284 kwies

IM_MAKE_MSG_ID_GLOBAL_UNIQUE=FALSE
Turns it off (ot recessary tor backwards compatibility)
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|1I'Ip //www.hp.com/go/openmail
» 200- and 300-level courses!

Technotes

» TFMs
» White papers
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Scalable

- Flexible

* Reliable
Low-cost
Feature-rich
Future-proof
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Openiail

www.hp.com/go/openmail
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