Cl FS/ 9000 and W ndows
2000 Interoperability
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The W ndows 2000
feature set is |arger
and nore varied than

W ndows NT. The
follow ng slides

exam ne how Cl FS/ 9000

| nteroperates wth sone
of the nore pervasive
aspects and features of
W ndows 2000.




Agenda: Cl FS/ 9000- D
W2000

>»Cl FS/ 9000 Overvi ew

»\W2000 Donmal n Mode: M xed vs
Nat 1 ve

»Aut hent i cation: Kerberos and NTLM
»Active Directory Integration

»\VW2000 Nane Address Resol ution
>\W2000 DFS

’.




Cl FS/ 9000 Overvi ew O

»Cl FS/ 9000: SMB filel/print services on
HP- UX ‘
»Enterprise File Servers
—Reliability 99.999
— H ghly Avail abl e: ServiceCGuard

— Scal eabl e: A-C ass, L-Cl ass, N ass,
Super done

— St or age:
o« XP48, XP256, XP512
« VA7100, VA7400, FCl10, FC60
—Flexibility:
e Dedicated File Servers
e Mul ti-Purpose Servers




Cl FS/ 9000 Overvi ew O

»Cl FS/ 9000 based upon NT4.0 (Sanmba
2.0.7)

—So we have to discuss Mgration
to W2000

—NOT' a mgration presentation
—NOT' a W2000 donml n desi gn
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Cl FS/ 9000 Overvi ew

» NT4. 0 Technol ogy
— PDC, BDC, Menber servers-
— 4.0 Authentication
— Trusts: Explicit 1-way,
— d obal and Local groups ¥
— Donmi n nodes (Mast er, '
— 4.0 Name Resol ution

»UNl X Security
— [ et c/ passwd
— NI S(+)
— LDAP
—Etc....
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Cl FS/ 9000 Overvi ew

W NDOWS
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M GRATI ON M GRATI ON M GRATI ON
NT4. 0 lIEms) V2000 |immp M xed-IIE) Nat i ve
M xed M grated |W00O
Feat ur es Feat ur es Feat ur es Feat ur es
Benefits |+Benefits |+Benefits |+Benefits
Benefits |Benefits |Bepghhkst




Agenda: Cl FS/ 9000- D
W2000

»>»\W2000 Domal n Mode: M xed vs
Nat i ve

»Aut henti cation: Kerberos and NTLM
»Active Directory Integration

»\W2000 Nane Address Resol ution

>\ 000 DFS ‘
»>V2000 Cient Support =SS
. ]
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Mode

»Domain Design: M xed or Native Mdde

— Configure root server as Native Mde

— Configure root server as M xed Mode
s Mgrate to Native Mde Later

— Mgrate a PDC to root server
e Mgrate to Native |ater

»Determ ne effects on general domain
f eat ures

»Determne effects on Cl FS/ 9000 Ser
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Confil gure Root DC

Active Directory Installation Yizard El

Permissions ’
Select default permizsions for uzer and group objects.

Enabl e

Some server programs, such as Windows NT Femote Access Service, read information
ztored on domain contrallers.

{* Pemiszions compatible with pre-wWindows 2000 servers

Select thiz option if you run zerser programs on preSwfindows 2000 zervers or on
Windows 2000 servers that are members of pre-wWindows 2000 domains. * En a b I e i

& Anonymaols users can read information on this damair.

" Pemiszions compatible only with ‘Windows 2000 servers

Select thiz option if you run zerser programs only on Windows 2000 servers that are
memberz of Windows 2000 domaing. Only authenticated users can read information
an thiz darmain.

< Back I Mest » I Cancel

|

* Does not actually enable



h
Nat i1 ve Mode a

hpatc.hp.com Properties _'?Ii[

General I Trusts I Managed B_I,II

@ hpatc.hp.com

Diomain narme [pre-wWindows 2000):

Deszcription:

Diomain operation mode:

Mixed mode [zupports bath Windows 2000 and pre-wWindows 2000 domain
controllers).

— D'omain mode

T o change the domain to native mode, click Change Mode.
Thiz operation cannat be reversed. For more information about
domain modes, zee Help.

Change Mode

0k I Cancel | Smply

|



Ef f ects on Domai n O

Feat ur es
FEATURE M XED | NATI VE

Support NT4.0 BDC Yes No
Support Menber Server (ClFS/ 9000!) Yes Yes
d obal and Local G oups Yes Yes
Domai n Local, Universal G oups; No Yes
RreNPANERERDPcat i on Yes Yes
Ker ber os Aut henti cati on Yes* |Yes*
UPN Logon Name (see appendi x A) No Yes*
Dial-1n Options (QL93897) No
Intellimrror
Clients: W5, W88, NT4.0, W2000
SIDH story
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PDC Enul at or F@

» PDCE al so called FSMO PDC — Typically
on Root DC

» M xed Mode Functions (plus Native
Mode Functi ons)
—Wite Copy of SAM Dat abase
— Di stri bute SAM Dat abase to BDCs
— Domai n Master Browser: NetBlI OGS (<0x1B>)
Suffix
» Nati ve Mbde Functions

— Password Changes Replicated to
Preferentially

— Bad Password Logon Attenpts Rou

« Because Password Changes ar
Preferentially




Cl FS/ 9000 )
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R%%P%&dl\%MEQ Qer ver

— Not affected by NATI VE MODE
* No SAM dat abase (PDC/ BDC)
* No Wndows users/groups to update
* No Wndows G oups added/| ost
e Admi n effects — none, CIFS adm n by SWAT
— W2000 Domai n Must enabl e Net Bl GS
(defaul t)

— W2000 Domai n nust do NTLM (default)
> Determne Overall Domal n Effect

> Mre 1n Authenti cati on

’.




Agenda: Cl FS/ 9000- D
W2000

>»Aut henti1 cati on: Kerberos and
NTLM

»Active Directory Integration

»\VW2000 Nane Address Resol ution
>\W2000 DFS

’.




Cl FS/ 9000 )

Aut henti cation
» Cl FS/ 9000 Aut henticates using NT4.0 NTLM
vl

» Aut hentication is pass-through (domain
node)

» Cl FS/ 9000 can co-exist 1 n W000 domai n
w th Kerberos client | ogins!

— EVEN | N NATI VE MODE!

» V2000 Domain Security wth C FS/ 9000
—\W2000 dients = Kerberos
—Cl FS/ 9000 Servers

|



NTLM Det ai | s O

» NTLM Chal | enge- Response (then)

— I nproved security over LAN Manager
« 14 character passwords

— Encryption across wre
— Password fragnents across wre

» NTLM Chal | enge- Response (nhow)
— Proprietary protocol
— Performance bottl eneck
— One-way aut hentication (client only)
— No aut hentication del egation (service prox

— Requi res conpl ex trust managenent for
domai ns

|




»M crosoft “Industry Stanc{~mﬁi}¥f
_“based on” V5 — RFC 151 Josis

»Aut henti cate once — re-use
credenti al s

»Cl1ent AND Server are authenti cated

» Aut henti cati on proxy — Apps
| npersonate clients

>»Mutual authentication allo
__Transitive Trusts




NT4.0 Ci1ent Logon wth g
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NT4.0 Ci1ent Logon wth

NTLM

" Microsoft Network Monitor - [D:datatericRWATCCIFS Server"-.,Presentation"-.,Interworks_Zl]l]l"-.,NT4_Interworkle]l]l'.ca:p_
& Ble Edit Display Tools Cptions  Window  Help
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LOGON request from client

lent

A T
SNSLATC-NT

Ne SAM ROSB7Z520LE
Ne 8AM LOGON request from client ROB37Z25Z20LE SNSLATC-NT IP
Ne 2AM Response to BAM LOGON request BHMELATC-NT ROEE7Z5... IF
HNe. . SAM Response when user is unknown BNELATC-NT ROZE7Z25... IF
TCP ...8., len: 0, seq:Z5Z6769735-25... ROSE7Z5Z0LK BNSELATC-NT IP
TCP AL 8., len: [IPEECT=Ye SReN N === el ROSS725... IP
el T ... lan: 0, seq:2526769736-25. SHNSLATC-NT TIP
HNET 8%: Sessilion Regquest, Dest: SNSLATC-N./AL SHNESLATC-NT IP
NET 85%: Pozitive Zezzion Response, Len: ROZ8725... IP
SME C negotiate, Dialect = NT LM 0.12 ROSE7Z252Z0LK SNSLATC-NT IP
SME R negotiate, Dialect SNSLATC-NT ROSB8725... IF
SMEBE C session setup & X, ROS872520LKE SNSLATC-NT IP
SME T it S T, SNESLATC-NT __ROSS7OL =X
2ME C MNT create & ¥, File ROB37Z520LE SNESLATC-NT IFP
SME R MNT create & ¥, FID Dx=800 SMELATC-NT ROSETZ5. .. IP
MSRPC <fo RPC Bind: UUID 12345678-... ROSE7Z5Z0LK BNSELATC-NT IP
SME E write & ¥, Wrote 0x48 SHELATC-NT ROSETZ5. .. IP
SME C read & ¥, FID = 0x3800, Read 0x400 ROBB7Z5Z20LE SHMSLATC-NT IP
MERPC cof¢ RPC Bind Ack: call 0xl asso... BNSLATC-NT ROBE7Z5... IP
E_. RPC Client =all logon:NetrServerReqC... ROS872520LE SNESLATC-NT IP
SME R write & ¥, Wrote 0x70 SMELATC-NT ROSETZ5. .. IP
SME C read & ¥, FID = 0x8500, Read 0x400 ROSE7Z5Z0LK BNSELATC-NT IP
R_ RPC ZServer response logon:NetrServer... SHN3LATC-NT ROSET25... IF
E_ Error: Bad Opcode (Function does not... ROS872520LE SNSLATC-NT TP
2ME E write & ¥, Wrote 0x9c SMELATC-NT ROBEVZ5. .. Ir
SME C read & ¥, FID = 0x800, Read 0x400 ROSE725Z0LK BSNESLATC-NT IP
MSRPC c/o RPC Fault: call O0xZ wcont... EBNESLATC-NT ROEEVZ5... IF
E_. RPC Client call logon:NetrServerAuth... ROS872Z520LK SNSLATC-NT IP
SME E write & ¥, Wrote 0x9c SHELATC-NT ROSETZ25. .. IF
SME C read & ¥, FID = 0x3800, Read 0x400 ROBB87Z5Z20LE SNSLATC-NT IFP
E_ RPC ZBerver respohnsge logon:NetrServer... BNELATC-NT ROEE7Z5... IF

=

[Surnmnary of the METLOGOM Packet  [F#: 1/212

|ff: 216 (xD8)

|Lr 120 (x78)
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NT4. 0O- Cl FS/ 9000 Pass-

vicroso *N-. work Monitor - [D:\data'ericR\ATC,CIFS 5erver"-.,Presentation"-.,Interworks_Zl]lJ1"-.,NT4_Inl:erwurk52lJlJ1_'_2:c

5l Eile  Edit Display Tools Cptions Window Help

[

invent

=21 x|
=121 x|

= & (26 8 [EEER 4] Tl@| sl o 2

|F...|Pr... |Description

| src oth...

DS sk, o .

Type OL...

= len: Zeq:dR7EEagr

EMOISTER

. IF
g3 TCE ——1 11t 0, =eq:2399826058-2... ROZE725... TIF
[83=] VAL .y len: 0, =eq:2272390771-2.,.. EMONSTER IFp
25 HET 48: dession Request, Dest: EMONSTER EMONSTER IFP
g6 HNET 88: Positive Zeszion Response, Leng ROSBTE5... IP
I negotiate, Dialect = NT LM 0.1Z2 ROSB?25 EMONSTER Ip
Dialect # = & EMONSTER ROSB7Z25. .. IF
G i ent&B t @MBCI ES#@G@ Py e e gy O RS AET
90 NET Que ry, NETER SNSLATC-NT IP
Servelpr  wer ME: Quer resp. for *.. SHSLATC-NT EMOMSTER IF
a9z NET 85: Seszsion Dzt qqunmc_Ai ELONSTED SNSTATC-NT IF
93 HNET —r T L LV E SéBTZ;E)ReSponse, Len: 0 SNSLATC-NT EMONSTER IF
Loe—""T51EF  C negotiate, Diallct = EMONSTER SNSLATC-NT IF
95 SME negotiate, Diald # = 7 SNESLATC-NT EMOMNSTER IF
SME zeszzion =e Fername = EMONSTER SNSLATC-NT IP
i SNESLATC-NT EMOMNSTER IF
Share WY SNSLA EMONSTER SNSLATC-NT IP
tree colMhect & nf TVEE = ITT PP Ee e A Y L) D R R Ip
100 ME NT create & ¥, File = NETLOGON EMONSTER SNSLATC-NT IP
CI FS/ %QOQM %erRWéRr:regte & ¥, FID = 0=x800 SNESLATC-NT EMOMNSTER IF
PC Bind: UUID 12345678, .. EMONSTER SNSLATC-NT IP
NT4. O 1E|3D@Rpc /0o RPC Bind Ack: eall Oxl ass... SHMSLATC-NT EMOMNSTER Ip
104 RPC Client call logon:NetrServerRedq... EMONSTER SNSLATC-NT IF
105 R_ RPC Server response logon:Netrferwve... SNSLATC-NT EMONSTER IF
106 ER_ RPC Client call logon:NetrZerverAut... EMONSTER SWELATC-NT IF
107 R _ ... RPC Server response logon:MNetrferve... SNSLATC-NT EMONSTER IF
108 R_ RPC Client call logon:NetrLogonSamL... EMONSTER SNSLATC-NT IF
108 R ... RPC Server response logon:MNetrLogon... SNSLATC-NT EMONSTER IF
11n SME ¢ cloge file, FID = 0xB800 EMONSTER SNSLATC-NT TIP
111 SME E closge file SNESLATC-NT EMOMNSTER IF
112 SME C logoff & X EMONSTER SNSLATC-NT TIP

|

[MET Domain Mame Service protocol s F#: 81190

|Off: 42 (x2a)

L: 62 (=3}




W2000 Client Logon with )
Kerberos
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=181 %]
=181 x]
E|E| o (B[] _| |_|_|_|_ + I t| ¥l@| il 5] 2
70 oo I Protocol | Description | Brc Other o | Dst COther Type Oth... ;I
44 TCE VAL, len: 0, seq:354570Z047... ROFET7ZOBERIC hpatewinZk IF
45 DNa OxZ:8td Qry for kerberos. tep.De... ROBETZOSERIC hpatewinzk IF
45 DNa OxZ:8td Qry Resp. for kerberos. hpatcowinZk ROZET7Z0BERIC IF
477 LDAP ProtocolOp: SearchBedueixt (3) ROETEZ03ERIC hpatewinzk IFp
43 LDAF ProtocolOp: /8 spopdse (4] hpatcwinZk ROBEBTZ208ERIC IF
49 TCP AL ..., len L ERel=T. Rt =k e N berat=l=ke LA hpatewinZk IF
a0 F.E B E L Rt T~HE_ A3 REQ ROBE8TEZ0EBERIC hpatewinzk
KEREEROS ERE_AS REF hpatcwinZk ROBBT7Z0BERIC IF
a2 KEREEROS ERE_T&=8_REQ RO3BTEZOEBERIC hpatcwinz}{ IF
53 EREEROS ERE_T&8_REF hpatocwinZk ROSBT7Z0BERIC IF
2-“1 KEREEROS ERE_T=E_REQ RO3BTEZOEERIC hpatewinZk IF
55 EEREEROS ERE_T=3_REP hpatewinZk ROZ87Z0B8ERIC IF
=} HME ¢ Zession =seth p&?‘ RO3BTZOBERIC hpatewinZk IF
a7 8%: Hession MekEage 1242 B ROZBTEZOEERIC hpatewinzZk IE
1 TP AL e i b e ISR SN TR T o ER L IF
59 SME R session setup & X hpatewinZk ROSBTZ08ERIC IF
&0 3ME ¢ tree connect & X, ZFhare = “WHPA... ROSET7Z0ZERIC hpatewinZk IF
el 3ME R tree connect & X, Type = V0O hpatcwinZk ROZET7Z0BERIC IF
=¥ BME C transactZ NT Get DFE Referral ROBETZOBERIC hpatewinzk IF
a3 SME B transactZ NT Get DFS Referral (... hpatcwinZk ROSBT7EZ08BERIC IFp
=3 TCP LALLL., len: 0, seq:3945750555... ROSBTE0DSBERIC hpatcwinik IP
[=5] ICMP Echo: From 15.32.72.207 To 15.3%Z.... ROSBT7Z0BERIC hpatewinZk IP
66 ICMP Echo Reply: To 15.3Z.72.207 From hpatewinZk RO3B7Z08ERIC IP
a7? LDAF ProtocolOp: SearchRequest (3) ROSBTEZ0BERIC  hpatcwinZk IF
=15 LDAF ProtocolOp: SearchResponse (4) hpatcwinZk RO3EB7Z08ERIC IF
59 TCFE 3., len: 0, seq:35472Z092Z8... ROZIETZ0OBERIC hpatewinZk IF
70 TCFE JAL.8., len: 0, =eq:Z176725727... hpatewinZk ROSBT7Z0BERIC IF
71 TCE JAL..., len: 0, seq:3347ZZ09Z5%... ROZETZOBERIC hpatewinZk IF
7z M3IREC </o REC EBEind: UUID E1AFS3... RO3BTZOEERIC hpatewinik IF
73 MERPC =/o RPC Bind Ack: =all Ox1 a... hpatowinZk ROSBTZ0BERIC IF
74 MEREC =/o RPC Regquest: c¢all Ox1  o... ROSBYEODZERIC hpatewinZk IF
7a MEREC =/o RPC Response: =all Ox1 <... hpatowinZk ROZET7Z0BERIC IF
TE TCE JALLWF, len: 0, seq:33247221137... ROZETZOBERIC hpatewinzk IF
T TZE LALL .., len: 0, seq:Z17&725940... hpatcwinZk ROSBT7EZ0BERIC IF
1 DNZ Oxl:3td Qry for ldap. tep.Defaul... ROBETEODBERIC hpatewinZk IF

|Internet Domain Mame System Packs [F#: 1/286

|off: 42 (x24)

IL: 82 (x52)
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W2000- Cl FS/ 9000 Pass-

[0 data's gsrncR VAT CEFS ) Present athon® Inkereorks_ 5001 inber2DO]_|

Iptﬂmmﬂ:lﬂll:ﬂ:

_rnap_demn i cap |

[

invent

== x|
=18 x|

= _J_I_IJ EEER +1t]| i@ Alw=] o 2]

10z
103

Client$¢0u@}F

Serve

Tims

FEOAEETAE
32, 448ET02

32 ALETLE

T EIETET
3. ELETET
IT. E2ETET
B2 LEREE]l]
G EAEEIE
1T, ERPEES
a3 LEERTH
2, EEERTR
IT. FEFRED
2. ELEREA
fr - e S |
T ERET N
3. BISTE
fr - -1 F e £
T ELETAT

Y. REERET

| #vo mac adds | psc mac asar | Provocol | Pasaripcion

EMONETER
LOCAL

%!m@@ 00 zoca

LOCAL
ENONETER
LOCAL
ENOHSETER
LOCAL
ENOHETER

BOEBTERZOLE
LOCAL
ROSDTISIOLK
EMDHETER.
ENCHETER
ROSBTISIOLE
EHDHETER.
ROSETZEZOLKE
EN DY *
ENDHETER
ROSDTISZIOLE

| #ro tmher Addx

Det_ocher Addr | Type ol

LOCkL HET BE: Beddion Messess Ceet_, 11 Byvas I'H:IIIS!‘ED
THIFATEE TCR a,,. lan: O, pey- I1TEETEGOA-Z 17837280 TIORERIC
TCP AL LS., lan: 0, rxg-lB3IS37104I-183 '.|'.|J.ﬂ:I'I:H
TLK I T - 0, #ag-ZlTeaTEn0 P
THIRITEER BT 88: Ssgeion Eegssrs, Deprr: ENOHSETER REOERTIOEERIC
LOCAL MET E5: Fomitive Zssrico Bsrponas, Lan: ERTHETER
THONATER e C nagociacs, Fialecs = HT LH 0.12 PIEETIORERIC
LOCAL 1] B onagociaces, Diklecs § = & IMIHESTER
IMORZTER FRLE: sasrion sabtup £ K, Ussrness = , and C Ers. .. BOSEVIORERLIE
LOCAL B gagfion secup & X, @nd B Tree conndas & ... EMOMETER

IMIRSTER
LOCAL
ROSRTIEIOLE
IMORSTEE
NES T SOLE

THONST

| UEEgrd Fi
IMORSTEE

KED_TG3_FEG EOSDTZDDER
c Lp POEBTIELIOLE

C -::-:-:‘h'm. FECge & K. TEernhkeé = &roFdsds, a8 EOEETIDRERTC
EIET HS: Quary (Fods Ttatar) rerp. for DOML ROSETISIOLE
TR ..., lanl 0, #eqilBICITI0LA-183537200. .. EMIMETER
EET HE: Jusry veg, dor *ENREERVER EROUETER
BET HE: Quary (Fode Ttatar) cerp. for "SHESIEVE. .. BOSETISIDLE
TCF cea.B., Ll 0, #eq:1BICEE1663-183546L54. .. EBMIMETER
C LK. .9, lan: O, Eayg-IRRET?IZ4ZE-1906T72242, .. PROERTISIOLE
Ay lEm: O, weqg:- l1BIEEELEGS-10 o — -
B faFfion Begetst. Pefn: ROBETISIOLE ERIMETER
T E5: Famiciwvrs Jsrrizs Rerpones, Lan: O BOEOTIEIOLY

MEaTIEERIC Ip
THIRATIE IF
MOSATINAERIC ir

JLOKET ER Ir
THORE P

MOEATINAERIC ir
EHORETER Ir
ROSATI0GERIC IF
EHORSTER i
ROAITIOFERL

. LT IF
mfla':l"'l:EIk'l." Ip
EHORATER TP
EMIRSTIR IF
MEgTE0EERIC Ir
ROFATIEIOLE IF
EHORSTER ir
M3aTLEI00LE Ir
TMIRSTIR IF

P ST AT
FIEE: . .
IMONSTIER

1&4 FEFLEELT  ENUHETER PG S s L nagobiata, imlest = HT LH 0. ERMETER LIk L P Fdi E .o 1F
125 FF. REERET  RODBRTESZOLE THIKATEE R B naguciacs, Dhaless F = 7 ROERTIEZOLE THOKATEE Ik
1Z6 17. 35T EDNONSTER FOSATISTOLE 1] C mazzion satup 4 X, Ursrn IMIHESTER FOSATISTO0N IF
ey RLERET  pOERTIEZOLE EMONSTER EME B Fasdion datug 4 ¥ POEBTIELOLK EHONSTIR 2
120 FF, 7k ROIFTIEIOLE = oy C cwas canisct & X, Haarse = 4 EOMETEE oL IF
1z 33, 3T ROSBTISIOLK IMIRSTIE B T £ 13- REOSOTIRIOLK IMORSTIE 1F
Ik, TER R EME C HT czeacs 4 X, File = NETLOCON EN(METER ROasT EI0LE Ir
Cl FS/ S)ﬂOOJE%ﬁ :52&“0 :mﬁﬁo ) B HT crsacs & =, FID = Ox&000 FOERTIRZOLE THORSTEE IF
13z FrELERET ENDHSTER POSH T IITLE AZEFC cfa AFC Bipd: TUID 1Z3AGEETA-1I74-AE. .. ERIMTTER AOSATT TN 1F
m 133 FF.REERET  PODEBTIEZOLE EMONSTER HERRC afo RFC Bind Aol call DNl asfoc grp 0... POEEVEEZOLE AMONSTEF IF
134 13. 3EERET ENONSTER AOSATIEIOLE E_LOGOH BFC Clisnt call legom:UecrSsrverfsgChallscy. .. TOUSTER IOSAa72 E200E I
13% FEELERET  BUOSBEVEIRZULK AHURSTEE B LUEDH PR Ssazrvar rsspooes lopon-Hestocfecrvezfagihal. .. BOSETILIULE AHURSTEE 1F
138 FF.FEERET  ENOHETER ROASTISIOWE  R_LOBOH  BFC Clienc cakll Rogon:HevrBerverhuchancicec. .. FEOEETER LUEEEFE EA IF
117 1). MEME]l ROSDTISIOLK IMIKSTIE E_LOGOH BFC Sarver rsrpomrs logom-HetrSsrveriuchace. .. ROSDVISIOLK IMONSTIER Ip
fE:1) FEoRASRR)] EMONETER ROESTIEEOLE  B_LOCON  BPC Cliene call legesi:MHetclogonSamlogand. . | EN{SI=TER ROas T EELE 1k
133 FF, pESEE] ROEETEREOLE THIRITEER kE_LDGOH BPFC Aauvdy TaSpsdse Dogon Hetwkogond el age BEOERTIEEDLE AHIRSTEE Ik
1450 1). ME¥H]l EDNONSTER FOSATISI0LE o C cloza file, FID = Ox4000 IMINESTER FOSATISTO0N IF
14l FroBLLHR]  POERTIEZOLE EMONSTER EME B eloda [ils POEBTIELOLK IHONSTIR Ir

1] I

IHsbwsrk Maribor V. 00553 e 1 [ )
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W2000- Cl FS/ 9000 Pass- [

invent

Microsoft Metwork Monitor - [Capture: 1 {(Summary}]
K5 File Edit Lisplay Tools Options Window Help

=10
=8| x

£

2|d| »[2E g [EslEla) 1] @ sl o 2]

_|
Frame I| Protocol I Description Zrc Other Addr Dst Other Addr I Type = <
13 NET oo : emonster Ip 2 rrl
(:I | en1 ' -, len: , Feqr3LFRET0E46-35
T Positiwve Session Besponse, Len: emonster rosB7Z08eric (D
Se efls SME C negotiate, Dialect = NT LM 0O.1Z ros87Z08eric emonster IP >>
17 EME e, Dialect § = & emonstar ros87Z08eric Ir L
NH'F! Username = , and C tre... ros87Z08eric emonster
12 SME ok A it Tosose08eric ir
Z0 uLF ro Port: Unkwnowm, (1735); Dst Port: Unknow. .. ros27E08eric ROSETEREZ0LE IF
z1 P Src Port: Unknowrn, (88); Dst Port: Unknown ... ROBST7ZEE0OLE ros87Z08%eric IP >
zZE SME C session setup & ¥, Username = eroseme, an... ros87Z208eric emonster Ip
z3 NET NZ: Query (Hode Status) resp. for DOML ... ROEBTEEEOLE emonster Ip m
4 TCP Ao ., len: 0, =sedq:3EZ86707Z1-35286707E._ .. emonster rosE7E08eric IF s
ZE NET NZ: Query reg. for *EMBZERVEER emonster ROSE7ZLEZ0LE IP
26 NET NZ: Query (Mode Status) resp. for *SMESERVE. | BOS87EERZ0LE emonstar IFP
7 TCPE --.-8., len: 0, =eq:3LESEE0667-352885065. ..  emonster BOSEBTEREOLE Ir
z8 TCP JAL 5., len: 0, =seq:ZlE8882014-21z888z01. .. ROSSBTELEOLE emonster Ir
z9 r AL L., len: 0, segq:3Lsgolieeo-—2L-08L06E. .. emonster BOZETEREOLE Ir
20 = \,A to. ocession Beogquest, Dest: BOSET7ZEZOLE ... emonster Ip
4%: Positiwe Session Besponse, Len: 0 ROZEVELZ0LE emonster
32 SME C negotiate, Dialect = NT LM 0O.1Z2 emonster ROSEYPEZLZ0LE Ip
23 sME B negotiate, Dialect # = 7 ROSEVEEZO0LE emonster IF
[ — ZME C session setup & X, Username\= emonster BOZE7EEZ0L
35 SME oo SR TNRS=ReReR mmren onster Ip
36 SME C tree conmect & X, Share = \\ROSS7Z5ZBLEAIPC: emonster RO0S872520LK Ip
Cl FS/ 8000 8er verr: tm@= YR80 x. Type = IIC LOSE72520LK emonster Ir
28 SME C NT create & ¥, File = NETLOGOM emonster ROSE7ZLEZ0LE IP
m 35 SME B NT create & X, FID = 0Ox4000 ROZE7EZLZ0LE emonster Ip -
} el
.
e MET Session protocol summary |F#: 13/a7 |DFF: 54 (%360 |L: T2 () o




Why NTLM? (3

nnnnnn

» HP of fers HPUX- ADS- Ker beros 1 ntegration
» So why does Cl FS/ 9000 pass through NTLM?

» M crosoft extends the Kerberos V5
Speci fication
— PAC — Privilege Access Certificate

— PAC contains Security ldentifier(s) in
Service Ticket

— M crosoft proprietary PAC encoding is
| 1 censed

>»Mcrosoft’s Kerberos extensi o
CIFS (SMB) nul ti -vendor




Cl FS/ 9000 )

Recormendation
»Cl1ents Aut henticate using

Ker beros to KDC
— Down- Level use NTLM
»Cl FS/ 9000 Menmber Servers Pass-Thru
NTLM
— M xed Mbde
—Nati1 ve Mode
»Native Mode by itself does not

af fect C FS/ 9000 Pass-Thru
Aut hent1 cat1 on

__}_NGt BI CB Enabl ed 2 NAane Aqddadr ess




Agenda: Cl FS/ 9000- D
W2000

»Active Directory
| nt egrati on

>»\W2000 Nane Address Resol ution
>\W2000 DFS
. 1

[




W ndows 2000 Active )

nnnnnn

D>r0\l%cit30ar cYOI ossal feature set

»ADS DESIGN Is #1 priority
— Donmal n Desi gn
— Schema Desi gn

» Protocol 1s LDAP

— RFCs: 2251 — primary RFC, not strictly
adhered to

—To READ WRI TE Account Dat a

» Cl FS/ 9000 integration Is about User
and G oup ACCOUNT DATA

— RFC. 2307 — POSI X Account At

[



Add Cl FS/ 9000 Server )
toADS

» On W000 DC

New Object - Computer

- AD LJser S and Create in:  hpatc. hp.comdComputers

Conput ers
Computer name P

— Sel ect Conputers — fPATET
NEW Computer name [pre-windows 2000];

|HPMEL|><1

The following wser or group can join thiz computer to a domain,

> "“pre-Wndows 2000”

- Ne S t EV e r y O n e IDefauIt: Darmain Admins Charge. ..

- NO Ef f e C t O n I\/E rrb e r W fllow pre-windows 2000 computers to use this accourk
Server

» Creates AD obj ect
=_for ClFS/ 9000




Cl FS/ 9000 — UNI X D

nnnnnn

— OS and Underlying file system know onl
UbAadnb

— Every user nust have a U D

> UNI X Account Dat a base

— User nane, User |ID, Goup ID passwor

e Files (/etc/passwd, /etc/group, ..
* NIS (+)
« LDAP Directory

» W ndows client user maps to UNI X user

»UNI X U D AdD equated to Wndows user
file access

»UDdD on HP-UX PCsI X

e
_




Cl FS Account
| nteroperabi ity

> W ndows

_Users %

— @ oups £

|

nnnnnn




Uni fi ed Login O

> Store All User Account data in one
| ocat 1 on:

» W ndows 2000 ADS

» Wndows and UNI X pl atfornms now share conmmon
accounts on ADS
— Single point of admnistration
— Singl e usernane and password

» Use existing HP products to authenticate
and access users on ADS
— PAM KERBERCS (for HP-UX — NOT Cl FS/ 9000)
— LDAP_UX | ntegration
— Cl FS/ 9000

> Benefits:

— Cost savings — no dual admn

— No synchroni zation — all acco
E— | ocati on




Traditional Login )
Scenari o '

HP UX Server Windows Domain Controller

= —— letc/passwd

:;__ _";_—__:. Jetc/passwd
'I.J :—'_:_%_T-E: Jetc/passwd
i

Cllent /
ﬂ
WE] | ranenosame -
NIS Server
*Windows NIS+ Ser

|




~ HP-UX

Windows 2000
ctive Directory
Client

\
/

Username
SID

-Wlndows
*HP-UX




Unified Login Details 2

» No user accounts 1 n /etc/passwd on HP-UX
system

»No NI S(+) nap

» NSS LDAP (nsswtch.conf) refers
user/ group | ookup to W000 ADS server

usi ng LDAP

» PAM KERBERCS (pam conf) refers HP-UX
aut hentication to W000 KDC usi ng

Ker ber os

> ALL Aut henti cati on/ LookuipsSOR—WEODE



Setup and Conti guration 3
St epS nnnnnn

Desi gn W ndows 2000 ADS Schenm

— I nstall and Configure W2000 Advanced
Server ADS/ KDC

— Extend ADS Schema — one way — wth MsS SFU

> Relatively Sinple and Easy Unified Login
Conf i guration!

» nsswtch.conf — refer user/group |ookups to
W2000 ADS

» pamconf — refer HP-UX aut hentication
W2000 KDC

h_



W2000 User — Standard [}

invent

: ;C I le rra Administrator Properties |

kember Of I Dial-in I E fwiranment I Seszions I
Remate contral I Terminal Services Profile
General | Address I ArcoLnt I Frafile I T elephones I Organizatian

» Adm ni strat or ;
US e r g Adminiztrator

>No UNI X —
At t I I but es t ab Last name:

Digplay name:

> NO UNI X Deszcription: Built-in account for administering the computer/doms:
Attri butes Ve

T elephane number: Qther....

E -mail:

wieb page: Other. ..
~ Ok Cancel Apply
__——_




VW2000 User — Extended Q@
Schenn

FrcRosemepropertes G|
— — — » Standard User
Published EE.'rtIfICEItESI Memheerl Dlal-lnl I:II:||E|::t| Sec:unt_lrll Enwrl:unmentl

General I Address I Account I Prafile I Telephones | Organization | > UNI X A‘t t I | but es

Cessions | Remate contral I Termminal Services Profile NI Attributes

To enable acceszs to this uzer for UM clients, vou will have to zpecify the t a b

M5 domain this uzer belongs to. .

» UNI X Ul D Defi ned
IS Domain: [ .

» Logi n Shel |

uID: [103 » UNI X Pri mar Yy
Group

Login Shell: |a"u3r.-"|:|ir'|.-’k3h

» Conbi nes W ndows

Haome

Directony: Ia"hcumex'emseme an d UNI X u S e r
rirnary grou aC C O u nt
EamefGEIID: i |users = .

at

ar Cancel |




W2000 Group — Standard [}
Schenma

Domain Admins Properties

General | Memhersl tember Of | Managed By

> Domal n Adm ns ﬁ Dornain Adrins
g r O u p Group name [pretwindows 2000): D omain Admins

> I\IO UNI X At t r I but e D escriphion: Dezignated administrators of the damain
E -mnail:
t ab — Group scope — Group bwpe
£ Domain lacal % Securty
> NO UNI X {* Global £ Distribution
Attri butes o v

Motes:

Cancel | Spply

|




W2000 G oup — Extended

Sehem

To enable accezs to this group for UM chentz, you will have to zpecify the
M15 domain thiz group belangs bo.

A - |

GID [Group 1D]; |1n1

M5 Cramairn;

kMembers:

denize|
dolker
dougl
EIOZEME
Joe Conl
ke aty|

Add... Hemaye

ATC Properties
General I Members I tember OF | tanaged By |
Object | Security LIMIX Attributes

k. Cancel | Apply

[

invent

» Standard G oup

> Uni x Attri butes
t ab

» UNI X @ D Defi ned

» UNI X Users
defined i n group

» Conmbl nes W ndows
and UNI X Account
Attri butes I
G oup '




Cl FS/ 9000 ACLS O

»PCSI X ACLs VS NTFS ACLs
» UNI X VS

W ndows
>»Ul DAdD VS SI D

»Cl FS/ 9000 ACLs:
POSI X, UNI X, U DY G D

— Based upon JFS 3.3 ACLs

— Cannot place Wndows SI D on POSI
ACL

_ »Wor karound: Map \W.heeWS—USEers—{¢
U




ADS | ntegration |Issues &7

»ACL Managenent from W2000 Cl 1 ent
— JAGad50847

— Explorer Aborts When Attempting ACL
Management

— Workaround: Manage ACLs from NT4 Client

» Unified Login UNIX Group Management

—W2000 Admin Tools Adds Distinguished Name to
UNIX Groups

— Should Add the UNIX User Name to the Group
— Investigating Better Admin Tools
— Have Notified Microsoft about

|



Cl FS/ 9000 )

Recoomendation 7
»Uni fied Login

—Single Point of Adm nistration

—Integration of W2000 and UNI X
Account Data

—Rel atively Easy to Set Up
e Step-By-Step I nstructions

— Known Probl ens, Additional Testing
Pl anned

»St andard UNI X Account
Adm ni strati on

=/ et C/ passwe (+), LDAF




Agenda: Cl FS/ 9000- D
W2000

»\W2000 Nane Address

Resol uti1 on ‘

»W2000 DFS

’.




VWV2000 Nane Address Q@
Resol ut1 on

> Net Bl OS5/ WNS: NT4 and
Cl FS/ 9000

> BI ND — UNI X DNS
> W ndows 2000 DNS

* Resol ve and Updat e Nanes
« Schema for Data Storage
Replicate the Data

|



Net Bl OS: NT4 and 3
clFs/9000

» Net Bl OS
— NT4 (and prior) Nane Resol ution Protocol

E

>Cl FS/ 9000 REQUI RES Net Bl OS5/

» Cl FS/ 9000 Net BI OS Nane = HP- UX Hos

— Net BI OS nane |l ength =< 15 Characters
e 16th char is the nanme suffix

— HP- UX unane =< 8 Characters

» S ngle Cl FS/ 9000 nnbd daenon |1 stens
Net Bl OS

=> \W000 Default 1Is:



Net Bl OS - W NS O

»WNS — (Wndows | nternet Nane Service)
— Net Bl OS uses W NS
— NT4 Domal n Nane Service — nulti subnet

— H Node NetBIOS: try WNS first, then
Br oadcast nane

» Cl FS/ 9000 W NS
— Best to use W2000 WNS server (enhanced NT4)
—W2000 Cients nore WNS fl exible

»Configure Primary WNS server iIn
snb. conf
— Secondary W NS Server enhance

’.




Bl ND — UNI X DNS

»Berkel ey Internet Nane Do

»RFCs 1034 (DNS Dat abase fornat)
and 1035 (Domal n Nanme structure)

»>»http://ww.isc.org/product s/ Bl ND/

nnnnnn

» Hierarchical Namespace
— Much more powerful and flexible than NetBIOS

» Hooks in Samba to Integrate WINS and D
— See Recommendations

[




BIND — HP- UX DNS O

»HP-UX 11 Delivered with 4.9.7 —
UPGRADE | T!

»HP-UX 11 DNS - www. software. hp. com

—BIND 8.1.2 (upgrade)
« DNS Notify (RFC 1996)
* DDNS Support (RFC 2136)
e SRV Record Support (RFC 2052 - 2782)
—BI ND v9 (upgrade)

 Increnental Zone Transfer (RFC 1995)

* DNSSEC (DNS Security — aut henti cala
2535)

|



W ndows 2000 DNS

>“DDNS’ — Dynanic DNS (tied to DHY
> Repl aces NT4 Net Bl OS- W NS
» Default Name Resol uti on — DDNS

» M crosoft Recommends WNS Conpatibility
— Default: WNS Enabl ed

— Many applications need WNS, even in pure
W2000 donai n

> Pure W2000 Donmal ns can D sabl e W NS-
Net Bl OS

— BEven M crosoft recommends W NS- Net Bl OS
Enabl ed




W2000 and Net Bl Os-WnNs 2

Advanced TCP/IP Settings o 7] x|

IP Settings | DNS~ WINS | Options |

» Default — Enabl ed

—WIMNS addrezses, in order of use:
» Di sable — you better 15.56.136.17 |
be sure =
ddd... Edit... Remove
» Cl FS/ 9000 — DO NOT

DI SABL E [F LMHOSTS lookup iz enabled, it applies to all connections for which

TCF/P iz enabled.

— Unless you' re really [ Enable LMHOSTS lokup lmport LMHOSTS .
snart ?
{* Enable MetBIOS over TCPAP

_ See Recorrrrendatl ons " Digable MetBIOS over TCPAP

I\/bd u | e " Use NetBIOS setting fram the DHCP server

___——_ _—___- I:IK I:ar":el




V2000 DDNS Feat ure )

nnnnnn

LI st
» ADS | ntegration

» Secure Dynam c Update (RFC 2136 +
Dr af t)

» |l ncrenental Zone Transfer (RFC 1995)
»DNS Notify (RFC 1996)

» Service Location (RFC 2052 - 2782)
» Enhanced Cache Resol ver (RFC 2308)
» Enhanced DNS Manager

» Uni code Character Support (Draft
8)
— Plus 3 other drafts (in

—-—ﬁi indar dl __ - ==




DNS RFC Matri x

nnnnnn

RFC W2000 Bl ND Bl ND v9
1995 '”ﬁ;mma' Yes Yes: < Yes
19960 = " | Yes Yes Yes
2052 ™™ Yes Yes Yes

21306 i Yes Yes Yes
2181 e | Yes No (8.2) |?

2308 “bghtg wos | YES No (8.2) |?

2782 s s Yes '




M5 WVW2000 2}

nnnnnn

Reconmendat | ons
»For UNI X BIND Interoperability

—Mnimum | evel of 8.1.2
e« Support SRV Records (2052 - 2782)
| ncrenental Zone Transfer (1995)

—8.2.2 1s best — W000 equi val ent
—Position on v9 not known

»Appl1es to DNS Server
| nteroperability

»Do you have UN X Bl ND_I




Cl FS/ 9000 )
E%&anend%tions """"""

ccritic component of W2000
ADS Desi gn

— Desi gn ADS- DNS t oget her

»Cl FS/ 9000- HPUX: I npli1es existing
UNI X DNS

—Then create separate nanespace for
V2000 DDNS

>»>With NetBl OS-WNS ENABLED, DDNS-
BIND integration is less of a
| ssue!

=C| FS/ 9000 |




Cl FS/ 9000 Recommendat | ons‘@

V2000 V2000
nt_ Server

__ A -0 oo |

===
e

Cl FS/ 9000

|




Cl FS/ 9000 )

nnnnnn

— HP- UX Node Nane
e 8 Chars

— Net Bl OS Nane

e 15 Chars (16'" char is reserved for the nane
suffix type)

e RFC 952 Plus: ! @$%& ().- _{}~ space
— DNS

e 24 Chars

e RFC 952
— DDNS

e 63 Chars

« RFC 952 + RFC 2181 + UTF-8




Cl FS/ 9000 2

Recommendat | ons

»Zone Transfers — WNS
— W2000 Zone Transfers contain WNS Records
— BI ND Does Not Recogni ze W NS Records
— Do Not Transfer W2000 Zone to BI ND Secondary

— Do Not Transfer UTF-8 Records to BI ND
Secondary

»\W2000 d obal Catal og Server: _nmsdcs
Subzone
— Hosts | ocated I n nsdcs subzone have 11l e

DNS nanes
 Host nane. nsdcs. hp. com
e« “ " iIs not a legal RFC 95

|



Agenda: Cl FS/ 9000- D

nnnnnn

V2000

»\W2000 DFS

|



What i s W2000 DFS? O

»DFS: Multiple Servers - Common
Nanespace

> NOT! : TransArc DFS

» Referral s
— Transparent share mappi ng
— Map “Root” share — source of combn nanespace

— Root subordi nate server nmappings are
“referred”

e Referral is sinply a re-directed share nap t
anot her server, but appears as a |local di

» W 000 DFS Feat ures

[




St andar d Namespace (3

EX My Computer g ] 3

File Edit Miew Fawvorites Tools Help ﬁ

J = Back « = - | ‘D search | [y Folders  £#History |E‘ L ® @ | I

[—

» 3 Mapped Shar e

J Address I@l My Compuker j 6}6':'
> 3 Se rvers Folders ¥ || Mame # | Type | Total Size | Free space |
@ Deskiop E=OMNIBDOK (C0 Local Disk, 1.99 5B 0 bytes
-4y My Documents EINTFI_PART (D) Local Disk, 7.09 GB 4.07 GB
Elﬁ@I My Cornpuker @Cnmpact Disc (E:) Compact Disc
. . F-= OMMIBOOK (C:) (=] Control Panel Swstem Folder
> 3 L 0] g | C al D- (Y, [+ NTFS_PART (D1} B Mabile Device System Folder
- Compact Disc (E:) 2tmp on 'rosE72520lk (Fi) Metwork Crive 9,76 GB 5.35 GB
-5 tmp an 'rosE7252alk (F:) =?data on 'emonster' () Metwork Drive 3,76 GB 3.52 GB
(-5 data on ‘smonster’ (G:) = n ‘hpatcuxl.rose' (H:)  Metwork Drive 20.0 MB 13.1 MB
" " #-52 eroseme on ‘hpatcuxl rose' (H:)
» 3 “Nanmespaces” & conwlpand
EEI--- Mobile Device

My Metwork Places
----- 3l Recycle Bin
ﬁ Inkernet Explorer
- Reflection FTP Neighborhaod

|8 object(s)

’.




S ngl e DFS Nanespace

=10l x|

[EX dfshpatc on "hpatc.hp.com® (F:)

J File Edit ‘Wew Fawarites Tools  Help

J s Back + = - | ‘@ search

[ Folders £ #Histary | g M s | Ed-

_
P

[H-= NTFS_PART (D)
[#-&8) Compact Disc (E:)

=152 dfshpatc on ‘hpate.hp.com' (F:) A/

4/20/2001 7:51 AM
4/20/2001 7:51 AM
4/20/2001 7:51 AM
4/20/2001 7:13 AM

J Address |2 dfshpatc on ‘hpatc,hp.com' (F:)
-
Folders ® | | Mame ¢ | Size | Type /I,M-:udiﬁed
(] Deskrop Cloomin: & Folder
-5 My Documents [ IEMONSTER File Folder
=145 My Computer CIHPATCL File: Folder
(=2 OMMIBOOK (C:) COHPaTCW File Folder

-] DOMIDC —

E-] EMONSTER ——

[

invent

1» Singl e Root

Shar e

» Si ngl e Nanespace
— df shpatc

> 3 Renote Servers

D HPATCWINZE €—
(58] Contral Panel
Mobile Device
28 My Metwork Places
-3l Racycle Bin
g Internet Explorer
& Reflection FTP Meighbarhood

|4 object(s) (Disk free space: 6,93 GE)

|III bybes

@ Internet

» 1 Local
Fil esystem

Local to the
r oot




DFS Desi gn Q@

» DFS Referral protocol in CFS
Speci fication
» 2 New DFS SMBs

— Trans2 get dfs referral
— Trans2 report _dfs_inconsistency

» Ref erral Exchange Occurs on DFS Root
Ol y

»File Server (DFSLI nk): Just Anot her
Connecti on

» Cl FS/ 9000: O dinary Connect Pro
» UNC Nanes (Universal Nam

- e




nnnnnn

W2000
Server

Cl FS/ 9000
Server

|




’.

=&l ]
JH File Edit Display Tools Options Window Help =121
Q| & |wE S [ElEE] 4] @] #lsis] o] 2]
[ IIPrDt... IDescriptiDn ISrc other D=t Other Type,Other ;J
= : Query path info, File = %... 40 ip
161 SME R transact: - NT error, System, Error... hpatewinZk ROSSYZ08ERIC
162 SHME C transactiZ NT Get DFS Referral ROSE7Z08ERIC hpatcwiniZk
163 SME R transact: NT Get DF3 Referral (resp... hpatewinZk ROSSYZ08ERIC
164 ICHMP Echo: From 15.32.72.207 To 15.32.72.208 ROS87208ERIC EMONSTER IF
165 ICHMP Echo Reply: To 15.32.72.207 Fromw 15.3... EMONSTER ROSE7208ERIC IF
166 TCP 5., len: 0, seq:1669214552-166... ROS87Z08ERIC EMONSTER IF
167 NET 35: Session Message Cont., 11 Bytes EMCNSTER ROSSYZ08ERIC IF —
165 TCP veeada, len: 0, seq:1669254015-166... ROS87Z08ERIC EMONSTER IF
169 TCP LALLS., len: 0, seq:2746822633-274... EMCHNSTER ROSE7208ERIC IF
170 TCP JAhoL.., len: 0, seq:1669254016-166... ROS87Z08ERIC EMONSTER IF
171 NET 3%: Session Request, Dest: EMCONSTER .. ROSE7Z0OSERIC EMONSTER IF
172 TCP JAhoL.., len: 0, seq:2746522634-274... EMCHN3TER ROSE7208ERIC IF
173 TCP LhLoLL., len: 0, seq:1663089556-166... ROSB7ZOSERIC hpatewinZk IF
174 NET 53%: Positiwve Session Response, Len: 0O EMONSTER ROSS7Z08ERIC IP _J
-
pFrame: Base frame properties ;I
ETHEFMET: ETY¥FPE = 0Ox0300 Protocol = IP: LoD Internet Protocol
qeIP: ID = Ox3EYE; Proto = TCP; Len: 178
wTCP: .AP..., len: 138, seq:1663089254-1663089422, ack:1856299905, win: 1625, dst: 139 (NET Session)
SIET: 233: 3Session Message, Len: 134

W DFSHPATCY, EMONS

File = “Hpat

SMEB: © transs Juery path info,

The client queries the DFS root server
for the sharenane that actually resides
on a Cl FS/ 9000 server

1| | 3

|Server Message Block (SMB) [F#: 1607344 |off: 55 (x34) L: 134 (x86)




=& x|
&3 File Edit Display Tools Options window Help ;lilll
=3 ki mlE| gl [Ee sl +[+] vl@l sl B 2]
Fooa || Prot... I Lescription I 3rc Other st COther Type COther... ;I
160 SME C transactZ Query path info, File = ROSBV7Z0BERIC hpatcwinzk IF
& ! transactZ — NT error, Sy= Error... hpatcwinzk
transact2 NT Get DF3 Referral ROS87208ERIC hpatcwinzk
163 SME R transacts NT Get DF3 Referral (resp... hpatcwiniZk ROSS7208ERIC IP
164 ICHP Echo: From 15.32.72.207 To 15.32.72.205 ROS57Z08ERIC EMONSTER IF
165 ICHMFP Echo Reply: To 15.32.72.207 From 15.3... EMCNSTER ROZE7Z208ERIC IF
166 TCF LS., len: 0, seq:l669214552-166... ROS87208ERIC EMONSTER IF
167 HNET 538: Session Message Cont., 11 Bytes EMCHNITER ROSS7208ERIC IF —
1658 TCF ceead., len: 0, seq:1669254015-166... ROSS7Z08ERIC EMONSTER IF
169 TCP LALWB., len: 0, seq:2746822633-274... EMCHNSTER ROSB7Z08ERIC Ip
170 TCP JAhoL.., len: 0, seq:l1669254016-166... ROSEVZ08ERIC EMONSTER Ip
171 MET 33: Session Request, Dest: EMCHNSTER .. ROZB7Z08ERIC EMONITER IP
17z TCF LAl len: 0, seq:2746822634-274... EMCHNITER ROZETZ08ERIC IF
173 TCF LAl len: 0, sSeq:l663089556-166... ROSSV2Z08ERIC hpatowinigk IF
174 NET 35%3: Positiwve Z2ession Response, Len: EMCNSTEER ROSS7208ERIC IP _I
A
@pFrame: Base frame properties d
SETHEENET: ETYPE = 0Ox0O300 Protocol = IP: DOD Internet Protocol
IP: ID = O0xDED1; Proto = TCP; Len: 79
TCP: .ALP..., len: 39, =Seq:1856299905-1556299544, ack:1663059422, win: 17238, sro: dst: 1744

HSME: R tra

<

MNET: 53: Session Message,
2 — NT error,

Len:

35

EIm,

Error,

The DFS root server
not found on the
system

Cade =

ITATUS

| ocal

|

PATH MNOT

CCOVERED

replies that path iIs
server file

il

|Server Message Block (SME)

|F#: 161/344

|OFfF: 58 (x3m)

L+ 35 (x23)




DFS Ref err al

Request

[

invent

Microsoft Network Monitor - [D: data'ericR\ATC,CIFS'Presentation’ Interworks_2001'dfs_client_interworks.cap (5un':|_ ;lilﬂ
Jf Fle Edit Display Tools Options window Help =&l =]
=|E| selE| s|[EEaQl +t] F@| sl Bl 2
Psoo IlPrDt... IDescriptinn |Src Other Dst Other Type Other... :J
180 SME C tranzactZ Query path info, File = %... ROSET7Z08ERIC hpatcwinzk IF
161 SME R transacti - NT error, 3ystem, Error... hpatcwinik ROSGT7Z05ERIC IF
162 SME C transactZ NT Get DF3 Referral = hpatcwinzZk
163 IME R transactZ NT Get DF3 Referral (resp... hpatcwinik RO357208ERIC IF
164 ICHF Echo: From 15.32.72.207 To 15.32.72.208 ROSET7Z08ERIC ENCHNSTER IF
165 ICHF Echo Reply: To 15.32.72.207 From 15.3... EMNCNSTER ROSETVZO5ERIC IF
166 TCF 3., len: 0, seq:l669214552-166... ROSST7ZOSERIC ENCNSTER IF
167 NET 35: Session Message Cont., 11 Bytes EMCNSTER ROS87T72083ERIC IF _J
165 TCF 3., len: 0, seq:l669254015-166... ROSST7ZOSERIC ENCNSTER IF
169 TCF LALLS., len: 0, seq:27468226353-274... EMNCN3ITER ROSETVZO5ERIC IF
170 TCF LA, len: 0, seq:15669254016-166... ROSB7Z08ERIC ENCHNSTER IF
171 NET 3%3: Session Reguest, Dest: EMCONITER .. ROSST7ZOSERIC ENCNSTER IF
172 TCF LA, len: 0, seq:2746822634-274... EMNCNITER ROSETVZO5ERIC IF
173 TCF LA, len: 0, seq:15663089556-166... ROSSB7Z08ERIC hpatcwinlk IF
174 NET 3%: Positive Zession Response, Len: O EMCNITER ROZ87208ERIC IFP
175 SME C negotiate, Dialect = NT LM 0.12 ROSETVZO0BERIC ENCNSTER IF
176 SME B negotiate, Dialect # = 5 ENCNSTER ROSET7Z0BERIC IF :j
pFrame: Base frame properties ;I

ETHERNET: ETYFPE = 0Ox0300 Protocol = IP:
eIF: ID = 0Ox3B7F; Proto = TCP; Len: 174

pTCP: .AP..., len: 134, seq:l1663089422-16630
eNET: 33: Session Message, Len: 130
SHME: C transacti NT Get DF3 Referral

286299944, win:16218, =src: 1744 d=st: 139 (WET Session)

The cl i ent
“Leaf Node”

requests a referral to a DFS

- | I

— | | L|_I

|Server Message Block (SME]) |Fa: 162344 |cff: 58 (x3a) [L: 130 (x82)




Repl y O

nvent

DFS Ref err al

Microsoft Network Monitor - [D:\data',ericR\ATCYCIFS' Presentation' Interworks_2001%dfs_client_interworks.cap (D'etq:a_i ;[ilil
JH File Edit Display Tools Options Window Help =121
S(d| 5 (5] 8| [EEsal +[t] ¥l alwls| o 2|
[ ” Frot... I Description I Src Other D=t Other Type Other... ;I
1g0 SHME C tran=zactiZ Query path info, File = %... ROS37Z03ERIC hpatcwiniZk IP
161 SME R transact: - NT error, System, Error... hpatewinZk ROSSYZ08ERIC IF
162 SHME C transactiZ NT Get DFS Referral ROSE7Z08ERIC hpatcwiniZk IP
163 SME R transact: NT Get DF3 Referral (resp... hpatewinZk ROSSYZ08ERIC IFP
164 ICHMP Echo: From 15.32.72.207 To 15.32.72.208 ROS87208ERIC EMONSTER IF
165 ICHMP Echo Reply: To 15.32.72.207 From 15.3... EMONSTER ROSE7Z08ERIC IF
166 TCP veeaB., len: 0, seq:1669214552-166... ROS872Z08ERIC EMONSTER IF
167 NET 35: Session Message Cont., 11 Bytes EMCNSTER ROSSYZ08ERIC IF _I
168 TCP veeaB., len: 0, seq:1669254015-166... ROS872Z08ERIC EMONSTER IF
169 TCP LALLL5., len: 0, seq:2746822633-274. .. EMONSTER ROSE7Z08ERIC IF
170 TCP JAoL.., len: 0, seq:1669254016-166... ROS872Z08ERIC EMONSTER IF
171 NET %5%: Sezsion Request, Dest: EMONSTER .. ROSB7ZOBERIC EMONSTER IF
172 TCP JAoL.., len: 0, seq:2746522634-274... EMONSTER ROSE72Z08ERIC IF
173 TCP LAo..., len: 0, =seq:l1663089556-166... ROSB7ZOBERIC hpatcwingdk IF
174 NET 53%: Positiwve Session Response, Len: 0O EMONSTER ROSS7Z08ERIC IP
175 3ME C negotiate, Dialect = NT LM 0.12 ROSS72Z08ERIC EMONZTER IF
176 SME E negotiate, Dislect # = 5 EMCMNSTER ROSE72Z08ERIC IF LI

SME: Paraweter Displacement = 0 [(0x0) ;l
SME: Data hytes = 1892 [(0xCO)
3MB: Data offset = 56 (0x38) The DFS Root
SME: Data Displacement = 0 (0x0)
3ME: Max setup words = O .
3MB: Bvte count = 193 S er V er r e | I eS
ZME: Byte parameters p
=5ME: Transaction data .
SME: DFS Path Conswned = 58 (Ox34) VV| t h t he
3ME: DF3 Nurber of Referrals = 1 (0x1)
p3ME: DF3 Zerver Function = 2 ([0xZ)
=5ME: DFS Version 3 Referral CI FS/ 9000
SME: DF3 Version Nunber = 3 (0x3)
SME: DF53 Serwver Type = Unknown Serwver Type
SME: DF3 TiweToLiwve = 1800 (0x708) d
3ME: DFS Filename = “HpatcwinZkWDFSHPATC, EMCNITER S e r V er a.n
3ME: DFS 5.3 Filename = Y“HpatcwinZk,DFSHPATCY EMCNITER
3ME: DFS Sharensme = YEmonster'data h
SME: DF3 Servicesite GUID = 00 OO0 OO0 OO0 OO OO0 OO0 OO OO0 00 OO0 0O 0O OO OO 5 ar e n anE —
-
— « | 2

|Server Message Block (SMB) [F#: 1631344 |off: 55 (x34) L: 24 (xFa)



V2000 DFS Feat ures F@

» St andal one DFS Root Server
—Not i1 ntegrated into ADS

»ADS | ntegrated DFS Root Server -—
you get:
— DFS Data Stored 1 n ADS

—Automatic File Replication Between
Root / Leaf Servers

—Fault Tol erance for Root/Leaf Serve

—Preferential Replica Selectio
fail over choi ce)
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DFS ADS Conf i gurati on (3

> ADS @ n f I g New Dfs Root Wizard : x|
Select the Dfs Root Type e
— Fa u I t Yol can create a domain or a standalone Dfs rook,
Tol er ance
Select the twpe of Dfz root pau want bo create,
_ I I & Create a domain Dfs rook
Re p | I C at I O n Ciamain DFfz roots uze the Active Directary ta store the Dfs configuration. They
. . . . support autamatic file replication and DS naming.
- Pr I O r I t I Z a-t I O n " Create a standalone Dfs root
Standalone Dfz roots do not uge the Active Directory and do not support autormatic
> St a n d a I O n e file replication.
— DFSLI nks are

still fault
t ol er ant

< Back Meut > Cancel




DFS Automatic File D
Repl i cation o

:__: Distributed File System - |a] x|

| Action  View |J<1=' #IIl@Hﬁafﬁﬁiﬂ%
TFEEI Replicais) > I\beds NTFS

I% Distributed File System &-JiiHpatewinzkitmp
B el 2 N el 15 » Forwar ds
3 ot
EEETFEUTE When a user opens | \WHPATC\DFSHPATCYHPATCWINZK referral
= HPATCWID - Send the user to this shared folder: V\Af"en I I nk
WAoo 25 20lk mp Browse. .

| S down

— Replication Palicy

™ Manual replication

¥ ibutomatic replication

|




W2000 DFS Detail s O

»(One DFS Root per DC
»32 DCs can Host the Sane DFS Root

I n Donal n
»Unlimted DFS Roots (Oops — 1 per
DC)

»Replication (Root/Leaf) requires
NTFS 5.0

»DFSLI nks (Leafs) on any UNC P
—Uni versal Nam ng Convent i Qhg

_  \\Server\ Share




Cl FS/ 9000 2
RECONMENARLL 00,

— Consi stent wmwth Menber Server Status

— DC ADS Required for Node Mgt — Root -
Enabl ed

> Domal n Roots are Fault Tol er ant

» Cl FS/ 9000 DFSLI nks Cannot Autonatically
Repl | cat e

> Cl FS/ 9000 DFSLI nks ARE Fault Tol erant

—Down Link wll forward to Confi gured
Repl | cant

— Use Manual Replication, OR

—Devise alternate automatic r
nechani sm

[



Agenda: Cl FS/ 9000- D
W2000

|



Sunmar y e

»\WW2000 Native Mde vs M xed Mde

— Cl FS/ 9000 Menber Server Ckay In
Ei t her

—Native Mode Is One-\Way

»Ker beros vs NILM
—C1ent Kerberos W2000 Domai n Login

— Cl FS/ 9000 NTLM Pass- Thr u
Aut hent i cati on

e HP is active in providing full Kerber
— stay tuned

»Active Directory Inte




Sunmar y e

>»Nane Address Resol uti on
— HP- UX Nodenane = Net Bl OS Nane = DNS

Nanme
—No W2000 Zone Transfers to BI ND
— nmedcs Subzone Nane is BIND ||| egal

>»W ndows 2000 DFS
— Cl FS/ 9000 Leaf Node Only
—Cl FS/ 9000 can be Fault Tol erant
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UPN Nane Rt

»W ndows 2000 Logon Nanes

— SAM Logon

« Security Account Manager — NT4
style | ogon

— FQDN Logon
e Fully Qualified Domain Nane — user
+ 1@
— UPN Logon
e User + “@
« Configurable full nane

 Resol ved by DC | ookup 1|
_ Cat al og




SAM Logon Nane e

Copyright E) 1985-1999
Micrasoft Corparation

QK Zancel | Shubdawm. .. | Cipkions =< |

» User chooses domain from pull -
down |1 st

S ——
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FQDN Logon Nane (3

Log On to Windows
Microsoft

Copyright £ 1925-1999
Microzalt Corporation

"Windows 2000
Advanced Server

Built on NT Technalagy

Ll=er nanme: | eroseme@dom] . hpatc.com
Passwiord: I
Lag on ko D21 j
QK Zancel | Shubdawm. .. | Cipkions =< |

»User enters @plus fully qualifie
domai n nane

» SAM | ogon gets graye

[




UPN Logon Nane

Log On to Windows
Microsoft

Copyright £ 1925-1999
Microzalt Corporation

"Windows 2000
Advanced Server

Built on NT Technalagy

Lser name: | eruseme@hpatc.cnm|
Passwiord: I
Log on to: HPATC =l
QK Zancel | Shubdawm. .. | Cipkions =< |

»User enters @plus configured | ogg
nane

» SAM | ogon get s wed out when @




User Principal Nane )

Benefits 77

»User 1 n subdonalin can be generic

—erosene@loni. hpat c. com can be
configured as

—er oseme@lpat C.Ccom

»User can now be noved t hough
subdomal ns transparently w t hout

havi ng to change FQDN | ogons
»UPN only in Native Ivm‘

’.




