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& The Qustomner Prol em
Recent
tar get s March 8 2001 -- The federd governnent's
HP centrd comput er-aime bureau repart ed
M cr osdft today tha thereis an ongo ng and
CDUni ver se or gan zed series of hacker atacks

aga nst ecommerce Wb sitestha has

Yahoo _ t |
AMEZ 0N Com resutedinthethet d morethan 1 mlli on
Nasdag. com ind v dud credt card numbers.

New York --By Denn's Hsher, eWNEEK

T mes

West ern Ui on

(ﬁﬂ Page 3

ﬁﬁﬁﬁﬁ




@
& Attack Exanp es

«#EXEC EXxploit

Risk of an intruder causing a DOS and stealing company’s
valuable information as a result of a random and potentially
malicious attack via #EXEC command on CGI scripts and
ASP/ISAPI applications

«Script Debugging Exploits

Risk of an intruder extracting from client/server debugging
scripts vital information such as directory names, user names
and passwords

e.asa(or.asp, .in, &c.) file xpl at
MEPid@sdt 11S 4 0 and 5 0can be nadeto dsd ose fragnents of
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% Exanp e Wndows Exposure

May 1, 2001 - MSraces to fill In
serious security hole

The announcenent of the vulnerability
cones at a bad tine, as Chinese and
Anerican online vandal s have
apparently started cooperating for a
weekl ong string of attacks on

gover nnent and corporate servers to
protest the actions of each other's
gover nnents.
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Largest Gedt Card Theft

MSNBC - March 17, 2000

“I'n the |argest known case
of cybertheft, a conputer

| ntruder stole informati on on
nmore than 485,000 credit
cards from an e-conmmerce
site..

«Site was an NT web server
eHad not been updated In 2 years
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W “Hacker pus Nasdag on warn ng’

* Hacker found hd es infinance web gte security

— Nasdag com

— CBS Market\Watch.com
— B gChartscom

— FT Market Watch com

 Known security hd efa 3 nonths

e .asa(a.asp .in, @c)file Ncosdt IS4 0 and
5.0 can be made to dsd ose fragments d source
codetha shou d aherw se beinaccessde

« Got admnstraive password and usedtotake over
web server
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v Typ cd Irternet Atack

Gai n user
access
Cover Inst dl
tracks backdoor

locate Syste
to dtack

Gai n '
privil eged
access

Irtrud on’ Trg an Hor se/

Interngt SCaning  pacsword o ack ng

E—>

2

Launch atack
ot her hosts

Take or
dter
nfor nati o

Engagein
ot her
unaut hori sed

D stri bu ed

Att acks '
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I Back Qifice 2000
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Back Oifice 2000
COBBEA oo some conmor

e Alowsfa renote contrd d Wndows
05 98 NT/2000 nmach nes acr oss
net wor k

e Open Source
e Server instdl ed on vidli ms nmach ne
e Jiert runs on atacker's nach ne

e Very conpact code - 200Kfar server
and 500K fa dient

-]
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BO2K Capallities

e System Contrd

e Gat her passwor ds cached by user
 Hle System Contrd

 Process Contrd

e Reg stry Contrd

* Net work Contrd

e and nore..

F.
E“J Page 11
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Password G ack ng

 Bruue Farce Atack )

e O ack, Johnthe Rpper fa .P
UN X

o LOpht Gackfa NT

e Commerad password

crack ng utilities avalad efa
AP Wrd, Excd, Access

P.
LI Page 12
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LOpht Crack 25
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% O gan zati on Security | ssues

FB / DQJ issuelis d worst Inernet thred s

1. Opening unsolicited e-mail attachments without
verifying their source or checking their content

Failing to install security patches

Assigning untrained people to maintain security;
Failing to see the consequences of poor security;
Failing to make fixes or follow up on them;
Relying primarily on a firewall for security;

N o ok 0N

Failing to realize how much money their "information
and organizational reputations are worth";

8. Authorizing short-term fixes and pretending that
problems will go away If they are ignored.
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% | T Securitylssues
FB / DQJ issuelist o worst Internet threats

. Connect systems to the Internet before hardening them

. Connect test systems to the Internet with default accounts
or passwords

. Fail to update systems when security holes are found

. Use Telnet and other unencrypted protocols for managing
systems, routers, firewalls, and PKIs (public key
Infrastructures)

. Give out passwords to users over the phone or change
passwords without verifying the legitimacy of the request

. Fail to maintain and test backups

. Implement firewalls that do not stop malicious or dangerous
traffic

. Fail to educate users about security problems
: @ﬂrained users responsible for securing important systemsis



A Security Sudy R nd ngs
X Overvew

«"A few software vulnerabilities account for the
majority of successful attacks...”

eAttackers are opportunistic-taking the easiest and
most convenient route

—Attackers count on organizations not fixing the
problems

—Attack indiscriminately by scanning the Internet for
vulnerable systems

e System administrators typically say they are too
busy

IAThey do not know which of more than 500
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A
& SecurityislInsurance - WRONG

 Inarecent FB survey o US budg nesses...

 85%experienced security breachesin
thelag 12 mont hs

e 64 % suffered | osses as aresut

— lost $377.8nillion (up from$265.5
mllionlast year)

e 70 %i dertified |t er net-connect ed systens
as afrequent taget d atacks

[ﬁﬂ Page 17
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N
Out o the box security hd es

eInsecurellS sanp es

sUnnecessary serv ces enald ed
— I ndexi ng Service
—Td ndt
— Net Meeti ng Re not e Deskt op Shari ng
—Irternet printing
e Unnecessary net work shares
— ADM N$, C$, dc

*Net H OS Over TCP/IP
VU nerade versons d MDAC ing dl ed

‘\\eak defaut per nnss ons on fil es, fd ders, and

reg dry entnes
(ﬁﬂ Page 18
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A
& Security 101 Pdid es

e Set arganzaiond security pdiaes

o Audt the systemtounderstandthe curent security
setti ngs

* Lock down systemto neet wth security pdicy

e Conti nudly audt systemto ensure cond stency wth
pdiaes

(ﬁﬂ Page 19
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A
& Exanp e Pdides

e Least privlege erfarced
e Obscureresources
e Pradea custonmer datafromlnernet access
* Define user pdiaes
—user names, password changes, educati on
Al newdedoynents nust have carp. securityreMew

e Defineregu a audt pdiaes

FM -thscan dl be au onst ed
(ﬁﬂ Page 20
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N
W ndows Web Server Envronnent

It dl needs proteaion

éTypicaI IS Web Server Environment

H““““ngﬂﬁmﬂﬂmw ISZ?\e/)ér '"W iy Lt)&p:;ee m MWWWM fﬁ\amﬂmﬂmml

W ndows NT Server

ansadti “ ‘

Se

(AF] Page 21
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HP Webenf orcer

Secure Web Server
Environ ment

The safest gdacefa

defd oy ng W ndows NT Web-
server apdicailons

4 N

Secure your NTinfrastructure

= Weeks d security consutingin a
3 nd e sdt ware sd ui on

= Aut omatic, secure corfiguraion d NT
systens ensuringlower tad cost d
ownersh p

= Constart security updat es ensure
cortinud security wthou the needfar
persond v glance

N /

Centralized
Security

Management




N
© Pr oduct Feda ures

e System scanning
e Pre-defined and Custom Security Profiles

e Automated enforcement
e Fix all or just specific problems
« Immediately roll-back to last configuration

e Constant security monitoring
e Flexible Time Increments
e Alerts & Event Logging
e Ensure security over time
e SecureUpdate Subscription Service
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@ WebEnfacer Manage nent

"fii HPLDLockdown - [Console Root\NT Security Lockdown Administration\S ecurity Profile for the Mecury Web Server\BackOffice\Tran._. [Hj[=] B3

J'E’n LCongole  Window  Help “ D = n |

=181]

H Action  View  Favorites |J = | | > | 2

Tiee I Faworites I

L1 Corsale oot
E@ MT Security Lockdown Administration
Eﬁ Security Profile for the Mecuny Web Server
|t utive =1 BackDffice
a Tre o
----- (L1 Index Server
----- (3 Data Access Components

&fed” GU IS ST

----- (23 Application Security

----- [ Access Contral

----- [ web Server Security
----- [ Installed Software
=1 Windows NT

----- [ Access Contral

----- (23 workstation Lockdown
----- [ System Security

----- [ Installed Software

----- [ Metworking Security

Det al ed easy-to understand

descri ption of each securityrue

Rule M arme

| Dezcription

5 Enforce Administrative Security
[ Secure the 'Web Application Manager Account

4]

Enforce Adminiztrative Security
Secure the 'web Application Manager Account

Overview | Benefits | Consequences |

Overview:

technologies.

Wﬁactinn Server (MTS) provides a platform from which programmers can
|| cTeate three-tier server-centered (ASP and ISAP) applications by making use of

Component Object Model (COM) and Distributed Component Object Model (DCOM)

YWhen an MTS package is created for an ASP or ISAPI application, its process identity
is set to a special Web Application Manager account called WWAM _computername.

Il Bvw defanlt MYARM comatarname arcnunt has access o wery few resnires hawand

D

Iimvamd
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@ Webenfacer Security Report

Web Enf orcer has found 60
d asses o vdnerahlitiesin
ths Web Server

environnent.

-y Enable Logging

ﬁ Froperty ‘Enabls £

@ Enable warmidhs (o He

@ EnforceEdmirishiative S8

@ FCbish AccalRi®

=@t stablish Paszword Policie '
@ dnvalid, the password

Pazzword Age iz 42, but it should be B2,

@ Irrvalid, the paszworr = . Pazzword Age iz 0, but it ghould be 7.

@ Invalid, the passw i Pazsword tengtk-e 0, but it should be 8.

@ Ireealid, the pe word Uniquenesz iz 0, but it zhould be & SEPE

e Irvealid g oh bo change pagzword iz not get | but it should be zet 20 Vu ner ab Iltl eSae
+H-i@h Force © ad i
s i criticd tothe system

{D Obscure the Adrministrator
@@ |solate 15AP] and ASP A
H-@@ Remove REG Aszsoci

security.

- Remove,

I:-:I.I Reme FPasat it from B ackOffice Installation

-4 ald, file Reboot.ini in this path Program Files\Microzoft B ackDffice\Feboot.ini doesn't exist, ,,I
3

1| |

Fix Bule | Fix &l Rulez Dietails... Frint B eport | Delete Report | Cloze Flepn:lrtl Page 25




Hackers
continueto

openyshare
| rf o mati on




e Crea e an al ways-on
Irfrastruc uret ha
correcly execu es
bus ness dra egy

e e-tod security pdiges fa
next generaion
| It eracti ons

e devd op worl dwde
accept ed sandards and
defi nti ons

e shareifamati on across
theindustry




Thank you

Dani d Dorr
dani d _dorr @p.com
408- 447- 4682




Y Ref erence Web Stes

e WWW hp. coni security

° WWW Ccert.org

e WWW Securitypartd.com
o WWW Securityfocus.com
o WWW itSecurity.com

* WWW goCSi.com

o« WWW artionine com
 WWW hacker news. com
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