hp Servicecontrd Manager
3.0for hp servers

System administration in an HP-
UX and Linux environment
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| ndustry Anda ysts on Mul ti- G5
Manage ment

* There is a strong divide between unix and windows administrators driven by
philosophy/culture and the administrative interfaces to the operating systems.

* In larger enterprises, you find specialists for operating systems, databases,
etc. In small to medium sized companies, more likely to administer across
operating systems.

« Catalysts for enabling multi-OS management
— Stronger management tools.
* These must be web based.
* Must mask the differences in the OS’s. (Not an easy task!)
— Trend towards services management.

|t doesn’t matter whether you are managing a unix or windows server at the
access, app or data tier. The thing to manage is the service level and
response time.

— Operating systems becoming more alike. E.g. Windows .NET will include a
command line interface.

* Most critical functions to make common across OS’s are deployment
(hw/os/apps), inventory management and remote management

“
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Mul ti- G5 Management Trend
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Wha is SCM 3.0?

* Developed for the next release of HP-UX
« Web-based GUI

 Integrated single point of administration for hp
servers
— distributed task facility
 define once — execute simultaneously
— roles based security
— launch point of tools
* hp and non hp

 user defined scripts SEHUTEEEI]"IHHL

— deploy and monitor

 Secure
-
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HP Serwv cecontrd Manager 3.0 j,
HPUX and L nux systems manage ment

« One management tod tha runsinany HPUX o Linux (HP support ed
d stri butions) environment

e Continuethe best featwesfromSCM 2 5indud ngrdes, tod |aunch,
event log, dscovery, invertory daabase wth customquery capahlity

* An achteauetha allows aher applicaionstoirtegrae Leverages
SCMconponents and functions d o her integ & ed apdicati ons.

« A lbrowser based graph cd user ineface usadd e by Ui x and L nux
admnstraaos

 Fdlyfunctional commandlireirteface supporting scri ging VT-100
and tdnet

e Supports nedumbusiness, et erprise and xSP server fans
 Intidlymanage HP Servers, d ades, apdiances.
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New or changed feat ur es

 Better webinerface — uses it nh fa faster response
 Inteaface securityi nproved —browser to CMS now uses SSL
e CMS will nowrun on Linux
« Multige CMS support

— indvidud nodes share norethan one CMS

— prou des redundancy and o shari ng across g oups
 SUSE support
o Certified HP Prol art Li nux agernts
 Irntegaes web-based apgdicati ons

— on CMS

— onrennte systens

— access v a URL wththe dsplayinthe workspace

« exanple dsdaylnaght Manager web- based agernts

e XM filefo mat
/ 3
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Service Control Manager 3.0
defaut featres onthe GMS (1 3)

e DTFforrenote nanagenen
— DTF agent for ande a mitigerenote systens
e CMS - central nmanagenment server
« Set d managenent apdicati ons under SCM unbr dla
— System Adm n grati ontasks (SAM
— SD — sotwere d gribut o
— Dep oy | UX—IgnteUX
— Event monitori ng servce
— Partition manager, hard d sk dus vrtud partitions
— SCR—-was on 25 nowred aced by SM
e Commandlireineface (CU)

Y
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Servce Control Manager 3. Ofeaures
bund ed - added or changed (23) %

Pure HTML webinterfacefor CMS
— supports SSL and any Netscape 6. x o | E 5 5+ browser (fast e response)
« Web-basedinterface

— Systemlnventay Manager (S N
e Web-enabl ed access added

— Partition Manager,

— Systemlnventay Manager (S N

— SAM kernd-configur ai on
« X Wndow manager fa XW ndows basedtods such as Reflecti on X

isrequred

— Dropped “gg @ (X apdicationfrom a PQ
 WBEM services added - I ndustry sandard Houv des system
properties from supported devices
— movingtoinstrument HPUX wth WBEM prov ders.
— HPUX 11 23 wll prov de a ssandard V\BEM set

e SCM30 —firg gepinthe new HP manageahlity stra egy”™ 3
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Service Control Manager 3. Ofeaures
bund ed - added or changed (33

 Hrstreleasewth afuly capald e Linux sack dlon ngthe SCM
3.0 CMSto beingdled on supported L nux confi gurai ons

« SAM-System Apdication Manager
— SAMfunciond arealauncher vaSCM 30

e« SCM30 wll be aut omati callyinstaled withthe next rdease
o HRPUX

— thefirdg stepinthe convergence d snde and nutige system
management

« WEB downl oadlast quarter 2002
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9 nd e-pant, mul ti-syst em configurati on
manage ment fa HP- UX

e Servicecortrd Manager o Par Myr / VParMgr (web-

« Event Monitaring Service enal ed) Partition

« Systemlnvertory Manager - secuweweb consde Manager
(web- enal ed)

) Sec_;urlty Petch Check  Process Resource Manager

o IgnteUX (I UX (PRMN) - fee

* Soitvere DS-tI‘I.bL[G‘. « Workoad Manager (WL M) - fee
o« System Admnstraion Manager :
(SAMN) tasks o ServiceGuard Manager - fee

— kernd corfi guraion (web-
enal ed)

— addtiond tasks

HP-UX system management functions and products are
integrated under HP Servicecontrol Manager, which provides a j

\

single, secure administration point for system administrators.
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9 nd e-pant, mul ti-syst em configurati on
manage ment fa L nux

e Servcecontrd Manager « Secure web consd e o =
e Event Monitaing Service « WBEM properties %H.f
 |Indgh Manager ELM agerts  |Ind ght Manager reuv sion
« Hade Logc Nt work Shdl managenment agents
Dep oy

e Security pach check

bladelogi:

HP-UX system management functions and products are integrated
under HP Servicecontrol Manager, which provides a single, secure

administration point for system administrators. / ' }
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Ma nageabillity functi ons

« Event monitori ng and manage nment

e Inventory manage ment

e Security manage nent

 Dep oynent and soft war e manage ment
e System corfigu aion

 Perfamance nontoring

e Resource manage men

o Multi-systemmanage nent

e Renote managenent %\(
LA

-
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HP Serv cecontrd Manager
3.0 summary

 Increased productivitythrough uiliang asnge pant d
admnstraion & HP- UX and Lnux.

 Gal ned efficiency through muti-system manage nent
capahlities such as goup operations and rd e-based
manage ment

| nproved security through user auhenticati on befare
perfam ng any nanage men tasks

« Ensured accountahility through auditloggng o changes
across thel T envronnent

« Expanded flexi hlity by easily customz ng scri gs and
commands whi ch can be used across muitiple systens

s mitaneoudy
Y
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Generd Achtedue
Securityfeat ures
Rd e based security
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Servi cecontrd Manager Archtedure

Repository

Distributed Tasks
Common Files
OS Images
SW/Patches

Events
Console
Perf. Info
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Archtectue SCM 3.0

HPUX T[]

DTF- URL-WBE M

security
mul ti-sys

We b- based GU

« Netscape 6 x Re nnote
* Irternet Exd orer 55+ manage nent

e Dep oy
System Co
Resource

X- Wndows Manager
o X- Wndows tod d sd ays

EMS Confi

nfig
nyt

|nventory nyt
Security check

9
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DTF agent

o URIBEET R

b

DTF agent
WBEM

.- -

il %

DTF agent
WBEM
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HPUX or
Li nux
systems
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Security feat ures

 Aut hentication using native OS
* No separa e passwords soredfa SCM users
* No unauhentica ed access to SCM
e« Spoof protection
» SSL support fa browser- CMS and WBEM
e PK ggnngfa cae & DTF communi cation
 Privacy
e SSL support fa ronser- CMS and WBEM
* Locd-host fa care comnuni cation
e Optiond IPSec fa DTF Agent commun cation
 Aut horization
* Rd e based au horizaion by SCMcaore
* Instrunent aion passwords accessto CMSroot oy
 CMSroa apdicaionstrusted by cae
 Auditing
* Al adionslogged wth user nane &time
e Logpaected(CMSroa access only)
« FHrewall Fiendy
« Sl defined se d patstoaccess portd a instrunentati on
e SandardHTTP protocd sfa browser andinstrument aion j
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Serv cecontrd Manager (SCM wthrde-
based security toreduce operaor errars

- Trusted Management LAN
Manages o
-UX M
User = SCM User s

¢

\@IIA1

? 0
sue’ | Login

Process CMS Node
@ - @ has this role »._ on this node J j

Role
User SCM User /p /p 4—’581(1)(3(:3&9%5(1)1()8]2
‘fred’ ‘fred’ on this nod

ToolA ToolB Tool C

*no separaelog n password
strusted user manages centrd nmanage mernt server (QVS)

enor mel sys admn user ae dd egatedtod s based onrd es~ j
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Tent ati ve screen
v ens
Tent ative Menus
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Screen \ ens

header area
suppot fauns hdp

nodes tod s setti ngg

tod s and
sd ection
tabs

Results vVew ng area

\

o
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Tentalve Defadt screen

a hp systems management center - Microsoft Internet Explorer

J File Edit Wiew Fawaorites Tools  Help

. Iugged on: root = log off

Dl'gEII'IIEEI"

%—“ g ———
hp senrlcecontrol manager

[

e

all nodes
=+ customize your view

support | forums | help

05 name 05 ver «

MET

- C name address type  subtype
no nodes selected [~ ab.hp.com 15.1.1.20 pc hp kayak WINMT
L H"El_h Availability Managems [ achp.com 15.1.1.21 hub AdvanceStack
L IEI""—'E_ and Recovery [~ ad.hp.com 161.1.22 ptinter  hp color laserjet
© Security Management [ cchpeom 181.1.32 servet 85 LIMLE
& Software Management i | [~ eehp.com 181.1.45
@ view [T cdhp.com 16.1.1.23 serer  pa-hsc HP LI
[T aehpcom 16.1.1.24 5 vectra WINNT
[T cehp.com 148.1.1.34 server  Dell FowerEdge WWINNT
[T afhpcom 15.1.1.25 (] hp wectra WYINMT
=
=8 |
|€] Done |_|_|' Internst
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Tentaive SCM 3. 0Menulists

T

hp senncecuntrul manager | * Thsis _at ent aive f Ul

menu lig

Dgged an: root 2 log off

e « Tod avalahlity varies by
LYokl type of OS and user levd
© Event Monitoring Service ]

@ General Tools ’ e |f OScant be

© High Availabili anagemen .

ﬂll_lggit;and Rec:fjvuzry ’ ' da am ned, dl tOd Ssae
© Partition Management | H

© Process Resource Management avdliad e

@ Security Management
© Software Management
© System Administration
@ workload Management
© view

-
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[N m:.u s
hp ser\rlcecontrol_ manager

e T i

. Dgged on: root 2 [og off

[ tools \(EE0EE0 HP- UX Syste m

ncu:le shade

@ Event Monitoring Service -
=< EMS Configuratian

@ General Tools

3 bdf e Tentative SUb-tod nenu

3 cat

3 cp v ewfor
3 df

=+ find
3 s _ EMS
3 mv

3 ps — Generd

3 i
@ High Availability Management _ " ' |1
=2 Serviceguard Manager H gh Ava I a‘h Ilty
@ Ignite and Recovery -
= Create or Modify Recovery Archive - I gnte and recovery
=+ Create or Modify Tape Recovery Archive —
= Ignite-Ux Consale
= Ignite-Ux Restricted Console
=+ Install or Recover System
=+ Refresh Recovery Archive
=+ Refresh Tape Recovery Archive
= Subtool Add Mew Ignite-Ux Client

=< Subtool Boot Install Wait
= Subtool Recovery Tools Update /
S OR0 2007 I
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hp senncecontrol manager

. Dgged an: root 2 log off

HP- UX syste m @4

ru:u:le shade
@ Event Monitoring Service
© General Tools
@ High awvailability Management
© Ignite and Recovery
@ Partition Management
= Create Partition
= Partition Manager
=+ Show Complex Details
= Yiew Partition Manager Log
@ Process Resource Management
= Display Resource Usage
= List Resource Availability
<+ Start PEM GLUI
= Subtool PEM GUI
@ Security Management
=+ Bastille
=+ Get Patch Catalog
=< Security Patch Check
© Software Management
@ System Administration
@ workload Management
© view

e Tentatl ve sub-tod
menuvewfa

— Partition
management

— Pr ocess resource
Management

— Security
Management

Y
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. Dgged an: root = log off

hp sgwicecontrol man

[

|| tools 1[ ]

node: shade
@ Security Management
@ Software Management
= CLI List Software
= CLI Preview Install
= CLI Yerfy Software
=+ Copy Depot Software
= Install Software
= Femove Depot Software
= Femowve Software
= 5D Job Browser
<+ Set 5D Access
=2 Show Agent Log
= Show Daemon Log
= ‘iew Depot Software
=2 View Installed Software
@ System Administration
=+ Accounts for Users and Groups
=+ Auditing
= Authenticated Commands
= Cards
= Disks and File Systems
= kKernel Configuration
< SAM Log Yiewer
=+ System Properties
=+ System Security Palicies

=

@ workload Management _

HP- UX syste m @y

e Tentatl ve sub-tod
menuvewfa

— Softwar e
Management

— System
Ad mindrati on
(sd ected SAMtods)

HP V%R'IBZOOZ
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hp senrlcecontrul manager

. In:ugged on: root = log off

Cli==t | tools 1[
node: shade
€ Ignite and Recovery -]

© Partition Management
& Process Resource Management
© Security Management
© Software Management
@ System Administration
@ Workload Management
=+ Activate HP-UX WLM Configuration
=2 Dizahle HP-LIX WLM
=+ Enable HP-LIX WL
= Install HP-Ux= WM Configuration
< Festart HP =L WLM
=2 Retrieve HP-UX WLM Configuration
= Rotate HP-LIX WLM Log Files
=< Rotate HP-Ux WLM Statistics Log Files
< Start HP-L WLM
= Stop HP - WL
=2 Syntax Check HP-Ux WLM Canfiguration
=2 Syntax check HP-LX WLM Configuration
=+ Truncate HP-L WLM Log Files
=2 Truncate HP-LX WLM Statistics Log Files
= Yiew HP-Ux WLM Log Files
=2 Yiew HP-Ux WLM Statistics Log Files
= WLM-Subtool Copy Configuration
=+ WLM-Subtool Fetch Config
=2 WLM-Subtool Syntax Check
@ view
= view properties

2 wiew tasks
1] |

HP- UX syste My

e Tentatl ve sub-tod
menuvewfa

— \Wbr K oad
Management

— M ew ([properties,
t asks)

-
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J File Edit Wiew Favorites Tools Help

a hp systems management center - Microsoft Internet Explorer

Tentdive Linux
systemand customze

e L i

. Igged on: rooft

F
urganlzer _ | —

= log off

T ook [T

nu:u:le eq.fc.hp.com
@ General Tools
< cat
3 cp
< df
=+ find
+ s
3 my
@ ps
< rm
= rpm install
% rpm query
= rpm uninstall
2 rpm wverify
e view
=+ view properties
< vigw tasks

fid

[
hp ser\rlcecuntrul manager

support | forums | help

customize
available displayed
attributes: attributes:
GUID address
hostnarme tvpe
mogrmt IJRL RS subtype &
05 wersion text 05 name
protocols 05 wersion
wwm | [OE wendor W
ok I cancel gl |
W ab.hp.com 15.1.1.20 semer %56
| i} { ETF [ Ar-r 4 - Sn

4]

|@ Done

4

bl |

I_ I_lﬂ Internet

N

e Tentaive v ew
« Addtiond

e Tentdive

menus wil be
aval ad e by
|aunch da e

custom ze view
avalad efa dl
systemtypes

P
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Mewng SCM3 0

e Demo o SCM30
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