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a process to allow new core HP-UX
features to be released between HP-

t he Sd:twar e paCk UX Enterprise releases, without

causing undue risk for customers who
are using the current enterprise release




the saftwar e pack

Goals/Requirements:

» Simple installation of new core HP-UX
feature bundle from the SPK (Software
Pack) CD or Web.

» Feature bundle is packaged like an
application product.

* HP-UX Product Updates must only be
small, low-risk enabling hooks

* Delivery method: Semi-annual CD & web
release (aligned with major OE updates in
December and June). Opportunistic TTM

web delivery on other quarters.




Software Pack Feature Bundles
can be installed with SD (Software
Distributor). The Feature Bundles

can be downloaded from HP’s
Software Depot
) or from
the Software Pack CD
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patch anaony

e categorytags

B - T — g

— a least one o thefdlow ngtwo
category tags o None nust be
spedfied. More than one ca egorytag
may be spedfied, if apdicad e The
vd ues spedfiedin any superseded
pat ches must dso be spedfied thet is
these values nust be cumul ati ve.

— defed repar | hardware_enald ement | None

defintion o common cat egory tags

defect repar. provde defect repars

har dwar e_enal enent: prouv de new hardware
support

enhance ment: rouv de enhancement

generd rdease generd rd ease pach

citicd: fixa defedt that neets hg s aiticd
definti on




patch anaony
o Synmptomtext

— The exeand synptons o prodem
spedficdly wha acustoner wou d
experi ence. Ind udes any and dl (exact) era
messages, pancs, €c Ind udes any
corfigur &ionirfa metiontha rd @estothe
prod em Ind udes dl superseded pat ch

induv dud patches s et

PHKL 21675 (SR 8606112739 CR
JAGab88679) Async diver I/ Oconpl etion
natifi cati ons dorit work when usedin
conjunction wth sd ect(2) systemcdl.

PHKL 10164 If a user process changesits
process group ater open ngthe async
driver, dl subsequent requests wil be

ref used with an EBUSY error.




patch anaony
o defect text

— A detaled descriion o the def ect that
spedficdly addresses the exdiat condti ons
tha causedthe prod em(if known), and how
toreproduce the prod em(if known). A so
Ind udes met hods to verifythat the pach
needstobeinstdled Ind udes dl

i nd \A dUd pat Ches superseded pa chirf or rreti on

PHKL_ 21675 (SR 8606112739 CR
JAGab88679) Async diver's| Ocony dion
flag natificai on was checkedin wong
sequence, when usedin corjuncti on with
sd ect. Resd uion Changed sequenceto
check fa | Onatifi cati on fl ag bef ore check ng
o her types o | Oconp i ons.

PHKL_10164: The code tha usedto check
fa bda ng cdl ed by the openng process was
changed to check the process g oup,
instead It nowchecks bah




patch anaony

e enhancement text rdes

— The Enhancenent staus d th's pach and dl
superseded paches. Apach nust ind caeif
it a any superseded pach ddivers anew
enhancement.

. . hi b ked
I nd \A dUd pat CheS :nligr(\:celr?é?m (\a/\hn;]:r i T?lse%;ecvg ddivers

newfunctiondity. 2 It ex ds pri narilyto
enal e new f uncti ondity ba ng ddiveredin
anather patch o product. 3 It dters exiging
functiondityin a user-vis d e manner.

For met: Yes| No| No (superseded paches
cornta ned enhancements) patch_name
enhancement text

[superseded patch_nane:
enhancement text]




patch anaony

enhancemen text rdes

Wher e

Yes =tHs pach ddivers a new enhance mert.

No =th spach does NOT ddivers a new
enhance ment, AND *none* o the pa ches which are
superseded by ths patch ddivered any
enhance merts.

" | No (superseded paches corta ned
I nd \A dUd pat Ches enhancements) =this pach does NOT ddivers a

new enhance ment, but one o nore d the patches
whi ch are superseded by ths pach D Dddiver a
new enhance nert.

patch_name =patch name o thispach o a
superseded pa ch whchfirg ddivered an
enhance mert.

[enhancement text] =The purpose o thistextis
toi dertifyllabd the enhancenent and na tofuly
defineit. Thsfidd does na redace the Sympt ons,
Def ect Descrigion Patch Dependend es, Qher
Dependencies, Hardware Dependend es, a Sped d
InstdlaionlInstructions fidds. Al patchestha ae
assod aed wth an enhancenent shou d use s nil a
text inthar Enhancemen fidds.




Indv dud patches

patch anaony

« enhancement tedt exanp e

A enhancenent patch PHKL_ 26519, whch
super sedes non-enhance ment PHKL_12000 and
enhancement pach PHKL_26047.

Yes

PHKL_ 26519 Th s product update enal es the support far
16 byte CDBs (Gommand Descriptar B ock) inthe SCS
dri ver.

PHKL_26047. Th s change provdes pre-enald enent of
extens ons to mmapto dlow mappng o I/ Oreg s es o
address ranges. Th s change wll have noimpact on your
systemurtil the exensionsto mmap arefuly enald ed




dfferenti &ing enhancenents
how do youtdl a def ect fixfrom an
enhancement ?

enf orcement enhancement caegorytag

i nd V‘ dUd pat Ches enhancement patch dfferertiaion —

hsaytext
user M9l e behav o — defadt to off
enhancement pdides




Indv dud patches

user M9 de behav o

A pa ch canna introduce spedfic user

v 9 d e changes to curent users o the
product un ess a) the change fixes a defect,
or b) the user nust take exdidt actionto
make use d new functiondity

Al paches cotainng sdtware
enhancements, regard ess o risk levd,
shou d ddiver thar Wser M3 deChangesin
a d saded node Exdidt user action shod d
be requredto enad ethe enhance nent.
New options o paraneters ddiveredina
patch ae by defaut dsad ed (eg a
commandtha ddivers a new option).




Indv dud patches

enhancement pdiaes

A pach tha introduces an enhance ment
shou d nat i ntroduce def ect fixes ot her than
thoserda edtothe enhancenent.

Pat ches canna be used fa the fdl owng.
 Add ng sdtwarefeauesincae hp ux
The preferred nmet hod for add ng sdt ware
feauwes onenerpisereleases for 11 11
and beforeis an enalding patch d us new
car e functi ondity.
Perf o mance enhancementsthat o oss
subsyste m boundari es. Refer tothe
process fa approv ng enhance ment
pat ches fa hp- ux
No pat ches tha tietwo subsyste ns
toget her a add mor e than 5 addti ond
filestothe pach ud essthe R ocess fa
Assessngthe Qustoner | npact of a
Pat ch has been fdl owed.

Pat ches canna break forward o backward
conpatiklity wth the product versonto
whi chthey ae ba ng applied




nsk manage ment
strateges

Generd gu ddines

redize because pat ches are cumu aive —
you can nat conyd edy ava d sdecti ng
pat ches contd ring enhance nents

use caegorytags and enhance mernt text
h s aytoidentify enhancenments

user v 9d e behav o shod d def adt to of
— bu it's d ways saf er totest tha

har dware enald ement patches generdly
have nmuchlower riskthan sdtware
enhancement patches —the scope o
changeis nuchless

— bu renmember —dl paches are cunmu aive




reacti ve pat chi ng

e ava d new enhancenents, ulessthereis
no a he dtenaive

sd edt levd 3 paches whenever poss d e,
bu levd 1 paches nay be necessary

proacti ve pa chng

r| Sk nanage rrert  sdect your nmgor new core functiondity

fromthe Soft ware Pack

St r aI eg eS depend ng upon your risk adversity -

scrutinze mnor, mxed enhancement

Generd gu ddines pat ches

sd ect levd 3 paches when possid e
occas ondlylevd 2s

— the QPK (Quadlity Pack) and ITRC dl ow you
toeadlydoths

har dware enald ement patches are na
cons dered h ghrisk




nsk manage ment
strateges

Patchlevd s

tt nd1 ness vs. 1 sk

you want fixesto your prod emimmed ady

but

you want assurancetha a pach wont
crash your nnsson criticd system

ufotuna dy

ittakesti netocreaetha assurance




nsk manage ment
strateges

pachlevds

*" to assure atimel y responseto
you, hprd eases patches when
they meet estaldished hp qudity
standards

"toassure gea e staality and

| ower risk, patches undergo
addtiond post rd easetestingin hp
Inconyd ex envronment s and
apficati on stacks

» padches aeassgned a
progressverainglevd --1 2 o 3




nsk manage ment
strateges

patchlevd s

Where do you find “saf €
levd 3 pat ches?

sthe qudity pack bund e (QPK)
» the | TRC patchtools

Softwar e Pack bund es
do na necessarily

ind ude | evd 3 paches —
but rememberthey ae
redly product updat es!




hp-ux patchlevds

Meaning

Pat ch meet s est adished HP qudity sandards
Pat ch fixes prold emit purportstofix
No d de-dfects

Ing dls and de-i nstdlsintarget envronnent

Pat ch sent tothreshd d number of custoners
Patchisthreshd d nunber d days dd

No prod ens reparted

Test ed under conp ex confi gur &ions

Tested wth conpl ex apdicati on st acks

W N PO DN P DD P

Sress & Perfor nancetested




what if the patch your want is
nat “HP recommended’ ?

slevd 3 paches are anna ated on
thel TRC as “HP Recommended’.
When nolevd 3 patch exsts it'sa
levd 2tha is“HP Recommeded”.

I Sk rmnage ment esonetimes the Best pachtofix a

strat eg es reactive prodem mght be a Level

patchlevd s 1 patch — newyrdeased !

syou nake the ri sk benefit ded son

— Isthe prod emcriticd toyou ar can you
tderaesone risk?

— Go wththe Level 1 pach
e ot her wise

— Def e fixing prod e m until rdi ahlity o
patchismorefuly estadished




