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Securing the Internet

Enhanced Internet Security
Brian O’Higgins
CTO




Internet Security Landscape
Portals, Enterprise, Web Services

Trust and Identity Management

Interoperability
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Business

Public

Governments and Businesses
Have Moved On-Line...

98% of respondents
have WWW sites...

Government

52% conduct electronic
commerce on their sites

--- FBI/ CSl, 2002

--- Forrester, 2002




.. Only Initial Steps have been taken
with Critical Applications
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E-Government Scorecard

Figure 1: Overall Maturity by Country - 2002 High
number of mature
services

Large
breadth of services

Beginnings of solid
base

Low levels of services

Canada
Singapore
Australia
Denmark
Finland
l|-|'|l'-_| Ili_llnn:J
Germany
Belgium

Methedands
South Africa

e ] Source: Accenture
lcpsedsnivionid March 2002
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Issues are escalating

Government and financial services are
targets

Threat increase = f (known
vulnerabilities + smart hackers+
script kiddies)

o)
Blares computersystems J3%0
; ad Rate security

“Very Important’



CERT/CC Number of Incidents Reported

M Incidents

O_
1991 1993 1995 1997 1999 2001

2002 Q1: 26,000 incidents www.cert.org/stats
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Attack Sophistication

H| h Stealth scanning techniques
g Denial of service TOOlS

ASN.1 attacks
DDOS attacks

Packet spoofing
S EIES

I N t Fu d e sweepers www attacks
Automated probes/scans
knowle

Back doors Automated probes/scans

Disabling audits
Network mgmt di

Hijacking sessions

Exploiting known vulnerabilities AttaC kerS

Password cracking

Self replicating code
Password guessing

Low
1980 1985 1990 1995 24010]0)
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Vulnerabllity Cycle

Widespread use

Automated scanning

tools Intruders move to

_ New exploits
Users exploit

Crude tools
Crude Tools

Discover

Advisory typically
released
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Trends

Users, complexity, breaches: all increasing

Number of people with security expertise iIs
growing at a smaller rate than the number
of internet users

Security tools are increasing, but not as
fast as the complexity of software and
systems
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Security in Balance

high * |
Total Cost Cost of security

/ Balanced Level of /
Security

/ Cost of breaches

Security Level high




‘Basic’ Perimeter Security

Directory/
Database

Web App
Servers Servers h""""—‘
Employees
Suppliers
Customers

Enterprise or Government Organization

Firewalls, Virus Scanning, Intrusion Detection, E-mail Scanning
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Employees
Suppliers
Customers
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Perimeter Security and SSL

Directory/

@ - :@@ Database

Web App
Servers Servers H""""#

Enterprise or Government Organization




Basic Security is not Enough

/

Directory/
DatahAase

\
9p)
%))
=

¢

servers Servers

&/
Employees
Suppliers
Customers

Enterprise or Government Organization

$4.5B will be spent this year on
defensive protection

(Firewalls, Viruses, Intrusion Detection, E-mail Scanning)




Transaction and End to End Data Security
Required

Transaction

~ _ Directory/
i [‘--i-]‘ Database

—_

>y

<0
Employees
Suppliers
Customers

Servers

Enterprise or Government Organization
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802.11b Wireless LAN
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WLAN Architecture

Existing Wired LAN

Infrastructure

AN

LAN Bridge

NetWOrk AN .m. F e 4 .m. e 4 %.I
(({ ) = (@) L ) a AP acts as

( )

Ad Hoc WLAN RE

(@) ((C )
Network «_ coverage zones

Remote Wired
Infrastructure
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WLAN Frequency Bands

Older ~99 % of 802.11b The future
Devices Hardware is in this band (802.11a)

ﬂ |
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War Driving

Issues:

WLANSs are proliferating providing a ‘target
rich’ environment for the attacker.

How close to an AP does the War Driver
need to be?

Can War Driver intercept useful Data?

Can he get on the network and mount other
attacks?
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Security Issues

AP Reception range further than advertised
Poor crypto implementation in all devices
Poor SNMP implementation in some APs

Insecure default set-ups

Rogue access points and stations



802.11 Security Alternatives

WLAN Access .PO"T“ B Application
Mobile Authentication

Server —
Station Server Target

System
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WLAN Enterprise Security- Weak Solution

Building |
A Y

# D irectory Access Poi nt
C '

w - “ ‘

Firewall Firewall

Board room

Email server Web server ((f D)

Parking Lot Web server

Hraaas

|

m Enterprise Intranet




WLAN Enterprise Security with VPN Tunnels- Strong
Solution

ﬁ e Building
— V;;;.a:;way (@)
S— ~— T .

(Qi D | Directory VPN Gateway
*Digital ID Internal Access
v | Point

Board room

®
& [k
o ) \
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Security Must Protect and Enable

Customers Business & Suppliers
Government

-
e ‘|||
= ]
D FHHIEEET — _ _
eeper access to Deeper integration of
products & services business processes

Personalized offerings Lower business
with privacy latency
Customer Trust Supplier Trust

’.,

Employees ||J.f0:
Faster business processes

Anywhere, anytime access to
business processes

Employee Trust
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Move from Isolated Enterprise &
Government. . .

Transactions are the vehicle for business
processes

To date, most transactions have been
within the organization

Customers Employees Suppliers
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To Extended Enterprise & Government

Deep business process integration
requires trust

With trust, transactions can be conducted
across the extended enterprise & government

Customers Employees Suppliers
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What is Required for
Trusted Transactions?

Transactions
Enhanced Security +

Security Management —+

Trusted Transactions




What is Enhanced Security?

/@?ﬁ Identification
&J Authenticating and Protecting Identity used in Transactions

Providing Personalized Access and Authorization to Transactions

Privacy
Enforcing Privacy of Transaction Information

Verification
Ensuring Transactions are Binding and Auditable
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Enhanced Security Management
Example for Certificates

Key Generation o ey Expiry
s

> s
\ M «
Certificate Issuance %—- > Certificate Validation

Key Usage

Requirements:.

Automated key and certificate lifecycle management
Self-service administration

Support across a wide variety of applications and
.operating systems

Copyright Entru




“Enterprise-wide” Infrastructure

I o=

Enterprise Apps E-Mail

~_
Digital Identities i-
Single, scalable and flexible
Infrastructure using Digital IDs that E-Forms
enables a broad range of secure

transactions
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The Current PKI Landscape

A lot of companies evaluating
Many companies in pilot testing

Some companies in production

quay

| Enterprise Deployment
' >
I

I
Concept  Evaluation Testing Pilot Limited Deployment
I

~f— it e
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v Extensible Investment

. . and then leverage the investment

= 4

i
N Secure VPN Secure'Wel Porital
& WLAN i E: a

SecurefMessaging Secure ERP

=

a=

Secure E-Forms

&/

Securre Deskiop

= EREES
Verification

Identlflcatlo>
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U=zername:

FI a==w'ar |j .

The ‘minimum’ authentication
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PKI is stronger than regular username/password
solutions

The password does not travel over the network
during login

The server does not maintain a password list on
the server

Passwords alone do not do digital signature

Passwords with PKI provide stronger
level of authentication
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User-selected Q&A

e.g. prompt for 2 of 10 pre-established questions

Alternately, RSA SecurlD or similar

Lsername:.  patjones

Password:, |

Q1: What was my favorite TV show back in high school? [essseess
Q2: What is Uncle Bob's nickname? e

|lsername: patjones

Begin Login Login

Meed an account? Click here.
Forgot your password? Click here.
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sername: patjones
Password: |

Your birth date: Day: |12 =] Year: |1962 =]

Lodgin

Copyright Entrust, Inc. 2002



Physical cards, tokens

Biometrics

F:TroePas<SFor
jour next login

erlag :’““f_l'- i

'rhions Back

Complimentary technology provides
greater certainty for identification
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False accept False reject

p(error)

Sensitivity
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Digital ID +
Smart Card/Biometric

Hard Tokens
igital ID
(Local Storage)

Digital ID
(Roaming)
Additional Factors:

* Challenge & Response
* Mobile Device

N\ 3rd party tokens
User Name / Password

C
o
=
©
o
-
-
@
i
—
>
<
-
()]
o
-
(D)
®)
Y—
c
O
o

Cost of Deployment Highest
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A single doorway for employees,
customers/citizens and partners to access
data, content and services

Content

o App
e Servers
<=

Portal Enterprise Applications

... and establish relationships over the Web
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End User Portal Enterprise Applications

Web App
Servers Servers
e
N S

Personalization delivers:
Increased customer loyalty and retention
Targeted delivery of new services for greater up-take
Reduced administration costs
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End User Portal Enterprise Applications

s () Web App
AN\ = Servers Servers

30
N N

Personalization Requires
|dentification and Entitlements




End User Portal Enterprise Applications

Web App
Servers Servers &
e
N N

Application integration delivers:

Increased customer loyalty and retention
Greater reach for new services
Reduced delivery costs
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End User Portal Enterprise Applications

e~ ) Web App
|V ——- -1 gVC1 Servers ™

30
N N

Application Integration Requires
Identification, Privacy
and Verification




e Client/Server
g’ - Web App + Enterprise
Employees Web Portal Servers Servers App-speCIfIC Apps i
Suppliers \\?

$S == e

Customers
v v

Security Management
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Employees
Suppliers
Customers

Copyright Entrust, Inc. 2002

Web App
Web Portal s Servers

N

~~~~

=
Web Services
=

ldentification
Verification

Server-based Enhanced Security Services

Security Management




Employees
Suppliers
Customers

Copyright Entrust, Inc. 2002

Web P

Web Se

ortal

rvices

Web App Enterprise

Servers Servers Apps i
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S= ~—

= >

Enhanced
Security
Services

Trusted Transaction Platform

Security Management




Tomorrow

e Client/Server
-’ Web App +\ Enterprise
Employees Web Portal ZaySIiveR Servers App-specific Apps_-|®
=
NS

Suppliers

Customers
{J =

@ Enhanced

Security
Services

Trusted Transaction Platform

Security Management
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Delivering Interoperability

Copyright Entrust, Inc. 2002

Government, businesses and citizens
need to communicate over a secure
infrastructure

Departmental projects are often
technological stove pipes

Identities and entitlements must be
trusted by others

Either common policy, or map different
policy levels across departments

Map entitlements across
departments/companies




Mission of the Liberty Alliance

Establish an open standard for federated
network identity through open technical
specifications that will:

» Support a broad range of identity-based products
and services

Allow for consumer choice of identity provider(s), the
ability to link accounts through account federation,
and the convenience of single sign-on, when using
any network of connected services and devices

* Enable commercial and non-commercial
organizations to realize new revenue and cost saving
opportunities that economically leverage their
relationships with customers, business partners,
and employees

» Improve ease of use for e-commerce consumers

51



Why Is Federated Important?

Open Federated Model

Centralized Model

* Network identity and user
information in single repository

o Centralized control
» Single point of failure
e Links similar systems

Central Providey
N

Copyright Entrust, Inc. 2002

* Network identity and user information
In various locations

* No centralized control
* No single point of failure

e Links similar and disparate systems
@

ZANN

Provider

Provider

Provider

Provider

Provider

Provider




Key Objectives of the Liberty Alliance

Simplified Sign-On: Provide an open simplified sign-on specification
that includes federated authentication from multiple providers operating
independently, simplified access across multiple accounts within a trust
community, and portable on-line identity

Enhance Constituent Relationships: Enable commercial and non-
commercial organizations to control, maintain and enhance
relationships with constituents

Support All Devices: Create a network identity infrastructure that
supports all current and emerging network access devices

Enable Consumer Privacy: Enable commercial and non-commercial
organizations to protect consumer privacy

Support Interoperability: Provide a mechanism supporting
interoperability with existing systems, standards, and protoco
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Version 1.0 Specifications Functionality

Opt-in account linking — Users can link their accounts with
different service providers within “circles of trust”

Simplified sign-on for linked accounts — Once users’ accounts
are federated, they log-in, authenticate at one linked account and
navigate to another linked account, without having to log-in again

Authentication context — Companies linking accounts
communicate the type of authentication that should be used when the
user logs-in

Global log-out — Once users log-out of the site where they initially
logged in, the users can be automatically logged-out of all of the
other sites to which they were linked

Liberty Alliance client feature — Implemented on client solutions in
fixed and wireless devices to facilitate use of Liberty version 1.0
specification
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Sample Version 1.0 User Experience

: Would you like to
XyZ.com link your xyz.com

account with your
abc.com account?
Account

Federation

p
0

.
F
it

R

P

Your accounts

- at xyz.com and
abc.com are
now linked!

Next Time User Logs on to abc.com

User Logs on to abc.com User Hits Link to xyz.com User Given Direct Access

to Account at xyz.com
Federated

Simplified user Name: [ jSMith Welcome to Your
Sign-On Account at
Password: Fkkkk _ T Xyz.com,
‘ ‘ John Smith!
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Specifications: A Phased Approach

Version 1.0 Future Versions

- Federated network identity Permissions-based attribute

. Opt-in account linking and sharing
simplified sign-on within an - Schemal/protocols for core
authentication domain created identity profile service
by business agreements . Simplified sign-on across

-« Security built across all the authentication domains created
features and specifications In version 1.0 by business

agreements

- Delegation of authority to
federate identities/accounts
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| Bob sends Alice an e-mall
| How does Alice know to trust 1t?

| Alice can verify Bob’s certificate by

verifying a chain of certificates ending In
one iIssued by a Certification Authority (CA)
she trusts (and whose public key she

knows)

.‘/ ‘/ TJAlice
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Weneed to ...
Sae, I *
AN
\

An easlly MANAGED
environment

/

/
~

~
—

go from this unmanageable
environment
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A Bridge CA is a conduit for
TRUST

It is NOT a TRUST ROOT
There is no assertion of trust

It is built upon the X.509
framework

It is open and standards based

Linking up trusted environments
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U.S. Example: National Cybersecurity Architecture

Global
Bridge
Level

National
Bridge
Level

Health

Financial

Transportation

Homeland

Security  communication

Information
and

Emergency

Energy Management

Water

Law

Supply Enforcement

/\

International
Health Care
Bridge CA

International
Finance
Bridge CA

Global
Bridge CA

)

Int'l Law
Enforcement
Bridge CA

)
¥

)
!
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A
i

Existing Federal
Bridge CA

Health Care
Bridge CA

Finance
Bridge CA

oo dle

Treasury

Law
Enforcement
Bridge CA

A
©

Health Care
Bridge CA

Finance
Bridge CA

State
Health
Agencie:

State Financial
Institutions

V—" ¥ T

B e
|
|
|
|
|
|
|
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State
Bridge CA

A

y

Law
Enforcement
Bridge CA

State Law
Enforcement
Institutions

Health Care
Bridge CA

Finance
Bridge CA

- Local
Association nstitution

>

\/

Local
Bridge CA

Law
Enforcement
Bridge CA

Local Law
Enforcement




Technology Evolution

| Change from deny first, open permissions
selectively, to...

— open everything, deny selectively

| ldentify users, determine what they can see

| Protect the data and the transactions

I Audit for compliance to security policy
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Technology Evolution

| Framework, interoperability,
viability are no longer hurdles!

| PKI has evolved beyond the
enterprise, large scale
deployment now underway

| ROI: Leverage Metcalfe’s law and
get started
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