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Agenda

* The major source of security
vulnerabilities

« Security strategies
— Patching
— Layered utilities (Nessus, Snare, Snort..)

— Kernel hardening (HP Secure OS Software
for Linux or hp-Ix (se))
)
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What's the nature of the
problem?
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An example of a bug exploit in
Linux

2 Ramen - Microsoft Internet Explorer =10 x|
J File Edit \Miew Faworites  Tools  Hel
° The Ramen WO rm J 4=Eack ~ = - @ ) | @5earc: [Fe] Favarites @Histnry |%v|§i”
: Jpgbess ] =] @ [
« Expoited (buffer = G ‘j

overflow) bugs in:
« Rpc.statd

Hackers looooooooooooooooove noodles. ™
Wu-ftpd

 LPRnNng
 Root access gained

 Executables overwritten
« Web pages defaced

» Network probed for . @ e
other vulnerable hosts
ya
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Root Kits

* Hide the attackers presence

 Allow repeated use of the system by
attackers

 Two variants
— Updated system binaries
— Loadable kernel module
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Patching

« Security Alerts

— Vendor security bulletins

— Bugtraqg, CERT, etc, ...

— Managed services e.g. Security Focus
* Automated services

— Aduva - http://www.aduva.com/
— Red Hat - https://rhn.redhat.com/

-
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Problems with Patching

* Not all problems are known — you may
be victim before the patch is available or
before you can apply the patch

* The attackers are reading the same
information sources
—who is going to win....."?




Tools and utilities

« Bastille
— (http://www.bastille-linux.org/)

« Local system scanners (e.g. Tiger)
— (http://savannah.gnu.org/projects/tiger/)

 Remote system scanners (e.g. Nessus)
* Intrusion detection (Snort)
« Audit (Snare)

* Psionic PortSentry, HostSentry and LogCheck
— (http://lwww.psionic.com/)
* Tripwire
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(Remote) System Scanners

* Nessus
— http://www.nessus.org/

* Internet Security Systems System Scanner
— http://www.iss.net/

 And many more
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F-Nessus Report

Nessus

Summary

Mumber of hosts tested @ 1
Found 1 security holes
Found 13 security warnings

Found 10 security notes

@ 15144 89 153

=10l x|

-0 fip (21tcp)

@ telnet (23/cp)

E-) smtp (25/cp)

EH &) domain B3tcp)
Security note
Er Security holes

The remate BIMD server, according to its
version number, is vulnerable to several
attacks that can allow an attacker to gain
root on this systern.

=olution © upgrade to bind 8.2 2-P3
Risk factor : High
CWE - CWE-1999-0833

E-() finger (794cp)
E-() http @0ditcp)
E-() linuxconf (98/tcp)
—) sunrpe (1114tcp)
—() auth (113#cp)
E-C) nntp (1184cp)

=) login (5134cp)

Save as... | Save as NSR i

Close |
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Scanner effectiveness

Source Network Computi ng January, 2001
100%= 17 htt p// www net wor kcomputi ng. con

16

14 -
12 -
10 -

Nessus NetRecon Security Cybercop Hacker  SARA Saint Retina
3.0 Scanner Scanner  Shield j
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Snort intrusion detection
system

* Packet sniffer and logger

* Potentially can detect various attacks
including:
— Port scans
— Buffer overflows...
 http://www.snort.org/

* See also tcpdump
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Snort — example output

[ Shortcut to cmd - ssh root@tlinux7.hpl.hp.com

I*=] spp_portscan: PORTSCAM DETECTED from 15.144_.94.66 [=x]
11-380—1%7:31:34_.888512

[#*=] WinGate 1080 Attempt [2=]

11-30—-17:31:34.265481 A:10:83:1:A6:AC —> B:10:83:34:ED:6B type:ABxB0H0 len:Bx4A
15.144. .94 66:45148 —> 15.144_.89.153:1888 TCP TTL:64 TOS:8x# ID:32521 DF

=xl s Seqg: BxH5A53IABED Ack: BxA Win: Bx16DA

TCP Options =»> MS85: 1468 SackOK TS5: 364588964 A NHOP UWS5: A

[#%] Possible SubSeven access [2x]

11-30-17:-31:-35.4354091 0O:108:83:1:=-A6:AC —> B:108:83:-34:ED:6B tyupe:8x800 len:dx4n
15.144 .94 _66:588336 —> 15.144_.892_153:6776 TCP TTL:64 TOS5:8x@ 1D:=2989 DF

=l asdasx Spg: BxS5AC1D3I4E Ack: BxA Win: Bx16DA

TCP Options =»> M55: 1468 SackOK TS: 3645816811 8 MOP UWS: A

[#=] Poszsible MMAP Fingerprint attempt [2x]

11-380-17:31:36.135481 @:18:83:1:-A6:AC —> B:10:83:34:ED:-6B type:BxBHH len:-Bx4A
15.144 .94 66:46245 —> 15.144_.89.153:21 TCP TTL:38 TOS:8xB ID:18655

=#xG FxPll Seq: BxD2Z2569AC Ack: BxA Win: BxCAA

TCP Options => WS: 1@ MOP MS55: 265 TS: 1861189567 8 EOL EOL

[=#=] NMAF TCP ping?! [==]

11-38-17:31:36.1354081 BA:18:83:1:=:A6:AC —> BA:18:83:34:ED:6B type:BxHAA len:Bx4A
15.144_94.66:-46246 -> 15.144.89_153:21 TCP TTL:38 TOS:0x8 ID:23300

soeraanf]® Seq: BxD22567AC Ack: BxH Win: BxCAA

TCP Options => WS: 168 NHOP MSS: 265 TS5: 1861189567 @ EOL EOL
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Tripwire(& friends)

* Intrusion detection Z&y
» Periodically (e.g. daily) scans files to detect changes

* Email notification to administrator
— Update tripwire database or...
— Manually revert file

* Included in some distributions (e.g. Red Hat 7.1)
— http://www.tripwire.org/

» Chkrootkit

— http://www.chkrootkit.org/
/
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Limitations of patching and
layered security utilities

* Not all vulnerabilities and bugs are known
— A patch may not be available g
— You may not apply the patch in time ’\fg
« Two types of layered utilities
— Signature based (X
* Not 100% of known vulnerabilities /\fg
» Useless against unknown vulnerabilities
— State monitoring
« Detection not prevention

« Kernel root kits are extremely difficult to

detect -~ W
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Agenda

— Kernel hardening (HP Secure OS Software
for Linux or hp-Ix (se))
Y
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Kernel hardening —
“The philosophy of Containment

* Bugs are inevitable

* You cannot not know what a program will do
until it runs

« Misconfiguration and administration errors
are inevitable

« Attempt to contain the damage

— “A sandbox” limits access to system and network
resources

— Control access to privilege (e.g. root)
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Kernel hardening — historical
challenges

« Can require extensive integration work
to “port” an application or service

* Administration complexity
« Kernel code changes

* Recent newer models such as hp-Ix (se)
have improved the situtation

il
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An Attack Pathology

» Pat ches
 Layered utilities
(s gnature based | DS
vu nerability scanners,..)

 Det ection:
o Audit
 Non-signat ure base
| DS
* Prevention
« Kernd hardeni ng
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Discretionary access control (DAC)

— File owner can grant access to anybody

— DAC does not give good containment
properties
« Users can change who gets access to different parts
of the system

« Users can be tricked into updating files which they
own to introduce “Trojan Horses”

:
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Mandatory Access Control (MAC)

« Manda oy Access Contrd

— Access cortrd beyondthe d scretion of the
MAC owner

— Department of Defense Trusted Conput e

System Evduation Qiteia, DoD 5200. 28 STD
Decenber, 1985

| nportart for pra ecting sensitive fil es
— Web pages, execual es, ...

— | nportant fa praecting aher systemresour ces
— E G commun caion channd s

toaknown pat o the syste m-

CONTA NMENT -
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What is hp-Ix (se)?

* A highly secure version of Linux for running
applications and services

« Service provider focus

 Building on the success of HP Virtualvault
— Balance ease of use with security

* A new security model focused on Internet services
and applications

 Minimal kernel changes
— Binary compatible with Red Hat 7.1

« HP will deliver:

— Example services (e.g. Apache)
— SDK and (eventually) integration tools e j
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hp-Ix (se) breakthrough
manageabillity

"We chose HP Secure OS for Linux because
of its ease of use and administration and for
its superior security features.”

Konstantin Agouros

Manager, Competence Team Security
NetAge Solutions
http://www.netage.de/



Review of major features
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HP-LX compartment
communication rules

HOST:* -> COMPARTMENT:WEB Bl dt ptsin
METHOD TCP PORT 80 NETDEV eth0 plx(s9

TOMCAT1

COMPARTMENT:WEB -> COMPARTMENT: TOMCAT1 '?omcm\
METHOD TCP PORT 8007 NETDEV lo P B
e | @
COMPARTMENT:WEB -> COMPARTMENT:TOMCAT?2 <h0_ anil v
METHOD TCP PORT 8008 NETDEV lo =~ N
COMPARTMENT:TOMCAT1 -> HOST:SERVER1
METHOD TCP PORT 8080 NETDEYV eth1 MAC

-
W

I | ORLD 2002 I



HP-LX file system protection

 Hle Contrd Tal e spedfies compartment access. read wite append

* Hne-grancortrd and coarse gan(perfile per drectay) MAC
web /compt/web read
web /compt/web/tmp read,write Mandat ory
web /compt/web/dev read,write ACCESS
web /compt/web/apache/logs read,write Contrd
e Tripwre —Irtegrity pra ection - .,
Sty
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A secure administration model (1/2)

Systemcdls

hp-l x (se) manage menrt uilities
e Qeae destroy, gat, 2op conpart merts
« Configurecommunicaionrdesfa conpart nents
« Manage audt system

cf»\/b How do we stop the abuse o the systemcdls

A, used fathis? -
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A secure administration model (2/2)

Aut horized tIX adm n
adnmnstra o Set
tIx_adm n set

Each process has an additiond attri bue
 Thetlx admn ht

e Codeing de kernd checksfa this t bef are execuing
admnstraion functions

« Works inpardld to Linux capahlity nechan sm(whch we
d so use)

« A norerestricced management modd than capah'lit'/,es ’w
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@ not auhori zed

tix_adm n d ear ed

admnstra o




Typical hp-Ix (se) compartment
configuration

Ext ernd
Net wor k

- HP( WORLD 2002
nnnnnnnnnnnnnnn




Conclusion

* Patching

— Window of vulnerability leads to race condition

« Application level utilities

— Signature based

« Window of vulnerability leads to race condition
* Not 100% effective

— State monitoring
« Detection not prevention

« Kernel hardening e.g. hp-Ix (se)
— Containment prevents known and UNKNOWN

attacks - j
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