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Agenda

Setting up new systems
Standardizing for easy administration
Performance and Kernel Tuning
Memory Management
Disk space management
Logfile management
Useful tools

Additional resources
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Setting up new syst

Disk layout
- Internal/external issues

- VGOO design
- Massive lvols, flat directories

Networking
- SAM, netconf, set_parms
- 100BaseT issues

Cron jobs
- Lodfiles, cleanup, backup
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HP WORLD2003

Solutions and Technology Confererice & Expo

Setting up

Root’s shell
- /sbin/sh
- POSIX /usr/bin/sh vs. Bourne

- /usr/bin/sh vs. Korn shell
- Users can change: chsh login-name /usr/bin/some_shell

Login tty settings:
- #is erase 1 char (backspace)

- Fix all logins with a one-time command:
stty erase ‘"H < /dev/ttyconf

- Add others such as:
stty erase "*H"' kill "AU" intr "AC'" eof "~D' -parity ixoff
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Setting up

Basic security fixes
- find /usr/local -type d —print —exec chnod 755 {} \;

- umask is missing in /etc/profile and /etc/csh.login
« umask 022
« umask 077

- Search for world-write permissions in important

directories:
« find /etc /usr /opt /dev /sbin /stand —perm -002

« Add: \( -type d -0 —type  \) to look at just files and
directories

- Add secure database mountpoints, etc
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Setting up new systems S—

Basic security fixes (continued)
- /etc/path
~World-writable directories
~pwd (:: or:.: or:.)
-Symlinks

G2
_Duplicate paths ﬁ/ﬁw

—Non-existent directories

- Password and group file checks
—pweck
—gr pck
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Setting up new systen

Basic security fixes (continued)

-« /etc/hosts.equiv .rhosts
~World-writable?
-Valid user?
-Root? /

- suid scripts/programs /‘\‘
~No scripts allowed \\
—Purpose
—~Owner

—Location
—/ etc/fstab: nosui d

11/13/2003 HP World 2003 Solutions and Technology Conference & Expo page 7



Standardizing for easy
administration

Login methods
- telnet

- remsh/rlogin
- Xwindows

Shells

- POSIX (/usr/bin/sh)

- Bourne (/usr/old/bin/sh)
- Ksh (/use/bin/ksh)

- Csh

- Bash, tcsh, etc
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Standard profiles

- set -u

- ulimit settings:
ulitmt -—-a
ti me(seconds) unlimted
file(bl ocks) unlimted
dat a( kbyt es) 65536
st ack( kbyt es) 8192
menor y( kbyt es) unlimted
cor edunmp( bl ocks) 0

nofi | es(descriptors) 60
- Eliminate core files: ulinmt —-Sc 0
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Standardizing for easy
administration

Standard profiles
- Interactive versus batch
- Errors: stty: not a typewiter

- Separate the interactive commands:
—Multiple i f interactive statements

—Or separate the interactive portion in a separate script
« Interactive commands: stty tput ttytype
- Interactive settings: $77 $DI SPLAY
- Login controls: / et ¢/ nol ogi n

- 11.0 with security patches, standard on 11i
- Add: NOLOG N=1 to /etc/default/security
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Standardizing OI' €aASYy PV ﬁLD-2003
administration

Standard profiles
- SHOVE/ . profile

- /etc/skel to standardize new users, or replace

- Can'’t keep from being changed by users ($HOVE must be
writable which means no file is safe)

- Same interactive issues with batch logins
- May want to have $HOVE/ . | ocal profi | e for user mods

Download sample profiles:

ftp://contrib:Qunsupp8@hprc.external.hp.com/sysadmin/profiles
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Standardizing for easy
administration

Other /etc/skel files:

- .exrc (vi defaults)
- nows (don’t wrap searches around)
- 1 ¢ (ignore case on searches)
- ai (follow prev left indent)
- aw (update source at shell escapes: !)
- wm(wrap to next line, =0 no wrap)
- report (shows # of lines changed)
- showrode (INPUT or REPLACE MODE tag)

set nows I c autoindent autowite wapmargi n=2 ...

11/13/2003
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Standardizing f I CdSYy HPY R-LD'2003
administration

Solutions and Technology Conferenice & Expo

Restricted access methods

- Restricted shells: rsh, rksh, rcsh
- SHOME is / for user
- NO access to /usr or any other directrories
- Must create a local bin with binaries and set $PATH

Backup procedures

- Classic tools: tar cpio pax dump

- No index, no search, no error recovery, no changer support,
no largefiles

- fbackup/frecover

- Index on every tape, high speed search, error recovery,
change hooks, largefile-capable
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Standardizing for EdSY HPYV RLD'2003
administration

Solutions and Technology Conferenice & Expo

Backup procedures (cont'd)

- Features:

- Largefiles, error recovery, changer support, parallel tape
drives, network backup/restore, multi-platform, centralized
iIndexing

- Commercial backup programs
- HiBack
- OmniBack
- Veritas

Disaster recovery (loss of boot disk)
- Mirroring
- Ignite/UX
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Standardiz ng for e
administration

print_mani fest (from Ignite/UX)

from the contributed software archive:

ftp://contrib: 9unsupp8@prc. ext er nal
- gat herer. sh

- ni ght ow
- ni ckel (HTML generator)

Webmin: ww. vebri n. com(Perl-based)
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Standardizing for ea

administration

print_mani fest (from Ignite/UX)

11/13/2003

(B h60,/ TELNET using HP70092 Terminal settings=h60.rlw 0] x|
File Edit Connection Setup Macro Window Help Resize  Colors
System Information ]
Your Hewlett-Packard 9000 computer has software insta [-lEUAEGEARELTIEAES R BRI EST =10l x|
Configur‘ed as follows. File Edit Conmection Setup Macro Window Help Resize  Colors
Storage devices HH Path Interface L
The system was created December 19, 2002, 21:46:43 ES HP HP354704 52.0.0 HP 28655A - SE SCSI ID=7
It was created with Ignite-UX revision B.2.7.93. SEAGATE ST34572N 4340 Mb 52.6.0 HP 28655A - SE SCSI ID=7
HP C1533A 52.4.0 HP 28655A - SE SCSI ID=7
--------------------------------------------------------- SEAGATE ST12400N 2048 Hb 52.3.0 HP 28655A - SE SCSI ID=7
NOTE: You should retain this information for future refer TOSHIBA CD-ROM XM-5401TA h2.2.0 HP 28655A - SE SCSI ID=7
--------------------------------------------------------- SEAGATE ST12400N 2048 Hb 52.1.0 HP 28655A - SE SCSI ID=7
I1/0 Interfaces
System Hardware Class H/H Path Driver Description |
ext_bus 4 scsil HP 28655A - SE SCSI ID=7
Model : a000/887/G60/HB0 ext_bus 5 1prz HP 286554 - Parallel Interface
Main Hemory: 384 MB
Processors: 1 lanmu}( 8 lann’lu}{U HP J2146A = 802.3 LAN
0S mode: 32 bit lan 8.1 lan3
HH capability: 32 bit ext_bus 12 scsil HP 28655A - SE SCSI ID=7
LAN hardware ID: 0x080009D4118F ext_bus 13 1pra HP 28655A - Parallel Interface
LAN hardware ID: 0x080009D4F935
LAN harduare ID: 0x080009B74AFE lanmux 16 lanmux0 HP J2146A - 802.3 LAN
Software ID: 1948301231 Lo e, LI
ext_bus 20 scsil HP 28655A - SE SCSI ID=7
ext_bus 21 1pr2 HP 286554 - Parallel Interface
[z [HP70092 - he0 via TELWET [om: ext_bus 52 scsil HP 286554 - SE SCSI ID=7
Il
G |HPFO092 -- hEn via TELMET | oo:nsi0z | nswer | [ | 4
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Standardizing for easy
administration

Centralized patching
- Pick a central server

- Create a hierarchical structure (test, pre-production,
production)

- Use swcopy to add patches and patch depots

- Use swreg to make the depot visible on the network (don't
use NFS)

- On clients, use swilist to view the remote depot(s)
swlist —| depot @ patch_servername
- Natwork installs:

swinstall —s depot_name@patch_servername file_set (Or \*)
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Standardizing for easy
administration

Spooler management

- Connections

- Parallel, serial, SCSI, Network
-Remote (Windows, Linux, solaris, AlX)
«RFC 1179
«Control files and options
ePrinter scripts and filters
—Network (HP JetDirect)
ePort 9100
eJetadmin now HP Printer Installer

eaddqueue, removequeue, transferqueue
- Troubleshooting

- Spoolkick procedure
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Performance
Tuning

What can be changed

Performance measurement
- Built-in tools

- SarCheck

- MetaView, Performance Gallery
- Glance/gpm, Measureware

Kernel parameters

- Filesystems

- Processes

- RAM and virtual memory
- Network
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Performance a 1C d Kerne
Tuning

What can be changed

- Most kernel params size tables, provide limits or set
behavior

- CPU bound
- Multi-CPU features
- 1/0 bound
- Disk
- Swap (memory limited)
- LAN
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Performance and Kernel pwomzoos
Tuning

Filesystem parameters

nfile: 14min, no limit

- Every opened file (including multiple opens)
- Formula scales with maxusers

- Every process has a minimum of 3

nflocks: 2min, 200def, no limit

- Maximum number of open file-locks
- One file may have several locks

- Application dependent

- Databases may need hundreds
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Performance and Ker Hpomzoos
Tuning

Solutioris and Technology Confererice & Expo

Filesystem parameters

ninode: 14min, no limit

- In-memory cache of unique current and recent HFS file
locations

- Speeds re-open, multi-process file access

- Indirectly controls the size of the DNLC, ncsize,
ncdnode and vx_ninode.

- 1000 to 8192, lower if ncsize is adjusted
- Formula in SAM is not useful for large systems

- Best recommendations are in NFS Performance book
by Dave Olker
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Performance and Kernel PW mm
Tuning

Filesystem parameters

ncdnode: 14min, no limit

- In-memory cache of unique current and recent CDFS
file locations (CDROM)

- Speeds re-open, multi-process file access

- Usually OK unless multiple user access needed for
CDROM or multiple CDROM drives
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Performance and Kernel 1py omzoos
Tuning

Filesystem parameters

maxfiles: 60 default

- Maximum number of files opened by a single process
- Used to control runaway processes

- Override with setrlimit(2) system call or ulimit —n

- Hard ceiling is maxfiles lim

- Commonly recommended too high (4096) by database
vendors

- Commonly recommended maxfiles = maxfiles lim
but not a good idea (use ulimit as needed)

11/13/2003 HP World 2003 Solutions and Technology Conference & Expo page 24



Performance a 1C d Kerne
Tuning

Filesystem parameters

fs_async:
- 0 = synchronous writes to directory structures
-1 =async

- Apx. 20-30% faster write speed (no read change)

« Very high probability of data loss with a powerfail or
system panic (fsck fails to fix)

Default_disk ir:
- 0 = no immediate reporting (waits for writes to complete

- 1 = immediate reporting (disk buffers writes)
- Applies to all disks including raw devices
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Performance and Kernel pWORLD2003
Tuning '

Filesystem parameters

disksort_seconds:

- HP-UX gives priority to serial rd/wt queues

- Intense serial I/O slows random I/O

- Value in seconds to wait before changing priority
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Performance and
Tuning

Process parameters

nproc:
- Maximum processes to run at same time
- Often way too low in servers

maxuprc:
- Maximum processes owned by a single UID
- Collective, not per login

- Generic logins can require hundreds or more
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Performance
Tuning

Process parameters

maxdsiz: 64 megs default
- 32bit programs only

- Max can be 2Gb but mapping limits are 960 and 1750
depending on compiler (pr chatr) options.

— ulimit —d to create a lower limit

maxdsiz_64: 64 megs default

- 64bit programs only
- Max is 4000 Gb

Mem magt + proc_mgt note (/usr/share/doc — not 11i)
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Performance and Kernel 1py omzoos
Tuning

Process parameters

maxssiz: 8 megs default

- 32bit programs only

- Seldom needs changing

- Exception for specialized programs or poor design (pass
by data not address/pointer)

maxtsiz: 64megs default

- Maximum for unchanging instructions

- Directly related to executable’s file size

- 2Gb max (32bit) or 4096Gb (64bit)
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Performance
Tuning

Virtual memory parameters

maxswapchunks:
- Used to size maximum swap (32Gb)

- Useable swap is:

- maxswapchunks * swchunk * dev_bsize where:
swchunk=2048 and dev_bsize=1024

- Leave swchunk as default

- Formula simplifies to:
maxswapchunks=DESIRED-SWAP / 2097152

nswapdev, nswapfs:
- Maximum swap devices and filesystems

11/13/2003 HP World 2003 Solutions and Technology Conference & Expo page 30



Performance and Kernel
Tuning

Virtual memory parameters

11/13/2003

RAM
1 Gb

SWAP
500 meg

Unusable for
processes

swapmem_on=0

HP WORLD2003

Solutions and Technology Confererice & Expo

In this example, only 500 megs is usable for
processes since Virtual Memory is only 500

megs.

HP World 2003 Solutions and Technology Conference & Expo
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Performance
Tuning

Virtual memory parameters

RAM SWAP
1 Gb 1 Gb

swapmem_on =0

In this example, 1 Gb is usable for processes
since Virtual Memory is 1 Gb too...but no
paging will take place
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Virtual memory parameters

11/13/2003

RAM
1 Gb

SWAP
2 Gb

swapmem_on =0

In this example, 2 Gb is usable for processes
since Virtual Memory is 2 Gb too...some paging

may be take place

HP World 2003 Solutions and Technology Conference & Expo
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Performance
Tuning

Virtual memory parameters

RAM
1 Gb
SWAP
1 Gb
Total swapmem_on = 1
Vmemory =
1750 megs

In this example, 1.75 Gb is usable for
processes since Virtual Memory is 1 Gb
plus .75 Gb in RAM which is not pageable
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Performance and Kernel pwomzoos
Tuning

Miscellaneous parameters

timezone, dst:
- Default value for environments without $TZ (daemons)

- dst controls a limited number of daylight saving rules
npty nstrpty,nstrtel:
- Controls maximum interactive network sessions

- Must match device files (insf)
- Use SAM to handle device files automatically

maxusers.
- Not a parameter but a formula adjustment
- No relation to user licenses or session limits
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Performance and Kernel HPVORLD 2003
Tuning

Solutions a

nd Technology Conference & Expo

Performance tuning

Vocabulary
- 1/0 Bound
- Disk Thrashing
- Swap Thrashing
- Resource Limits
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Performance and Kernel
Tuning

Performance tuning

Measurement:
- uptime:
- User count (standard logins)
- Load average (runqueue)

upti ne
6: 37pm up 81 days, 23:43, 103 users,
| oad average: 0.07, 0.08, 0.07

upti nme

8:11pm up 181 days, 23:43, 907 users,
| oad average: 43.07, 22.08, 16.07
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Performance and Kernel

Performance tuning

sar (system activity reporter)

11/13/2003

buffer cache activity
System Calls

Block Device Activity
CPU Utilization

HP World 2003 Solutions and Technology Conference & Expo
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P ATL =]

File Edt Connection  Setup Scrpt Window  Help
-

TN # sar -b 1 16
HP-UX rc B.10.20 A 9000/871 0213700

18:59:37 breadss lreadss Yrcache buritss luritss %ucache pread/s purit/s

18:59:38 0 95 100 0 o 100 0 0
18:59:39 0 0 0 0 0 0 0 0
18:59:40 0 g 100 1 0 0 0 0
168:59:41 0 608 100 0 1 100 0 0
18:59:42 0 0 0 0 0 0 0 0
18:59:43 0 7 101 0 0 0 0 0
168:59:44 0 0 0 0 0 0 0 0
18:59:45 0 0 0 0 0 0 0 0
18:59:46 0 2 100 15 0 0 0 0
18:59:47 12 17 29 0 29 100 0 0
18:59:48 16 6610 o8 0 o’ 100 0 0
16:59:49 0 0 0 0 0 0 0 0
18:59:50 0 10 100 0 0 0 0 0
18:59:51 0 0 0 0 0 0 0 0
18:59:52 0 1 100 0 0 0 0 0
18:59:53 0 K 100 0 0 0 0 0

1 b a2 0 0

Average 2 89 o8
[ATL]:rc /rootlE:

123, 32 HFZ3924, - rz.atl.hpocom wia TELMET LIV



P ATL =]

File Edt Connection  Setup Scrpt Window  Help
-

TN # sar -c 1 16
HP-UX rc B.10.20 A 9000/871 0213700

19:13:37 scallfs sread/s surit/s fork /s exec/s rchar/s udchar/s

19:13:38 4799 40 17 0.00 0.00 20145426 0
19:13:39 4321 31 14 0.00 0.00 29396911 0
19:13:40 41 6 441 3810 0.99 0.99 10951731 g111
19:13:41 4266 423 F313 0.00 0.00 24076288 39936
19:13:42 45210 48 27 0.00 0.00 33132544 39936
19:13:43 3919 26 15 0.00 0.00 19338240 0
19:13:44 4200 33 17 0.00 0.00 19484672 g192
19:13:45 J 764 26 10 0.00 0.00 15081188 0
19:13:46 4092 13 19 0.00 0.00 22126675 0
19:13:4¢ 4046 39 16 0.00 0.00 16132562 0
19:13:48 41 81 28 14 0.00 0.00 24333964 0
19:13:49 <1 54 31 14 0.00 0.00 24376269 0
19:13:50 3992 22 19 0.00 0.00 267045896 105472
19:13:51 3505 10 3 0.00 0.00 26141696 0
19:13:52 4006 38 19 0.00 0.00 21020962 0
19:13:53 d241 26 15 0.00 0.00 25302109 0

0.06 0.06 22345256 12592

Average 4140 ) 61
[AaTL]:rc /rootEN |

1850, 18 HFZ3924, - rz.atl.hpocom wia TELMET LIV



ApATL
File Edt Connection  Setup Scrpt Window  Help

TN # sar -d 1 8
HP-UX rc B.10.20 A 9000/871 0213700

19:16:59 device Ybhusy avque r+u/s blks/s avuait avsery

19:17:00 cO0t8d0 0.99 0.50 r 18 1.21 g.98
cotiodo 37.62 0.50 ad 164 3. 05 1.4

19:17: 1 c0tado 1.07 0.50 2 10 3.9 13.76
cotiodo 22.22 0.50 20 121 . 04 g.27

19:17:02 cO0t8d0 20.00 6.65 27 432 51.40 54.97
cotiodo 8&9.00 o1.04 145 22520 344.68 2 52.39

19:17:03 c0t8do 3.96 0.50 3 6 6.39 13.24
cotiodo 32.67 0.50 o 170 44.67 12.80

19:17:04 cO0tiod0 49.00 0.50 63 236 4. 85 71.26
19:17:05 c0t8d0 3.96 0.50 2 10 4.04 10.98
cotiodd 36.63 0.50 33 162 3.21 6.66

19:17:06 cO0t8dl 3.03 0.50 2 4 3. 70 15.35
cotiodo 32.32 0.50 36 117 .95 9.11

19:17:0¢7 cOt8d0 17.82 0.50 21 44 .89 g.94
cotiodo 12.87 0.50 23 I 3.9 .08

Averagqe c0t8do .11 3.05 8 65 23.99 28.99
0.23 39 412 119.68 22.72

Average cOt10do 39.03 2
[ATL]:rc /rootlE:

260, 18 HFZ3924, - rz.atl.hpocom wia TELMET LIV



P ATL =]

Edit

Eile

TN # sar —-u 1 16

HP-UX rc B.10.20 A 9000,/871
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:

21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21

: 01
: 02
: 03
: 04
: 05
: 06
: 07
: 08
: 09
:10
11
12
13
114
: 15
:16
17

LConnection

£
e
ﬂ

— ) L D e L PO e L0 e = [0 D PO L2

Average 2
IIIIIthIIIIII

ATL]:rc /rootEl |

HFZ3924, - rz.atl.hpocom wia TELMET

311,18

Setup  Script

sys
68
b2
66
b8
b2
43
b1
30
13
63
b8
65
b8
26
67
18

63

Windaw
213700
Yuio  %idle
14 15
17 19
16 16
16 14
17 210
26 29
18 18
33 31
11 14
17 17
15 16
16 17
16 13
FL 21
15 15
g 13
17 19

Help

-
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Performance tuning

© sar (system activity reporter)
-a File Access
-V Kernel Parameters
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P ATL =]

File Edt Connection  Setup Scrpt Window  Help

-]
TN # sar -a 1 3
HP-UX rc B.10.20 A 9000/871 0213700
19:31:10 iget/s namel/s dirbk/s
19:31:11 0 10 B
19:31:12 29 129 306
19:31:13 g 18 5
Average 13 52 106
CUNHRE GO # du -5 fhone > fdev/null &
[1] 10380
NN # sar -a 1 5
HP-UX rc B.10.20 A 90005871 021300
19:31:23 iget/s nanel/s dirbk/s
19:31:24 2639 2133 85
19:31:25 2672 2385 120
19:31:26 2607 2388 136
19:31:2¢7 2683 22260 135
19:31:28 2682 2249 53
Average 2656 2275 106
hd
431, 16 HFZ3924, - rz.atl.hpocom wia TELMET



P ATL =]

File Edt Connection  Setup Scrpt Window  Help

=
# sar -v 1 16
HP-UX rc B.10.20 A 2000/871 0213700
19:35:13 text-sz ov proc-sz oy 1nod-sz oy file-sz ov
19:35:14 H/A HAA 5852000 0 3995/4000 0 1919/6010 O
19:35:15 H/A H/A 5852000 0 3995/4000 0 1919/6010 0
19:35:16 H/A HAA 5852000 0 3995/4000 0 1921976010 0
19:35:17 H/A H/A 5862000 0 400074000 0O 192076010 O
19:35:18 H/A H/A 5852000 0 4000/4000 0 1921976010 O
19:35:19 H/A H/AA 5852000 0 400074000 O 1921976010 O
19:35:20 H/A H/A 5852000 0 400074000 0O 199976010 O
19:35:21 H/A H/A S86/52000 0 4000/4000 O 192076010 O
19:35:22 H/A H/AA 58552000 0 3999/4000 0 1919/6010 O
19:35:23 H/A HAA 5852000 0 3999/4000 0 19219/6010 O
19:35:24 H/A H/A 5942000 0 400074000 0 19248/6010 O
19:35:25 H/A H/A 5942000 0 400074000 0 19248/6010 O
19:35:26 H/A H/A 5942000 0 400074000 O 1924976010 O
19:35%:27 H/A H/A 9452000 0 400074000 0 195376010 O
19:35:28 H/A H/A 594/52000 0 400074000 0O 195676010 O
19:35:29 H/A H/A 5942000 0 400074000 0O 195576010 O

[ATL]:rc /rootiEl

972,18

HFZ3924, - rz.atl.hpocom wia TELMET



Performance and Kernel
Tuning

Performance tuning

lostat - report I/O Statistics

- Number of seeks per second
- Kbytes transferred per second
- Milliseconds per average seek

11/13/2003 HP World 2003 Solutions and Technology Conference & Expo
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P ATL =]

File Edt Connection  Setup Scrpt Window  Help

-
DN iOn # iostat 2 3
device bps SpPs nSps
c0t9d0 0 0.0 1.0
cO0t11d0 0 0.0 1.0
c0t8d0 0 0.0 1.0
cO0t10do ] 0.0 1.0
c0t5di ] 0.0 1.0
c0t9di 0 0.4 1.0
cO0t11d0 5112 10.2 1.0
c0t8d0 0 0.0 1.0
c0t5d0 5111 9.8 1.0
c0t9di ] 0.5 1.0
cO0t11do 5954 10.3 1.0
c0t8d0 1 0.0 1.0
c0t5d0 5956 10.3 1.0

[ATL]:rc /rooti

533,18 HFZ3924, - rz.atl.hpocom wia TELMET LIV



Performance and Kernel
Tuning

Performance tuning

vmstat
vmstat [-dnS] [interval [count]]
vmstat -f | -s | -z
Virtual Memory Statistics
- -d Adds disk transfers per second
+ =N Format for 80 columns
- -S Processes swapped rather than paging
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Ap ATL
File Edt Connection  Setup Scrpt Window  Help

[ATL]:rec # vmstat 1 18
procs MmOy page faults Cpu

r b W aym  free re at  pl po fr de  sr in sy cs ous gy id
I I 0 1334 &%% 0 10 00 00 I I I 0 1410 76
1 I 0 13643 E&M46 14 5 00 00 0 347 EBGOD 100 3 -2 99
1 I 0 13643 EM46 11 4 00 00 0 347 B2 109 11 -1 490
1 I 0 13643 E&M46 9 3 00 00 0 330 5% 13 5 095
1 I 0 13643 &Mm46 7 B 00 00 0 353 53| 12 -3 1 10
1 I 0 13643 &M 18 B 00 00 0 34 {065 139 091 0
a I 0 1400 &8 15 | 00 00 0 41 1527 188 11 83 7
a I 0 1400 &8 12 0 00 00 0 46 {1996 207 687 6
a I 0 1400 &m0 9 0 00 00 0 My 23 226 1 92 7
a I 0 1400 &mi4 70 00 00 0 426 2520 239 11 82 7
a I 0 1400 &m0 9 (I 00 0 432 2R Bx 683 5
4 I 0 14492 &m00 8 0 00 00 0 431 2672 236 094 6
4 I 0 14492 &m00 6 0 00 00 0 437 2683 261 293 6
4 I 0 144992 E793 4 0 00 00 0 431 2670 BB2 589 6
4 I 0 14492 E/93 3 0 00 00 0 433 2803 266 -1 95 6
4 I 0 144992 &/90 2 0 00 00 0 427 2/M3 262 193 6
o I 0 14737 Br90 1 0 00 00 0 427 24 BE0 1 94 &
a I 0 14737 &790 0 0 00 00 0 44 &7 279 2093 6
[ATL]:ro figldd #
|
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Hp ATL

File Edt Connection  Setup Scrpt Window  Help

[ATL]:rc # vmstat -nd 1 2

UM
nemnory
avin free re at pi
14082  GOG66 8 ] ]
CPU
Cpu procs
us sy id r b T
403 3 0 0 ]
290 5
Disk Transfers
device xferfsec
c0t9do 18
c0t11dD 17
c0t8d0 16
c0t10dD g
c0tod0 31

[ATL]:rc #

7131

HFY0092 - re.atl hp.com wia TELMET

faults
sr in Sy CS
0 213 2/ 298

Mum



Performance and Kernel HPWORLDQO(B
Tuning —

Performance tuning

“ vmstat (cont)

— -f fork and page summary:
vmstat -f

9043939 forks, 448300514 pages, average= 49.57
- =S Summary
- =Z Zero kernel sums
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Hp ATL _

File  Edit Connection  Setup Scrpt Window  Help

[ATL]:rec # vinstat -s

0 suap ins

0 suap outs

0 pages suapped in

0 pages suapped out

38679 total address trans. faults taken
13410 page ins

0 page outs

180 pages paged in

0 pages paged out

12738 reclains from free list

13231 total page reclaims

0 intransit blocking page faults
24941 zero fill pages created

10379 zero fill page faults

0358 executable fill pages created

0 executable fill page faults

0 suap text pages found in free list
o636 inode text pages found in free list
0 revolutions of the clock hand

0 pages scanned for page out

0 pages freed by the clock daemnon
210953 cpu context suitches

809959 device interrupts

20200 traps

1572971 systen calls

[ATL]:rc #
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Tuning

Performance tuning

top:
- System data - Summary
- name and time

- Load Average 1,5,15 minutes
- % time in user,nice,system,idle,etc

- Memory:Virtual and Real
- Individual Processes

11/13/2003 HP World 2003 Solutions and Technology Conference & Expo page 53



—1 [ & = 1 [ ]

File Edit Terminal Connection Options Window Help

System: hpuerca

Load averages: 0.00, 0.02, 0.05

324 processes: 320 sleeping, 1 waiting., 3 starting
Cpu states:

Mon Jun 12 23:47:05 {1995

CPU LOAD USER NICE SYS IDLE UNKS5  UNKG INTR  SSYS
0 Q.00 0.0% 0.0%¥ 0.8% 99.2%2 0.0% 0.0% 0.0% 0.0%
1 Q.00 0.4% 0.0% 1.4 98.2%2 0.02 0.0% 0.0 0.0%
avg 0.00 0.2%2 0.0% 1.0 98.82 0.0 0.0% 0.0 0.0%
Memory: 97564K (43988K) real, 89828K (48012K) virtual, 168952K free Screen #
1/21
CPU TTY PID USERNAME PRI NI SIZE RESD STATE  TIME #WCPU ZCPU COMMAND
0 p7 21345 blh 179 20 284K 324K wait 0:00 2.26 1.47 top
0 p7? 21327 blh 158 20 224K 80K sleep 0:00 0.68 0.48 -ksh
1 ? 21263 mjb 156 20 388K 260K sleep 0:01 0.25 0.25 vi /tmp/
0 p7 21326 root 154 20 52K 144K sleep 0:00 0.33 0.23 rlogind
1 ? 3 root 128 20 oK 0K sleep 34:12 0.22 0.22 statdaem
1 ? 231 root 154 20 7644K 7692K sleep 87:00 0.18 0.18 Jetc/nam
0 ? 0 root 128 20 oK 0K sleep 15:47 0.09 0.09 swapper
1 ? 15996 Ip 154 20 76K 188K sleep 0:16 0.09 0.09 fusr/lib
1 ? 220 root 154 20 88K 184K sleep 7:03 0.08 0.08 fetc/ine
1 ? 86 root 154 20 20K 72K sleep 8:33 0.07 0.07 syncer
60,20 |9, HP23924 - CORT[19200] ? | Enter | Inzsert | Hum | Caps | Stop




I [u]

File Edt Connection Setup Macro  Window  Help

system: vbox Mon Feb 11 10:18:43 2002 _
Load averages: 1.132, 1.14, 1.14
195 processes: 136 sleeping., 19 running

Cpu states:

CPU  LDAD USEH  NICE S5YS IDLE BLOCK SHWAIT  INTR  55Y¥5
1] 3.00 0.0 99.4¢ 0.6% 0.0% 0.0 0.0 0.0z 0.0
1 i.00 0.0 98.0 2.04 0.0% 0.0% 0.04 0.0% 0.0z
2 1.00 0.0% 100.0 0.0 O0.0% 0.02z 0.0% 0.0% 0.0z
3 1.00 0.24 98.6% 1.2 0.0%2 0.0% 0.0% 0.0% 0.0
4 1.00 0.2% 99.2%x 0.64 0.0% 0.0% 0.0% 0.0% 0.0z
o 1.00 0.0% 100.0% 0.0 O0.04 0.0% 0.0% 0.0z 0.0
B 1.01 0.0 100.0% 0.0 0.0 0.0 0.04 0.0z 0.04
Fi 1.00 0.0% 100.0 0.0 O0.0% 0.02z 0.0% 0.0% 0.0z
8 i.00 0.0 100.0 0.0 O0.0¢ 0.0% 0.0¢ 0.0z 0.0z
9 1.00 0.0#% 100.0 0.04 O0.0% 0.0% 0.0¢% 0.0% 0.0

10 1.00 0.0% 100.0» 0.04 O0.0% 0.0%x 0.0% 0.0x 0.0

11 1.00 0.0 99.6% 0.04 0.4% 0.0% 0.0¢4 0.0% 0.0z

12 1.00 0.0% 100.0 0.04 O0.0% 0.02z 0.0% 0.0% 0.0z

13 1.00 0.0 99.00 0.84 0.2¢ 0.0% 0.0¢4 0.0% 0.0z

14 1.00 0.0% 98.4 1.6 0.0 0.0 0.0% 0.0% 0.0

awg 1.13 0.0% 99.4% 0.42 0.2% 0.04 0.0 0.0% 0.0

Memory: 270956K (251936K) real, 286788k (275892K) virtual, 15099772K free Page

24, 80 HF70092 -- hpuerci. atl hp.com wia TELMET M



Performance and |
Tuning

Performance tuning

Glance/Plus
- HP measurement package
- midaemon for better metrics
- character mode interface
- gpm for Xwindcows
- Extensive measurement options
- Alarms
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a3
File Edt Connection Setup Macro  Window  Help
B3692a GlancePlus C.03.35.00 10:10:26 hpuerci 9000/800 Current aAvg High =l
CPU  Util MN 33x 25%  33x
Disk Util | 70 78x 87
Hem Util U u | 88% 88x 88
Suap Util R R | 342 34% 34
PROCESS LIST Users= 13
User CPU Util Cuni Disk Block
Process Name PID PPID Pri Hame ( 100% max) CPU I0D Rate AS5 On
du 1207 25100 148 root 20.7/20.6 2.0 108/ 112 196kDb I0
] Page 1 of 1
Process CPU Hemory Disk Next Select Help Exit
List Report | Heport | Report Keys | Process Glance _
67, 1 HF70092 -- hpuerci. atl hp.com wia TELMET M



P [u] 5

File Edt Connection Setup Macro  Window  Help
B3692a GlancePlus C.03.35.00 10:11:39 hpuerci 9000/800 Current aAvg High

Cpu Util N M [100% 100% 100
Disk Util | 13% i 13
Hem Util U u | 88% 88x 88
Suap Util R R | 342 34% 34
PROCESS LIST Users= 13

User CPU Util Cuni Disk Block

Process Name PID PPID Pri Hame ( 100% max) CPU I0D Rate AS5 On
sh 1320 25100 237 root 07.1/95.0 5.7 0.0/ 0.0 196kb PRI
Page 1 of 1

Process CPU Hemory Disk Next Select Help Exit
List Report | Heport | Report Keys | Process Glance

101, 1 HF70092 -- hpuerci. atl hp.com wia TELMET M




§ip E35 =10 %

File Edit Connection Setup Macro Window  Help

B3692a GlancePlus C.03.35.00 10:30:43 e35 90007816 Current aAvg High
CPU Util | 312 13 74
Disk Util | 28% 7% B3
Hem Util u: | 98 96~ 100x
Suap Util R | 56 56% 57X

MEMORY REPORT Users= 2
Event Current Cumulative Current HBate Cum Bate High Rate
Page Faults 873 a2674 174.6 o2 .6 440.3
Page In 187 10666 37.4 15.6 122.2
Page Out 78 439 15.6 0.4 22.2
KB Paged In 768kb 32 . dnb 153.6 33.0 3a7.7
KB Paged Out 472kb 2. 2mb 94.4 2.2 08.1
Reactivations 5 77 1.0 0.9 3.9
Deactivations 7 080 1.4 0.9 2.7
KB Deactivated 12kb 12kb 2.4 0.0 2.4
UM Reads a7 6467 11.4 6.4 29.6
UH Hrites o 394 10.4 0.3 19.8
Total VM : 27.6mb Sys Hem : 11.1lmb User Hem: 46.9mb Phys Hem: G64.0nb
ﬁctiue UM: 12.0mb  Buf Cache: 4.8mb  Free Hen: 1.3nb

Page 1 of 1

Process Hemory Disk Mext Select Exit
List Hepur Report | Report Keys |Process G lance
Murn

HP?0032 -- e35.atl hp.com wvia TELMET




HPF?0092 -- shady. atl hp.com via TELMET

fip SHADY - |3 x|
File Edt Connection Sefup Macro Window  Help
B3692a GlancePlus C.03.50.00 11:58:10 shady 90007879 Current aAvg High i
CPU Util 55 | 3« Bx 254
Disk Util F F | 98% 552 0982
Hem Util S sU UB B | 40 32x 401
Suap Util U URR | 124 8. 124
MEMORY REPORT Userss= 2
Event Current Cumulative Current Bate Cum Bate High Rate
Page Faults 0 288 0.0 4.1 60.7
Page In 0 06 0.0 0.6 15.7
Page Out 0 ] 0.0 0.0 0.0
KB Paged In 0kb 604kb 0.0 4.2 231.4
KB Paged Out 0kb Okb 0.0 0.0 0.0
Reactivations 0 0 0.0 0.0 0.0
Deactivations 0 0 0.0 0.0 0.0
KB Deactivated 0kb Okb 0.0 0.0 0.0
UM Reads 0 . 0.0 0.3 15.0
UH Hrites 0 ] 0.0 0.0 0.0
Total VM : 104.0mb Sys Hem : 199.0mb User Hem: 56.omb  Phys Hem: 768.0nbD
ﬁctiue UM: 57./mb Buf Cache: 94.7mb  Free Hem: 457.8Bnb
Page 1 of 1
PFDEEEE Hemory Disk Mext Select Exit
List Hepur Report | Report Keys |Process G lance
Murn



fip SHADY - O] x]

File Edit Connection Setup Macro Window  Help
B3692a GlancePlus C.03.50.00 11:59:52 shady 90007879 Current aAvg High

CPU Util S su | 26 104 44

Disk Util FU U | 742 5bx 98

Hem Util S su UBE 1100% 41x 1004

Suap Util U UR R | 394 172 392
MEMORY REPORT Userss= 2

Event Current Cumulative Current Bate Cum Bate High Rate

Page Faults 27099 122876 4316.5 4099 .9 4316.5

Page In 28 7405 4.6 30.3 623.8

Page Out 1351 9360 229.1 38.0 238.1

KB Paged In 120kb 12 .6mb 20.0 22 .6 206.9

KB Paged Out 18 . 4nb 125 . 3nb 3136.0 221.8 3667 .7

Reactivations 3 11 0.5 0.0 0.9

Deactivations 0 15 0.0 0.0 0.5

KB Deactivated 96kb 96kD 16.0 0.3 16.0

UM Reads 16 1143 2.6 4.6 39.48

UH Hrites 088 q094 164 .6 36.9 206.1

Total VM : 710.Bnb 5Sys Hem : 161.1mb User Hem: 966.1mb  Phys HMem: 768.0nbD
ﬁctiue VH: 671.3mb  Buf Cache: 38.4mb Free Men: 2 . dinb
Page 1 of 1

PFDEEEE Hemory Disk Mext Select Exit
List Hepur Report | Report Keys |Process G lance
Murn

HPF?0092 -- shady. atl hp.com via TELMET




fip SHADY - O] x]

File Edit Connection Setup Macro Window  Help

B3692a GlancePlus C.03.50.00

12:55:40

shady 90007879 Current aAvg High

CPU Util S
Disk Util v
Hem Util 5
Suap Util U

Process Mame PID

scrdaemnon 1345
suapper 1]
mal lochig 3315

UR R | 722 o4 Tex

PROCESS LIST Users= 2

User CPU Util Cuin Disk Thd

PPID Pri Name 2002 max) CPU I0 Rate RSS Cht
1 241 root 0.8/ 1.2 0.2 0.0/ 0.0 364kb 1

0 127 root 0.0/ 0.1 0.9 1.3/ 0.2 16kb 1
1983 154 root 0.0/ 1.4 12.4 0.0/ 0.0 529.49mb i
Page 1 of 1

Process
List Hepur

HPF?0092 -- shady. atl hp.com via TELMET

Hemory

Report

Disk
Report

Mext Select Exit
Keys |Process G lance
Murn




fip SHADY

File  Edi

CPU Util S
Disk Util

Hem Util 5
Suap Util U

Connection  Setup Macmo  Window  Help
B3692A GlancePlus C.03.50.00

12:57:

00

shady 9000/879

Current aAvg

_[ol x|
High -l
9% 524
5% 100%
96% 100%

994 F2s

Log Reads :
Log Hrites:
Phy Heads :
Phy Hrites:

CPU Usage (util):
User /MNice/RT CPU:

Systemn CPU
Interrupt CPU

Cont Suitch CPU :

Scheduler
Priority

Nice Value
Dispatches
Forced CSuitch

Vo luntaryCSuitch:

Bunning CPU
CPU 5uitches

C - cun/interval toggle

PFDEEEE Hait
Resource] States

Hemory
Regions

FS Reads

FS Hrites :

UM Beads

UH Hrites :
Sys Heads :
Sys Hrites:
Rau Reads :
Rau HWrites:
Bytes Xfer:

L]

Open
Files

HPF?0092 -- shady. atl hp.com via TELMET

=
~

ODoooooooooooD

Hait Reason
Total BRSS5/US5

Deactivations

Forks & Uforks :

S5ighals Recd

Mesg Sent/Becd :
Other Log Rd/Ht:
Dther Phy Bd/Ht:

Proc Start Tine

Hon Feb 11 12:40:38 2002

% - pct/fabsolute toggle

Next Process
Keys |5yscalls L
Mum

: STRHS

:529.4nb/ 1.27gb
Traps / Ufaults:
Faults Hen/Disk:

0/ 0
0/ 0
0
0
0
0/ 0
0/ 0
0/ 0

Page 1 of 1




fip E35

File Edit Connection Setup Macro Window  Help
B3692A GlancePlus C.03.35.00 10:34:13

e35 9000/B16

Curre

nt Avg High =

CPU Util

Disk Util

Hem Util

Suap Util

Req Type Requests

Local Logl Hds 11 100.
Logl Hts 0 0.
Phys Rds 8 88
Phys Hts 1 11
User 0 0.
Virt Hen 8 88
Systen 1 11.
Rau 0 0.

Remote Logl Hds 0 0O
Logl Hts 0 0.
Phys Rds 0 0.
Phys Hts 0 0.

PFDEEEE
List Hepur

HP?0032 -- e35.atl hp.com wvia TELMET

Hemory

Report

[ I T — Y Y — Y o I

DISK REPORT
Rate Bytes

1kb
Okb
60kb
2kb
Okb
60kb
2kb
Okb
Okb
Okb
Okb
Okb

[ I — i — I — ) — [ — B — [
[ — I — I — I — C_ R ol B — oy [ —

Disk
Report

Cm om0 W e = O

Mext Select Exit
Keys |Process G lance
Murn

(= R — N — " ) — [ ' IR B — [
(— 0 — I — I — I — [ 5 o Iy ol B — L

Users= 2

119.9nb
a0kb
al. 7nb
9. b
6 .8mb
al.2nb
3. 1nb
Okb
Okb
Okb
Okb
Okb

Page 1 of 2




- |0 x]

File Edit Connection Setup Macro Window  Help

B3692a GlancePlus C.03.35.00 10:36:10 e35 90007816 Current aAvg High =
CPU Util | 53x S5lz  953x
Disk Util v | 72% 82x 91
Mem Util U | 96% 97: 97
Suap Util | 60 60% 60X
I0 BY FILE SYSTEH Users= 2
Id« File Systen Device Type Logl IO Phys I0
1 / fdev/ugq0dD/Ivol3 ufs 2.8/ 3.1 7F.6f T
2 /stand fdev/vgdD/Ivold hfs 0.6/ 0.5 0.6/ 0.5
3 fvar fdev/ugdd/Ivol8 wxfs 1.7/ 2.1 27.2/ 23.%5
4 fusr fdev/uq0D/fIlvol7 vifs 2.6/ 2.9 58.5/ 956.3
o Jtnp fdev/ug0D/Ivold wufs o.o0/ 0.0 0.0/ 0.0
6 fopt fdev/ug0dD/Ivo |6 ufs o.o/ 0.2 0.9/ 1.8
7 /hone fdev/vgo0/Ivols wifs 0.0/ 0.0 0.0/ 0.0
8 lvm suap device fdev/ugdd/Ivol2 hfs 0.0/ 0.0 10.4/ 13.3
Top disk user: PID 24075, du g2.7 I0Ds/sec 5 - Select a Disk
Page 1 of 1
10 By I0 By I0 By Suap Hext CPU By | alarm Select
File Sys| Disk |Logl Vol| Space Keys |Processr |History -
18,1 Nurn y

HP?0032 -- e35.atl hp.com wvia TELMET



fip ATL _

File  Edit Connechion  Setup Scrpt Window  Help

-]

B3692A GlancePlus C.02.30.00 22:09:54 rc 9000/871 Current Avg High
pu Uti I A 6% 97x 100X
Disk Util F F | 25» 224 254
Hem Util 5 5 B | 59% 59% 99«
Suwap Util U u; | 18% 182 18~
DISK REPORT Users= 103
Req Type Requests Rate Bytes Cum Req # Cum Rate Cum Byte
Local Logl Hds 14 100.0 .0 421kb 260 99.6 30.8 4. 7inb
Logl Hts 0 0.0 0.0 Okb 1 0.4 0.1 Okb

Phys Rds 891 100.0 132.9 2.7mb 963 100.0 130.1 2 .9nb

Phys Hts 0 0.0 0.0 Okb 0 0.0 0.0 Okb

User 637 71.5 95.0 701kb 683 70.9 02.2 fa1kb

Virt Hem 0 0.0 0.0 Dkb 0 0.0 0.0 Dkb

System 204 28.5 37.9 2. 0nb 280 29.1 37.8 2.2nb

Rau 0 0.0 0.0 Okb 0 0.0 0.0 Okb

Remote Logl Rds 0 0.0 0.0 0kb 0 0.0 0.0 Okb
Logl His 0 0.0 0.0 Okb 0 0.0 0.0 Okb

Phys Rds 0 0.0 0.0 Dkb 0 0.0 0.0 Okb

Phys His 0 0.0 0.0 Dkb 0 0.0 0.0 Dkb

Page 1| of 2

Process CPU Hemory Disk Next Select Help Exit
List Report Report Report Keys Process G lance

53,1 HFYO092 - e atl hpocorn via TELMET Murn



fip ATL _

File  Edit Connection  Setup Scrpt Window  Help

B3692A GlancePlus C.02.30.00 22:11:18 rc 9000/871 Current Avg High
CPU Util § ) | 66~ 82+ 100
Disk Util F F | 372 302 46X
Hem Util 5 S B | 59% 59% 99«
Suap Util U U} | 18% 18% 18X
I0 BY DISK Users= 103

Idx Device Util Olen KB /5ec Logl IO Phys I0D
8/4.9.0 1/ 12 4.7/ 92.8 8.1/ 28.0 0.6/ 15.8

1 0.0

P 0.0 1.8/ 01.5 0.0/ 3.4 0.4/ 17.1
3 8/4.8.0 4/ 14 0.0 23.8/ 6B0.5 na/ na 3.8/ 16.2
4 8/4.10.0 36/ 22 10.4 196.3/ 103.3 ha/ na 48.1/ 29.9
5 8/4.11.0 37/ 28 2.0 152.9/ 135.4 0.0/ 0.0 54.3f 39.7

Top disk user: PID 13978, du o4.7 I0s/sec S5 - Select a Disk
Page 1 of 1

Aalarm Select
History

I0 By I0 By I0 By Suap Next CPU By
File Sys|| Disk |Logl Vol | Space Keys |Processr

53,1 HPYO092 - reatl hpocorn via TELMET Murn




Jip ATL _

File  Edit Connection  Setup Scrpt Window  Help

B3692A GlancePlus C.02.30.00 22:12:17 rc 9000/871 Current Avg High
CPU Util & 21 | 62% 72% 100%
Disk Util F F | 40 35% 53X
Mem Util 5 S B | 59 o0 a0
Suap Util U U | 18% 18% 18X
SYSTEM TABLES REPORT Users= 103
System Table Avalilable Used Utilization High()
Proc Table (nproc) 2000 290 30 30
File Table (nfile) 6010 1940 32 33
Shared HMein Table (shinni) 200 g 5 5
Hessage Table (msgnni) a0 2 4 4
Semaphore Table (semnni) 64 8 13 13
File Locks (nflocks) o200 65 13 13
Pseudo Terminals (npty) 1400 148 11 11
Buffer Headers (nbuf) 23556 23556 100 100
Page 1 of 2

Global Global DCE Systen Next Netuk By NFS NFS By
Haits |[Syscalls| Global Tables Keys Intrface| Global System

R3. 1 HP?0092 -- rc.atl hp.com wia TELMET ML
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IcCeé and

Performance tuning

% GlancePlus - Main

gpm:

HP WORLD2003

Solutions and Technology Confererice & Expo

| S

. Svstem: rc Graph Points: 50 Int: 750 ms il
XWIindows  gloze": 67:10:07 = 07:19:50 Dur: 52 sec
interface ALARM |

100% 320 ps
ATime
Mice
Normal - Page Out
Sys achal Pagem ik 4 i . AL
GPU Memuryl
H00 ps 1000 ps
Raw i
User PktOut
Sys. . . l Pkﬂ"wum

Disk |

Network |

11/13/2003

HP World 2003 Solutions and Technology Conference & Expo
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Performance and Kern

Tuning

Performance tuning

% GlancePlus - Main

HP WORLD2003

Solutions and Technology Confererice & Expo

Svstem: rc Graph Points: 50 Int: 2 sec ? |
Range DF:20:32 — OF7:21:25 Dur: 53 sec
AL AHM
100% 1000 ps
]
HTime
MNormal Page Out
Sys Page In . -k J ‘
GPU Memory |
H00 ps 1000 ps
User PktOut -
Sys . prenaniiabidole a.a oo 4

Disk |

Network |

11/13/2003

HP World 2003 Solutions and Technology Conference & Expo
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HP WORLD)2003

Perform
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Tuning

Performance tuning

% GlancePlus - Main

Svstem: rc Graph Points: 50 Int: 770 ms ? |
Range DF7:22:07 — 0O7:23:00 Dur: 53 sec
ALABRM |
100% 5000 ps
HTime
Nice
Normal Page Out
Sys Page Inj4 'y
Memory |
500 ps 1000 ps
Haw
User PktOut
Sysh & l.n.‘ _l A A& _ Pkt'"MM

Disk | MNetwork |

11/13/2003

HP World 2003 Solutions and Technology Conference & Expo
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Performanc | HP WORLD)2003

Solutions and Technology Confererice & Expo

Tuning N

Performance tuning

¥ GlancePlus - Main

System: rc Graph Points: 50 Int: 750 ms
Range : 0OFf:24:15 — O7:25:08 Dur: 53 sec
ALABM |
100% : H000 ps
ATime|
Mice '
Mormal Page Out
Sys . Page In| Ak . 4 .
CPU Memory |
H0O0 ps 1200 ps

Haws
User PktOut
() R S N S ——— Pktin

Disk | Metwork |
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Performance ai Kel HpWoRLD-2003
Tuning

Solutions and Technology Confererice & Expo

Performance tuning

System re Graph Points: ¥ GlancePlus - CPU Graph
Range : 07:22:07 - m=23=mm_
System: Graph Points: Int: 2 sec
NﬁﬁMl Range : ﬂ? 26:03 — O07:26:55 Dur: 52 sec

100%7 = 5 1

RTime
-Nice

Normal Pa
Bys |
Processes

GCPU/Q-Length

H00 ps 1

100°%

VL
User
Sysh & lx“ A A& _
Disk | Mormal
Sys

By GPU Utilization
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Tuning

Performance tuning

¥ GlancePlus - Main =10 = |

System: rc  Graph Pc_

Range : 07:22:07 = 07: guctem: rc  Last Update: 07:27:30  Int: 76€C 7|
ALARM |
CGurrent Util. High Water Mark

100%| -
RATime Proc Table
e File Table
Normal Shared Mem Table

Bys
| Message Table
Semaphore Table

H00 ps
File Locks
vl Pseudo Terminals
User Buffer Headers
Sysh_ & l;“ A & _ Swap Space

Disk |

System Table Utilization 1007%

11/13/2003 HP World 2003 Solutions and Technology Conference & Expo page 74



Performance and
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Performance tuning

¥ GlancePlus - Main

rc

Kernel

¥ GlancePlus - 10 By File System

HP WORLD '2003
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=10] x|

System: Syvstem: rc Last Update: 07:29:31 Int: 1 sec FF:EJ
Range : (}?'zz'ﬁctive File Svstems: All 16 Selected
ALARM | F& F& Blk Lozl LoglIO File
Directory Dev Size IO Rt Rt Cum 10 Rt
100°%| -
] / fdev/vebd/1vol3 8kb 2.8 43.5 0.0
HATime /stand fdev/veghd/1voll 8kb 6.4 0.3 1.4
-Nice /var fdev/vegho/1vol9 8kb 3.5 4.3 0.0
Fvar/mail fdev/ved2/1voll 8kb 0.0 13.2 0.0
Normal Jusri Jdev/ve02/1vol?2 8kb 0.0 0.0 0.0
Sys Jusr /dev/vehd/1vol8 8kb 4.2 43.7 0.0
Jtmp fdev/vebd/1vol7 8khb 0.0 3.1 0.0
— Jopt fdev/vebd/1volb 8khb 0.0 38.8 0.0
6500 ps Jopt/vsifax3 Jdev/veb0/1vol10 8khb 0.0 0.0 0.0
/home fdev/ved1/1voll 8khb 0.0 15. 4 0.0
/Backup fdev/veD2/1vol4 8kb 0.0 0.0 0.0
Vl———— /patches patch:#®patches 8kb 0.0 0.0 0.0
/patches/0OLD patch:*/0LD 8kb 0.0 0.0 0.0
User /docs fdev/ved3/1voll 8kb 0.0 0.0 0.0
Sysh & A‘ - lvin swap device fdev/vedd/1vol2 na 0.0 0.0 0.0
lvin swap device fdev/veD2/1vol3 na 0.0 0.0 0.0
[
k- | -
11/13/2003 HP World 2003 Solutions and Technology Conference & Expo page 75




RLD'2003

Performance and Keir HPY
Tuning

Solutions and Technology Conferenice & Expo

Performance tuning

What can you change:
- Move busy filesystems to other disks
- Move disks to additional channels
- Add more processors (and/or change processor speed)
- Add more RAM (application dependent)

- Change large data area programs to use large memory
pages (chatr) to reduce TLB misses

- Use AutoPort Aggregation (APA) for parallel data
transfers (and fallback reliability)
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Memory Management

32/64 bit

32 bit Data area

32 bit Shared memory
Memory windows
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Memory Management

32/64 bit
- HP-UX operating system
- Hardware dependent

« 32bit only

- 32/64bit (either)
- 64bit only (new machines)

- 32bit programs run in either
- 64bit programs only for 64bit HP-UX

- 64Dbit programs remove memory map limitations, not a
performance feature

11/13/2003 HP World 2003 Solutions and Technology Conference & Expo page 78



b WORLD 2003

Solutions and Technology Confererice & Expo

Memory Management

32 bit Data area
- 32bit programs have four 1000meg quadrants
- Default data area = 960megs apx.

- Compiler or chatr options for EXEC MAGIC allow
quadrant 1 and 2 to be combined for about 1750 megs
total data area

- Adjust maxdsiz if necessary

- Documentation in /usr/share/doc for mem_mgt and
proc_mgt (missing in 11i)
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Memory Management

32 bit Shared memory

- Most common limitation for 32bit database programs
- Oracle: SGA is shared memory

- Similar limits (960megs and 1750 megs)

- Use SHMEM_MAGIC option for 1750 meg access
- (all sharing processes must match)

- ALL 32bit shared memory processes have one map
(fragmentation, memory mapped files, shared libraries)

- Use ipcs —bmop for a snapshot (does not show
fragmentation)

- Get shminfo from the hprc.external.hp.com ftp site:
ftp://contrib:9Qunsupp8@hprc.external.hp.com/sysadmin
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Memory Management

Memory windows

- Reserves a separate memory map to remove
fragmentation issues

- Memory-mapped files, shared libraries are in memory
window 0 (plus ‘normal’ shared memory processes)

- Need patches for 11.0 to enable
- Set kernel param for quantity of windows

- Start ALL sharing programs with memory window startup
command.
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Disk space management

Root filesystem

- VGO0 size and management
- HP-UX only, possibly user SHOME
- 3-6GD typical
- New systems have 36/72Gb internal (too big)

« Or use external disks
~SCSI vs. fibre channel
—-Boot issues for external arrays
—NAS versus SAN

« Mirroring
- Ignite/UX and VGO0
- Striping VGO0
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Disk space management

Small versus large disks
- JBODs
- Arrays

Large Ivols
- Large files versus thousands of small files

- Flat versus hierarchical directory structure
- Performance
- System impact (from users)
- Managing files and backups
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Disk space management ) g

Filesystem types:
- HFS (Fast FileSystem - BSD, circa 1984)

- VXFS (Veritas FileSystem, aka Journaled FileSystem)
or JFS

- CDFS (CDROM FileSystem - ISO 9660 only)
- NFS (Network FileSystem)
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Disk space management

HFS (Fast FileSystem - BSD, circa 1984)
- McKusick HPF and fragmentation
- fsck proportional to directory size
- Inode count fixed at creation
- resizing
- up = umount, lvextend, extendfs

- down = umount, backup, Ivreduce, newfs, reload
from backup, mount
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Disk space management

JFS (Veritas filesystem (not Volume Manager)
- Aka: Journaled FileSystem or JFS
- Inodes created as needed
- Very busy filesystem may need defrag

- Online (Advanced) JFS option needed for online resizing
and advanced options

- Better overall performance than HFS
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Disk space management

CDFS (CDROM filesystem)
- 1ISO 9660 only (see below)
- 8.3 UPPERCASE filenames plus ;1 version

- 11.0 patch for —ocdcase to lower UPPERCASE and
remove ;1 version (but no long filenanes

- HP makes special (non-standard) CD’s for Core,
Application, SupportPlus, etc that have long filenames

- PFS (Portable FileSystem) to perform RockRidge or long
filename translation

- Recent patches add —orr to natively handle long filenames
- No direct support for Joliet, audio, multimedia, DVD
- No direct support for CD writers
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Disk space management

NFS (Network FileSystem)

- Network-based filesystem (server and clients)
- Stateless so performance issues exist

- Does require tuning for heavy usage

- Version 2 = no largefiles

- Version 3 = largefile-capable

- nfsstat very useful

- biod and nfsd quantity
- Network quality

- NFS Performance book by Dave Olker
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Disk space management

VGOO filesystem design

- [ (root) Ivol
- HP-UX only, rest = mountpoints
- Static: size to about 256 megs
- [etc /dev [sbin (that’s all!)
- /stand Ivol
« Only HFS filesystem
- Holds bootable kernels (current and previous)
- 60-200 megs
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Disk space management

VGOO filesystem design - other HP-UX mountpoints
- lusr = HP-UX and local executables, libraries
- /bin and /lib
- lusr/local versus /usr/contrib
« Perhaps 400-1000 megs
- lopt = application installation directories

- /opt/app-name
bin doc lib Ibin etc man...

« Perhaps 500-1500 megs

- [tmp = system temporary directory (note: system)

- Not for users, scripts, etc
« Perhaps 200-400 megs
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Disk space management

VGOO filesystem design - other HP-UX mountpoints
- /var = variable directory
- Most critical directory in HP-UX
- When full, daemons and processes abort
- Used by many unrelated subsystems

- |Ideally, separate mountpoint Ivols will be created for the
most intrusive directories:

—/var/mail
—/var/spool
—[var/tmp
—/varfadm
—/var/ladm/crash
—Ivar/ladm/sw
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Disk space management

VGOO filesystem design - other HP-UX mountpoints

- [home = user home directories
- Highly variable
- When full, cause little impact to production processes
- May require active space management or quotas

AR
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Disk space management

XVG
- Contributed Xwindow program
- Visualize disk layout
- Highlight swap, free space, filesystem types
- Highlight non-contigous areas
- Download from:

ftp://contrib:9unsupp8@hprc.external.hp.com/sysadmin
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Xvg Display Program

11/13/2003

X Xvg IS [=] B3
File Pointer_Usage Menus FV-Flacement Collect Help |
rc 90004871 E.10. 20 Mon Mow 27 01:33:00 EST 2000
Satand Shome Shome Svar/mail Sdocs
-SWAP
7 fre
fopt

JEackup
Stmp
fusr

-SWAP
JSvar
fopt fBackuop
Soptrsifand
VHDD VHDI VHDI VHDQ VHD3
c0t9d0 c0t8d0 c0t10d0 c0t5d0 c0t11d0
8/4.9.10 8/4.8.0 8/4.10.0 8/4.5.0 8/4.11.0
ST345T 20 ST34ETEWC DGHS09T ST30173WC STI01T3WC
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Xvg Display Program

File Pointer Usage Menus FPV-Flacement Collect

rc 9000871 BE.10.20 Mon Now 27 01:33:00 EST 2000
Fstand Fhomne Fhomne

-SWAP

fopt

Atmp

Afasr

Srar
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Xvg Display Program

Avar
Jopk
Foptfrsifas
v
HthD HtEdD HtlD
24,8910 /4.8, 0 6/4.1
STI4L5TEWE ST L5 TEWE OGHSO
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g I y g —P¥/LY Size
B FV's With Same Size
B 1V's With Same Size
bt
File Pointer_Usage Menus FPV-Placement Colle
rc 90004871 B.10.20 Mon Wow 27 01:33:00 EST 2000
Fetand Jhome Jhome
_| Highlight Non Contiguous LV's
-SURP
) Eigbhisny Free Sosce
s
O Highlipht PYLINEH
s TR
—Filesystem Types
Stmp
_I Highlight hfs
Jfusc
Hubiphy iy
JFwar
Jopt LV Label Wount Point (full} =
foptfvsifand B Detail Window Horizontal
wg0l0 vl o B Hide Bottom LV Infos
CHthD CHthD cHtlDdD
a8/4.9.0 8/4.8.0 8/4.10.0
ST34572WC ST34572WC DGHS03Y
71 Height
| —l
117 Width
| |
20 Space
o}
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Xvg Display Program

1% GraphOpt
File Pointer_Usage Menus FV-Fl

o 90004871 B.10. 20 Mon Now 27 01:33: Fi].E

Sstand Jhome I

—-STAaF

- —PY¥/LY Size

Jopt W FV's With Same Size

Stmp

. M 1.V's With Same Size

JSwar . .

— —HighLight

foptfvsifax3 Ll Eesiviimir Bliewera DY n
------ ﬁ-:n-:-ﬁ--- --q_- " s on " owom o~ " -~ L " -

TR0 a0 Ty -

S/i 5.0 S/i 8.0 U Bidssbviiph Miirvor LY 8

STEdETsz STEdETsz PN N e e "t aLazir .-\.: UUUUUUUUU
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Xvg Display Program =

X Xvg I[=] E3
File Pointer Usage Menus FV-Flacement Collect Help |
rc 90004871 B.10.20 Mon Mow 27 01:33:00 EST 2000 e

/home Swar/mail fdocs
fre
v
] | -
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Xvg Display Program =

X Xvg =] E3

File Pointer Usage Menus FV-Flacement Collect Help |

rc 90004871 B.10.20 Mon Mow 27 01:33:00 EST 2000

Jhome Fwar /mail . T 1 He i qht
| JR
117 Width
| JR
20 Space
I
9 PY¥/Line
| J—T—]

| Apply New Scale I

frc

T
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W Xvg

File Pointer_Usage

Menus

FV-Flacement Collect

Help |

rc 90004871 B.10.20 Mon Nov 27 01:33:00 EST 2000

Fhome Fwar/mail JSdocs
fre
#Backup
fstand JShome
-5WAP TR
£
fopt
Atmp
fusr
Jo
Svar /Backup
fopt
Fopt/vsifaxd
VEDD VHDI VHDI VHDE vHDS
ctodo ct8d0 ct104d0 ct&d0 citl1d0
8/4.9.0 8/4.8.0 g8/4.10.0 8/ 5.0 as4.11.0
ST34LTEWC ST345T2WC OEHS09T ST39173WC ST39173WC
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Xvg Display Program

File Pointer_Usage Menus FV-Flacement Collect Help |
re 20004871 B.10. 20 Mon Now 27 01:33:00 EST 2000
Shome Swar/mail fdocs ‘
. 12
: Height
|
/Backup 11 T
Hidth

Sstand Shone | [
-SWaP —T
; 20
R Space
jth R

usr
Toar #Backup g .
Jopt PY¥/Line
Foptivsifard [

0o 01 01 02 03
ggtgdﬂ zgtﬁdﬂ zgtlﬂdﬂ zgtSdD ggtl
8/4.9.0 8/4.8.0 a/4.10.0 8/4.5.0 8/4.
ST345TZWC ST345TZWC DOGHS09Y ST3I9173WC 5T39

| Lpply New Scale I
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Xvg Display Program

File Pointer Usage Menus FPV-FPlacement Collec

rc 2000871 B.10. 20 Mon Now 27 01:33:00 EST 2000

_SHAP Shome | | Ahome
% GraphOpt =] =
File Help ‘
Jopt —
—PY¥/LY Size
Atmp
B FV's With Same Size
fust _J 1¥’s With Same Size
fvar L TTE elaT £ ek
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1 Xvg =]
File Pointer Usage Menus PV-Flacement Collect Help |
freedom 9000/897 E.10.20 Tue Sep 19 11:50:59 EDT 2000

stand stand yar var data data

—SWAP —SWAP

! !

home home

opt opt extral extral

tmp tmp

usr usr

free free

yqio wyqOo wqil vqil ygl2 vqo2

citado c2t10do citzdo c2t11do cit3do cOtddo

8.9.0 16.10.0 8.2.0 16.11.0 8.3.0 8.4.0

ST32171Y ST32171Y ST32171W ST32171Y ST325504 ST32272VC
| J -
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1 Xvg =] E3
File Pointer Usage Menus PV-Placement Collect Help
freedom 9000/897 E.10.20 Tue Sep 19 11:50:59 EDT 2000
stand stand var var data data
/ /
home home I . :
—HighLight
opt opt extral extral
: : : .
oo Tt W Highlight Mirror L¥'s (border)
usr usr . . . .
J Highlight Mirror L¥'s (solid)
free free
| ) ) : ,
00 g0 oD o v J Highlight Non Contigquous LV's
g e e die
ST32171%  ST32171%  ST32171  ST32171w & J Highlight Free Space
Hiohiichy PYLINEE
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i Xvg M=l E3
File Pointer Usage Menus PV-Flacement Collect Help |
freedom 9000/897 E.10.20 Tue Sep 19 11:50:59 EDT 2000
R EITH prem T R data data
i —HighLight
W Highlight Mirror L¥'s (horder)
tn | [ — . , _
EISFEINE] iy M Highlight Mirror L¥'s (solid)
usr sy
free free J Highlight MNon Contiguous LV s
titado Jtiodo  tbtedo  ohli
C C C
8.9.0 16.10.0 8.2.0 16.11.0 -J Highlight Free Space
STE2171W ST22171W STI2171W STI2171Y
Highlrghy BVLINE
I~ J |
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X Xvg M [=] E3
File Pointer Usage Menus PV-Flacement Collect Help |
freedom 9000/897 E.10.20 Tue Sep 19 11:50:59 EDT 2000
stand stand var var data” " "7 |data” "
7 7 : || :
hone home 5 ¢ : "
: —HighLight
opt opt extral extral !
' : : : ,
o oo : W Highlight Mirror L¥'s (border)
J Highlight Mirror L¥'s {=olid)
Il mmmmm - . . . 3
a00 vad0 oD a0t va02 M Highlight Non Contigquous LV's
el st ek Sy i
ST32171W  ST32171%  ST32171%  ST32171W  ST32550M M Highlight Free Space
i~ ]
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Xvg - continued

0 Xvg IS I=] E3
File Pointer Usage Menus PV-Flacement Collect Help |

freedom 9000/897 E.10.20 Tue Sep 19 11:50:59 EDT 2000

a2 T o e c S
—SHAP —SWAP Fdata Fdata
7 7 —Filesystem Types
/hone /hone ® Highlight hfs
/opt /opt
ens Zens # Highlight vxFs
/usH /ust )
LV La]:uell Mount Foint (full) - I
free free
L0t3do 3t T0do eht2do 10 tit3do ® Detail Window Horizontal

gfgégﬂ W %?é.]:???w gigé?ﬂ W %?3.12} i'1uw gigégsuw
® Hide Bottom LV Infos
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Xvg - continued

Xl Xvg =] E3
File Pointer_Usage Menus PV¥-Placement Collect Help
freedom 9000/897 E.10.20 Tue Sep 19 11:50:59 EDT 2000

upenma1i upenma11

—SWAP —SWAP Jdata 1 /data

/hone /home : e :

Jopt Jopd Vextrailll [l extraill IR i 5

el s S I T

ﬂ vgl]l] vgil g vﬂﬂz vgl2

tEIl:ll] c2t10do cOt2do cet11do cOt3do cOtddn
16.10.0 8.2.0 16.11.0 8.3.0 8.4.0

5T3E1 rall STI2171H STI2171W §T32171v ST3I25504 STI2272WC
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File Pointer_Usage M X detail B
freedom 9000/897 E.10.; .Ef[..DGIDHL VOLUME INFORMATION PHYSICAL VOLUME INFORMATTION VOLUME GROUP INFORMATION o
Lwol: Fdew g0 Ivold PV Nane: Fdew/dsk/c2El0d0 WG Name Adew fwglo
LY Size: (Hh) 20 VG HName: Fdew gl Write Access: read /write
—SUAP —SUWAP Lw Chunclk: (Mb) 20 PV Status: avallahle VG Status: avallahle
Filesys Type: wxfs Bllocatable: VES Mazx LV: 255
_ F L¥ Permission: read/write VEDA: 2 Cur LV: 7
/) 7 LY Status: avallable fsyncd Cur LV: 7 Open L¥: 7
Mirror copies: 1 BE Size: 4 Mace BV 16
m m Recovery: MyLC Total PE: 507 Cur PV: 2
Schedule: parallel Free PE: 112 Aot PV 2
[/ opt [/ opt Ead block: on Bllocated PE: 305 Max PE per PV: 5120
Bllocation: strict Stale PE: 1] VCDOA: 4
m_ m_ turrent LE: g PV LINE: NOPVLINE PE Size (ih): 4
- - Allaocated PE: 10 TimeOut: defanlt Total PE: 1014
Fusy F Stripes: 0 &lloc PE: a0
Stripe SE(Eb): 0O Free PE: 284
1 TimeOut: Total PVG: 1]
w 448Hb Mount Point: Fhome Total Spare PV: -1
Free Blocks: 4784 Spare P¥ Used: -1 =
BlockSize: g19z
ﬂtﬂdu gt-l I]["] FragSize: 1024 p
5T321 v 5T321 ?1'-'.' I~ | -
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Logfiles:

“ Don't look for big files!
" Look for big directories (10,000 small files)
" Use du as In:

du -kx /

9 /| ost +f ound

1682 [ etc/| vnconf

464 [ et ¢/ hpC2400

2 [ etc/swtch

8 [ etc/elsa

18 [ etc/skel/.elm

1 | et c/ skel / Mai | (oops...)

HP WORLD’2003
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“Use du as in (sorted):

du -kx / | sort -rn | nore

36048 /
15215 / sbin
14196 [etc

8032 [etc/lp
7927 [etc/lp/linterface

6864 [etc/lp/interface/ nodel.orig
6509 / r oot
3868 [ sbin/fs
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Database directories

~ Databases
- files vs raw access
- raw: document! (/ et ¢/ f st ab)
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Database directories \

© Databases
- files vs raw access
- raw: document! (/ et ¢/ f st ab)
- fixed file count and size
- minfree (10% and 0%)
- inodes (HFS only)
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Database

Databases
- files vs raw access
- raw: document! (/ et ¢/ f st ab)
- fixed file count and size
- minfree (10% and 0%)
- inodes (HFS only)
- Mount options (advanced VxFS)

- Table space (/u01 /u02 ...)
minfree=direct,convosync=direct,nodatainlog
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Database directories

Databases
- files vs raw access
- raw: document! (/ et ¢/ f st ab)
- fixed file count and size
- minfree (10% and 0%)
- inodes (HFS only)

- Mount options (advanced VxFS)
- Table space (/u01 /u02 ...)
minfree=direct,convosync=direct,nodatainlog
- Redo logs, archived redo logs, indexes
- executables
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Growing directories

New application installs

- Ask vendor for inventory and size
- Require all apps to install in /opt
- Or create a symlink (In -s)
logfiles

- Always grow

- Require regular trim

core (ulimit —=Sc 0) and other files
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" /lvar/adm:

acct/
automount.log
btmp

crash/

cron/

diag/
dmesg.log
eisa/

inetd.sec

Ip/
netstat_data
nettl.LOGO00
ps_data
ptydaemonlog

" /lvar/adm:

rbootd.log
rpc.lockd.log
rpc.statd.log
sbtab

shutdownlog@ -> /etc/shutdownlog

streams/
sulog

sw/

syslog/
vtdaemonlog
wtmp
wtmpold
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© Identify with file command:

# sleep 999 &

# ps

11244 ttyp3 0:00 sleep
# kill -SIGQUIT 11244
# 1l core

“-FW==-=--=-- 1 root sys 243140 Nov 27 16:16 core
# file core

core: core file from 'sleep’-received SIGQUIT
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Core Files - cleanup

Find and remove:
- find / -fsonly vxfs -type f -name core -exec rm {} \;

add - mtime for development (save for a while)
-mtime +3 (older than 3 days)
-mtime -3 (newer than 3 days)
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Cron Monitoring

diskspace.sh:
- monitors all mountpoints
- selectable limits
- automated notification
- run from cron
- Download from ftp site
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© Characteristics and locations
© syslog, the big one

© User Activity logs (*tmp)

“ Miscellaneous logs
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“ Can't live with ‘em, can’t live without ‘em
“ Why?

“ Where?

“ How?

“ Huh?
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Filesystem

White paper (9.x and 10.x/11.x)
ftp://contrib:9unsupp8@hprc.external.hp.com

find versus du
- find = files only
- du = directory sums:

du -x /home | sort -rn > /usr/tmp/du.home
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" |var/adm
- Most system logfiles \ " I/
- diag logs -

" /var/adm/lp
- log, Ipd.log, Ipana.log

" (and others in /var/adm)
~ applications!
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Soltc and Ted

" |/var/ladm/syslog/syslog.log
- Bootup info
- daemons, kernel, errors, info
- applications
- user-defined messages
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lles and crash dumps s~

“ Example entries:

Jan 19 02: 00: 01 banbam naned[ 3790]: rel oadi ng naneserver
\ \ \ \_ message
\ \ \_process[PID]
\ \ machine
\_ Date/time
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\._—,/

" syslogd: restart

" vnuni x: 8/ 16 bus_adapter

" vnuni x: Logi cal volune 64, 0x3 configured as ROOT

" vnmuni x: Menory | nformation:

" vnuni x: physi cal page size = 4096 bytes, |ogical page size = 4096
" vnuni x: Physi cal : 131072 Kbytes, |ockable: 90036 Kbytes, avail abl e
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nettl[593]: nettl starting up.

| netd[ 749] : Readi ng configuration

i netd[ 749] . ftp/tcp: Added service, server /usr/lbin/ftpd
| netd[ 19760]: auth/tcp: Connection fromi 3125l m
xnt pd[ 864]: offset -0.001348 freq -26.23103 conp 6

ftpd[ 8204]: User hassell: Login incorrect

sysl ogd: goi ng down on signal 1
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® snnpd[ 5706] :
" last nessage
" do_tinmeouts()
" do_tineouts()
" fs is busy -
" boot pd[ 266] :
" boot pd[ 266] :

EXCEPTI ONS: bad version: 1

repeated 3 tines
- cannot unnmount XXX:/
check sym ink on XXX
keep the |ink (automount -v message)
found 15.17.186. 105 3109569
request from hardware address 52415320D044

(bootp patch or /etc/syslog.conf)
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© facility: © destination/action:
- kern, mail, |pr, - pathnameffile:
daenon, auth, [ var/ adm nmyl ogfil e
local 0.. . 1ocal 7, mark - device: / dev/ consol e

usernames (logged in)
* (every user)
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“ level:

- debug, info, notice,
warni ng, err, alert,
energ, crit, none




—
HP WORLD '2003

Solutions and Tech

" kern, mar k. debug / dev/ consol e

" mail . debug [ var/adm sysl og/ mail . | og

" *.info;mil.none / var [ adm sysl og/ sysl og. | og
= * alert / dev/ consol e

= * alert root, eric, hassell

= * energ *

" *.energ @ adm n. hp. com
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“ shell script log entries:

| ogger [-t tag] [-p pri] [-f file] nsg

- logger -t MyScript -p Ipr.warn Testing

- logger -t blh-cron -p kern.alert “step 3 ok”
- logger -p local3.info “News throttl ed”

" Test syslog.conf entries
“ Debug scripts with no tty output
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HP Wi

" ldea: separate syslog files
- sysl og. kern
- sysl og. nai |
- sysl og. | pr
- sysl og. daenon
- sysl og. auth

- etc...
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yolutons and |1ec

\__/

“ ut mp (zeroed at reboot)
= wt nmp (cumulative!)

“ bt np (create!)
“ last, who, wite, login

“ fwtnp to decode (/ usr/shin/acct/fw np)
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The *tmp files —

" *tmp files are all in binary format
“ [etc/utnm
- active login/logout
- rebuilt at bootup
- needs valid logouts
- user programs or actions can corrupt
(must login at | owest |evel shell..)
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® [var/adm wt np
- comprehensive and cumulative:
- logins/logouts
- init changes
- boot time

- accounting
- Always needs trimming!
- View: last -R -<gty> | ogi n-nane
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Still more *tmp files o

“ [var/adm btnp:

- Bad logins by UID and tty port
- Never allow group/user readable
- | ast b (section 1, not 1m, hence warning)

- watch for sudden jumps in size and repeated failures for root or
other users
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ec

'\/

" Program is hiding:
- Jusr/sbin/acct/fwtnp

“ decodes ut nmp, wtnp, btnp into ASCII
“no errors!
“ Converts either direction
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\_/'

® [var/adm | p.
- log (I psched -v for verbose entries)
- I pd.log (rl pdaenon -1 to enable logging)
- I pana.log (I psched -atoadd | pana logging)

STk
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\__/

® [var/adm cron/l og

“ Format:
> CMVD: conmmand to run
> owner PID c/a start tine
< ower PIDc/a start tine

© Sample:
> CMD:. /usr/sbin/dmesg - >> /var/adnf dnesg. | og
> root 10034 ¢ Sun Mar 4 01:11:00 EST 2001
< root 10034 ¢ Sun Mar 4 01:11:00 EST 2001
> CMD. $HOVE/ cronfil es/ bi n/ badboy
> root 10206 ¢ Sun Mar 4 01:15:00 EST 2001
< root 10206 ¢ Sun Mar 4 01:15:01 EST 2001
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sulog B

“ [var/ adm sul og
- logs every su change (good or bad)
- /etc/securetty to force su - root

- Use: consol e (not/ dev/ consol )
* man ! ogin

=
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/etc/shutdownlog LoD 2003

Make sure it exists
logs every normal shutdown

logs abnormal restarts and can decode a panic (crash)
If /var/adn crash IS OK
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[ var/ adm sysl og/ mai |l .| og
- emall transactions
- Sample:

Jan 19 22:58: 28 hpuerca sendmai |l [ 2524]:
AA025201: nsgi d=<19980. .

= b
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" frome<baae26@mpset. com nx

" to=<rex7@anbam atl . hp. conr, del ay=00: 00: 05, st at =Sent,
mai | er =| ocal

“ to=jo_anstrong@p. com delay=10:00:04, stat=Deferred:
<this is not@y.emil.address.conp... unresol vabl e host
nane ny.enail . address.com check your configuration.,
mai | er=tcp, MX host =pal snt px. hp. com,
address=[ 15. 81. 184. 10]
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ec

'\/

“ Software Distributor

- [var/ adnl sw
swagent.log swconfig.log swnstall.log
swpackage. | og swenove. | og swagentd. | og
swcopy. |l og swrodi fy.|l og sweg. | og
swerify. | og

© cl eanup program
% Swrodi fy:
swhodi fy -x patch_commt=true <patch_nane>
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“ Trim common logfiles
- archive older information
- log -> log.1
- log.1 ->log.2 etc
- compress the archives
— ensure no data loss
- correct permissions/ownerships
- available from:
ftp://contrib: Qunsupp8@prc. external . hp. com
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" aut osum "Ilpinfo

" bdf negs " | oadnedi a

" cstmcpu " nx

" cstm nem " psbynanme

" cstmperiph " psgrep, pslgrep
" cstmall % psram

" errno " pwgr ep
"Jjetinfo " renshal |

" laninfo “restart

" 1jdisplay " sysl ogdecode
“1Is " vi man

"1t
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Additional resources N

“ Web help:

At: docs. hp.com
/ hpux/ onl i nedocs/ 939/ KCPar ns/
KCpar ans. Overvi ewAl | . ht m

“ /usr/share/ doc (11.0, not 11i)

"itrc. hp.com docs. hp. com
" software. hp. com | 1 censi ng. hp. com
" eproducts. hp.com partsurfer. hp.com

" educati on. hp. com

© Interex-Netherlands: sysadmin mail list
echo subscri be hpux-adm n |

mai | X -sSubscri be maj ordono@lut chwor ks. nl
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