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WSH=Windows Scripting Host
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WSH feature N

Access the environment

Run external programs Drag and Drop support

Use scriptable COM objects
(ADSI, CDOEX, CDOEXM, WM, ...)

|
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Sighature sampl

— VBScript (.vbs)
" SIG " Begin signature block

" SIG " MIIRKQYJKoZIhveNAQCCOIIRGjCCERYCAQEXCZAIBgUF
" SIG " DgMCGgUAMGCGCisGAQQBgjcCAQSgWTBXMDIGCisGAQQB

" SIG " s1t8ocWIRUefHOdMIZ7Bssx+SOnf+PUv81EvI9+aZCxK

" . Jscript (.Js
SIG " End signature block | // SIG // Begin signature block pt (.Js)

// SIG // MIIRLQYJKoZIhvcNAQcCoIIRHjCCERoCAQEXCzAIBgUr

// SIG /] DgMCGgUAMGCGCisGAQQBgjcCAQSgWTBXMDIGCisGAQQB

// SIG // a9TggqM7DG0O0zKpaOUHodDDGxs71RqrGMU8rQO4f+6fF4

1/ SIG J/ End signature block p—— Windows Script File (.wsf)

** SIG ** MIIIKgYJKoZIhvcNAQcCollIGzCCCBcCAQEXDjAMBggq
** SIG ** hkiGOWOCBQUAMGYGCisGAQQBgjcCAQSgWDBWMDIGCisG

** SIG ** IokduL7pIDVNTZQ419aNzZ777bP68fZC70G59ubwO0ZrA3
** SIG ** Raa8LhWRtH5HOOIIRHEp

</signature>
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A quick ADS

Able to reach more than Active Directory
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Move objects

11/14/2003 Windows Management with Secure Scripting page 10



HP WORLD2003

Solutions and Technology Confererice & Expo

Topics

WSH review
ADSI review

- Extended Rights
What is WMI?

Resources

11/14/2003 Windows Management with Secure Scripting page 11



The ADSI NT Sec HP WORLD)2003
Descriptor

nTSecurityDescriptor
Security Descriptor
Owner DiscretionaryACL SystemACL
ﬁ AccessControlEntry AccessControlEntry
Trustee Trustee
G rou p AccessMask AccessMask
@ AceType AceType
AceFlags AceFlags
Flags Flags
‘ ReViS ion ‘ Trustee Trustee
AccessMask AccessMask
! AceType | ! AceType |
‘ Control ‘ o _hocFlags | o _hocflags |
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=10/ %]
PRETES|
J ackion  Wiew Jﬂ:' -I|||@
Tree | CH=Extended-Rights 68 Object(s)
@ ADSI Edit Mame | Class  © | Distinguished Mame -
Darnain NC [ppo2E4 346 . My 2R ootDarmain, o) CM=~Abandon-Replication contralccessRight  Ch=Abandon-Replicatic
EIE Configuration Cantainer [ppo2ad 346, MyW2kRootDamain, Com) CN=add-GUID conktroldccessRight  CN=Add-GUID, CHN=E:xt
Ell:l CM=Configuration, DC=MyW2kRookDarnain, C=conm ChH=allocate-Rids conkroldccessRight  CH=Allocake-Rids, Ch=t
{:| CM=Display3pecifiers Ch=Apply-GEroup-Paolicy controlfccessRight  CH=Apply-Group-Paolicy
D CM=Extended-Rights CM=Certificate-Enrallment controldccessRight  CH=Certificate-Enrollme
D CM=LostAndFoundConfig CN=_hange-Diomain-Master controlfccessRight  CH=Change-Domain-M:
D M=Partitions CM=Change-Infrastructure-Master contraldccessRight  CN=Change-Infrastruct
"D CH=Physical Locations Ch=Change-PDC cortroldccessRight  CH=Change-PDC, CH=E
g CN:S?WICES CMN=_Change-Rid-Master controldccessRight  CH=Change-Rid-Maste
" (h=Sites ] o CN=Change-Schema-Master conkroldccessRight  Ch=Change-Scherna-t
- CH=welknavwn Security Principals e i i ] e i
EEI'"B Schema [ppeze346. MyWakRaokDomain, Com] CN=Dno Ge.nrbage .C.Dllectu:un cnntrnl.ﬂ.ccesstght CMN=Do Ge.nrbage .C.Dllec
CN=Domain-Administer-Serer controldccessRight  CH=Domain-Adminisker-
CN=Domain-Password controldccessRight  Ch=Domain-Password,
CN=D5-Check-Stale-Phantonns controlfccessRight  Ch=05-Check-Stale-Ph
CN=D3-Install-Replica controldccessRight  CH=D5-Instal-Replica,:
CN=D3-Replication-Get-Changes controldccessRight  CHN=D3-Replication-Get
CN=D3-Replication-Manage-Topology  conkrolfccessRight  Ch=DS-Replication-Mar
Ch=D5-Replication-svnchronize conkrolaccessRight  ChH=D5-Replication-3vn
CMW=Email-Information conkrolaccessRight  Ch=Email-Information,t
CM=General-Information conkraldocessRight  CM=General-Informatio
Ch=Membership conkroldccessRight  Ch=Membership, CN=E:
E] Ch=ms-Exch-Add-PF-To-Admin-Group  controlbccessRight  CM=ms-Exch-Add-PF-Ti
4 3
|
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OctetString

_

attributeSecurityGUID

OctetString
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DirectoryString

displayName
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DirectoryString
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Trustee
AccessMask
AceFlags
AceType
Flags

?AccessMask value?
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CMN=User Properties

Attributes | Se.:urityl

Path: LDAP: w2k -dpengd 00 Myt 2k Domain. Com/CH=U zer, CH=5che

Clazs: clazsSchema

=
[

Select which properties to wiew: IE-:uth

Select a property ta view: IschemaIDGLllD

o

— Attribute W alues

Suntas; IEI::tetString

Edit Attribute: |

Y alue(z): Dxba Ox7a 036 Oxbf Oxel 0x0d Oxd0 0<11 Oxa2 Ox85

Clear |

==

schemalDGUID

_a appliesTo

displayName

<>

)

validAccesses

rightsGUID

CN=Per=sonal-Information Properties

Attributes | Se.:urityl

Path: LDAP: w2k -dpengd 00 Myt 2k Domain. Com/CH=Perzonal- nfom

Clazs: controlsccessFight

Select which properties to wiew: IE-:uth

Select a property to view: IappliesTD

o

— Attribute W alues

S prta; IDireu:tu:ur_l,IString
Edit Attribute: |
Walue(z): bfaE7Y aB6-0deb-11d0-a285-00aa00304 92

G brIE7 aba-0deE-11d0-a285-004a00304 32

Add | Eemave |

Cancel | Aol

Cancel | Aol
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Attributes | Se.:urityl
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— Attribute W alues
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o
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o

— Attribute W alues
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= , 77B5E386-3444-11d1-AEBD-0000F30367C )

Cancel | Aol
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Provides a standard for enterprise system managers.
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DMTF initiat

DMI=Desktop Management Interface
(Standard for managing and tracking components in a PCs)

ASF=Alert Standard Forum
(Defining management that best serve clients' OS-absent environments)

SIS=Service Incident Standard and SES=Solution Exchange Standard
(Standards for customer support and helpdesk applications)
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W ndows NT 40: £15 WM providers
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H SNMP oS
T,

4. Windows Server2003 4% Windows Server2003

5% Windows Server2003
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Windows &

Diving into the Active Directory Schema
http://www.winnetmag.com/Articles/Index.cfm?ArticlelD=21839

Extending the Active Directory Schema
http://www.winnetmagqg.com/Articles/Index.cim?ArticlelD=22540

Secure Script Execution with WSH 5.6

http://www.winscriptingsolutions.com/Articles/Index.cfm?ArticlelD=25644

Exchange 2000 SP2 CDOEXM updates

http://www.exchangeadmin.com/Articles/Index.cim?ArticlelD=27211

Exchange 2000 SP2 WMI updates

http://www.exchangeadmin.com/Articles/Index.cfim?ArticlelID=38190
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“ Microsoft ADSI MSDN Library (SDK)

http://msdn.microsoft.com/library/en-us/netdir/adsi/active directory service interfaces adsi.asp

- Active Directory Access Control

http://msdn.microsoft.com/library/en-
us/netdir/ad/controlling access to active directory objects.asp

“ Microsoft WMI MSDN Library (SDK)

http://msdn.microsoft.com/library/en-us/wmisdk/wmi/wmi start page.asp
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http://msdn.microsoft.com/library/en-us/netdir/ad/controlling_access_to_active_directory_objects.asp
http://msdn.microsoft.com/library/en-us/netdir/ad/controlling_access_to_active_directory_objects.asp
http://msdn.microsoft.com/library/en-us/wmisdk/wmi/wmi_start_page.asp

© Automating Exchange 2000 Management with Windows
Script Host

http://www.microsoft.com/technet/treeview/default.asp?url=/technet/prod
technol/exchange/exchange2000/maintain/featusability/ex2kwsh.asp
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Compaq/HP

Compaq Active Answers

(Alain Lissoir — Hewlett Packard)

Part 1 - Understanding Microsoft WSH and ADSI in Windows 2000.
Part 2 - The powerful combination of WSH and ADSI under Windows 2000.

Part 1 - Introduction to the use of Exchange 2000 with Windows Script Host.
Part 2 - Managing Exchange with Scripts - Advanced Topics.

http://activeanswers.compaqg.com/ActiveAnswers/Render/1,1027,2366-6-100-225-1,00.htm
Under the « Available Information » selection box,

select the « Technology » section ,
next, select « Windows 2000 and Exchange ».

11/14/2003 Windows Management with Secure Scripting page 33


http://activeanswers.compaq.com/ActiveAnswers/Render/1,1027,2366-6-100-225-1,00.htm

WMI Books co HPWORLD2003
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Understanding WMI Scripting (Volume 1)
- ISBN 1555582664 — Digital Press

irders andine (A!ain Lissoir — Hewlett Packard)
- April 2003

WMI - More on hitp://www.Liss\Ware.Net

Scnptmg

Leveraging WMI Scripting (Volume 2)
N - ISBN 1555582990 — Digital Press
Leveraging (Alain Lissoir — Hewlett Packard)

WM' - June 2003

— More on http://www.Liss\Ware.Net
Scrlptmg .
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“ Demo Kit available at:

http://users.skynet.be/alain.lissoir/conferences/Manaqing%20Windows%20with
%20Secure%20Scripting%20(ScriptKit).zip
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