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“ New to security
“ Sys admins with security responsibilities
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“ Introduce the basics of a vulnerability assessment

“ Provide a basic “tool kit” of off-the-shelf open source
tools

“ Not a how-to-hack
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“ Aimed at both MS and Unix/Linux
“ Most tools will run under either environment
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2 Tools N

“ Cygwin — emulates a Unix environment
- Has a C/C++ compiler and bash

“ Active Perl — a full Perl implementation
® www.cygwin.com

" www.activestate.com
- Has loads of other tools such as Python & Tcl
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Bugtraq N

“ A solid resource of information on recently discovered
bugs and vulnerabilities

" Use it to examine your own network and stay ahead of
the game

“ Send email to: bugtrag-subscribe@securityfocus.com
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“ Three basic steps to an attack
“ ldentification

“ Vulnerablility Assessment

“ Vulnerability Exploit

“ We'll cover the first two
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“ Whois

" Nslookup

" Ping

" Traceroute

“ Nmap

“ Superscan

“ Scanline

“ LANGuard

“ Winfingerprint

11/14/2003 HP World 2003 Solutions and Technology Conference & Expo page 8



“ Standard on Unix/Linux
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Found crsnic referral to whois.opensrs.net.

Registrant:
METSerenity,. Inc.
6206 0liver Loving Trail
ﬂgstin. TE 78749-1836

Domain name: NETSERENITY .MET

Administrative Contact:
Pyron, Dillon dmnpyronfPaunstin.rr.com
6206 0liver Loving Trail
Austin, TH 7E749-1836
us
L1230801347%7
Technical Contact:
Admin, Bluedomino dnsadmin@Phluedomino.com
226 South Tancahua Street
ﬁgrpus Chrizti, TH Y8401

361> 887778
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Registration Service Provider:
Your Webhosting, LLC., dnzadminfyourwebhosting.com
361.887.7884
This company may he contacted for domain login/passwords.
DNS /Mameserver changes,. and general domain support guestions.

Registrar of Record: TUCOWS, INC.
Record last updated on 23-Apr-2003.

Record expires on 18-Jun—-2H84.
Record Created on 18-Jun-2HB82.

Domain servers in listed opder:
NS1.BLUEDOMINO.NET 64.49.219.134
NS2 .BLUEDOMINO.MET 64.49.21%9.13%

he Data in the Tucows Registrar WHOIS database is provided to you by Tucows
for information purposes only, and may bhe used to assist you in obtaining
information about or related to a domain name's registration record.

ucows makes this information available “as is." and does not guarantee its

ACCUracL.
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“ Available on both Unix and Windows
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Nslookup

e C:AWINDOWS\System 3 2\cmd

icrosoft Windows AP [Uersion 5.1.26881]
(C> Copyright 1985-2881 Microsoft Corp.

:“\Documents and Settingssdilloninslookup www.netserenity.net

Server: aus—dnz—amp—B2.austin.rr.com
Address: 24.93.408.63

on—authoritative ansuep:

ame : www.netserenity.net
Address:  64.49.21%.173

:s\JDocuments and Settingssdillon_
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“ Host “reachable” checking

" Ping works on a single host
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:“Documents and SettingssdillonXping 64.49.219.173
inging 64.49.212.173 with 32 hytes of data:

TTL=235

: =32 time= TTL=235

eply from 54 49 . 219 1?3 hytes=32 time=43msz TTL=235
eply from 64.49.219.173: bhytes=32 time=6dms TTL=235

ing statistics for 64.49.219.173:

Packets: Sent = 4, Received = 4, Lost = B (B% loss),
pproximate round trip times in milli-seconds:

Minimum = 43ms, Maximum = 64ms,. Average = LHBms

:“JDocuments and Settingssdillon>_
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" Provides a path from you to the target
“ Can be used to identify potential cut points
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Traceroute

racing route to bluedomino.net [64.4%7.217.1731
puer a maximum of 38 hops:

ms ms 11 18.34.%96.1
ms ms 8 posd-B.ansttxs—rtrl.austin.rr.com [66.68.1.371]
ms ms 11 sppl-A.ansttxprde—rtrl .austin.rr.com [66.68.1.94]

ms ms 7 posl-B.austtxprdc—rtri.texas.rr.com [66.68.1.1821
ms ms posl3-A.austtxpdec—rtrd.texas.rr.com [24.93.33.13
ms ms sonB-1-1 . hstgqtx13—rtrl.texas.rr.com [24.93.33.22

ms ms popl—hou-PB-1.atdn.net [66.185.133.1451
ms ms hbl-hou-P2-B.atdn.net [66.185.1568.1481
ms hhl-atm—P7-8.atdn.net [66.185.152.184]
ms ms popl-atm-P4-B.atdn.net [66.185.1568.11]
ms ms g1-hb23-at1-18-2.sprintlink.net [144.232.8.2071]

ms ms 51-bb25—fw—4-3.sprintlink.net [144.232.208.611
ms s1-bbh21—fu-12-B.sprintlink.net [144.232.11.251]
ms ms s]l-gudB—fu—8-B.sprintlink.net [144.232.8.2461
ms ms sl-racks-2-B.sprintlink.net [144.232.204.181
ms ms vli3B.corel.sat.rackspace.com [64.37.2.331

ms ms v1?83.aggrd.zat.rackspace.com [64.39.2.741]
ms ms hluedomino.net [64.4%.219.1731]
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“ The granddaddy of all port scanners
“ Still considered the standard

" Extremely versatile

" www.insecure.org
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k= NMapWin v1.3.1

Hoat: I?I Stop |
|54.49.21 3179
Help | Et |

scan |Qisu:u:|\-'er| thiu:unsl ijingl File= I Sergiu:el ﬂin32|

—Mode — Sezan Optionz
v Fort R Jeze D [ Bounce Scan
™ Connect O NullScan ¢ Window Scan i1-3n§n1?;g4e43 i- ze Decoy I
 SYNSteath (" XmasTree ¢ RCPS i
= = mee ™ Device ™ Source Address |~ Source Part
" FIN Stealth " [P Sean (e 5o | | |
O FSeeey @ e [ Idle Szan Host
" UDP Scan  ACK Scan I —
— Output

CHD: 55 -PT Pl -p1-30,80,110.443 -0 -T 3 64.43. 219173

[ [ oaso7/03 | 201749

11/14/2003

HP World 2003 Solutions and Technology Conference & Expo

page 19



HP WORLD)2003

Soluhcr‘ﬁs and Technology Confererice & Expo

k= NMapWin v1.3.1

Host: — — |
|54.49.21 9173 I
Help | Exit |
Scan I Dizcover  Options | T_imingl Eiles | Sergiu:el ﬂinSEI
— Options — Debug
I” Eragmentation v 05 Detection I Debug
™ Random Host I Werbose
[ Besokve all [~ Resume I Wery verbose
[ Don't Resaolve
[~ FastScan
— Dutput
|EMD: -5 -FT Pl p1-30,80110,443-1 -0 -T 3644921591773 .I manroa | onigar
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£ root@pigpen:-

21/tcp apen frp

25/ top closed Smtp
g0/ tcp apen http
110/ tep apen pop-3
113/tep closed auth

Niap run completed —— 1 IFP address (1 host up) scanned in 167 seconds
[Footlpigpen root]l# mmap -0 64.49,.219.173

Starting rwap V. 3.00 [ wuw.insSecure.org/nmapsd )
Interesting ports on bluedomino.net (64.49.212.173) :

[The 1595 ports scanned but not shown below are in state: filtered)
Fort State SJervice

20/t closed frp-data

21/top OpeEn ftp

25/t closed Srtp

a0/ top apen http

110/ tep OpeEn pop-3

113/tep closed auth

Femote operating syvstem guess: Linux Kernel 2.4.0 - 2.5.20
Tptime 29.156 days (2ince Fri Jul 11 14:00:26 2003)

Miap run completed —— 1 IFP address (1 host up) sScanned in 177 seconds
[rootlpigpen root] # I
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“ A Windows port scanner
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Superscan

= SuperScan 3.00

o Hostname Lookup Configuration
127.0.0.1 Loolk:
| S | Foart lizt zetup |
Resolved | ke | Interfaces |
1P Timeout Scan type Scan
Start |E4.4EI.21 qQ173 +| Ping I Rezolve hosthames
= |=‘I-I:II:I v Only scan rezsponsive pings E4.49.219.173 o
Stop |E4'49'21 3173 - | v Show host responzes Scanning
Prewi | P | 1 254 | Connect " Ping only E4.4EI.‘I 9173
|2|:":":| " Ewery port i list E eszaolving
Iv lgnore IP zero i Al zelected ports in list 0
Iv lgrore I[P 255 Fead Al list ports from | |
i 4000
[ E=xtract from File | | & all ports fram |1 |55535 a Start
Speed
b 2 | Achive hosts
—
Open porkz
LServer £
Save |
Collapze all |
E=pand all |
o
b Frune |
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" Previously known as fscan

“ A windows command line port scanner and more
“ From FoundStone — www.foundstone.com
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Scanline

e CAWINDOWS\System 3 2'cmd . exe
64.49.219.173

esponds with ICHMP unreachahle: Mo
CP ports: 21 22 25 80

CP 21:
[228 YourllebHosting FTP Server Readyl

CP 8@:
[HTTP-1.1 2868 OK Date: Mon, 23 Jun 2883 17:23:48 GMI Server: Apachers1.3.26 (Unix

? mod_gzips1.3.1%.1a Chilit*Soft-ASP/3.6.2 mod_throttlers3.1.2 PHP-4.2.2 FrontPal

Scan finished at Mon Jun 23 12:48:14 2883

IP and 32 ports scanned in B hours B mins 4.208 secs
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" From GFI Software (www.gfi.com)

" Both free and commercial models available
“ Commercial model can produce delta reports

" Does some minor vulnerability checking based on
services
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LANGuard

¥

Eil= Edit

GElLAMzuarnd Hetwork Scanner vi(2.0]

Wiews Scan Tools Laklguard Help

HP WORLD'2003
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§4.49.219.17

e
E' .....

DB EA | = =

€2 [#) | Tawmet: §h 64.49.219.173

2 [ bluedomi et ] [probably Uni)

Time to live [TTL] : 2235 [255] - 20 hop[s] away

ﬁ O pen Ports [4]

&
=

=

EEs 25 [ Smtp =» Simple Mail Transfer Protocol ]

. 110 [ Pop2 => Post Office Protocal 3]

[ +0K CPOP3 server ready <web23 bluedorino. et

----- S@ 21 [ Ftp => File Transfer Protocol ]

E 220 ourwebHosting FTP Server Feady

----- é 20 [ Hitp => " orld “wfide “web, HTTF ] Apaches1.3.26 [Lnix]
- HTTFPA1.1 400 Bad Request

Drate: Sun, 13 Jul 2003 02:230: 36 GMT

Server: Apaches . 326 [Urnix] mod_gzips1.3.19.7a Chilils
Connection: close

Content-Type: test/html: charset=izo-82353-1

S

[N =] [T A B L1 IL g
+ 28 hop({s) away
ICHP code in response <> 8 => Unix
Timestamp Reply {(64_49_219_173)
Ready

1 Computer{s) Ffound.

P T R ]

|2

box

[64 .59 _219 _173]
Resolwuwing 64 49 _ 219 _173 ...

Port probing { waiting 2 sec) [152]
bluedomino.net

Port probing { waiting 2 sec) [252]
L open porti{s).
Gathering banners
25 SHMTP
118 Pop3
21 FTP
Anonymous logins accepted 7

Ho

88 HEAD /¥ HTTPSs1.8

Seruver Apaches1.3.26 {(Unix}

mod gzips1-2.19_.1a Chili*Soft-ASPs3_.6.2
mod_throttles3.1.2 PHPAL .2 2
FrontPageys5._ 8. 4.3 mod_ssl1/52_.8.9
OpeniiL/8.9_6cC
Operating System
Alerts probing
Checking FTPF Alerts
Checking DHS Alerts
Checking HMail fAlerts
Checking Service Alerts
Checking RPC Alerts
Checking Miscellaneus
Checking Information
CGI probing started...
Please wait
CGI probing finished.
Ready

=» Post OFfFfice Protocol 3

probably Unix

\ |8

11/14/2003
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~ A windows enumeration tool
“ Will identify users, shares, services, etc on Windows
“ Found at winfingerprint.sourceforge.com
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Winfingerprint

3\. Winfingerprint 0.5.8

~Input Options - i e e
i~ IP Range TP List = MNT Domain ¢ Active Directory ¢ w0 | e SR j
* =ingle Host ¢ MNeighborhood -Scanl:jpt||jn5 = = i

IF Address: I» o= version v Users I Registry
19z .165.1.106 Zlear i
] I mMull Sessions W Services [w MET :
Information
v mMetBIOos Shares [ Disks I+ =essions Save |
v Date and Time W Sroups I Event Log Help l
Seneral Options-
T Show Error Messages I Ping Hostis) I T<CP Portscan Range: 11 I2'343
Timeout (in secaonds) for J—""‘_' v RPC Bindings I UDP Portscan Range: 11 |2III48
- =
TCZPAUDPAICMPASRMP - . : !publil:
1 R SMMP Commmunity String:

Retries: |3 Max Connechions: ;2048 S 4

IF Address: 192.1658.1.106 snoopy . austin.rr.com P

MetBIo=: SMNOOPY el

Domain: PRk

SID: S-1-5-21-971929597-1256799619-574574627 -

Pinging 192.165.1.106 with 4 bvtes of data:

FReply from 192.1658.1.106 O ms (id= 1, seq= 1)
Reply from 192 .165.1.106 0O ms {id= 2, segq= 2}
Feply from 122.165.1.106 0O ms {id= 3, seq= 3)
Fingerprint:
Role: MT WORKSTA&TION
FRaole: LAaM Manager Waorl:station
FRaole: LAaM Manager Server
FRaole: Server sharing print queuse
Role: Potential Browser
Role: Master Browser
FRaole: Backup Browser
Yersion: 5.1
Zomment: snoopy
MetBIOS Shares:
Mame: »"192 . 165.1 . 106%Ef RPemark: Default share
Tyvpe: Special share reserved for interprocess communication (IPC$) or remote administration of the
Accessible without password., B
< | >
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Not a scanner

Not a vulnerability assessment tool

Wotweb — website discovery and identification
Whisker — CGI analysis

Shed — Windows share enumeration tool
Snscan — SNMP scanner
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Wotweb N

" By Robin Keir — keir.net

" A website discovery and identification tool
“ Windows GUI display

“ Works on individual sites or networks

“ Qutput is “clickable”

" Exports data to Excel spreadsheets
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Wotweb

wotweb 1.06 - Bobin Beir - keir. net

IPz
Hostnarmed P |E4.49.219.1?3 -+ || StartIP EndIP Clear Selected
24.153.1941 24,153,194, 204
Start P E | B4 . 43 219 . 173 5449219173 Clear Al
.:} -
EndIP E| B4 . 43 . 219 . 173
Read IP= from file Browse. . |
Web ports to scan Scan Control

v 80 [ 500 [ 2z [ 7om [ 80 [ 318 [ Resolve [P addreszes }
[ 8 [ 1214 [ 5000 [ 7002 | 80M0 [ 8888

I+ RBandomize zcan order

[ 88 [ 2 [ 5800 [ 7070 M BOBO T 9090 _ .
W 443 [ 2779 | E588 W 8000 [ 801 [ 10000 Timeaout [ms] | 2500 E‘

IF | Fart | Code | Auth | Server type

2415319417 an a0z Mone  Apaches1.3.9 [Unix] Red-Hat-5ecure/3.1 AdpachelServd1.0 mod_z...
24153194100 B0 404 Mone  [Unknown]

2415319410 an 401 Bazic  [Unknown]

24153194111 80 411 Bazic  Zu<EL-RomPager/2.02

B4.43.219.173 an 200 Mone  Apaches1.3.26 [Unix] mod_gzip/1.3.19.7a Chill Soft-45P /362 mo. .
241531947 443 400 Mone  Apached1.2.9 [Unix] Red-Hat-Secure/3.1 Apache) Serd7.0 mod_z...
24153194 204 B0A0 a1 Bazic  [Unknown]

24153194202 2030 411 Bazic  [Unknown]
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“ A common gateway interface (CGl) scanner
“ Found at www.wiretrip.net

" Flexible, extensible, easily updated Perl script
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Whisker

11/14/2003

## whisker v1.4.0 scan output - Mozilla

EEiIe Edit  Yew Go Bookmarks Tools  window  Help

i B i —
i ﬁ A & - a |<£ file: fffde 385 Cprogram 2 0files % SCtools 5 Cwhisker 4:5Cv 1, 495 Cnetsarenity, hitml Vl 22 Search — g LI'L'U
[ i

i Back Forward Reload
' ¥ Home | ItBookmarks lThe IMozilla Organization .‘Latest Builds

-- whisker / v1.4.0 / rain forest puppy { www.wiretrip.net --

= Host: www.netserenity.net
{wirtual host)
= Server; Apachel1.3.26 (Unix) mod_throttlef3.1.2 PHP/4.2.1 FrontPage/d4.0.4.3

wahigher w140 by dp@wiretrip.net
hitp nwran. i retrip. netfrfp/

% £l 2 ED &2 L] |

HP World 2003 Solutions and Technology Conference & Expo
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Shed =

" Used to enumerate shares on Windows systems
" Generates a “clickable” report

" Reports files and devices

“ Works on individual systems or networks

“ Also from Robin Keir
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S Shed 1.01 hitp:/fkeir.net  This IP: 1%2.168.1.106

StartIP | 24 153,194 . 1 | o
StopIP | 24 153194 254 Hostname Lookup |
Dizcovered shared rezsources B Lollapse | Expand | Active scans

=-Woe 24.153.194.64 - moe-sw-24-153-194-64 biz.ir.com
....... i [FC% [Remate IPC)

- 2415319487 - mes-aw-24-153-194-37 biz.r.com

------- i IPCH [Remate IPC]

....... D [Default share]

....... A0MINE [Remate Admin]

------- C% [Default share]

e 24.153.194.138 - rroz-aw-24-153-134-1 38  biz.im.com

il |PCH [Remate IPC)

=W 24153194217 - roz-aw-24-153-134-211 . biz.im.com
- C

o i |IPCH [Remote Inter Process Communication]
Fatential targets | 7 .
inished Option: About
Shares found | 4
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Snscan N

“ A simple SNMP scanner

" You provide the community name, it locates the service

" Developed in response to the SNMP vulnerabilities
discovered in late 2001

“ Another Foundstone tool
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Snscan

& SMScan 1.04 —- Copyright © Foundstone Inc. —- http:/ Sweng foundstone.com - II:IlEI

— IP addresszes o scan

Hostname AP [64.43.219.173 > | Start P | EndIF | Clear Selected
192.162.1.1 192.162.1.254

Start IF }{I I B4 . 49 219 . 173 | 449219172 Clear Al
-x

End IP ﬁ“ B4 . 49 . 219 . 173

Fead |Ps from file Browsze. .. I

SHMP portz o scan SHMP community string Scan control

v 161 I~ = [T BRandomize scan order

i

public
— 193 I~ 1393 | Freent [ |3|:|nn i’ N |
|

IF I Fart I Dezcription
132.168.1.700 161 -- Unknowe -
[ Fortz scanned: 2554255 Save. .. I
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" Powerful tools
" Scanners enumerate vulnerabilities
" They look for known bugs and malconfigured software
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“ Found at www.nessus.org

“ A remote scanner

“ Qperates in a client/server relationship

“ Server is Unix/Linux

“ Clients available for Unix, Linux and most Windows
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Nessus g

“ Uses nmap and GTK
“ Modular design permits easy updates of database
" Easy to use GUI front-end

“ Updates provided by nessus.org and can be easily
scripted

“ Output in text, HTML and LaTex
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“ Check www.iss.net for details

“ Commercial product

“ A remote scanner

© Standalone

“ Windows only, but will scan Unix

11/14/2003 HP World 2003 Solutions and Technology Conference & Expo page 42


http://www.iss.net/

Internet

“ Has a remote update feature for database
“ Vulnerabilities can be scripted
" GUI

“ Qutput in HTML and PDF
" Produces “executive” level graphs

11/14/2003 HP World 2003 Solutions and Technology Conference & Expo
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“ Wireless scanners
- Netstumbler
- Alropeek

“ Wardialers
- Tone-Loc
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© Sniffers
- Ethereal
- Tcpdump
— Dsniff

“ Password crackers
- John the Ripper
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Wireles N

" Both give the ability to detect and identify WLANSs

" AiroPeek also has a packet capture facility, if you have
the WEP key (or they’'re not WEPed)
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i Metwork Stumbler - [LA Convention Center, 24-5EP-20072]

@ File Edit Miew Options ‘Window Help
D@ B> @ %
=g’ Channels MAC | 351D Name | ch.. | vendor | Ty.. [w. [sn.] Sign.. | Nai. | SN
w0 (D 0002B3AED2B8 6944 11 Intel AP -6 94 8
=03 (O 0060B3709C55  patchguy 1 Z-Com AP 95 91 6
w4 (005088592142 Demoet B Camp.. AP -85 45 8
W B (O 00022D032DCA88  apic 3 Agere.. AP 80 44 11
= e (D 005018065FE4 931109 A Advan.. AP 54 95 11
= 010 (0002201 5A6F2 AP-1000_0.. Agere.. I I 0
ERTARE (2 00022019FC74 AP-1000_0.. Agere.. I I I
w4 55105 (00022027F3E4 10 Agere.. AP 80 93 13
+ % Filters (0000220320084 ap3c? 4 Agere.. AP -74 93 14
(004096482108 tsunami 3 Cisco .. AP -74 96 15
(D000220320CCE  WavelAN Network.  AP-1000_0.. 10 Agere.. AP &7 93 24
(D 00022D2EEFDE  WavelAN Network  AP-1000_0.. 10 Agere.. AP &7 93 25
< Il | >
Ready | Mok scanning | GPS: Disabled 212 y
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Netstumbler

i Metwork Stumbler - [LA Convention Center 24-SEP-2002]
Options  Window  Help
R a2

Signal/Maise, dBm
-R0

an a0 |
|i-. | ' ‘ ‘
0040964621 D8] a0
eLAM Netwark

00 gmamnne 8242002 9/24/2002  9/24/2002 9/24/2002  9/24/2002 972472002 9/24/2002  9/24/2002
50006 PM 5:01:20 PM 5:02:30 P 5:03:40 PM 5:04:50 Ph 5:06:00 PM 5:07:10 PM 5:08:20 PM 5:09:30 P

Mok scanning GPS; Disabled
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AiroPeek

AiroPeek Demo - [HTTP-UnWEP.apc]

Wiew  Capture

Skakiskics

Toals  ‘Window Help

HP WORLD/2003

Solutions and Technology Conferenice & Expo

Za [=)

Packet | Source Destination BSSID Data Rate Channel Signal | Flags Size Absolute Time | Protocol
224 O0:A0:F5:9E:E9:4h 1.0 11 Sl%  o# 14 153:04:42, 624365 © S02.11 4o
225 00:&40:F5:8B:20:1F Eroadcast 00:a0:F5:535:Z0:1F 1.0 11 Sl% @ * 71 13:04:42.630577 ¢ 502.11 B
226§ IP-192.216.124. 4 IP-192.165.0.11 O00:&a0:F5:3E:Z0: 1F 11.0 11 S51l% 3zZ6 13:04:42, 726395 | TCP HITP
227 O0:&40:F5:5E: 20: 1F 1.0 11 45% 1 # 14 13:04:42, 726497 § S02.11 4
228 | IP-192.165.0.11 IP-1592.216.124. 4 O00:&a0:F5:536B:2Z0: 1F 11.0 11 45% 447 13:04: 42, 729439 | TCP HITF
229 O0:&a0:FS5:9E:B9:ah 1.0 11 6l% : # 14 13:04: 42, 7295353 ¢ c0z2.11 &
230 IP-192.:216.124. 4 IP-192.165.0.11 O0:a0:F5:536B:Z0: 1F 11.0 11 6l% 326 13:04: 42, 730586 : TCP HITF
231 O0:&40:FS:58E: 202 1F 1.0 11 A5%  # 14 13:04:42, 730630 @ SO0Z.11 A
232 00:A0:FS:8E:20:1F Eroadcast O0:a0:F5:3E:20: 1F 1.0 11 Bl% ;i F 71 1l3:04:42,733115 ¢ 502.11 B
233 IP-192.165.0.11 IP-192.216.124. 4 O0:a0:F5:3E:20: 1F 11.0 11 0% A5 l3:04:42,734111 ¢ TCP HITF
Z23534d O0:&a0:FS:9E:E9:4h 1.0 11 Bl% # 1a 13:04: 42, 734204 @ 502011 4
235 ! IP-192.216.124. 4 IP-122.165.0.11 O00:a0:F5:535:Z0:1F 11.0 11 45% 3Z6 13:04:42.534759 | TCPF HITF
236 O0:A40:F53:5E: 20:1F 1.0 11 a5% | # 14 153:04:42,534559 : S02.11 A
237  00:A40:F5:8B:20:1F Eroadcast 00:a0:F5:535:Z0:1F 1.0 11 Sd4% 0 0F 71 13:04:42.536550 ¢ 502.11 B
238 | IP-192.165.0.11 IP-192.216.124. 4 O00:&a0:F5:3E:Z0: 1F 11.0 11 0% 450 13:04:42,537616 | TCP HITF
239 O0:&40:F5:9E:B9:ad 1.0 11 45% | # 14 13:04:42, 537710 : S02.11 &
240 IP-192.216.124. 4 IP-192.165.0.11 O00:&a0:F5:536B:2Z0: 1F 11.0 11 S2% 326 13:04:42.5396053 | TCP HITF
241 O0:&40:F5:58E: 202 1F 1.0 11 S57% ¥ 14 13:04:42,539697 © S0zZ.11 4
242 0 IP-192.165.0.11 IP-1592.216.124. 4 O0:a0:F5:536B:Z0: 1F 11.0 11 0% 444 13:04: 42, 5425326 ¢ TCP HITF
243 O0:&a0:FS:9BE:B9: Al 1.0 11 Sda%  # 14 1l3:04:42,5842421 @ SO0Z.11 A
244 00:Aa0:FS:8E:20:1F Eroadcast O0:a0:F5:3E:20: 1F 1.0 11 5TE F 71 1l3:04:42,937739 ¢ 502.11 B
245 IP-192.216.124. 4 IP-192.165.0.11 O0:a0:F5:3E:20: 1F 11.0 11 57T 3z26 1l3:04:42,947522 ¢ TCP HITF
246 O0:&a0:FS:8B: 20: 1F 1.0 11 52% # 1a 13:04: 42, 9476235 S02.11 4
247 | IP-192.1685.0.11 IP-192.216.124. 4 O00:a0:F5:535:Z0:1F 11.0 11 55% 446 13:04:42.950270 : TCPF HITF
245 O0:A0:F5:9E:E9:4h 1.0 11 Sd%  o# 14 153:04:42,.950365 | S02.11 Ao
249 | TP-192.2156.124. 4 IP-122.165.0.11 00:a0:F5:535:Z0:1F 11.0 11 Sd% 325 13:04:42.951774 ¢ TCP HITF
250 O0:&40:F5:5E: 20: 1F 1.0 11 S52% 1 # 14 13:04:42, 951569 § 502,11 A;

< | >

Packets ANDdes)\ Protocols)\Conversations }\Size)\Summary}\His‘tory ?‘- Log I||'

| 1| @] £ (&0 o]
Date Time Message
| O7MOB/2003 | 21:20021  © AiroPesk Demo started
| OTOE/2003 | 21:2225 | AiroPeek Demo guit
{07003 | 233456 | AiroPesk Demo started
For Help, press F1 B None
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AiroPeek

AiroPeek Demo - [HTTP-UnWEP.apc]

Wiew  Capture

Statiskics  Tools  wWwindow Help

Za | [ [=]
Data Rate Channel Signal | Flags Size Absolute Time | Protocol Summary -~
1.0 11 Sl% | # 14 13:04:42.624565 | S02.11 Ack FC=........
00:40:F5:586: 20:1F 1.0 11 gl% | * 71 13:04:42.830577 | G02.11 Beacon FC=........ FSN=1669,FN= 0,EI=100...
00:40:F5:86: 20:1F 11.0 11 H5l% 326 13:04:42.72635395 | TCP HTTP JAP.. . 5=3216450909, L= 250,4=335...
1.0 11 45% | # 14 13:04:42.726497 | 502,11 Ack FC=........
O0:40:FS5:8E:20: 1F 11.0 11 45% 447 ¢ 13:04:42.72943% | TCP HTTP Aimages/hn/hm contact_over.gif
1.0 11 6l% : # 14 13:04:42.72953533 § 502011 Ack FC=u..iuunn
O0:40:F5:86: 20:1F 11.0 11 61l% 326 13:04:42.730556 | TCP HTTP SAP.. . 5=104575999209, L= 250,4=335...
1.0 11 A5% ¥ 14 13:04:42.730680 : S0Z.11 Ack FC=........
O0:A0:FS:8E: 200 1F 1.0 11 B6l% @ Tl 13:04:42.733115 | S02.11 Eeacon FC=........ SBN=167Z,FNN= 0,EI=100...
O0:A0:F3:5B: Z0: 1F 11.0 11 0% 445 13:04:42.734111 | TCP HTTP Jimagesshnshm partners over.gitl
1.0 11 El% ; # 14 153:04: 42, 734204 @ 02,011 Ack FC=........
00:40:F5:56: 20:1F 11.0 11 a5% 3Z6 13:04:42.534759 | TCPF HTTP JAP. .. 5=32164581159, L= Z250,A=335...
1.0 11 A5% | # 14 13:04:42.534559 | S0=2.11 Ack FC=........
00:40:F5:586: 20:1F 1.0 11 g% | F 71 13:04:42.535550 | 502.11 Beacon FC=........ FSN=1674,FN= 0,EI=100...
O00:A40:F3:8B: 20: 1F 11.0 11 0% 450 13:04:42.337616 | TCP HTTF dimages/hnshm employment over.gif
1.0 11 45% | # 14 13:04:42.837710 | S0=2.11 Ack FC=........
00:40:F5:86: 20: 1F 11.0 11 S2% 326 13:04:42.539603 | TCP HTTP SAP.. . 5=1045800159,L= =250,4=335...
1.0 11 S57% ¥ 14 13:04:42.5839697 | S0=2.11 Ack FC=u..iuunn
O0:A0:F8:8B: 20: 1F 11.0 11 0% 444 13:04:42.5842326 | TCP HTTP Simages/hmshm_sSales_over.gif
1.0 11 Sd% ¥ 14 13:04:4d2.842421 ¢ 02011 Ack FC=........
O0:A0:FS:8E: 200 1F 1.0 11 87% 7 Tl 13:04:42.937739 ¢ 502.11 FEeacon FC=........ SBN=1676,FNN= 0,EI=100...
O0:A0:FS:8E: 200 1F 11.0 11 87% 326 13:04:42.947522 | TCP HTTP JAP. .. 8=3216401409, L= Z50,4=33...
1.0 11 5Z2% ¥ 14 15:04: 42.947625 ¢ 502011 Ack FC=........
00:40:F5:56: 20:1F 11.0 11 55% 445 13:04:42.5350=270 | TCP HTTP dimages/hnhm digits over.gif
1.0 11 Sd% | # 14 13:04:42.950365 | S0=2.11 Ack FC=........
00:40:F5:586: 20:1F 11.0 11 g% 325 13:04:42.551774 | TCPF HTTFP JAP. .. 5=1045500409,L= =249 A4=335...
1.0 11 S2% | O# 14 13:04:42.9515869 | S02.11 Ack FC=........ :
< [E2
Packets A Modes )\ Protocols 1}\ Conwversations }\ Size 1}\ Summary }\ History ?‘- Log I||'
| 1| @] o (&0 o]
Date Time Message
| O7MOB/2003 | 21:20021  © AiroPesk Demo started
| OTOE/2003 | 21:2225 | AiroPeek Demo guit
{07003 | 233456 | AiroPesk Demo started
For Help, press F1 MNone
11/14/2003 HP World 2003 Solutions and Technology Conference & Expo page 50
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“ Allows automated dialing and identification
“ Locates modems, fax machines and line redirects
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Sniffers

Pull in and (optionally) parse raw packets
WinDump is a Windows implementation of tcpdump
Ethereal breaks down packets for easier analysis

Dsniff is a collection of tools, some very powerful and
dangerous
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Ethereal

<capture> - Ethereal 1= x|
File Edit Capture Display Tools Help
Mo, Time |Soume Destination Frotocal Infa . =
== SO0, U531 = LELLI s R -y = W UL oo LY.LV R LN v L) F _OriT . FUOOC =35 L) A 4 e J A W J s, Ry e ) = e e (el I Oz 1T =1 FOMLT ="15x
401 50.016029 Sormy_58:cC2 120 0l:80:C2:00:00:00 STP conf. Root = 32768/b2:5cC:08:8e:d2:2d Cost = 0 POrt = 0O«
408 52.016583 sSony_58:c2:e0 0l:80:c2:00:00:00 STP conf. Root = 32768/b2:5c:08:8e:d2:2d Cost = 0 PoOrt = 0Ox
412 54.017227 Somy_58:c2:20 0l:80:c2:00:00:00 STR Conf. Root = 32768B,/b2:5c:08:8e:d2:2d Cost = 0 Port = 0Ox
414 56. 017861 Sory_S58:cC2:20 0l:80:C2:00:00:00 STP conf. Root = 32768/b2:5cC:08:8e:d2:2d Cost = 0 POrt = 0O«

13 9.3451?6 212.100.234. 54 pigpen HTTP continuation —
d 2127 2 4 127 gpen Contilhuation

.4?2685

= .54 pigpen HTTP Continuation
9, 478952 .54 pidpen HTTP cContinuation
O, 598232 .54 pidpen HTTP Continuation
9, 599519 .54 pigpen HTTP Continuation
9, 6036589 .54 pidpen HTTP cContinuation
9, 610217 .54 pidpen HTTP Continuation
9. 617596 .54 pigpen HTTP Continuation
9, 724071 .54 pidpen HTTP cContinuation
34 9.F25748 212.100.234.54 pigpen HTTP Continuation /
I~ I =
E Frame 15 (1434 on wire, 1434 captured) N
E Ethernet II
B Internet Protocol, Src addr: 212.100.234.54 (212.100.234.540, Dst Addr: pigpen (192.168.1.105)
vearsion: 4
Header length: 20 bytes
Hoifferentiated services Field: 0x00 (DsSCP 0x00: Dpefault; ECM: 0x000
Total Length: 1420
Identification: 0OxBaaz
HFlags: 0x04
Fragment offset: O
Time to Tiwe: 47
Protocol: TCP (Ox061
Header checksum: 0x3hld (correct)
Source: 212.100.234.54 (212.100.234. 540
pestination: pigpen (192.168.1.105) n
B Transmission Control pProtocol, sSrc Port: http (803, Dst Port: 1082 (1082), Seq: 1253607842, ack: 1876331482, Len: 1380
Source port: http (800
pestination port: 1082 (10820
Seguence number : 1253607842
Mext sequence number: 12536006222 Vi
- T
oood 00 OF 95% T2 £7 hz 00 04 %a ef 5F df 08 00 45 00 ... ... Z._...E. =
oola 05 8c Sa aZ? 40 00 2f 06 3h 1d dd &4 ea 36 <0 as PR - F S = T < —
0020 01 6% 00 50 04 3a 4a b8 89 az &fF dé 8b da 50 10 JLPLd. L0l L PL
QO30 19 20 10 98 00 Q0 3c 74 F2 3e 3Cc 74 64 20 6l &C e oee.a<t o re<td al
0040 B9 67 62 3d 22 63 65 68 F4 65 T2 22 3e 3c ¥4 6L ign="cen ter"s><ta ¥

Hhenll Jﬂ Resed AppWIIFHe:<caphﬂe> Drops: O
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Password Cr:«

John the Ripper cracks multiple password formats

Can crack one OS’s passwords on another platform
Found at www.openwall.com/john

Can be set up to do distributed cracking

Speed varies with the encryption algorithm

Can use various “dictionaries” to increase effectiveness
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http://www.openwall.com/john
http://www.openwall.com/john

John the Ripper

:»Program FilessToolssJohnsjohn—165run?john —test
enchmarking: Standard DES [24-32 4K1... DONE

any salts: 148335 c/s

Only one salt: 136144 c/s

any salts: 4927 ©/s

Only one salt: 4956 c/s
3385 crs

enchmarking: OpenBSD Blowfish (x32> [32-321... DONE
176 c/s

129887 c/=
Long: 328284 cr/s
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Putting it all

Nessus is the premier open source tool
For Unix get nmap and whisker

For Windows get Internet Scanner, shed, wotweb and
whisker

Schedule periodic scans and keep all tools up-to-date
Do SOMETHING!
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