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Target Audience

New to security
Sys admins with security responsibilities
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Goals

Introduce the basics of a vulnerability assessment
Provide a basic “tool kit” of off-the-shelf open source 
tools
Not a how-to-hack
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Platforms

Aimed at both MS and Unix/Linux
Most tools will run under either environment
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2 Tools for Windows

Cygwin – emulates a Unix environment
– Has a C/C++ compiler and bash

Active Perl – a full Perl implementation
www.cygwin.com
www.activestate.com
– Has loads of other tools such as Python & Tcl

http://www.cygwin.com/
http://www.activestate.com/
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Bugtraq

A solid resource of information on recently discovered 
bugs and vulnerabilities
Use it to examine your own network and stay ahead of 
the game 
Send email to: bugtraq-subscribe@securityfocus.com
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Steps to an attack

Three basic steps to an attack
Identification
Vulnerability Assessment
Vulnerability Exploit
We’ll cover the first two
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Identification

Whois
Nslookup
Ping
Traceroute
Nmap
Superscan
Scanline 
LANGuard
Winfingerprint
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Whois

Standard on Unix/Linux
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Whois
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Whois
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Nslookup

Available on both Unix and Windows
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Nslookup
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Ping

Host “reachable” checking
Ping works on a single host
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Ping
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Traceroute

Provides a path from you to the target
Can be used to identify potential cut points
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Traceroute
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Nmap

The granddaddy of all port scanners
Still considered the standard
Extremely versatile 
www.insecure.org

http://www.insecure.org/
http://www.insecure.org/
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Nmap
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Nmap
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Nmap
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Superscan

A Windows port scanner
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Superscan
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Scanline

Previously known as fscan
A windows command line port scanner and more
From FoundStone – www.foundstone.com

http://www.foundstone.com/
http://www.foundstone.com/


HP World 2003  Solutions and Technology Conference & Expo page 2511/14/2003

Scanline
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LANGuard

From GFI Software (www.gfi.com)
Both free and commercial models available
Commercial model can produce delta reports
Does some minor vulnerability checking based on 
services

http://www.gfi.com/
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LANGuard
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Winfingerprint

A windows enumeration tool
Will identify users, shares, services, etc on Windows 
Found at winfingerprint.sourceforge.com
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Winfingerprint
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The “tweeners”

Not a scanner
Not a vulnerability assessment tool
Wotweb – website discovery and identification
Whisker – CGI analysis
Shed – Windows share enumeration tool
Snscan – SNMP scanner
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Wotweb

By Robin Keir – keir.net
A website discovery and identification tool
Windows GUI display
Works on individual sites or networks
Output is “clickable”
Exports data to Excel spreadsheets
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Wotweb



HP World 2003  Solutions and Technology Conference & Expo page 3311/14/2003

Whisker

A common gateway interface (CGI) scanner
Found at www.wiretrip.net
Flexible, extensible, easily updated Perl script

http://www.wiretrip.net/
http://www.wiretrip.net/
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Whisker
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Shed

Used to enumerate shares on Windows systems
Generates a “clickable” report
Reports files and devices
Works on individual systems or networks
Also from Robin Keir
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Shed
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Snscan

A simple SNMP scanner
You provide the community name, it locates the service
Developed in response to the SNMP vulnerabilities 
discovered in late 2001
Another Foundstone tool
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Snscan
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Vulnerability Scanners

Powerful tools
Scanners enumerate vulnerabilities
They look for known bugs and malconfigured software
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Nessus

Found at www.nessus.org
A remote scanner
Operates in a client/server relationship
Server is Unix/Linux
Clients available for Unix, Linux and most Windows

http://www.nessus.org/
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Nessus

Uses nmap and GTK
Modular design permits easy updates of database
Easy to use GUI front-end
Updates provided by nessus.org and can be easily 
scripted
Output in text, HTML and LaTex
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Internet Scanner

Check www.iss.net for details
Commercial product
A remote scanner
Standalone
Windows only, but will scan Unix

http://www.iss.net/
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Internet Scanner

Has a remote update feature for database
Vulnerabilities can be scripted
GUI 
Output in HTML and PDF
Produces “executive” level graphs
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Miscellaneous

Wireless scanners
– Netstumbler
– Airopeek

Wardialers
– Tone-Loc
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Miscellaneous

Sniffers
– Ethereal
– Tcpdump
– Dsniff

Password crackers
– John the Ripper
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Wireless scanners

Both give the ability to detect and identify WLANs
AiroPeek also has a packet capture facility, if you have 
the WEP key (or they’re not WEPed)
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Netstumbler
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Netstumbler
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AiroPeek
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AiroPeek
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Wardialers

Allows automated dialing and identification
Locates modems, fax machines and line redirects
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Sniffers

Pull in and (optionally) parse raw packets
WinDump is a Windows implementation of tcpdump
Ethereal breaks down packets for easier analysis
Dsniff is a collection of tools, some very powerful and 
dangerous



HP World 2003  Solutions and Technology Conference & Expo page 5311/14/2003

Ethereal
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Password Crackers

John the Ripper cracks multiple password formats
Can crack one OS’s passwords on another platform
Found at www.openwall.com/john
Can be set up to do distributed cracking
Speed varies with the encryption algorithm
Can use various “dictionaries” to increase effectiveness

http://www.openwall.com/john
http://www.openwall.com/john
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John the Ripper
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Putting it all together

Nessus is the premier open source tool
For Unix get nmap and whisker
For Windows get Internet Scanner, shed, wotweb and 
whisker
Schedule periodic scans and keep all tools up-to-date
Do SOMETHING!



HP World 2003  Solutions and Technology Conference & Expo page 5711/14/2003

Questions?



Interex, Encompass and HP bring you a powerful new HP World.
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