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Abstract

FC-SW-2 is an open standard for switch-to-switch
communication, allowing IT professionals to choose best-in-class
products with the assurance that these products can be deployed
in multi-vendor storage area networks (SANs). Fibre Channel
switches complying with this standard communicate connectivity
and configuration information, path selection, and routing, as
well as management and event services using the same
language. FC-SW-2 also provides standardized mechanisms for
SAN management. These applications can configure, manage,
and monitor multi-vendor Fibre Channel SANs from any
particular point in the fabric. In this session, IT professionals will
learn how to configure and deploy multi-vendor switched fabrics.
Detailed switch configuration data and step-by-step configuration
procedures are provided to integrate the QLogic switches into
existing Brocade, Cisco, IBM, INRANGE, and McDATA Fibre
Channel switched fabrics that comply with the Fibre Channel
switch fabric 2 (FC-SW-2) standard.
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Objective ~

“ Show why multi-vendor fabrics are important
“ Show that multi-vendor fabrics are possible
" Highlight capabillities and limitations

“ Show how they can be managed

" Future directions in SAN fabrics
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Where the i ~—

Smaller scale SANs
SAN islands
Single vendor per device type in SAN islands
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Where the indus

Storage consolidation
with edge switches

Rack-servers with =
edge switches ‘

Blade-servers with B l
embedded switches _ SR

High-end servers
direct connected to
core-switches

Larger scale SANs

Consolidation of SAN islands

Multiple vendors per device type in larger SANs
Role specialization of switch types
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Fabrics are Importa

Solutions and Technology Co

Consolidation of SAN islands combine multiple vendors
New switch suppliers are entering the switch market

New switch types and roles are being established —
from embedded blade server switches to core switches
and virtualization platforms

Users are demanding that they have the opportunity to
select the best-in-class switch for their applications

As a result vendors that vigorously support
Interoperability are gaining market share
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Fibre Channel Overv

Fibre Channel interoperability standards are defined by
the T11 technical committee of INCITS (InterNational
Committee for Information Technology Standards)

Within T11 there are two working groups that focus on
SAN fabric issues: SW (switch interoperability) and GS
(device to fabric generic services)

Current approved revision levels are SW-2 and GS-3

Broad vendor participation in current development
efforts:

SW-3 GS-4

Facilitator - Ed McGlaughlin, QLogic Facilitator - Mike O’'Donnel, McDATA
Editor — Steve Wilson, Brocade Editor — Craig Carlson, QLogic
Secretary — Scott Kipp, McDATA Secretary — Bob Nixon, Emulex

Contributor - Claudio DeSanti, Cisco
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Switch Fak

SW-2 defines all of the requirements to build reliable
interoperable multi-vendor switch fabrics

- Build flexible topologies
- Device discovery and event notification
- Zoning
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Building Fabr

Build flexible topologies: cascade, mesh and muilti-tier
iInterconnects, etc.

Routes are defined on a shortest path first.

Path fail-over and load sharing are supported with
multiple equal cost paths
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Device Disco

dNS

Name Server Query Target1
. —r— g—lTarget 1

Target 1

~Target 2 dNS "'= —— Target 2

~Target 2

Hosts can discover all the targets that they are
configured for, regardless of where they are attached in
the fabric via the GS-3 Name Server and the SW-2

distributed Name Server (dNS)
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Event Notifi

_— Target 1

RSN I = P rarget 2

lTa rget 3

Host are notified when targets are added or removed
via RSCN (Registered State Change Notice)

Following an RSCN, hosts perform a new Discovery
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Zoning

Standardized method of limiting the scope of targets
that a host can access based on WWN identification.

Changes made on one switch are propagated to all.

Zoning is automatically disseminated when a new
switch or replacement switch is added to the fabric
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Interoperability
Testing

SANmark Certification ~ECIA sn
mar
- HBA and Target

- SCD-2003 Fabric Attached Devices
- Fabric/Switch Behavior
- SCD-3001 E_Port Conformance
- SCD-3002 FL_Port Conformance
- SCD-3010 Registered State Change Notification
- SCD-3020 Zoning

- Reference: http://www.sanmark.org/process/
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Switch Inter«
Configuratio

Domain ID Configuration
Principal Switch Configuration
Timeout Values

Zone Configuration

Operating Mode Configuration
Vendor Specific Configuration

Refer to this guide for more information:
- http://www.glogic.com/interopguide/thanks pdf.asp
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Domain ID Configu

A switch is identified by its Domain ID which is the
upper 8-bits of the FC address

T11/SW-2 allows for 239 Domain IDs with dynamic
assignment made by the Principal Switch

In practice, often a subset of Domain IDs are used and
they a set statically by configuration

Some switches add an offset to the internal
representation, for example the Domain ID range of 1-
31 on a McDATA switch corresponds to the range of
97-127 on QLogic and Brocade switches.
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Domain ID (

2 Switch Admin for Brocade3800 - Microsoft Internet Explorer

SwitchMName: B 3800 D i 127 WhWN: 10:00:00:60:69:50:0b:6¢c FriNov8 2002, 1:00 PM

Reoot | PortSeting |  UserAdmin | confioure | Routing | Extended Fabric B Switch Properties - SAHbox Manager

Swilch Settings 44— NetworkConfiy |  FirmUpgd | SNMP | LicAdmin
T : World Wide Mame: 10:00:00:c0:dd00:7219 FC Address: 010000

Name [Brocade3800 Serial Number [10.00:00:60:69:50.00:6¢ Operational State: anline Firmware Version: V1 3-56-0

B 7 e . Chassis Name:  SANboX2 MAC address:  00:c0:dd:00:72:1a

“Slalus
IP Address: 10.20.67.16

+ Enable  Disable

_ Chassis Name: |SANboxZ |
[~ Extended Fabric Mode Timeout Values

Administrative State: online -

| | RUA TOWE | 000
Bl e i | RTTOVE (100
—{® DomainIDlock: @ Enable Disable ED.TOV [0

Broadcast Support: (s Epable () Disable

Lo || gese |

0K | Apply | Close | Reset |

N

Switch Commit Hessages

|| P

Change current switch settings
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Principal Switch )

The role of the Principal Switch is to provide Domain ID
assignments to the other switches in the SAN

T11/SW-2 define the process of selecting the Principal
Switch and the method of assigning Domain IDs

All switch vendors perform this negotiation for principal
switch automatically and therefore no additional
configuration is required
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Timeout Value

As per FC-SW-2 Fibre Channel standards, set all
switches to the following timeout values (TOV) in order
to successfully establish an E-port connection:

- R_A TOV =10 seconds
-E D TOV =2 seconds

These are the default values set by all vendors but
should be verified as part of the setup
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Timeout Va

2 Switch Admin for brocade - Microsoft Internet Explorer
:" ;: Dornainld: 104 WWWN: 10:00:00.60:69:50:10:64 Thu Dec 5 2002, 5:41 PM
Switch Setings | NetworkConfig | Firm Un | swwp | LicAdmin .

Repot | PortSeting |  UserAdmin Configure rﬂ - Extended Fabric & Switch Properties - SANbox Manager

| EsicE e World Wide Name: 10:00:00:c0:dd:00:72:19 FC Address: 010000
BB Credit |18 R_A_TOV |1 0000 E_D_TOWV IZDDU Data Size [21 12 .
I Sequence Switching [ Disable Device Ph\ g | PerAFramPriumv Operational State: online Firmware Version: 1.3-56-0
[~ VC Encoded Address Mode | Supress Class F Traffic Chassis Name: SAND X2 MAC adidress: 000 dd00:7 213
Virtual Channel Parameters - IP Address: 10.20.67.16

VC Priority 2 I2 WG Priority 3 il WC Priority 4 E
Ve Priority 5 |2 VC Priority & [3 Ve Priority 7 [3 Chassis Name: |saNbox2 |
> |Timeout Valugs
Administrative State: anline -

T - l | ROATOV: (10000 e —

rArbitrated Loop Parameters Bystem Semvices
¥ Sand Fanfremes I~ retatd [V rapid Dosie 10 h | R_T_TOW:
[~ Always Send RSCN o
[ Do Not Allow AL_PA 0K00 [ rusersd 7 RLS Probing Domain ID lock: ® Enable () Disable E_D_TOWV: -

Broadcast Support: (e Enable i Disable
0K | Apply | Close | Reset |
Svitch Commit Messages

| |[FES

Configure Switch Parameters
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Zone Configurati

Zoning provides a method of limiting visibility of which
hosts can access which storage device

Interoperable zoning is provided via world wide port
name (WWPN) zone members

Verify the is a consistent setting for visibility for un-
zoned devices

Zone naming requirements

- Must be 1-64 characters in length.
- All characters are ASCII, template: [a-zA-Z][a-zA-Z0-9 ]*
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ristration - Microsol

:WNNNIas VYN Zone ‘\HWN Con‘ﬂgl

Zone Mame | ;I""c:—:;m I Dalete Zone | Repama Zona | @ Zone Sets ;
Zoneset ORPHANZONE SET | @ B2 1
Member Selection List Zone Members i omain3 Po
_ FoneMemRename a zone | . ¥- L] 2onoger Accounting Domain:3 Port #1
& WWNs =Search Mam | @ (3 zone: AccZanet (Sofy Domain:3 Port #2
& Aliases . g Domain:3 Port #3
- T} W 2100002037933 o Port et
e ——> - wwn 2102000080493 | @ [l Domain:3 Portes
¢ [@) zoneset Development _ @ 1 Fe Adaress 0305e1
© [ Zone:DevZonel o | B v 21000020370833MSEAGATE STI18304FC  (Rev. 0005)
<Remove hers - Wi 2100002037093¢ | © Il Domain:3 Port#5
——p - wewN: 210200008b49¢3 ¢ ’gj Address 030621
- WMIN: 2100002037d93824(SEAGATE STS304FC  (Rev. 0005)
Add Wi E 9 ZoneSet EmailCluster Domain3 Port £7
@ [ Zone: EmailZone (Soft) Domain.3 Port #8
- W 2100002037019 | 9 Il Domain'3 Port2g
—— - wwn: 21000020370933 - {2k FC Address 0309e1
> -3 vewe 21000020370938 5 W 2100002037091 96¢(SEAGATE ST318304FC  (Rew. 0005))
. Domain3 Port#10
- e 2100002097003 ©
2 @ 1. FC Address 030aet
—— - w: 210200e08b48¢3
; +F whni: 2100002037093990(SEAGATE ST318304FC  (Rev. 0005)
&% Domain:a Port#11
- & & Domain:a Port#12
PP il { _ ! o I o I = ] ¢ &% oomaina Port#13
Rel Zone AN Rl YN ok ! foply Close Clr ¢ [] Foaddress 020d00
| | {F wwn 210200808b49:3dc(0LOGIC CORP)
& Domain:3 Port#14
i Domain:3 Port#15
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Configuratic

Some switches have two modes of operation — SW-2
interoperability and legacy/native

The information presented so far is based on SW-2
iInteroperability mode
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Brocade Interopera

A significant portion of the Brocade install base
operates in native, non-SW-2 mode

QLogic and other vendor’s switches offer a compatibility
mode to connect to these switches

This offers the following advantages:

- Non-disruptive to existing fabrics

- Supports Domain/Port zoning as well as WWPN

- Allows Brocade switches to maintain specific features

The installed base is starting to transition over to SW-2

compliant mode to support the advantages of open
systems
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Fabric Managemen

Standardized Management is available and is used by
industry leading 3™ party management products

T11/GS-3 defines Management Server, Un-zoned
Name Server, Zone Server and Switch Configuration
Server for comprehensive in-band management

The Fibre Alliance MIB provides out-of-band discovery
and event reporting.

SNIA Storage Management Initiative — future path for
multi-vendor SAN management
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What's Comin

GS-4 and SW-3 are nearing completion. Most
significant changes are in zoning

- Hard Zoning support

- Fabric Port Name zoning

- Broadcast zoning

- Zoning change session control

- Zoning activation results diagnostic

Fabric Security — FC-SP
- Requires DH-CHAP authentication
- Switch-to-switch and device level authentication
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Summary

Multi-vendor fabrics:
- can be set up with a few easy steps
- are now on-line at several high profile sites

- are supported by a broad set of 3" party application
software

- provide IT professionals with ability to select the switch
with the best cost/benefit match to the requirements of the
application
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