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Objectives of this ¢

To ensure backup performance expectations are
considered at the time the system architecture is
designed, and not as an afterthought.

To show a structured way to analyse, predict and
test where potential bottlenecks may occur.

To review some practical scenarios to illustrate
some of the key points in practice.

To update you with industry trends in the backup
performance arena.
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HP WOR LD 2 2003

Solutions

Today’s A i

The performance jigsaw — 5 easy pieces

Tools available - to aid diagnosis

5 Performance scenarios analysed

New developments —

Over to you
— New Legislation Charles
— Microsoft Volume Shadow Copy
— Disk Trends,

— |tanium Servers,
- FC vs SCSI tape.

- LTO3, SDLT 600
— Extended Library Architecture performance analysis.

= Q&A
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The Big Picture an
with Backup

1. There is no simple answer to performance issues
(job security?).

2. Most Backup Performance Issues Are Not Due to
Tape Drive Performance.

3. Industry quoted Speeds are not typical.
4. Consider Backup & Restore as a SYSTEM

5. Suspect EVERYTHING, Trust Nobody!

11/19/2003 HP World 2003 Solutions and Technology Conference & Expo page 4



—
HP WORLD 2003

Solutions and Tec!

New network attached
storage (NAS) arrays

19.9%

New direc

Source: S orage 2003 Purchas ng | rterti ons
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5 Easy Pieces of SA| HpWom-2003
Tuning ' '

Solutions and Technology Confererice & Expo

1. Primary Storage - Although this could reside
on a local adapter within the server, it is
usually a large disk subsystem on the SAN
network.

2. Server

2. The Backup SERVER — connects via the
SWITCH to its Primary storage and the
backup target. It runs the backup
application. It uses an HBA to link to the SAN

3. The Switch - The glue that holds everything
together, this box permits systems and storage to be
shared at high speeds.

4. The Interface Controller — This device extracts
the SCSI commands out of the SAN Fibre Channel
protocol and permits simple tape and disk drives to
connect to the SAN.

5. The Tape or Disk Backup Target (Secondary
Storage) System— SCSI devices that appear as
locally connected SCSI to the Server, via the magic

of Fibre Channel!.
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Data Source

As a rule of thumb you need 3 X tape speed to maintain
streaming.

Conversely your backup speed is around 1/3 of your
data source speed.

Restore speed is generally around 40-60% of Backup
speed.
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Data Source c
RAID structu

Sructure Consider ati ons

*3ripng across multid e arrays cortrdl esi nproves
perf or mance

Multigd e Vd umes per mt multip ejabs ( mutide erntry pants
fa backup apdications) - Pardldism
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Data Source HP WORLD 2003
- RAID - N~

di mnat e throughput bottl enecks

di mnat el oad bdand ng procedures fa apgdi cati ons and
dat abases

f SCSI SCSI SCSI SCsSI SCsSI SCSI
Bus 1 Bus 2 Bus 3 Bus 4 Bus 5 Bus 6

RAID 5 Volume

RAID 1 Volume

Yesterdays _<
RAID Sets

RAID 0 Volume

HP’s Virtual ™

Disk Workload is evenly distributed across the spindles in group
P N N N N N N NG N
TeChnOIOgy Moderate Redundant Volume (Vraid5)

No Redundant Volume (Vraid0)

High Redundant Volume (Vraid1) *
e e . e e i s i~ mm—==>

*RAID V1 uses even numbers of disks

11/19/2003 HP World 2003 Solutions and Technology Conference & Expo page 10



Data Source HPWORLD 2005

Solutions and Technology Confererice & Expo

Considerations-

160 Read Raid 0

153
143

L Read Raid 1

124 122

120 117

Read Raid 5

100

9¢ 100

" . P 3 Write Raid 0
jj I Write Raid 1
. II " B m Write Raid 5

Controller A 12x4G Controller B 12x4G FC Controller 12x4G
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Disk Array Performance

- XP1024 | EVA5000 | EVA3000 [ MSA1000

# Disks in 1024 240 56 14
base unit
Max

Throughput) 500 628 335 200
MB/sec

# FC ports

onbase | gq 20 4 2
unit
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Source Data :

Best Case vs. Worse Case Data

Best Case —

" ow File Count
"] arge Files

BSimple File Tree
Structure

BShort file names

"Compressible Data
(2:1)

Worse Case —

®"High File Count
"Tiny Files (1k byte)
"Complex directory
®| ong File Names
®"Non-Compressible

(1:1)



35.00%

30.00%

25.00%

20.00%

% of files

15.00%

10.00%

5.00%

0.00%
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1k

o5k

10k 50k 200k

file size
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10k (3:1) 100k (3:1) 1mb (3:1) 10mb (3:1) 100mb (3:1) 100MB (4:1)

file size
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Sizing the Backup Server

" Hardware Considerations (Microsoft W2K or NT)

Number of Processors

Memory — 1GB minimum (app drivers?)

Boot Drives (Mirrored RAID-1)

Faster C: Drive can help OS and TAPE Software

PCI Bus(s) — 32bit, 64bit, 33-66-133Mhz, PCI-X, PCI-X 2.0
LAN / SAN connections

YV V. V V VY V

" Software Considerations (Microsoft NT/W2K)
» Don't put the Backup app. database on a slow drive
» Use the largest block sizes for tape drivers (64K or greater))
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PCI shouldn’t be the

bottleneck
33MHz 64 bit 266 MB/s | 230MB/s
66MHz 32 bit 266MB/s 230MB/s
66MHzZ 64 bit 533MB/s 490Mb/s
133MHz (PCI-X) | 64 bit 1066MB/s | 980MB/s
266 MHZPCI-X 64 bit 2132MB/s | 1960MB/s
533 DEHZZ*PCI-X 64 bit 4264 MB/s | 3940MB/s

*-incompli ance testing Aug 03
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Sizing a backup server - Summary

Parameter Rule of Thumb Comment
Processors Today a typical 2 proc machine can | Critical at the planning
handle up to 5 single data streams | stage to understand
@ 30Mb/sec at 75% processor likely growth and select a
load. “scaleable” server.
Highly scaleable servers
_ _ also have better memory
From a datapoint of a single stream | 3ccess speeds and more
= X% processor load, PCI bus "peer”
then a concurrent stream = 2X% | capabilities.
(irrespective of concurrency value)
Memory 1GB should be adequate unless Some Backup apps scale
large Nos of parallel streams. better in performance
than others if more
memory available.
PCI Use servers with “peer” PCI buses Unlikely that PCI will be

Architecture

not bridged PCI buses. Keep gigabit
/FC cards in the 64/66 slots and
SCSI HBA's in the “other slots”

the bottleneck in most
cases.

11/19/2003
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The SAN Switch

*Functions of the SAN Switch
 Interconnection of all SAN components.

* Performance Monitoring device used to analyze backup
performance problems.

* Permits “speed matching”, the interconnection of newer 2 Gig
devices to older 1 Gig devices without forcing the 2 Gig device to
run at a 1 Gig rate all the time.

» Zoning controller/manager — zoning is much like LUN masking, in
that it limits visibility of SAN devices to each other.
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The SAN Switch - TIPS

* Tuning Considerations: None for individual

connections. They usually either WORK WELL or NOT
AT ALL!

« FABRIC TUNING — The SAN Fabric can consist of many
switches that are interconnected via ISL’s ( Inter Switch
Links ). Backup tuning should always analyse the
pathways from the source to the target (disk to tape) to
determine if the paths through the switches are
bottlenecked by insufficient ISL’s.
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What Is WRONG with this
Picture?

1 11| 2 x Network Storage

I S_ I S Routers

T OO Total Bandwidth could be
600 MB/sec !

SMALL!

MA8000, EMA12000
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Backbone SAN -
Skinny Tree Fabric ISL's

Some nethods of SwitchInt erconnecti on Techn ques

\/

5 Switch Skinny Tree 5x2 Switch Skinny Tree (HA - 2 Fabrics)
(56 - 60 F-Ports) (112 - 120 F-Ports)

N\ =</
i @A\

10 Switch Skinny Tree
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1 GFC 200 1.0625 1998
2 GFC 400 2.125 2001
4 GFC 800 4.25 Late 2003
10 GFC 2400 10.5 2004

11/19/2003
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Recent changes in 4Gb FC

® 4Gb/sec is an extension of 2Gb
" 10Gb is a new development with no backwards compatibility

" Originally 4Gb destined for “intrabox” use only. E.g. inside disk
arrays

® Recent FCIA review has decided to move forward with a 4Gb
switching network - expect products early 2004

" 10Gb likely to be used for ISL’'s only, no “devices” will connect
to 10Gb

" Impact for Backup: to avoid wasted 4GB bandwidth a controller
based approach to libraries is best placed to utilize these
enhancements. (see later)
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What is an Interface Controller?

® An Interface Controller is
- NOT just a bridge
- NOT just a router

® An Interface Controller

- HAS the intelligence to actually look at the data, and makes some
judgements as to where it will go.

- HAS the mission to communicate with a management system to
provide performance tuning, diagnostic monitoring and reporting

abilities.
- HAS the ability to support advanced functions such as....
e Selective Storage Presentation
e Rapid (Serverless) Backup
e Secure Path
e Partitioning
e Virtualization

11/19/2003 HP World 2003 Solutions and Technology Conference & Expo page 28



Interface Controller Performance

Ultra 2 Routers have a total bandwidth of 140MB/sec, 2 SCSI ports

E1200/E2400 — upto 2 x SDLT220/320 or 2 x Utrium 230 per
SCS port

Ultra 3 Routers have a total bandwidth of 280MB/sec, 4 SCSI ports

E2400-160 & M2402 — 1 Utrium460 per SCH port
-upto2 x SDLT220/320 or Utrium 230 per SC3 port

DON T EXCEED THESE VALUES OR THE ROUTER WILL BECOME
THE BOTTLENECK TO BACKUP PERFORMANCE.

11/19/2003 HP World 2003 Solutions and Technology Conference & Expo page 29



Selective Storage Presentation -
optimises performance by
maximising FC bandwidth

Bind Host HBAs to
specific ports and
drives on the Router

11/19/2003 HP World 2003 Solutions and Technology Conference & Expo
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Interface Controller
Bottleneck Considerations

Don’t forget to calculate your data throughput rate based
on what level of compressibility your data has on your
specific tape drive technology. If you don’t know,
assume at least 2:1, so that you DOUBLE your
expected data rates compared to using 1:1 data.

When you are considering how much data can go
through the router at one time, consider analyzing your
data sets compressibility and how you might stagger
your backup jobs so that data flow based on tested
transfer rates (see tools coming up!) are run in a way
that doesn’t exceed the router’s performance limits.
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Over to you
Andy
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High Performance Tape

Drive Capacity Transfer | Interface(s)
(native) |Rate native

HP LTO 1 100 54 Ultra 2 SCSI
ISDLT220 110 57 Ultra 2 SCSI
ISDLT320 160 57 Ultra 2 SCSI
HP LTO 2 200 108 Ultra 3 SCSI
108 FC- 2Gb/s

ISTK9940B 200 108 FC -2Gb/s
IAIT 100 100 43 Ultra 2 SCSI
IS-AIT1 500 108 Ultra 3 SCSI
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HP Ultrium 460 on Solaris 9 with Ultra 160 HBA

Varying transfer size for fixed blocksize (512 byte) and variable mode transfers - 6.809, Gen2 media

4096 8192 16384 32768 65536 131072 262144 524288 1048576
Transfer size (bytes)
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Continue writing

Rampup , /
speed » No data
/ avdlad e
{/ fromho
Reverse

e.g Utrium 460 runn ng a 7m'sec requres
afdl 3 seconds torepositi on
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Only Ultrium technology has
Adaptive Tape Speed

host daa(vaiaderae

faét detardae

adapti ve witefilta's and
savostodlowvaiad e
witeraes

>

wat e nark risesfa l\

feder dataraes and

tallsfar doner cta [T T [ QATERMARK — A
raes

SERVO

/v dowdaarae

data bufer

daatotape

11/19/2003
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Step 2 (backup Server) Part 11

Operating
System
considerations
and
ISV
performance
tuning

11/19/2003

5.Tape or Disk

2. Server ackup Device

Software

4.
_ Interface
3. Switch Controller

()

1. Primary
Storage

HP World 2003 Solutions and Technology Conference & Expo
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OS Transfer Size

OS Transfer size is the maximum amount of data the
operating system will transfer in a single “operation”

- Windows is preset to 64K unless MaximumSGList is
changed in the registry

- hp-ux has a 1MB limititation (although 256K at atomic level)
- kmtune —s scsi_maxphys = <value>

- More recent Solaris versions have 64K default extendable
to 16M via st.conf
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ISV performance tuning

Concepts

- Multiple Streams

- Multiplexing (optimising tape performance)
- Image Backup

Transfer Size

Database API's (bypass filesystem)
- RMAN (recovery manager) - Oracle
- VDI (Virtual device interface) — SQL
- Limitations of Exchange API

Samples featuring HP Data Protector.
- Tape Blocksize/Disk Buffers
- Concurrency

11/19/2003 HP World 2003 Solutions and Technology Conference & Expo
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Network Backup with 'Parallel’
Data Transfers

Data
Source A

g BACKUP OF DATA
E:::;;Cw SOURCE A
§:

AGENT

T
o ioi

| >~ BACKUP

ENGINE

|
| @l
[
ol

Network Back
Switch ackup
Server

Data
Source B

Device Pardldism

-‘Devce Pardldism or* Mitigd edev ce Sreans
uses the Prina plethat daafroma speafic
source systemcan berouedto a dedca ed
devicein a oneto-onerd ationsh p
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Backup with Concurrency
(Interleaving/multiplexing)

Data
: Source A
=] [
) [EE]
—] I Backup Session
=== a— using 'Interleaving'
o o — @ d 9
G = SOURCE A
——— K 0] SOURCE A
| BACKUP
ENGINE :
: é é ;
=1 | Y SOURCE A
— L= Network Backy
— Switch Sewef
ij
Data
Source B

- Conbines daafrommultide Deatastreans frommultide
sourcesto a‘spedfic backup sesson oo asdngetape ar
backup tape set, sowe can nd rtaintape streamng.

- Increases backup perfa mance bu canreducerestae
perf amance.
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ISV Software ‘Features’ —
Image Option

- | mage backup operates & the devicelevd raher thanthe fil e systeml evd
- The source Drive Must be qu esced

- Lower Hle Systemoverhead resutingin h gher perfor mance

- Best used whenlas o small files wou d g ve 4 owfil e access.

- 3ndefilerestaeis possilde but 4 ow

Tape Storage

O‘ L]
C:\ i =1
___J DATA ——

)
DATA

Tape Format with sequential backup sessions

Inte rnal DiSk Storage C:\ Session 1 D:\ Session 2 E:\ Session 3
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ISV performance tuning -
database API’s - Oracle

RMAN / Dat a Rrotector cdl nanager
performance

parameters
passed in through
Backup Script.

........................................
o .
‘e

Orad edient

data pratect or

E.g. # channels GU /

recovery
catd og

tape drives

H H . :
. . .
H : 9
. . .
H H . .
. ., .
H L P
H H
B H
. .

. g

. g

0 .
N K
. .
...........................................
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Optimise Block size/Transfer size se Fast Direct Mode

11/19/2003 HP World 2003 Solutions and Technology Conference & Expo page 44



11/19/2003 HP World 2003 Solutions and Technology Conference & Expo page 45



11/19/2003

HP World 2003 Solutions and Technology Conference & Expo

Set at a
device level.

Calculate
these
concurrency
levels as part
of an overall
backup
strategy to
meet specific
window
requirements
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Tape backup performance
influence map - Summary

Type of backup - file by file

Filesystem
fragmentation

System memo
System CPU

User - More influence ‘

Tape transfer and block
size

Disk configuration
More use of FC SANs Type of backup - image

ISV Configuration

RAID configuration for
backup

HBA - Higher queue depth

File system block/cluster
size
RAID - Number of ports/

busses RAID cache

Less performance

More performance

Type of backup - across
the network (w/out GB/
ToE)
Multiple desktop/client

backup Single spindle backup

Application backup
specific APIs (e.g. MS
Exchange)

Deep directory structure

Filesystem speeds for file
creation (restore)

11/19/2003

‘User - Less influence

Multiple local online data
source spindles

Online storage layout
according to what
optimises backup & restore
Snapshot somewhere else
faster, then back that up

Smarter file ordering for
ISV retrieval

Large files

ISV Architecture

HP World 2003 Solutions and Technology Conference & Expo
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Your turn Charles

What About Restore
Performance ?



multi-level data protection

Levd R o ection

Praects Aga nst

Recovery T ne

2 snapsha s dat a corrugion
user error
replicaion equ pnent falue _
and d ones datacorupgion ~ Se€conds to mnutes
user error
dte destrucion
3 tape backup equpnent falue
&restae da a coruption
user error m nutes to hours
dte destructi on
virus & hacker atacks
4 daa vauting equpnent falue

Tape s still

da a corruption
user errar
dte destrudion

hours to days
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Recovery considerations

* With higher performance environments recovery from
catastrophic failure can take place at speeds of around
2 Terabytes/Hr Maximum. (16 drives in Library)

e Main restore bottleneck is in re-creating RAID consistency
and creating files through the filesystem.

e Consider Parallelism to improve recovery times.

eSingle file recovery performance can also be dependent on
Drive search performance and ISV search algorithms.

eSingle file restore from an Image backup can be slow.
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e bulds on zero downti ne :

backup techri questoretdn scﬁendgueer

multi plei mages on d sk fa s nd e recovery

sd ediverecovery to any ineface

pa rt-in-ti ne i nage Gade management tape
SAP B =i |l

Afdly automat ed [raection gscr?a%;e

process, i nd ud ng creati on -

andrataion o mrrasor L [ recovery

snapsha s and regu a backup server | nages

totape. ontape

. 0 O ©
t0 t'l t‘Z

fa recovery, admnsrao pr oducti on
sd ects a spedficrecovery dat a
| rage fromthe graph cd user

ineface recoveryi mages
on d sk
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Pros and cons of fast
recovery technologies

" Zero-Downtime Backup

+ no impact on application performance
- requires specific arrays and software

" Instant Recovery
+ recovery of TBs in minutes
- requires Zero-Downtime Backup as a basis

" Volume ShadowCopy Service (VSS) - see later
+ simple snapshot on any disc
+ Integrated into applications SQL/Exchange

- supported within Windows 2003 only
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To find out more.........

Backup-to-Disk, and Multi-Level Data Protection

Session 1619

Harald Burose

Senior Architect

HP Nearline Storage Division

Session 1597

Glenn Wuenstel

Solutions Systems Engineer
HP Nearline Storage Division
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Tools to help you
do the job



hp tape performance assessment tools for

Windows, Linux, HP-UX, Solaris, AIX,

Windows(64)

Free downl oad from

11/19/2003

http// www hp.comsupport/ pat Y\Q

>
O
S
)\
N
90 % of backup perfor nance ° &
issues are NOT t he tape drive db(\

itsdf S
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Provesthetape diveis nd the batleneck by writi ng
datafromme mory dred totape.

11/19/2003 HP World 2003 Solutions and Technology Conference & Expo page 56



11/19/2003 HP World 2003 Solutions and Technology Conference & Expo page 57



Can d so
generae equd
d stribution o
VB
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MSA1000
Access pattern: 64 Kilobyte block size, 100% read, 0% Write,
100% sequential, 0% random

11/19/2003

0 2445 152.8
1+0 2403 150.2
5 2403 150.2
ADG 2407 150.4

HP World 2003 Solutions and Technology Conference & Expo
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There’'s always performance
monitor

Sometime Backup apps
have a lot of pre & post
processing that disguise
the actual tape backup
rate.

On windows platforms

Performance Monitor
set to Monitor “system”
“File reads” gives a
good idea of
instantaneous backup
rate.
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Now Andy will tell you
how it works in the real
world

Sample Scenarios



Scenario 1 - XP array — hp-ux -
Superdome

HP Super do me XP1024

O ade9
HP Data Praedor

32 fi bre channd s

—— HP fcl6b A bre Swtch X 2

m2402 m2402

LR TR m2402 m2402
HP nm2402 st orage router
| scs | | scg | [ sca | | sca | m2402 m2402

m2402
Utra3 SCS |J Ll 0
[ [ 1 /
_ i 3 )
1 - tape tape tape
drive drive drive

16 HP Utrium460 tape drivesin ESL9595L2 library
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Scenario 1 - XP array — hp-ux -
Superdome

e Results: Backup 3600 GB/Hr (3.6 TB/Hr)
Restore 1200 GB/Hr (1.2 TB/Hr)
Restore performance subsequently improved to 2.4 TB/Hr
e RAID 5 (3D + 1P) across 384 disks
e 32 Processor Superdome.
e Used Data Protector interface to Oracle RMAN
e Don't use Multiplexing use RMAN tuning

e Use Backup_disk_ I/O_ slaves = 16
e 1 RMAN channel per tape (16)

e MaxopenFiles = 1

e Used 1 router for 2 tape drives since data proved to be 3:1
compressible
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4x Ultra 160
SCSI 3

100BT Serial [EEY =@ Qe
L e

2x 2GB
LC Fibre

2GB 8 port FC Switch

C @ U=

miu

SQL Server 2000

it

48T
4981
9981
48T

48T
48T
9981
48T

2x 2GB LC Fibre

2 GB/sec Fibre
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Scenario 2 - SQL - Data Protector

Results : 245 GB/Hr Backup (single tape drive)
90GB/Hr Restore (single tape drive)

RAID 0+1 (VA7400) disk config across 15 drives

SQL API is multi-threaded and very efficient at extracting
data from the database.

Use VDI interface so data is buffered only once.

Configure Data Protector allow large tape transfer size (644K)
but only after setting MaximumSGList

Restore: Pre-zeroing impacts restore performance
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Scenario 3 - IMAGE or
File-By-File Backup?
DL380 Server wFC 200 MB sec
| rage Backup of A=40 VB sec

- | rage Backup of = =40 M sec

Hl eBy- Hle Backup of A=36 VB sec

Hl eBy- Rle Backup of © =
ﬂ Less Than 1 MH sec

2 X MSA1000 S aage Systens. 6-dive RAD 5 set d 10K RPM dri ves.

A HBGHLES =10 Gg Dataset =10 x 13 g Fles

10 GgDataset = 10 Million x 1K Hles
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Sceanrio 4 — MS Exchange -
Veritas Netbackup

*\VVA7400 - 15 x 18G(15krpm)
eRAID 0+1

e 2GB/sec SAN

eUltrium 460 in Library
eUsing Veritas NetBackup 4.5

eSingle Storage Group

eExchange Data is already pre-
compressed

eExchange Transaction Logs are
5MB and generally < 1.5CR
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Results: only 58GB/Hr Backup
(< 25% throughput capability of LTO2)

54GB/Hr Restore

Based on Ful
Ifamation Sore
Backup
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Scenario 4 - MS Exchange
— a challenge

Why so Slow?

*MS Exchange Backup API is single
threaded

How to Improve

e Backup multiple exchange servers to the
same tape

e Consider mailbox backup using “single
instance store technology” - Veritas.

e Consolidation/distributed Email systems.

e Snapshot & Mirror capability in Late 2003

Longer Term

e Exchange will have an SQL based database with multi-pathing
(late 2004 or ?)
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NAS 8000
(hp-ux)

Gigabit network
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Results - throughput GB/Hr

|(Data Protector)

4 drives 4 drives
1 drive single| 4 drives 2 streams | 4 streams

stream single stream each each
NDMP (e.q.

Legato or 42 132 N/A N/A
NetBackup)
INAS AGENT

42 132 144 144 %

NDMP can generae mutig e daa streans from nultige“ nourt “pars
but only 1 stream per tape dive.

HP DP NAS Agent dlows multide sreans toeachtape divetheeae
ach eving gea e throughput.

NDMP (done) cannat scde
*LTOLl Dive sauaed —try Utrium460.
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NEW DEVELOPMENTS

Legislation
Disk Performance
Integrity servers
FC vs SCSI tape drives
HP Extended Library architecture
SDLT600 & Ultrium3
Microsoft VSS
File System developments



New Data Protection Legislation
Sarbanes/Oxley and HIPAA

*The Sarbanes/Oxley act was enacted in July 2002, with
compliance required on October 31, 2003. The act, which
applies to all public companies of any size in the United
States, mandates data retention policies and criminalizes
tampering with or destroying corporate financial records,
even prior to a subpoena.

*HIPAA was enacted in 1996, with compliance scheduled
for 2002-2005. This act requires full disclosure to each
patient of his or her data. All of the data. The challenge,
especially for large organizations: how to find ALL of the
patient records.
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22K rpm appears

Disk rotational speeds '97-'06 tO be the h|g heSt
speed being
predicted (50%
improvement on
today)

= 7200rpm (or less)
== 10000rpm
15000rpm (or greater)

=
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1997 1998 1999 2000 2001 2002 2003 2004 2005 2006

Year
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HP Nearline - Product
support on Itanium

Hardware compatibility is available NOW

Most Backup Software |SVs are adding compatibility for
Itanium based Servers as Media Servers by end of 03

Currently Data Protector 5.1 (Windows & hp-ux) and
Legato Networker 7.0 (Linux) are certified on Itanium
based servers
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What difference will Itanium 64
bit servers make to Backup?

Higher processing power

Able to handle increased PCI-X & PCI-X 2.0 I/O throughput
Increased Memory addressing range

Improved memory management (Caching)

Reduced buffer copy times

Improved driver efficiencies
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Itanium vs Pentium Shoot -
out

eIdentical data on
identical Logical Volumes
of MSA100 - “typical”
sample size distribution.
(1K to 10MB)

e W2003(64) on rx2600

e W2000(32) on DL380

e HP Data Protector 5.1
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"Mimic" - dataset - backup rates

40000
35000
30000

25000

Throughput

KB/Sec 20000

15000
10000
5000

0
Ultrium 230 Ultrium 460 Ultrium 230 Ultrium 460

RX2600 RX2600 DL380 DL380
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SQL 2000(32) vs SQL2000(64)

SQL Backup Performance Itanium vs Pentium

160
140
120
100
80
60
40
20

GB/Hr

rx2600-2x1GHz

()
N

b
N

Server Type

dI380-2x2.6GHz

11/19/2003

e Identical HPNorthwind
databases on MSA1000

eDL380 - W2K+SQL(32

y

orx2600 - W2003(64)
with SQL(64)

¢68K Block size

eFast Direct mode

eHP Data Protector 5.1
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Native FC vs SCSI Tape drives
in Libraries

Are Native FC arives faster than SCS tape drives?
NO!

e inlinear tape dives speed is Utimat dy deer mmne by

speed d tape pass ng bythe RW head andthe# d R W
channd s

e Netive FCdrivesin Lilraies dfer i ncreased
functiondity na increased perfor nance.
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e MdKtransfers d 21 dat a

Native FC 58.8 MB/s 106.7 MB/s |117.6 MB/s

ISCSI 57.8 MB/s |105 MB/s 115.7 MB/s
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..and now
Charles will tell
you about....

HP Extended Library
Architecture and it’'s
implications for
performance.



FC Library implementation
performance option 1

Native FC drives in the Tape Library
library

Drives are directly
connected to a FC switch

"Inoperability issues
" ower performance per FC port
" Additional port cost for drive

" Complex management and

maintenance FC Swtch ports
2 X16 +1=33
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FC Library implementation
performance option 2

FC embedded libraries

Tape Libray

SCSI drives, with FC to
SCSI tape controller in
the library box

" Intelligent controller for
better interoperability

" Better bandwidth
performance through
aggregation in the controller

" Enhanced manageability

" Direct FC connection to fabric _
with less switch ports for FC szvtgg Ports
lower cost
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The hp StorageWorks extended
tape library architecture

Interface Controllers

® Layer of intelligence between tape drives and the SAN

® Manages shared access to the tape library, intelligently
handling conflicts and storage network events

®  Similar architecture to disk-arrays with controllers in front of
disk drives

Interface Manager

®  Extends the intelligent management

® A central point of knowledge for the entire tape library
subsystem

® Enables remote management & performance monitoring
Command View ESL

" A single pane of glass view of the entire library T T

®  Delivers easy-to-use remote management ‘
LAN

"  Provides wizards for setup and configuration

Ja3eupg)
9oe L U |

"  Simplifies and automates the most complex tasks

" Stays out of the SAN to allow critical traffic to flow
11/19/2003 HP World 2003 Solutions and Technology Conference & Expo
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Deploy incrementally as new
components become available...

e Interface Manage
e Secure Manager 2004
e Rapid Backup EngifiEss=ss

and beyond

e Library partitioning
e Enhanced path-failover

e Tape mirroring

e Performance measurement
e Native-FC tape libraries

e Interface Controller
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Performance Measurement

" Analyzes and identifies backup
and restore performance

bottlenecks v sen Sorver
® Tracked to a host+drive
combination, for a specific \‘ /| Other
backup job \ /
| sAN /

\Switch

® Data collected from fibre
channel interfaces and tape
drives
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Extended library architecture -
Beyond 2003

Native-FC tape libraries ”

" Includes native-FC tape drives
in future tape libraries
" Offers better flexibility and FC Inaface | Inteface

Contrdl er Contrdl er

bandwidth utilization
" Enables advanced backup Switch

techniques and more
functionality
Tape controller functionality

= Further isolates hosts providing more
robust SAN behavior

= Enables advanced backup techniques
and functionality
— Virtual tape emulate to disk
— Tape mirroring

Jodeug)
SRCFCR N

" Moves tape command processing
into the Interface Controller

" Greatly simplified shared access
model similar to disk arrays
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Best of both worlds — Future
Option

Next generation
native FC library

FC Drives are directly
connected to an intelligent
controller

"Intelligent FC controller for
better interoperability and future
enhancements

" Better performance throu?h
aggregation in the controller

"Enhanced manageability

®Direct FC connection to fabric
with less switch ports

"Dual ported FC Drives with path
failover
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Due Early 2004

300 GB Native

32 + MB/sec Native

BRC (Read only) for SDLT 220 & 320

= Media — SDLT 2 (new)

Interfaces
- Ultra 160
— 2Gb/sec Fibre for Automation Drive
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New drive releases -
LTO roadmap

availability today 2003 2005 2007
capacity 100GB 200GB 400GB 800GB
transfer rate 10-20MB 20-40MB/s 40-80MB/s 80-160MB/s
media type MP MP MP MP
encoding scheme RLL 1,7 PRML PRML PRML
tape speed 2.7- 5.4m/s 3.8-7.5m/s 3.8-7.5m/s 3.8-7.5m/s
tape length 580m 580m 800m 800m
data tracks 384 512 768 1024

data channels 8 8 16 16

GEN 1

GEN 2

HP World 2003 Solutions and Technology Conference & Expo

GEN 3

GEN 4

page 96



= Due Early 2005

400GB native
= 60MB/sec

= New media
Reads Gen 1,2,3 Writes Gen 3 and Gen 2

= Interfaces
—Ultra 320 SCSI
- 4GB Fibre for automation drives
- SAS 3Gb/sec
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..almost there -
this next bit is
difficult so — over
to Andy.

Microsoft Volume
Shadow Copy
Service — what it
means to tape.



Volume Shadow Copy Service
- intro

= Confusing naming
—Shadow copy service - VSS
— Shadow copy — hardware API support - Arrays
— Shadow copy - software support — dumb disks

— Shadow copies — enabled at drive level for file
protection

= Primarily designed as a preparation tool for tape backup
— will eventually replace 47 current backup API’s with a
single API.

= No concept of VSS restore — restore procedure is
embedded in meta data at time snapshot is prepared.
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Volume Shadow Copy Service
- intro (cont)

Provides open file backup capabilities.

In general will reduce the impact of backup on
application performance

Currently some limitations with SQL database restores

Will offer snapshot/mirror capability for the first time to
Exchange 2003 (Oct?) - supported by HP Data
Protector patch.
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Wit er “ VSS allows

VSS awar e
apdli cations - to create shadow copy

e g Exchange backups of volumes

— coordination of providers,
writers and requestors

~ HP Data Protector fully
integrated with VSS -
providing:

— backup of open files,
databases & applications

- - consistency and integrity of
T backed up volumes
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If the file system is the bottleneck
- why don’t we improve the file
system performance?

A: It is not that easy.
Journaling file systems in Unix have helped

Rumour has it Microsoft's SQL based filesystem has
been significantly delayed.

Grid computing and distributed file systems may be the
next step.
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Distributed File Systems - good or
bad for tape backup & restore?

Today
- NFS(unix)
- CIFS (windows)
- NDMP (File serving devices)

Near Future
Distributed File Systems ( clients connect via protocol)
- HP backing Lustre (www.lustre.org)
- Microsoft File system unlikely to change in the mid term.

Backup & Restore Issues

In theory backup speed could improve since many separate (faster)
sources of the filesystem now exist, however restore will be far
more complicated.
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" Whitepapers
http://h18006.www1.hp.com/storage/tapewhitepapers.html

® Performance Tool downloads
http://www.hp.com/qo/pat

® |Ometer
http://www.edelbyte.org/misc/iometer/

" Stand alone tape drive connectivity
http://www.hp.com/go/connect

" Enterprise Backup Solutions Guide
http://www.hp.com/go/ebs
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“ Any Questions?
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Interex, Encompass and HP bring you a powerful new HP World.
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Supplementary
Slides



Glossary of Terms

Multiplex

Multi-Stream

Adaptive Tape Speed

Backup Server

ISV tuning parameters

Useable Bandwidth

Block Size

Transfer Size/Block Size

API

Compressibility

Rapid Backup/X Copy/Direct/Serverless
Agent

Volume Shadow Copy Service
Mirrors/Split Mirrors.

Information LifeCycle Management
Zero DownTime Backup (ZDB)
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5 building blocks to
performance.

5 5 Easy Pieces to SAN Backup
Tuning

1. A Source of Data

3 2. A Backup Server
System

1 4 3. A Connection
4. A Connection
5. The Tape Drive

5 The point?

All are equal possible causes
of performance issues!
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Primary Storage Performance -
the 3:1 rule

> SOURCE TO TARGET SPEED - You usually need 2 to 3 times the
source speed as it compares to your desired backup speed.

Tape is a typically a streaming device.

Buffer Under-runs , Shoe Shining, Back Hitching and other

DISK . )
signs of source performance issues.

DISK

Tape

DISK

3 x 10 MBsec Hard-Drives to feed a single
10 Mbsec Tape Drive
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The SAN Switch (continued)

« SPEED of a Fibre Channel port:
 1.063 Gbhit/Sec full duplex (100+ MBytes/Sec)
« 2.125 Gbit/Sec full duplex (200+ Mbytes/Sec)

Full duplex — an FC adapter can do 2X the above
speeds if the adapter card is both transmitting AND
receiving at the same time.
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How FAST is the TAPE
MOVING -

350

[ Cassette

295
300

B Commercial Audio
Tape 250

[0 High Speed Tape 200 12 a
Duplicator 0 o
g n
O SDLT 150 ——Q."(CI; 129
L
100
B Ultrium 1
50 30
l Ultrium 2 1.875 7.5
0 I
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‘\ Attribute

of the
HBA
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ISV performance tuning
— database API’'s - Exchange

No i nherent tuning paramet ers avalal efor Exchange, aher than
basi c bufer 3ze and # d disk buffers.

Exchange AR isrenowned fa bea ng atape perfor nance batl enec
Examd e \eritas Nat Backup

C\ Veritas\Net backup\ db\corfig\

Two files must be creat ed to overri de t he def ault NetBackup
setti ngs:

NUMBER_OF BUFFERS (64)
BUFFER 9 ZE (64)
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Backup to Disk v v v v
(fast restore)
3PC/Serverless v (oaded v ( wndows & v (oaade 9 wth v( aade 9
XCopy/Rapid wth hp-ux) sdais) hp- ux ) wth Networ k
Backup apdiance &
EMC hw)
Image backup X (raw disk via v (Windows v( Sdanis v (Windows &
Oracle RMAN) only) & hp-ux ) unix)
Parallel v v v v
Streaming
Concurrency v(32 v(32 v(32 v (32

(multiplexing)
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HP: A Range Of Business Continuity
Solutions

fault-tolerant

disaster
7] tolerant
o solutions
= remote
QE) business critical rmirroring
2
o rapid backup
operational data
(RSP aekIBEa Sonsy Protection
solutions
days hours

minutes
recovery time
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Comparing Data Protection
using Zero DownTime Backup (ZDB)

vs. VSS

ZDB

VSS

what itis

array-based data mirroring

host-based data mirroring

disc storage
requirements

VA, XP, EVA, EMC
Symmetrix, HDS

any disc

OS requirements

HP-UX Windows 2003,
Windows NT, SUN Solaris

Windows 2003 only

software

VSS (included in Windows

requirements Business Copy Software 2003)
applications Oracle, Exchange, SQL, any VSS compliant
supported SAP application

snapshot mgmt

can manage up to 3
snapshots automatically

any storage supported
under VSS (having a VSS
snapshot provider)

backup mgmt

backup to tape via a
seperate server (application-
free backup)

backup to tape can impact
performance of application

recovery mgmt

recovery from tape or disc
(Instant Recowery)

recovery from tape

11/19/2003
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Drive

Requiresmnmumad 4 drives
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xp1024 architecture
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Backup to disk solutions

Tape format on disk
- Virtual tape
- Simple backup to disk support in tape backup product
- Advanced backup to disk support in tape backup products

Point in Time copies on disk

- Snapshot & mirroring on different levels
- FS, VM, SAN, Array
- Dedicated backup journals

Compare by Hash technology
- File by file based (PC backup technology)
- Network wide (Server backup technology)
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HP Tape Drives and
Autoloaders Positioning

S ng etape drives Aut d oader s
Unprecedented
Utrium460 performance
Utrium230 Matching the

SSL1016 SDLT320 Aud oader performance of
high-end network

SDLT 320 servers

Utrium215
Utrium230 1/ 8 Autd oader _
Meeting the needs

SDLT 220 of mid-range

performance
DAT 72 1 1 vs80 SSL1016 DLT1 Autd oader ggrvers

DLT 80
VS80 1/ 8 Aut d oader
A balance of cost,
speed and
DAT 40 DAT 40x60 Aut d oader capacity

DAT 24 Low ad min strati ve backups for custoners Office servers

requring aut omat ed tape chang ng where cost and
speed is an issue
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HP StorageWorks tape automation
positioning

ESL

Perf oomance

MSL series

Aut d oaders
/8 SSL1016

BuUS ness ernry

Capadty
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HP StorageWorks optical jukebox
positioning

1200/ 2200 nx

Perf oomance

300/ 600/ 700

BuUS ness ernry
- Perfed fo g

Capadty
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ISV Restore Positioning
Command Usage

= Veritas BackupExec

— Utilises locate block, then read through of data; however for
nested directories, will execute a locate block command for
each parent directory (e.g. 11 levels deep = 10 locate
commands)

= Veritas NetBackup

— Utilises combination of locate block and space to filemark
depending on whether multiplexed backup image. [Filemarks
separate multiplexed clients sessions on tape media]

— Tape format is in ‘tar’ (NBU essentially GNU tar underneath)

= HP Data Protector
— Space to filemark and read-through of unwanted data.

- Tape format uses filemarks to separate catalog and data
segments. Defaults to catalog every 2GB, however, if catalog
would be bigger than 12MB it's written (e.g. lots of small
files may cause more frequent writing of catalog segment).
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Application Restore
Performance

= Aim:

- Determine with three major ISV platforms whether there is a
fundamental difference in restore performance for a (common)
randomly selected set of files out of a reasonably sized backup
image

= Methodology:

— Tests run under Windows 2000 Server, same HBA, cable, disk
subsystem

- [Same media used for LTO drives]
— Create a dataset on two Cassini (VA7100) FC disk array spindles -

e Dataset was a total of 70GB (2*35) in size, of varying filesizes
from 64KB to 4MB of 2:1 compressible data, with an equal
number of files at each size increment

— Back this up to tape media then measure restore performance of
three individual sets out of whole tape media image for each
application and drive.

— Three restores run per application, per drive, to a clean disk array
LUN.
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Application restore result
format

Application noted, three lines per application used:
o 1st |ine per application:

All of a sub-tree from first LUN to be restored to a clean LUN
(7.2GB)

Physically located towards beginning of tape media
e 2nd |ine per application:

All of a second sub-tree from second LUN to be restored to a
clean LUN (0.23GB)

Physically located towards middle of media
o 3" |line per application:

All of a selection out of one directory from second LUN
(c.76MB, mixed file sizes) to a clean LUN (72.5MB)

Physically located towards end of media
Green background for fastest drive, red for the slowest of the three.
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Application Restore
Performance

HP CA
DataProtector rcServe2000

HP SCSI LTO2

O sec 3 min 18 sec

IBM SCSILTO2 8 min 2 sec min 27 sec 6 min 23 sec

1 min 41 sec 12 sec

ISDLT320
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Scenario 3 - Rapid Backup
(Serverless)

HSG80 with 4 10G Volumes ESL9000 with 8 SDLT 220

8 streans 9 mutaneoud .
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«352 GB/ Hr
40 %faster than fil e syste m Backup

11/19/2003

100
90
80
70
60
50
40
30
20
10

Backup Throughput (MB/s)

Test 1

Test 2

Test 3

Average

O Normal Backup

70.35

70.40

70.02

70.26

m 3PC Backup

97.31

98.01

97.39

97.57
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30%

25%

20%

15%

10%

5%

0%

Backup CPU Usage

Test 1

Test 2

Test 3

Average

O Normal Backup

26.22%

26.16%

25.42%

25.93%

m 3PC Backup

1.10%

0.47%

1.04%

0.87%
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A It hasjust beenre-named Rap d backup
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XCopy/Serverless/Direct/Rapid
Backup

At last an HP official name that describes what this
technique really achieves....RAPID BACKUP

- Bypasses Filesystems to enable rapid backup direct from
block level on disk to tape.

- Also enables server offloading for the application server -
increased hiﬁh performance availability of application whilst
backup is taking place.

- Makes sense that this technology is best offered as a proven
solution with close application integration

- Still requires a backup server for backup and restore control.
— unlikely there will ever be a rapid restore using this
technology.
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Certified EBS Rapid Backup

Solution
= Direct Backup Engine for ESL.:
— Enables backup directly from disk to tape HP Data Protector 5.Aor
— Bypasses application server, requiring no Oracle 9i  Veritas NetBackup 4.5
downtime
— Provides a high-performance backup
solution

— Restores are done through backup server
at normal speed

= HP’s Certified EBS Direct Backup Solution goes
beyond protocol-level support to deliver a
tested solution that works in the real world Rapid Backup
with:
— ESL tape libraries

— EVA or XP disk arrays
— HP Data Protector 5.1 or Veritas NetBackup

software 4.5
I 9 ESL 9322 EVA or XP
— Oracle 9i or ESL 9595
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