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N=83

Unsure (4%)

YES NA 77% EMEA 69%

Source HP NED 2003
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business contint "

Unsure (1%)

YES NA 63% EMEA 69%

Source HP NED 2003
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Exclusive dedicated back

Used for other purposes (63%

Other situation (2%)

Dedicated to back-up (35%

Dedi cated: NA 33% EMEA 39%

Source HP NED 2003
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Business continuity outsc

N=83

YES NA 21% EMEA 4%

Source HP NED 2003
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Best Practice

The difference between DR
and BC

What is your cost of downtime

It's a continuum
Separating RPO and RTO
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Continuity p
perspective

Ensures that an event doesn’t become
a disaster

Covers a broad spectrum of business and
technology issues

The key goal: required business process availability
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downtime %

I ndustry sect or Rev/ enp. hour

US$1, 010, 536 US$205.55

source META Goup

11/19/2003 HP World 2003 Solutions and Technology Conference & Expo page 12



What is your co HP WORLD)2003
downtime? |

Productivity

e Drec loss
o Nunber of enp oyees o Conpensa ay payments
| npact ed x hours out o Lost fu ue revenues
X bur dened hours - Bllingl osses
e Invest nent | osses

« Revenue recogniti on o Custoners

« Cashflow e Suppiers

e Lost dscounts (AP) e Anandd markets
o Paynent guararn ees « Banks

o« Oedtraing
e« Sock price

Busi ness partners

Tenporay enp oyees, equpnent rentd, overti me costs,
extra sh pp ng costs, travd expenses, ec.
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Separating downtime a

RTO (recovery time objective)

- How soon after an event does the
business process need to be
available?

- Not all business processes need
to be available at the same time.

RPO (recovery point objective)

- How much work in progress
can be lost?

- Not all work needs to be
recovered to the same time.
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Conti nuty

Dataloss (RPO)

Recovery
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Summary

Separate RTO and RPO.

Define where each business process falls on the
continuum.

|dentify goals before technology.
Understand the limitations of the chosen technology.
Follow best practices.

Become comfortable with using the technology—
practice, practice, practice.
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And above all

Ensure you have a tested,
functioning, up-to-date
business continuity or
disaster recovery plan.

And nowfa soneth ng
completdy differert...
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What cango w

The backup site is in Atlantic city; declaration is during
the Miss America pageant. (Hurricane Andrew)

The computer room is in the basement, and there’s
a fire in the building. (Bell Canada)

Will the generators be safe? Do you have a way
to refuel them? (Tropical Storm Allison)
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What can go wro

You power up the generators
and nothing happens.

You power up the generators
and the power surge blows
out your systems.

You power up the generators
and realize that your air
conditioning isn’t on backup
power.

Hint: exercise your plan
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March 18, 2003 — Power Failure at Kaiser Hospitals

Kaiser officials said a power failure affected its
computers. A six-hour glitch caused errors in up to
13,700 prescriptions. Kaiser assembled an army of
pharmacists, nurses and other employees to work over
the weekend, tracking every patient by phone, courier
and even home visits.

Source: Los Angeles Times, KGO TV
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What can go wrong?

June 9, 2001 — Tropical Storm Allison

The basements and ground floors of several Texas
Medical Center institutions housed critical diagnostic
equipment, medical research laboratories, electrical
infrastructure (including back-up power generators and
switchgear), and heating, ventilation, and air
conditioning (HVAC) equipment. The flooding quickly
severed electricity running underground through the
TMC. Many TMC facilities lost both primary and back-up
power, including Memorial Hermann Hospital, a Level
1trauma center.
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What can go wrong

In the early morning hours of June 9, more than 1,000
patients were evacuated from TMC hospital rooms and
iIntensive care units. Vehicular traffic in every direction
within the entire TMC was cut off for more than 9.5
hours, and the two Level 1 trauma centers in the TMC,
Memorial Hermann and Ben Taub General, lacked any
street access.

Nine of the 13 hospitals in the TMC were closed as a
result of flood damage. Damage estimates for the TMC
complex exceed $2.0 billion

Source: Risk Management Solutions
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“J.P. Morgan
" CrestCo

“ A large real time bank-owned EFTPOS system in the
UK
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J.P. Morgan Invest, LLC and

Chadl enges

maintain continuity for one of the largest
?heeﬁ-%scount online brokerage firms in
e U.S.

continue to meet sophisticated customer
expectations for real-time trade
confirmation

ensure disaster tolerance in the face of
these stringent customer requirements

Sd uions Ddivered

dual HP NonStop™ S74012 servers with
all disaster tolerant products

P implementation & business continuity
plan rehearsal services

Resut

11/19/2003

disaster recovery proof-of-concept
completed succéssfully start-to-finish in

just 42 days with demonstrated recovery

In less than 7 minutes

full production implementation complete
in less than 6 weeks after the proof-of-
concept

demonstrated success in critical element
|nI overall corporate business continuity
plan

HP World 2003 Solutions and Technology Conference & Expo
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“Working wth HP has been atrue
partnershp bahfa the Rrod d
Concept andfor the production

i nd ementaion. The HP NonS op
products are criticd toour recovery
oly ectives and HP servi ces exceeded
our expect aionsin neetingthe
productioni nplenentati on ol ecti ves.”

Robert Cine

VP o Technd ogy
JPM
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CRESTCo and H

Securities settlement UK/Ireland
Challenges

- business growth required application to move to multi-
system environment

- guarantee of no data loss in event of disaster

Solution

- customer re-designed application
- hp NonStop RDF added capabilities

Result
- support and protect growing applications

- typical recovery time is 10 minutes verses a requirement
of 30 minutes

11/19/2003 HP World 2003 Solutions and Technology Conference & Expo page 30



EFTPOS and

The largest on-line, real time bank-owned EFTPOS
system in the UK
Challenges

- 5 separate applications: 1 x authorization/capture, 4 x
auth only

- Needed to implement remote backup site
- ISV application not TMF-enabled

Solution

- customer implemented NonStop AutoTMF and NonStop
RDF
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EFTPOS and HP (cc

Result

- Controlled switch over in under 7 minutes

- ‘Crash’ switch in 1-5 minutes (!)

- Abillity to run some applications on each system

- Batch scheduler has several job suites. Each job does a
specific task. Run many jobs in parallel to minimize the
time to switch. The only manual involvement in the switch
procedure is deciding which type of switch to invoke.

- In addition to meeting their recovery needs, NonStop
AutoTMF significantly reduced the number of physical
database 1/Os to files, increasing overall system
performance

11/19/2003 HP World 2003 Solutions and Technology Conference & Expo page 32
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NonStop servers: fa
designed in, not bol

The key — a fully integrated stack

Hardware
- loosely coupled, shared nothing
- industry leading on-line expansion/replacement

Software
- operating system: optimized for OLTP and mixed work loads
- middleware: open standards hardened for fault tolerance
- database: industry leading on-line manageability
The result: an open system with common standards, and
uncommon advantages:
- unparalleled availability
- unmatched scalability
- absolute data integrity

11/19/2003 HP World 2003 Solutions and Technology Conference & Expo
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100 % aval alility
ol ecti ve

99.99% | BM Pardld Sys
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source Gartner 2001
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Integrated disaster to /'\
recovery products for HE WORLD 2003
server )

NonStop TMF
- The foundation for transaction integrity and data protection

NonStop AutoTMF

- Automatically invokes NonStop TMF protection for
nonaudited databases

NonStop RDF
- High-performance database replication

NonStop AutoSYNC
- Synchronizes nondatabase files

11/19/2003 HP World 2003 Solutions and Technology Conference & Expo page 36



What is NonStop T -

NonStop TMF is a fault-tolerant disk and transaction
manager that provides transaction atomicity and
database integrity.

- All database modifications are captured in the
NonStop TMF audit trail.

- Before and after images efficiently captured
- Guaranteed log of database changes

- Audit trail can be used to replicate and rebuild
the database

- If any part of the transaction fails, the entire
transaction fails.
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for an application?

Solutions an

NonStop TMF software is the foundation for any
24 x 7 IT operation

- Database reorganization, partition split‘merge/move, and backup
to disk or tape with zero application downtime

- Near-real-time replication to a backup system

Online database backup
- One block split can ruin your whole day
- Do you run tape retrieval and restore tests?

Recovery from accidental or intentional database modification

- Part or all of the database can be recovered to a point in time, including
to just before that “drop table” command

- Using third-party tools, accidentally deleted records can
be reinserted

11/19/2003 HP World 2003 Solutions and Technology Conference & Expo page 39



What is NonS

High-speed, low-latency database replication software
Peer-to-peer for NonStop servers only

Focused on disaster tolerance

Uses low-level system interfaces
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What is NonStop Autc HPWORLD2003
software? -

Whole file replication of

- NonStop SQL tables, audited and nonaudited structured files,
and unstructured files such as edit files, Pathway control and
configuration files, batch files, obey files, object files, BLOBs, TACL
macros, OSS files and directories, and partitioned files (including
volume remapping)

Synchronizes file sets between NonStop servers via Expand
or native TCP/IP

- TCP/IP allows the source and target systems to have same
node name/number

Easy to install and manage
- Completely automatic: “set it and forget it”
- Fault tolerant and highly reliable

- Triggers on the target system allow for automatic SQL compilation
and more
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What is NonSt
software?

Used for
Software distribution
System migration
Business continuity and disaster recovery

Complements NonStop RDF software and other
replication products

11/19/2003 HP World 2003 Solutions and Technology Conference & Expo
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" Useful URL
- http://www.hp.com/go/nonstopcontinuity

" Product manager for continuity products
- Ron LaPedis, +1 (408) 285 5987
- ron.lapedis@hp.com
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Remember th

To this day, the tornado-scarred Bank One tower in
Fort Worth, Texas, is still closed.

Lyt

apineny )
307100
i‘_mﬂ 1]

30 March 2000 10 February 2001
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