Linux and
OpenVMS
Interoperability

John Robert WisniewskKi
Senior Systems Architect
Hewlett Packard
Session # 2453
Room B403
8/15/03 8:00am

HP WODZOOS

Sulutuns and Technology Conference & Expo

|_:i Elsv
s




John Robert Wisniewski
Digital
Press

iy ” “|"|| I H" |H|II|I'|

Linux &
OpenVMS

H Interoperability
f Tricks for Old Dogs,
@ New Dogs and Hot Dogs
B with Open Systems

John Robert Wlsnlewskl

http://vmsone.com
John.wisniewski@hp.com

~

HP WORLD 2003

Solutionts and Techr ology Conference & Expo



http://vmsone.com/

The rest of the story fr —
Press HP WORLD'2003

and Technology Confer

Linux and OpenVMS Interoperability
Tricks for Old Dogs, New dogs, and Hot Dogs with Open Systems

ISBN 1-55558-267-2

Chpt1 Linux and OpenVMS Similarities, Differences, and Common
Features

Chpt2 Breaking into OpenVMS and Linux Systems
Chpt3 TCP/IP Networking between OpenVMS and Linux
Chpt4 OpenVMS and Linux Security

Chpt5 Linux and OpenVMS Xwindow interoperability
Chpt6 OpenVMS and Linux E-mail

Chpt7 OpenVMS Advanced Server and Linux SAMBA with Windows
Clients

Chpt8 Apache web server for OpenVMS and Linux
+Arpendix OpenVMS to:Linux Gampebdium.Qf.Qpen Source Tools:-) .5



—
HP WORLD 2003

Solutions and Technology C

\/’

11/17/2003 HP World 2003 Solutions and Technology Conference & Expo page 4



HP WORLD 003

Solutions and Technology Conference & Expo

TUX vs Albert

BATTLE OF THE 32-Bit MASCOTS
Figuring the Odds:
Penguins are almost chickens
Cats freeze to death in the Artic.
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TUX vs Vernon

Battle of 64-bit OS mascots
There is this natural relationship between
Sharks and Penguins enough said.
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OpenVMS and Linux
Together on the sa
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Solution

OpenVMS an

SIMILIARITIES

Rabid loyal installed base of users

Internet Ready

Standard Environments

Standard Protocols

Xwindows Not MS Windows

And both have a rabid, loyal installed base of users!
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OpenVMS an S—

DIFFERENCES

Vendor Maintained Vs Open Source
Scaling and Performance

Native File Systems

VMS / Unix design differences

VMS Clustering and Beowulf clusters
Rabid loyal installed base of Users
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OpenVM e

“AREAS OF INTEROPERABLITY
“File Exchange File Systems blending
“Terminal / CLI

" Emall

“ Xwindows
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OpenVMS and S

File Exchange File Systems blending
TCP/IP FTP
DECnet for Linux (and DECnet copy)
NFS (Network File System from the Unix world)
SAMBA (For VMS and Linux from the MS world)
Advanced Server (for VMS from the MS world)
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Terminal Interchange
Telnet VT Terminal support
Terminal sessions can control VMS and Linux Systems
Most Utilities work from a Command Line Interface
Shell languages are different (DCL/BASH)
Editors are different (EDT-TPU / VI — EMACS)
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Solution

OpenVMS an

Email
Both systems come with SMTP
NETscape/Mozilla are excellent Free Email Clients

nttp://www.bynari.com/ Bynari Systems of Dallas Texas
has Linux (Open Source) Exchange Clients and
Exchange Servers for use with Exchange Mail systems
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Conputer 1 Conmput er 2
Xwi ndows Xwi ndows
Server Server
Xwi ndows Xwi ndows
dient dient
Net wor k Net wor k
Pr ot ocol Pr ot ocol
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Config | Control | Status |

Metyarking
B Client tasks

l- Basic host information
Xwi ndows Mame server specification (DNS)
—+ Routing and gatesways
Set Defaults
Set other routes to networks

System Manageme nt Set other routes to hosts
Set routes to alternate local nets

Configure the routed daemon
F roma Me Nnu - Host name search path
— Metwork Information System (NI1S)
— P interface setup
B Server tasks
— Exported file systems (MFS)
— P aliases for vinwal hosts

Linux — Linuxconfig i

— Information about other hosts

— Information about other networks

VMS — TNT Agent d L Linuxconf network access

+F sars accounts
Gt File systems

InSightMgr XE Agent E;Eﬂ;zfi::jadn:nus services

it act'Changes Help
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OpenVMS and Li

Xwindows Application Example
Step 1 Authorize OpenVMS Xserver to display

With the xhost command on your Linux box controls who can write to your Xwindow Server
display.

xhost + allows every host in your network to send Xwindow displays to your screen
xhost - allow no one in your network to send Xwindow displays to your screen

xhost +nodename.com allows just “nodename.com” to send Xwindow displays to your
screen.

xhost with no arguments tells you who is authorized to send Xwindow displays to your
screen

Remember you can always block all Networked Xwindow Displays by typing “xhost —* on a
local Linux terminal window
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OpenVM

On your Lin

xhost +
telnet

[J==8 johnw @Inxone . vmsone.com: homefjohnw <3

:’5 File 3Sessions Options Help

HEWORLD-203

[ johrwElnxone johnwl$ xhost +vmsone,com
wmzone,com bheing added to accezs control list
[jobnwdlnxone jobrw]# telnet wmsone,com
Trying &b, &4 220,210, ..,

Connected to wmzones,.com,

Ezscape character iz '],

Helcome to OpenWMS {TM) Alpha Operating Suystem, Version VW7.2-1

l=zernams: wisniewski

Fassword:
* *
* RWELCOME TO OpenyMS W7 .2-1 *
* On wm=sone ,com *
- -
3 3
* Fememnber: The "Open" Prefix iz Always *
* Silent *
3 3

Last interactive login on Monday, Z21-MAY-Z2001 25:37:35,10

Last non-interactive login on Monday. 21-MAY-2001 23:39:22.40
3
¥ =zet displaysocreatesnode=lnyone , vnzone , condtransport=tcpip/zcresn=0
£ create/ternf

11/17/2003
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Solution

VORLD 2003

OpenVMS a

Xwindows then as you are logged into VMS window
$set display/create/node=Inxone.vmsone.com-
[transport=tcpip/ screen=0

11/17/2003 HP World 2003 Solutions and Technology Conference & Expo page 18
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“Xwindows VMS $SHOW DISPLAY

IWE==8 DECtenm 1 - B o

¥ show display

Device: wsa4: [superld
Mode: LMXOME , ¥MSOMNE, COM
Transport: TCRIF

Server: 0

Screen: 0

11/17/2003
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OpenVM

“Xwindows then as you are logged into VMS window
“$CREATE/TERM

11/17/2003 HP World 2003 Solutions and Technology Conference & Expo page 20



= johnw @Iinzone.vmsone.com: fhomefohnw <3»

Z File Sessions Options Help

(|

P

[jokrwBlexone jobrwl$ <host +vmsone,com
vmzone ,com being added to access control list
[jokrwBlexone jobrwl$ telhet vmsone,com
Trying Bb,6d,220,210, ..

Cornected to wmsone,com,

Fscape character iz '*]'.

MWelcome to OperMS (THM) Alpha Operating System. Version VW7 ,2-1

Lzernane: wisniewski
Pazzword:

* -

* HWELCOME TO OpeniMS V7,2-1 =

= On wmsone ,con *

* -

- -

0 -+ PRy . - | < | is Aluays *
-

File Edit Commands Options Print Help =

# | one Three

_%I T | Four

¥-2001 22:37135,10
1-HAY-2001 23139122 .40

) P 08

A

A

Jtransport=tcopip/screen=0

[

HP WORLD’2003

~nference & Expo

11:50PM

Jun 14
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Xwindows & VMS Applications
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=28 johnw i@inxone. vymsone.com: fhomefjohnw <2 B X
E File Sessions Options Help
£ dir sysfzystemidecu* j
Directory SYS$COMMON :[SYSEXE]
DECH#BOOKREEADER ,EXE 1 DECH$CALC ,EXE :1 DECH#CALEMDAR ,EXE 2 1
DECH#CARDF ILER ,EXE 1 DECH$CEI.EXE 1 DECH#CLOCK ,EXE 21
DECH#DWT_DECHET ,EXE*1 DECH#DWT_FOMT_DAEMON ,EHE 1
DECH#OWT_STARTATORIVER .EXE 1 DECH#EHDSESSTION ,EHE £ 1
DECH$FOMTCOMPILER ,EXE 21 DECH$MAIL ,EXHE 21
DECH#MESSAGEPAMEL LEXE 21 DECK$MHM  EXE 21
DECH$MWM_OVERLAY ,EHE £ 1 DECH$MHOTEPAD ,EXE 1  DECH#PAINT.EXE:1
DECH#PAUSESESSION EXE 21 DECH#PRIMTSCREEN EXE£1
DECH#PULALE ,EXE 21 DECW$REIMIT,EXE:1  DECW#SERVEE_GUBEM,EXE ;1
DECH#SERVER_MAIN.EHE 1 DECH#SERVER_PVEM EXE 2
DECW$SESSI0ON EXE 1 DECKW#SETSHODISEXE:1
DECH#STARTLOGIN EXE 1 DECH#TABELET ,EXE:1  DECW#TERMIMAL ,EXE:1
DECH#TERMIMAL _CREATE ,EHE X1 DECH#JILMOTIF EXE:L
DECH#WATITFORSH EXE 21 DECH$WIMMGE ,EXE 21 DECKH#WML EXE:L
DECH#WSCUST ,EXE21  DECW#WSIMIT.EXE:1  DECHW#$HFS,EXE:1
Total of A7 tiles, |
1172ls i |
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OpenVMS and Li

Xwindows Summary
Set Linux Xwindow write security Xhost +
Login to VMS
On VMS system
$set display/create
run application or create terminal e.g.
$run sys$system:decw$clock
$create/term
Have fun redisplaying VMS Xwindows
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Break into Li

Linux / Redhat Root Password change

1) Have physical access to the Linux system

2) boot Redhat Linux CDrom distribution disk 1
3) type in "linux rescue™ as the boot choice

4) choose English (or your local language)
US Keyboard (or your local varient)

MESSAGES:

running anaconda -- please wait ...

5) Choose "Continue" when asked to mount your linux installation
(don't chose "read-only")

MESSAGES:

Searching for Redhat Installation...

Your image has been mounted under
/mnt/sysimage/

11/17/2003 HP World 2003 Solutions and Technology Conference & Expo page 24
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Break in

“  6) Enter a return to get a shell "Ok"

“  Prompt
% sh-2.05a#

“ 7) Change root to the mounted file system
“  sh-2.05a# chroot /mnt/sysimage

“  8) change root password

sh-2.05a# passwd root

New Password:Welcome1 (not echoed)

Retype new password:Welcome1 (not echoed)
passwd: all authentication tokens updated successfully

“  9)Exit the shell and shutdown the system
“  sh-2.05a# exit

“ 10) remove the Redhat Install CDrom and reboot from the Hard drive.
" The Root Password will now be Welcome1

“  When the linux system reboots login as root.

“  Congratulations, you've just broken into a Linux System!

11/17/2003 HP World 2003 Solutions and Technology Conference & Expo page 25
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Breaking into

1) Have physical access to the OpenVMS
system

2) Reboot / Hault the boot process éfind
the reset button on your Alpha) an

. >f|>n>d yourself at a three chevron prompt

3&For most Alphas boot with the
"Conversational Boot" Flag set

>>>phoot -flag 0,1 (!0 refers to the cluster
;_jsyst)em software" directory you want to boot
rom

4) At the "SYSBOOT>" prompt you can
change any VMS SYSGEN PARAMETERS
BEFORE THE SYSTEM RUNS!

11/17/2003 HP World 2003 Solutions and Technology Conference & Expo page 26
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File and

“SMB Disk Sharing, Not just for Windows Anymore

“SAMBA for OpenVMS and Linux

“Advanced Server for VMS (from VMS Engineering)
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What i e

sam-ba (sam’ ba) n.
1.A Brazilian ballroom dance of African origin.

2.Music 1n 4/4 time for performing this dance.
3.An OpenSource SMB server
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One more

Just what in the heck is Samba:

Open Source (under the GNU License) SMB Server
for Linux, VMS, and Unix.

Windows File and Print Services for non MS
Operating Systems

11/17/2003 HP World 2003 Solutions and Technology Conference & Expo page 30
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For the recent

SAMBA is a free implementation of an SMB (Server Message
Block Protocol)

Windows PCs utilize SMB Protocols (recently renamed by Bill and
Company to CIFS (Common Internet File System) to access

remote file systems and printers.

These resources are also known as shares or services in
Bill speak.
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Samba’s Featu

1) Act as a NetBIOS nameserver

2) Participate in NetBIOS browsing and browse master elections

3) Act as an SMB client and access shares or printers on other
SMB servers

4) Backup local SMB shares to remote SMB shares

9) A CLI for limited remote administration for WNT servers
and other SAMBA servers.

6) Be a Domain Controller for Windows 9x, and WFW clients.
(Work is underway for NT 3.51/4.0 Domain Control too!)

11/17/2003 HP World 2003 Solutions and Technology Conference & Expo page 32



So what do you d
Samba?

1) Replace a WNT file/print server and save the license
cost

2) Provide a gateway for synchronizing Linux and
Windows Passwords.

3) Act as a single “Home Directory” server Linux and
Windows home directories exist in a common space

4) Act as a print gateway between Linux and PC
networked printers

5) Allow Linux machines to access Window based file
shares.

11/17/2003 HP World 2003 Solutions and Technology Conference & Expo page 33



Where Can I ¢ | g

Http://www.samba.org/
-- The SAMBA homepage for Linux

http://ifn03.ifn.ing.tu-bs.de/ifn/sonst/samba-vms.html
-- The Samba OpenVMS Hompage

The CD in the back of one of those expensive Barnes
and Noble Computer books...
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Configuring Samba

 DEervice Co r'rr'l'!:_q uration

File  Actions Edit Runlevel Help

T O I N € B v

oave Cancel Exit atart Stop Restad

Currently Running in Runlevel: a Editing Runlevel: 3

=tart at Boot] Services Ei
- P
= FSYNC
sendmail
[] SEIVErS
[] services
s0ji_fam |
N A

atarts and stops the Samba smbd and nimbd daemons used to provide SMEB network services.

11/17/2003 HP World 2003 Solutions and Technology Conference & Expo page 35



Step 2 add Aut
Systems

rootE In=one:detclsamba

File Edit Settings Help

HP WORLD -2003

Solutions and Technology Conference & Expo

[root@lnxone samnba]# pud

Jetc/zanba
[root@ln«one samba]# 1=
lnhostsz MACHIME .SID secretz.tdb swb.conf smbusers

[root@ln=one samba]# cat lmhosts
127.,0,0,1 localhost

Bo,64 220,210 vmsone

Ao.B4 220,211 wizsmule

Bo,.B4 220,215 wintermute
[Foot@lnxone samba]# |}

=

11/17/2003 HP World 2003 Solutions and Technology Conference & Expo
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Step 3 add SMB use
Linux Unsers)
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rootE In=one:detclsamba

File Edit Settings Help

[root@lnxone samnba]# pud

Jetc/zanba

[root@ln«one samba]# 1=

Imhosts MACHIME.SID secrets.tdb swh,conf  swbusers
[root@ln=one samba]# cat lmhosts

127 ,0,0,1 localhost

BD.04 220,210  vmsone

Bo.Rd 220,211 wizsmule

Ro.R4 220,215 wintermute
[root@ln=one samba 4

[root@ln=one samba# cat smbusers

# Unix name = SME_namel SME _namel ...
root = administrator admin

nobody = guest poguest smbguest

Johrw Johnw

steves = steves

Jennaw Jennaw

smb_pub = =mb_pub

[Foot@lnxone samba]# |

11/17/2003 HP World 2003 Solutions and Technology Conference & Expo
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Step 4 Edit the smb.

| gEE—iit = t.-"EtE:.-":E: ambassmb.co r'|.T]

File  Edit 3Search Plugins Seftings Documents  Help

S @YX G v e W

Mew Open Save Close Print  Undo Redo  Cut Copy Paste  Find  Esit

smhb.canf

This is the main Samba configuration file., ¥You should read the -
smb. conf (5) maruwal page i1n order to wnderstand the options listed

here. Samba has a huge number of configqurable options (perhaps too
many!) most of which are not shown in this example

Bny line which starts with a ; (semi-colon) or a # (hash)

1s a comment and is i1gnored. In this example we will use a #
for commentrcy and a ; for parts of the config file that youn
may wish to enable

NOTE : Whenewver you modify this file wou should run the command "testpacm”
to check that wou hawve not made any basic syntactic errors.

LR EEE EEEEEEEE T

e e e e e e e e e e e e e e Gl':l]:la.l Settlngﬁ T A T A

# worlkgroup NT-Domain-Name or Workgroup-Name
' wakl

server string is the equiwvalent of the NT Description field

T TrTrTTT
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Smb.conf (cont)

| gEE—iit = t.-"EtE:.-":E: ambassmb.co r'|.T]

File  Edit 3Search Plugins Seftings Documents  Help

5 @ @ X &G 5 o e B W G | -

Mew Open Save Close Print  Undo Redo  Cut Copy Paste  Find  Esit

smhb.canf

for commentrcy and = ; for parts of the config file that you -
may wish to enable |

o
b
b
# NOTE: Whenewver wou modify this file wou should run the command "testpacm"”
# to check that vou hawve not made any basic syntactic errors.

o

#======================= Glﬂhal Settlngﬁ S S S CSCSCSCSCSCSESEESESEEEEEE=E=E=E=E=E=E=E=======
¢ workgroup = NT-Domain-Name or Workgroup-Name

workgroup = wski

 server string 1s the equivalent of the NT Description field

This option i1s important for security. It allows wou to restrickt
connections to machines which are on wvour local network. The
following example restricts access to two C class networks and
the "loopback" interface. For more examples of the syntax see
the smb. conf man page

- - - = - - - - - - -

b
o
e
b
b
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Smb.conf (cont)

| gEE—iit = t.-"EtE:.-":E: ambassmb.co r'|.T]

File  Edit 3Search Plugins Seftings Documents  Help

5 @ @ X &G 5 o e B W G | -

Mew Open Save Close Print  Undo Redo  Cut Copy Paste  Find  Esit
smh.n:u:unfl
[glohal] - E‘I
# workgroup = NT-Domain-MName or Workgroup-Name |

workgroup = wski

+

server string 1s the equiwvalent of the NT Description field
server string = I can't say 1f i1t's LINUX sircl

# This option 1s important for security. It allows ywou to restrict
¢ connections to machines which are on wour local network. The

# following example restricts access to two C class networks and
# the "loopback" interface. For more examples of the syntax see

b

the smb. conf man page
hosts allow = 182, 168.1. 192 1658.2. 127,

hosts allow = B5. 64, 220, 210 6L, 64 220 211 65, 64 220, 212 b5, 6d, 220, 213 127,

# 1f wou want to aubomatically load wour printer list rather
# than setting them vp individually then you'll need this
printcap name Jetc/printcap

load printers vEeS ,H
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Step 5 create/add t
smbpasswd file

[ root@ Inxonesetcrsamba

File Edit Settings Help

HP WORLD»2003
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[root@lnxone samnba]# pud

Jetc/zanba

[root@ln«one samba]# 1=

Imhosts MACHIME.SID secrets.tdb swh,conf  swbusers
[root@ln=one samba]# cat lmhosts

127 ,0,0,1 localhost

BD.04 220,210  vmsone

Bo.Rd 220,211 wizsmule

Ro.R4 220,215 wintermute
[root@ln=one samba 4

[root@ln=one samba# cat smbusers

# Unix name = SME_namel SME _namel ...
root = administrator admin

nobody = guest poguest smbguest

Johrw Johnw

steves = steves

Jennaw Jennaw

smb_pub = =mb_pub

[root@lnxone =amba]#

[root@lnxone =amnba 4

[Foot@lnxone samba |# =wbpazswd -a jobnwl

11/17/2003 HP World 2003 Solutions and Technology Conference & Expo
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Smbpasswd (co

rootE In=one:detclsamba

File Edit Settings Help

HP WORLD -2003
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[root@lnxone samnba]# pud

Jetc/zanba

[root@ln«one samba]# 1=

Imhosts MACHIME.SID secrets.tdb swh,conf  swbusers
[root@ln=one samba]# cat lmhosts

127 ,0,0,1 localhost

BD.04 220,210  vmsone

Bo.Rd 220,211 wizsmule

Ro.R4 220,215 wintermute
[root@ln=one samba 4

[root@ln=one samba# cat smbusers

# Unix name = SME_namel SME _namel ...
root = administrator admin

nobody = guest poguest smbguest

Johrw Johnw

steves = steves

Jennaw Jennaw

smb_pub = =mb_pub

[root@lnxone =amba]#

[root@lnxone =amnba 4

[root@lnxone samnba]# swbpasswd -a johow
Mew SHE password:|

11/17/2003 HP World 2003 Solutions and Technology Conference & Expo
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smbpasswd (co

rootE In=one:detclsamba

File Edit Settings Help

HP WORLD -2003
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[root@lnxone samnba]# pud

Jetc/zanba

[root@ln«one samba]# 1=

Imhosts MACHIME.SID secrets.tdb swh,conf  swbusers
[root@ln=one samba]# cat lmhosts

127 ,0,0,1 localhost

BD.04 220,210  vmsone

Bo.Rd 220,211 wizsmule

Ro.R4 220,215 wintermute
[root@ln=one samba 4

[root@ln=one samba# cat smbusers

# Unix name = SME_namel SME _namel ...
root = administrator admin

nobody = guest poguest smbguest

Johrw Johnw

steves = steves

Jennaw Jennaw

smb_pub = =mb_pub

[root@lnxone =amba]#

[root@lnxone =amnba 4

[root@lnxone samnba]# swbpasswd -a johow
HNew SME passwords:

Retype new SME password:|

11/17/2003 HP World 2003 Solutions and Technology Conference & Expo
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Smbpasswd (co

rootE In=one:detclsamba

File Edit Settings Help

HP WORLD »2003
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[root@ln«one samba]# 1=

Imhosts MACHIME.SID secrets.tdb  swbhb,.conf swhusers
[root@lnxone =amnbal# cat lmhosts

127 ,0,0,1 localhost

Bo.6d 220,210  vmsone

Bo.bd 220,211 wizsmule

bo,.bd 220,218 wintermute
[root@ln=one samba |4

[root@ln=one samba |# cat smbusers

# Unix name = SME namel SME name2 ..
root = administrator admin

nobody = guest poguest smbguest

Johinw Johnw

steves = steves

Jennaw Jennauw

smb_pub = =mb_pub

[root@lnxone samba]#

[root@lnxone samba]#

[root@lnxone =amba]# snbpasswd -a johnw
Few SME password:

Fetype new SME password:

unable to open passdb databaze,

Acded user Jjobnw,

[Foot@lnxone samba]d |
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Step 6 start your a HPWQRLDZOQ,Q
and check |

| rootiE inxonesetcisamba

File Edit Settings Help

nobody = guest poguest smbguest b=
Johnw = Jjohnw
steves = steves
Jennaw = Jjennaw

=mb_pub = =mb_pub

[root@ln=one samba 4

[root@ln=one samba 4

[root@ln=one samba |# smbpasswd -3 jobnw
New SME password:

Fetype new SME password:

unable to open passdb databasze,

Added user johnw,

[root@lnxone samba ]#

[root@lnxone samba ] #

[root@lnxone samba]# =mbd

[root@lnxone samba]# nmbd

[root@lnxone samba]#

[root@lnxone samba]# ps -ef | grep =smb

oot 1011 1 0 19:10 7% Q0000 smbd =D

oot 3118 28897 0 20:03 pt=ss0 Q200200 grepn smb

[root@ln«one samba]# ps -ef | grep nmb

oot 1016 1 0 19:10 % Q200300 pmbd -0

oot J120 2597 0 20:03 pt=s/0 Q20000 grep nmkb i
[Foot@lnxone samba]d | Rd
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Samba does run on OpenVMS and it’s Free

Advanced Server runs on OpenVMS and it Costs.

What do | look like | was born yesterday?
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OpenVMS Advanced

Advanced Server Source Code is sold/bartered/aquired
by legal contract between Microsoft and HP/OpenVMS

engineering.

OpenVMS engineering builds, tests, and integrates
Advanced Server with the goal of FULL compatibility with
the Windows Servers.

It's fully supported from Colorado and VMS engineering
It does cost money for the license fee.

Advanced Server is not part of the OpenVMS Hobbyist
Program — Perhaps you should ask?
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Top 7 Reasons (abridged N
chose OpenVMS Advance« HP WORLD 2003
over Samba

Solutions and Technology Confere

AS is commercial software with full support from HP

AS is updated regularly, SAMBA on VMS is updated...
Less so

AS can participate in an NT 4.0 or Windows 2000
security domain (Samba is looking for Win2k support
soon)

AS can be a Primary Domain Controller, Backup
Domain Controller or a member server in the new security
domain for Windows

AS is licensed like the MS Windows Advanced Server
products (oh wait that's another reason to use SAMBA)

AS and Samba means never having to say you are sorry
to Bill again.
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Summary Advanced Server vs .

HP WORLD'2003
Samba : | g

Both have File and Print Service

Both can sync passwords and home directories with
multiple OS clients

Both can be a Master Browser
Both can provide WINS support

Advanced Server fully integrates with the OpenVMS
registry and integrates fully into all MS security domains

SAMBA is free under licenses from GNU

Go forth and share disks and printers...
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TCP/IP between
OpenVMS

Both VMS and Linux support the TCP/IP standard
interfaces for process / application communications.

Telnet, FTP, Xwindows, RSH, REXEC

Solutions an

USE of Known Ports

These give great flexibility.. There is also almost no
privacy.

Repeat the mantra: Crypto, Crypto, and then
Encryption...
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OpenSSL for OpenVMS
http://www.openvms.compag.com

OpenSSL for Linux Standard with RedHat Distribution
or http://www.openssl.org/

Stunnel for OpenVMS 7.3-1 Open Source CDrom
Stunnel for Linux http://www.stunnel.org/

OpenVMS SSH Process Software or OpenVMS Early
Adopter Kit available this Fall.

SSH for Linux is available with the RedHat Distribution.
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Installing SSL and Stunnel on
OpenVMS

: root@In<one:~

File Edit Settings Help

The following product has been selected:
CPE AXPYMS S5 V1,0-A Layered Product [Installed]

Do you want to continue? [YES] yes
Conf iguration phasze =starting ...

You will be asked to choose options, if any, for each selected product and for
any products that may be installed to satisfy software dependency reguiremsents.

CPE AXPYMS S50 W1,0-A: S50 for OpenVMS Alpha V1,0-A (Based on OpenSsL 0,9.6B),
{c) Compag Computer Corporation 2002, All rights reserved,

Do you want the defaults for all optionsT [YES] yes

Do you want to review the optionsT [MHO]

Execution phase starting ...

The following procduct will be installed to destination:
CPE ARPYMS S50 W1,0-A DISKFVMS0FEL: [WHEFCOMMOM , ]

Portion done: 0%, .,.10%,..20%,,.3020
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: root@In<one:~

File Edit Settings Help
Portion done: O, ,.10%, .. 20%,,.30%, .. 40%, ,.50%, . 608, .. 70%, . 80%, .. 90%, ., 1002

The following product has been installed:
CPE AXPYMS S50 V1,0-A Layered Product

TPCSI-I-IVPEXECUTE, executing test procedure for CPE AAPYHMS SS5L NM1,0-A ..
tPCSI-I-IVPSUCCESS, test procedure completed successfully

CPE AXPYMS S50 V1,0-A: 550 for OpenvMs Alpha Y1.0-A (Based on OpenSsSL 0,9,6E),

Inzert the following lines in SYSFMAMAGER :SYSTRRTUP_VMS,COM:

Bzysi=ztartupisslistartup,.con
Inzert the following lines in SYS3IHMANAGER :5YSHUTDLWM ,COM 3

Bzysd=tartupiss1ldshutdown,com
There are post installation activities that need to be performed,

Thiz includes things like defining logical names and rounning SSL3IUTILS,COM
to define =zome foreign symbols, and running the IMP it it was not done

az part of the installation., ERefer to the Belease Notesz for more
information about activities that should be performed once the installation
has finished,

aol has created the following dirFrectory structure in
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: root@In<one:~

File Edit Settings Help

haz finizhed,

[S5L] -
[SSLLALPHA_EXE] -
[S5L,COM] -

(S50, DEMOCA] -

55l DEMOCH,CERTS] -
S50, DEMOCA ,COMF] -
=50 DEMOCA,CRL] -

S5l DEMOCA,PRIVATE] -
Sol, INCLUDE] -

S5l TEST] -

to define zome forelign symbols, and running the INVP if it was not done
az part of the installation., Refer to the Release Notesz for more
information about activities that should be performed once the installation

S5L has created the following directory structure in
PCSIFDESTIMATION, which defaults to SYS3SYSDEVICE :[WMSICOMMOM] 3

Top-level S55L directory

Contains the images for the Alpha platform.
Directory to hold the warious command procedures,
Directory structure to demo S5L's CA features
Directory to hold the certificates and keys
Contains the configuration files,

Contains revoked certificates and CEL=s

Directory for private keys and random data,
Containz the C Header {,H) files,

Contains the files uwsed during the IVP.

Fefer to SYSIHELP :55LO010A,EELEASE_HOTES for more information,
@SYSESTARTURP tS5LFSTARTURP .COM should be run at system startup,
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SSL Installation completed

: root@In<one:~

File Edit Settings Help

F show logicalfsystem ssl#
(LHM$SYSTEM TRELE )

"SELICERTS" = "S5L3R00OT: [DEMOCAH.CERTS]"

"SSLICOM" = "SSLIROO0T:[COM]"

"SELICONF" = "SELFRO0T: [DEMOCA,CONF 1"

"SELICREL" = "SSL3R0O0T: [DEMOCAH,CRL]"

"SSLIEKE" = "SSL3ROO0T: [ALPHA_EXE]"

"SSLFINCLUDE" = "S5L3RO0T:[INCLUDE]"

"SSLIKEY" = "SSL3RO0T:[DEMOCAH,CERTS]"
"SELIPRIVATE" = "SSLIROOT: [DEMOCA ,PRIVATE]"
"SELIRO0T" = "WMSONEIDKCEO0 : [SYS0, SYSCOMMON 55, 1"

(LHM3SYSCLUSTER_TRBLE )
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Edit systartup_vms.com file
for SSL

: root@ | none:~
File Edit 3>ettings Help

3!

3!

! Remove the comment delimiter (313 from the following line to have
F! Monitor run with TCPAIP,

3

3 @5YSFSTARTUP tVYPHESTARTUR , COM

3!

3!

%! Remove the comment delimiter (%!) from the following line to start
3! FPC =ervices,

3!

313 @EYSFSTARTURP :DCEFEPC_STRETUR .COM

BEuffer: SYSTRARTUP WMS,COM Inzert Foruwarc

424 lines read from file SYSFCOMMOM:[SYSMGR]SYSTRRTUP_VME ,COM;3
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Restore VMS STUNNEL kit

: root@In<one:~

File Edit Settings Help

i
i
i
3
3
3
3
3
3
3
3
3
3

$ create/dir ==1%root:[stunnel]
3 dir

Directory SYS$SYSDEVICE : [TEMP]

CPE-AXPYME-55L -V0100-/A-1,PC5I51 FEADME . THT; 1 README_WVM=, THTs 1
SMILEY _JRW_STUMMEL 082302, TET; 1 s TUNMEL -3_2%2 BCK; 1

Total of 5 file=,
% ﬁa:kup stunnel-3_22 . bck/save ssldroot:[stunnel, .. ]+, *
3
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Start the SSL certificate tool

: root@In<one:~

File Edit Settings Help

3 create/dir ssldroot:[stunnel]
3 dir

Directory SYS35YSDEWICE: [TEMP]

CPE-AXPYME-55L -V0100-A-1,PC5T; 1 FEADME , THT; 1 README _WM=, THTs1
SMILEY JRM_STUNHEL 082302, THT; 1 S TUMHEL -5_2% BCK; 1

Total of 5 file=,

$ backup stunnel-3 22 .bck/save s=13root:[stunnel, .. ]x.%
% =et def ==1¥rooti[com]

F dir s==l%cert tool.com

Directory SSLER0O0T: [COM]
S=L3CERT _TOOL ,COM; 1

Total of 1 file,
3 Bzzl3cert tool.conl
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From the SSL menu chose 5

: root@In<one:~

File Edit Settings Help

mal Certificate Tool
Main Manu

View a Certificate

Yiew 3 Certificate Signing Feguest

Create 3 Certificate Signing Feguest

Create a Self-Signed Certificate

Create a CA (Certification Authority) Certificate
nign a8 Certificate Signing Feguest

Hash Certificates

Hash Certificate Rewocations

Exit

LI B ]

L]

LI B ]

f.:IDCI"-JI:I"I‘II'.'I'I-hI'.rJh.'II-h

L]

Erter Option: |
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Enter Answers to Create CA

: root@In<one:~

File Edit Settings Help

ool Certificate Tool
Create Certification Authority

FEM Paz=s Phraze 7 []

Confirm PEM Paszs Phrasze 7 []

Encruption Bits 7 [1024]

Default Days 7 [1825]

CA certificate Key File 7 [S5L3RO00T:[DEMOCA.CERTS ]SERVER _CALKEY]
CA certificate File 7 [SSL3R0OO0T:[DEMOCA,CERTS]SERVER _CA.CRT]
Country Mame 7 [US]

Organization Hame 7 [Defcon-vmz]

Organization Unit Hame 7 [] dfwlug

Common Mame 7 [CA Authority]

Display the CA certificate 7 [HN]

11/17/2003 HP World 2003 Solutions and Technology Conference & Expo



Next chose Create Cert
Request

: root@In<one:~

File Edit Settings Help

ool Certificate Tool
Creste Certificste Reguest

Encrupt Private key 7 [H]

Encruption Bits 7 [1024]

Certificate key File 7 [SSL3R0O0T:[DEMOCH,CERTS]SERVER KEY ]
Certificate Reguest File 7 [S5L3R00T:[DEMOCA.CERTS]SERVER .CSR]
Country Mame 7 [US]

State or Province Hame 7 [texas]

City Hame 7 [mesoguite]

Organization Hame 7 [defcon-vmz]

Organization Unit Hame 7 [] dfwlug

Common Mame 7 [vmsone,vmsone,con

Email Addres=s 7 [system@vmsone,vmsone,con ]

Display the Certificate 7 [N] B
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Last Sign the Certificate

: root@In<one:~

File Edit Settings Help

mal Certificate Tool
Main Manu

View a Certificate

Yiew 3 Certificate Signing Feguest

Create 3 Certificate Signing Feguest

Create a Self-Signed Certificate

Create a CA (Certification Authority) Certificate
nign a8 Certificate Signing Feguest

Hash Certificates

Hash Certificate Rewocations

Exit

LI B ]

L]

LI B ]

f.:IDCI"-JI:I"I‘II'.'I'I-hI'.rJh.'II-h

L]

Frter Option: G
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: root@In<one:~

File Edit Settings Help

ool Certificate Tool
Hign Certificste Feousst

CA Certificate File 7 [SSL3RO0T:[DEMOCA,CERTS]SERVER_CALCRT]

CA Certificate Key File 7 [SSL3RO0T: [DEMOCA,CERTS]SERVER_CALKEY]
Certificate Reguest File 7 [SS5L3CSHE:SERVER.CSR]

Signed Certificate File 7 [SSL3CRT:SIGHED,CRT]

Default Days 7 [365]

FEM Pass Phrase 7 []

Display the Certificate 7 [N] B
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SSL Certificate Finished!

: root@In<one:~

File Edit Settings Help

mal Certificate Tool
Main Manu

View a Certificate

Yiew 3 Certificate Signing Feguest

Create 3 Certificate Signing Feguest

Create a Self-Signed Certificate

Create a CA (Certification Authority) Certificate
nign a8 Certificate Signing Feguest

Hash Certificates

Hash Certificate Rewocations

Exit

LI B ]

L]

LI B ]

f.:IDCI"-JI:I"I‘II'.'I'I-hI'.rJh.'II-h

L]

Frter Option: S
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Now let’s configure the
Stunnel software

: root@In<one:~

File Edit Settings Help

i
i
i
3
3
3
3
3
3
3
3
3
3
3
3

% =zet def ==1%root:[stunnel]
3 dir

Directory SSLFR0O0T: [STUNNEL]
STUNMEL -5_22 . DIR;1  STUNMEL .PEM; 1

Total of 2 ftile=,
3 1
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Set permission for Stunnel
PEM file

: root@In<one:~

File Edit Settings Help

i
i
i
3
3
3
3
3
3
3
3
3
3
3
3

£
i
=-
5

Directory SSLFR0O0T: [STUNNEL]
STUNMEL -3_22 . DIR;1  STUNMEL .PEM; 1
Total of 2 file=,

% zet securityfprotection=(G,l) stunnel.pen

3 1
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View Stunnel PEM file

: root@In<one:~

File Edit Settings Help

BEEGIM CERTIFICATE
MIICCOCCARGzAW IEAz IBADANESk ghlk 1GSwOBRREF ADERME = wCH YDVEEGE wIVLZET
MEEGALUECHMERGY mY 290l X S tozEVMEMGA IUEA=MMEOE oAV DaGEya s EaME S wDR YD
VEELE wZk Snd=dlcwHheNHMD IwiD TAaMDAzNzE4 hcHMDcwlD I2MDAzNzEA W jEEME =W
CRYDVABGE wIVUzETMEEGA LUECHMERGY mY29ulk s tozEVMEMGA LTLER=MMEOE 2 B4V 0
A9yaAREMEEwDE YIVERLE wlk Sndsdllcwg SawDE Y Jkof ThycHAREEEEAD YORM IGJS
AoGEALoF Dhp 1fMufPESwxassMERORzh A F ZIUNVMESF OBV -M<E TGO WDyl lalnwZ7 +F 1
kHwZLD B I0aHk ACH=HNEw=s6 TiRUS F JAD++CEFP JrdP 7 HuJuskyZ 1k ESERERNAR jn
=teE L Y wMEt idkuguMg ifpallepOuegSdt L LxwsDY JCddvYAeMERRE wDE Y JEos I
hveHAREERDAD: YEAPCUDT flg 19p AUSERGEYNocCOBSEL JAF yo 7 LIwTHeR 3K0=e32F
TyO=sarey<Hl7AL1PELDUNAEGECCY soRE2+4DMz jAr0PHD=GE o 7 <zPOY R 1 2ok eVP.INS
kY ilagZMTox+Hf TV L UzFrTe5eBzEAMAkY gert0pstd 5 UMP 10Bo TYHEAND ==

EHD CERTIFICATE

EBEGIM R=A PRIMATE KEY
Proc-Type: 4,EHNCEYPTED
DEE-Info: DES-EDE3-CEC,09RZ19EASSSYTFEES

w8 Toy+0ghdF D+HF b iEK Wp YGod wnZ TgpRe 2 jlotoTvhcOut T1IHLrhOTERZ A duSa0p0U

k1 TOKAggd=sREa jyth+EV=<OaugHals L+ IbHI 4K prkA THo muEydUppg U055 F kbbb 15M

SEzazwdMB00Aalncdts IDAOS 120pGEEKET iV dselBHbGoyd Le 09+ 10K wolL 5Jd7 k=1

B juf Yo i I9%3 mhPop IHo Iz my =z BExvdby 1 wAHE ISk uxusHNeDeho YazySF e 7RDR

S loZgnkkE ik el Y12 lup+tcAe I90F 1YFrEP 1sHDEpE Joc i irR0hPed BSF DRk

OcJPKEIZLWEE juphiwF /AARSKWZECGDZwl 15ASLY ipH+zSk IhEazBhEcJo Y vokog
ez RETURN to continue
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Copy
Stunnel_startup_server.com

root@Inxone:~

File Edit Settings Help

3 =et def ==l3root:[stunnel]
F dir

Directory SSLIR0O0T: [STUNMMEL ]

STUMHEL-2_2% DIR:;1  STUNMEL ,PEM; 1

Total of 2 file=,

3 copy ==13%root: [Stunﬂel stunnel-3_ 22, vn=s]stunnel .exe s=13root: [stunnel ], :
$ copy ==l¥root:[=tunnel.stunnel-3 22, vns]stunnel _startup _server,com s=13root: [S
tunnel ], ® -
3 dir

Directory SSLFR0O0T: [STUNNEL]

STUMMEL -a_22 ,DIR;1  STUMMEL JEXE;1 STUMMEL LPEM; 1
S TUHNEL _STARTUP_SERVER ,COM; 1

Total of 4 tile=,
3 1
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root@Inxone:~

File Edit Settings Help

Edit thiz command procedure file fto run Stunnel in your environment

AJTHOR : Taka Shinagawa, OpenWMs Security
{takaaki,=shinagawalhp,com)

DATE: June 2, 2002
$'#############################################################################i
& :
#! Define a Stunnel command /% Edit this for gour Stunnel command *f _
3! Telnet :
F! =tunnel command = "STUMHEL -d 992 -r localbosti?3 -p [-]stunnel.pem -o stunnd
3 stunnel_command="stunnel -d 992 -r lDEthD:fIES -n - E

=z 1%root : [=tunnel J=tunnel ,pem -o stunnel, log"

$' Hzk if the private-key is encrypted

Fouestion:

% inguire encrypted "Is the private key {in the PEM file) encrypted? [Y/M]"
3 if encrypted .eqgs, "

$ then

& goto guestion

3 el=ze

& if encrypted .eqgs. "Y" then goto encrypted
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Note there are two versions
(don’t try this with your Linux

: root@In<one:~

File Edit Settings Help

i
i
i
3
3
3
3
3
3
3
3
3
3
3
3

£
i
=-
5

Directory SSLFR0O0T: [STUNNEL]

STUMMEL-a_22 ,DIR;1  STUMMEL LEXE;1 S TUMMEL LPEM; 1
S TUHNEL _STARTUP_SERVER ,COM; 2 S TUNMEL _STARTUP_SERVER .COM; 1

Total of 5 tile=,
3 1
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Startup the Stunnel Server

root@Inxone:~

File Edit Settings Help

i
i
i
3
3
3
3
3

=
o
=-
5

Directory SSL3IR0O0T: [STUNMEL ]

STUMMEL -5_2% DIR; 1 STUNMEL (EXE;1 s TUMMEL LPEM; 1
STUHHEL _STARTUP _SERVER ,COM; 2 s TUMHEL _STARTUP _SERVER ,COM; 1

Total of 5 files,

3 B=ztunnel startup _server

Iz the private key (in the PEM file) encrypted? [Y/H]:

Entew the password to decrypt the key {pleaze use DElFEd double guotes with it):
"welcomel"

Starting up a Stunnel running at port 992

tREUN-5-PROC_ID, identification of created process iz 20200435

Stunnel was successfully started up!

3 1
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Check to see iIf the process iIs
running

: root@In<one:~

File Edit Settings Help

i
i
i
3
3
3
3
3
3
3
3
3

3 Bztunnel startup server
I= the private key (in the PEM file) encrypted? [¥/H]: y :
Enter the password to decrypt the key {pleaze use paired double guotes with it):
"welcomel" :
starting up a Stunnel running at port 992
aRUM-5-PROC_ID, identification of created process is 20200457
stunnel was successfully started up!
3 show systemn/process=stunnel5592
OpenyMs VA 3-1  on node WMSOME  26-AUG-2002 203:16:53.37 Uptime O 01:51:08
FPid Process Mame atate Pri 1/0 CPL Page fltsz Pages
20%@043? o TUNMEL S92 LEF | B22 O 00300300, 19 RS 41
&+
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Installing Stunne

_hnnwl

File Edit

r|:||:|t| e [l a =R

aettings

HP WORLD 2003

Solutions and Technology Conferenice & Expo

Help

root@ln=one
root@ln=one
root@]ln=one
root@ln=one
 rootd lns-one
[rrootdln-<one
[rrootdln-one
[rootdln-one
[rootdln-=one
[root@ln-=one
[rootdln-=one
[rootdlnsone
rootdlhxone
rootdlnxone
rootdlnxone
rootdln=one
rootdln=one
rootdlnxone
 rootdln=one
total 212

clr i = =2

crwsr - ———

— =R =R

[rootdlnxone

=tunnel
stunnel
stunnel
Stunnel

stunnel |

#

#
#
#
#

Stunnel |#
Stunnel |#
Stunnel |4
Stunnel |#
Stunnel |4
Stunnel |#

Stunnel ]

mtunnel
stunnel

mtunnel
=tunnel

mtunnel
2 root

18 root
1 root

#

#
#
#
#
#
#
#

ls -al

4086 Aug 26 20345 .
4086 Aug 26 2044 .
204413 Aug 20 07146 shree!

oot
oot
oot

Stunnel]# gzip -doc stunnel-3.22.tar,gz.tar | tar HuF I
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Linux Stunnel Install HPWORLD)2003
Directory

root@Inxone:~/Stunnel/stunnel-3.22

File Edit Settings Help

stunnel-3.22/Makefile, in -]
stunnel-3,22 /Makefile, w3z :
stunnel-3,22/nkinstalldirs

=tunnel-3,22/PORTS

=tunnel-3,22 /README

ztunnel-3.22/conf igure ,ac

stunnel-3,22/pty.c

stunnel-3.22/=tunnel . B

stunnel-3.22/=tunnel . exe

stunnel-3.22/options.c

zstunnel-3.22/client .o

ztunnel-3.22/client .k

stunnel-3,22/doc/

ztunnel-3,22/doc/polish,
ztunnel-3,22/doc/polish/fag,stunnel-2 . hitml
ztunnel-3,22/doc/polish/tworzenie certyfikatow, bhtml
stunnel-3.,22/doc/eng lish,

stunnel-3,22/doc/eng lish/transprosy , tet
stunnel-3.22/doc/eng lish NG Stunne IHOWTO  html
stunnel-3,22/doc/rfo2246 Tt

stunnel-3,22/CREDITS

ztunnel-3,22 /nrototypes . b

[root@lnxone Stunnel]$ cd stunnel-3.22
root@lo<one stunnel-3.227 1§
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Linux Stunnel ./config

HP.WORLD2003

Solutions and Technology Conference & Expo

root@Inxone:~/Stunnel/stunnel-3.22

File Edit Settings Help

check ing
check ing
check ing
check ing
check ing
check ing
check ing
check ing
check ing
check ing
check ing
check ing
check ing
check ing
check ing
check ing
check ing
check ing
check ing
check ing
check ing

[root@lnxone stunnel-3,.22 4
[root@lnxone stunnel-3.22 4
[Foot@lhxone stunnel-3.22]4# ./ configure

build syztem type,.. i158b-pc-linux-gnu

host system tupe... 1986-pc-linus-gno

for gcoc, .. 2CC

tor C compller default outpot, ., a.out

whether the C compiler works, .., yes

whether we are cross compiling, .. no

for executable suffix, ..

tor object suffix,., o

whether we are using the GHU C compiler,.. yes
whether gcc accepts -g... yes

for a BSD compatible install,.. fusr/fbinfinstall -c

whether make =sets F{MAKE}... yes

for S50 directory,.. fuse

for "fdevi/urandom", ., yes

whether to enable 550 certificate defaults... no
whether to dizable BRSA support., .. no

whether to enable DH support... no

for dlopen in -1dl,... yes

for gethosthyname in -ln=sl... yes

for zocket in -lsocket. .. no

for pthread create in -lpthread... B

11/17/2003

HP World 2003 Solutions and Technology Conference & Expo

page 76




HPWORLD2003

Solutioris and Technology Conference & Expo

Linux Stunnel make

root@Inxone:~/Stunnel/stunnel-3.22

File Edit Settings Help

checking for unsigned long long... yes

checking =ize of unszigned long long,.. &

configure: creating | /config.status

config,.status: creating Makefile

[root@ln=one stunnel-3,22]#

[root@ln=one stunnel-3,22]#

[root@ln=one stunnel-3,22]#

[root@ln=one stunnel-3,22 4

[root@ln=one stunnel-3,22 4

[root@ln=one stunnel-3,22 74 make

goe —g -02 -lall -Ifusr/include -DVERSIOW=Y"3.22%" -DHAVE OPEMSSL=1 -Ds=sldir=%"/
usry " -DPEM_DIR=Y"%" -DRAMDOM_FILE=Y"/dev/urandomy,” -DHO DH=1 -DHOST=%"i586-pc-1
inus-gnuh " -DHAVE _LIBDL=1 -DHAVE LIEMSL=1 -DHAVE LIEPTHREAD=1 -DHAVE LIEBUTIL=1 -
ODHAVE LIEWRAP=1 -DHAVE_DEY PTHMx=1 -DHAVE GETOPT H=1 -DHAVE UNISTD H=1 -DHAVE SYS
_SELECT H=1 -DHAVE_TCPD H=1 -DHAVE PTHREEARD H=1 -DHAVE_S%S IOCTL H=1 -DHAVE PTY H
=1 -DHAVE_STEOPTS _H=1 -DHAVE_SYs EESOUECE _H=1 -DHAVE GETOPT=1 -DHAVE _SHPEIMTF=1
-DHAVE _VSHPREIMTF=1 -DHAVE_OPEMPTY=1 -DHAVE DAREMOM=1 -DHAVE_WRAITFID=1 -DHRVE LAIT
4=1 -DHAVE_SYsCOMF=1 -DHAVE _GETELIMIT=1 -DHAVE_FPTHRERD SIGHMASK=1 -DSTDC_HERDERS=
1 -DHAVE _SYs_TYPES _H=1 -DHAVE_SYS _STHT _H=1 -DHAVE _STDLIE H=1 -DHAVE_STRIMG _H=1 -
DHAVE_MEMORY _H=1 -DHAVE_STRIWGS _H=1 -DHAVE_IWTTYPES_H=1 -DHAVE_STDIMT _H=1 -DHAVE
_UHISTD _H=1 -DSIZEOF _UWSIGHED CHAR=1 -DSIZEOF _UWSIGHED SHORT=Z2 -DSIZEOF _UWSIGHED
_INT=4 -DSIFECF_UMSIGHED LOMG=4 -DSIZEOF _UMSIGHED LOMG_LOWG=E -Dlibdir=Y"/usrs1
iFalﬁlibR" -DPIDDIR=""/u=r/localf/varf/=tunnel/s" - -o client.o client.c
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root@Inxone:~/Stunnel/stunnel-3.22

File Edit Settings Help

You are about to be asked to enter information that will be incorporated
into your certificate reguest,
hat you are shout to enter is what iz called a Distinguished Hame or a OM,
There are guite a few fields but you can leave some blank
For zome fields there will be a default value,
If you enter ',', the field will be left blank.
Country Hame (2 letter code) [PL]:US
State or Province Hame (full name) [Some-State]:Texas
Locality Hame (ex, city) []:Mesguite
Organization Hame {eg, company) [Stunnel Developers Ltd]:Defcon-YHS
Organizational Unit Hame {eg, section) []idfwlug
Common Hame (FEDH of your serwver) [localhost]:
test 1 -eq 1 || test | -F "Sdev/urandom" || %

Jusrfbinfopens=l gendh -rand "fdev/urandom” 512 > stunnel.pem
test 1 -eq 1 || test -f "Sdev/urandom" || %

Jusrfbinfopens=sl gendh 512 > stunnel,pem
fusrfbinfopenssl «B08 -zub ject -dates -fingerprint -noout

-in stunnel.,pemn
zub ject= fC=U5/5T=Tewxa=z/L=Mesguite/0=Defcon-VH5,0U=cf wlug /CH=1localhost
notBetore=Aug 27 01:51:24 2007 GMT
notAfter=Augy 27 01:51:24 2003 GMT
MDS Fingerprint=FE:19:F1:91:67:9A:C5:7E:AD 32 11260 :0F 154 : 42 :E6

[root@lhxone stunnel-3.22]% B M
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Client

root@Inxone:~/Stunnel/stunnel-3.22

File Edit Settings Help

rootdln=one stunnel-3,22
rootdln=one stunnel-3,22
rootdln=one stunnel-3,22
rootdln=one stunnel-3,22
root@lnxone stunnel-3,22
t.log

[root@lnxone stunnel-3.22 % telnet localhost 992
Trying 1X47.0.0.1,..

Connected to localhost,

Ezcape character iz '7]'.

== == 3 S

¥ stunnel -c -d 992 - vmzone.com:iP9Z -o 3tunnel_:lien§

Welcome to OpenvMS (TH) Alpha Operating System, Version V7,3-1

Uzername: system

Fassword:

Uzer authorization failure

Uzername: system

Fassword:
lelcome to OperMS (THM) Alpha Operating System, Version VW7.3-1
Lazt interactive login on Monday, ZE-AUG-2002 20:20:16,10
Lazt non-interactive login on Monday, 26-AUG-2002 15:27:47 .63

1 failure =ince last successful login

N | =
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= - [=EX
i File Edit View Go Bookmarks Tools Window Help
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| ;:| File Edit Miew Go Message Tools Window  Help S — Print
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B Get Mags Compose Reply Reply All Foreard File Mext Delete  Frint atap z
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.|| = =l Local Folders 2 Eifinally..... skypie @dellepro.com ¢ 13:20
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M = ARLKD76 Keplerian data membeHistizwwrwr arm.org # 1335
{=1ARLF040 Propagation de K7Vvy memberlist@vwww .arm.org ¢ 14:00
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4
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In Conclusion

Linux is way cool!
OpenVMS is way cool!

They both share disks, graphics, do
crypto together, share e-mail, and emulate
the best parts of windows systems.

At least at my house....

And at many other houses too I'm sure.

Drive Thru

NOW ACCEPTING
APPLICATIONS

Use this information for good and not evil
and if you must use force, clean up after
yourself when finished...
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