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Introduction to

Network Analysis
(Part 1 of 2)

An overview of the functions and
advantages of troubleshooting and

securing networks using network
analyzers.
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Why Analyze?

Understand what's
going on

Packets don't lie!



What Can You Do With Analysis?

o Learn your network’s characteristics
o Know who's using the bandwidth
o Know who's on your network

O
O
O
O

-ind peak and slow times
dentify attacks
-Ind unsecure applications

-ind ‘fat” apps

o Get definitive answers to problems
o Make more money



Reality Check

o To analyze well, you must know:
basic packet structure
basic communications flows
analyzer features/functions
where your resources are



Data Flows

and
Analyzer
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Data Flow Overview
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Analyzer Placement: Hubs

Visibility
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Token Ring: Consider your repeating ‘MSAU’ as a hub.



Analyzer Placement: Switches

Visibility




Analyzer Placement: Switches

Port Spanning or Mirroring
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Port Spanning Examples: Cisco

set span enable

set span disable

set span src_mod/src_port dest_ mod/dest_port [ rx | tx | both ]
set span src_vlan dest_mod/dest_port [ rx | tx | both ]

Syntax Description

o enable Port monitoring is enabled.

o disable Port monitoring is disabled.

o src_mod The monitored module (source).

o src_port: The monitored port (source).

o dest_ mod The monitoring module (destination).

o dest port The monitoring port (destination).

o src_ vian The monitored VLAN (source).

o Ix Information received at the destination is monitored.

o tx Information transmitted from the source is monitored.

o Dboth Both information that is transmitted from the source and received

at the destination is monitored.



Analyzer Placement: Switches

Hubbing Out

Visibility




Analyzer Placement: Routers

Visibility < %’W“‘*‘

all ports
to port #1




Switch Statistics

o Some analyzers can perform SNMP
gueries on switches.

Switch Connection Options

Switch |dentifier [Mew Switch
Switch IP Addrezs I
v
— Fead Conmnmumnity Iput.h.;
"Wirike: Community Iprivate
Retries Ig
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Analysiz Module IEI
Analysiz Port IEI

Switch

] Cancel | Test




Analyzer
Elements



Basic Analyzer Elements




Typical Analyzer - Gone GUI!

o Gauges and graphs
o Alarm/alert idiot lights...

hlun e_cap : 1/6546 Ethernet frames
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Typical Analyzer - Gone GUI!

o Decodes!
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=10l x|

ol

Source Address Dest Address Summary -
M |00AOCCI0OCEDEEroadcast |ARP: C Pa=[10.2.0.1] PRO=IF
RuntopEl5a8000A0CCI0CIARE: R PA=[10.2.0.1] HA=RuntopElS5AB0 I
[10.2.0.2] [10.2.0.1 /TCcPp: D=2Z1 5=1038 S¥N SEQ=252836327 LEP
[10.2.0.1] [10.2.0.2|TCP: D=10328 5=21 SYN ACK=25283632Z8 SE{
[10.2.0.2] [10.2.0.1|TCPp: D=21 8=10348 ACK=30707912 WIN-
[10.2.0.1] [10.2.0.2|FTP: E PORT=10328 220-8cott™s FTPR Bet
[10.2.0.2] [10.2.0.1|TCPp: D=21 8=10348 ACK=3070793a WIN-
[10.2.0.1] [10.2.0.2|FTP: E PORT=1038 2Z0-Bisonlare Bisor
[10.2.0.2] [10.2.0.1|TCPp: D=21 2=1038 ACE=807079868 WIN-
[10.2.0.2] [10.2.0.1 /FTP: C PORT=1038 USERE fred
[10.2.0.1] [10.2.0.2|FTP: E PORT=1035 331 User name 0K -
[10.2.0.2] [10.2.0.1|TCP: D=21 2=1038 ACK=30708021 WIN1:J
| B
~EByrop: [11 Bvtez of data] :J
- B Tee:
EthTP ————— File Transfer Data Protocol —---—-
B FTE:
Q FTE:

o

' Expert A4 Decods A Matrix & Host Table A Protocol Dist. § Statistics




Trend Information

o Short-term trending (15 min — 1 hour)
o Long-term trending (days, weeks, months)
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Trends to Watch

Packet/second
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Alarms/Alerts

o Automatic notification of unusual events
o Watch the thresholds

o Trends enable you to set appropriate
thresholds

o Don’t trust all alarms/alerts— research
their cause



Capturing Packets

o Basic Capture Processes
o Altering the Buffer
o Using Capture Triggers

o Using Filters
Capture filtering (pre-filtering)
Display filtering (post-filtering)



Basic Capture Process

o General capture - “laying on of hands”
capture all traffic

review summary to identify areas of
interest

o Specific capture - filtered/focused
define capture filters
consider trace buffer size
consider triggers



Sample Filter Usage

All IP traffic

Pre-filter

(aka Capture Filter) Trace file #1




Sample Filter Usage

Qace file #D

Post_fl Ite rs Broadcasts Multicasts DHCP
(aka Capture Filter)

Trace Trace Trace
file #2 file #3 file #4




Reading Traces
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The Summary Window
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Using Summary Information

o ldentify general transactions (summary column)
o Latency and throughput testing (time/cumulative bytes)
o First place to look for patterns (summary column)
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Latency Testing

o ACK time = wire latency
o Response time = processing time
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Build/Send Test Packets

o Response times/faults

o Network Saturation
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Typical Communication Patterns

/ Good patterns

request

=
< el l For Commands
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Typical Communication Patterns

/ Good patterns

Bad patterns
Lousy stinkin’ patterns

request >

< reply
< reply
< reply
< reply




Typical Communication Patterns

Q/ Bad patterns

| request >

< reply
> For Data Transfer

request

< reply |

| request >

< reply




Typical Communication Patterns

~/ Lousy stinkin’ patterns

| broadcast

broadcast

VVV

broadcast

broadcast >
broadcast >




Conversation Matrix

o Point-to-point relationships
o Single point of congestion
o Single point of failure
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Protocol Filtering

Define Filter 7]
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Protocol Filters You Should Have

ICMP/AI

|ICMP/Destination Unreachable
|ICMP/Echo

ICMP/Redirect

ARP

IP/UDP All

IP/UDP NetBIOS

IP/UDP SNMP (Trap + Get)
IP/UDP DHCP + BOOTP

O O O O

O O 0O O O

IP/TCP All
IP/TCP FTP
IP/TCP FTP Commands*®

IP/TCP DNS (TCP and
UDP)

IP/TCP Telnet

IP/TCP Rlogin
IP/TCP/SMTP

IP/TCP POP

IP/TCP HTTP + HTTPS



Address Filtering

o MAC-Layer, Network Layer (IP/IPX... etc.)

o Include/exclude
Define Filer 1|
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Pattern Filtering

o AND, NOT and OR
DfinoFiter T
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Boolean Filtering

o Don’t just look for FTP Traffic... look for the

Define Filter 7|
Summar_lrll Address  Data Pattem |fl‘n.|:|vann:ed| Bulfer I Settings Far:
=D FTF USER command OF FTF PASS Command OR FTP Qui | AAF from Device
e FTP USER command DME Server 1
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Which Analyzer?

o Ethereal

oFinisar Surveyor

o Network Associates’ Sniffer

o Network Instruments Observer

o WildPackets EtherPeek
... others



Conclusion

o Good analysis requires a solid
understanding of network
communications.

o Analyzers are ideal for troubleshooting
and security tasks.

o There are a variety of reports and graphs
that can be used to document network
performance.

o If you own a network — you should own an
analyzer.
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