® © @ |aura Chappell presents..”

Make sure you have

Hacker
“HREs . Tools and
Tricks

A look at some of the hottest network
troubleshooting, analysis and
security tools/tricks around.



2003 Hot Tools List

oNetScanTools Pro®
oEthereal

oSam Spade

oSnort + IDScenter
onMap

oEttercap

oDsniff et al
oSpecter (Honeypot)®
oWhite Glove/Deception Toolkit®
oAirMagnet®

oGPS + Antennas?®
oLC4 (LOphtCrack)®

oLANGuard®
oNetStumbler/MiniStumbler
olnvisible Secrets®
oHexWorkshop?®
oEtherPeek®

oSniffer®

olris®

oBrutus

oCamera Shy

oPing Plotter®
oKeyGhost Keylogger®
oSpycop?



NetScanTools P r0$ www.netscantools.com

" MetScanT ools Pro 2001 [TH]

DHCF I MetBiog nfo I Metwaork, Info and Stats I Email W/ alidate I SkATP Email Generator/Belay Test
fip | 0SFingerprinting | RPClnfo | IP/MAC Address Management | Detection | TTCP | what's New at NwPSw/
TCF Term I MetT opography I TimeSync I Finger I Launcher I D aytimne I [uote Character Generator Client

Echo I Databaze Testz I IDEMT Server I Winzock Infio I Freferences I About
M ame Server Lookup I Fing I TraceRoute I Whoiz MetScanner Fort Probe I SHMP I HyperTrans
Ny 7

Stat P [12.234.81 = sttt |
Ready. EndIF |12.234.E.254 j H Stop |
—MetBIOS over TCPIP Wwhoig
" Dizable Probe _ _ SEL'
o paC Address Only [ Enable hois Queries . Clear Besulks: |
" MAC Address + Femaote Machine Name T able ¥ | Enabile Smart t/hois Ml
kerge Drilldown |
Target IF | H..| Ping [ T...| metBIos | vhois | MAC Address < ftos
la.234.58.1 l...0:0 Echo ... 0 - 00-01-96-3C-3. .. ﬂl
12.234.58.2 1...N/R N/E - O0-10-5&-76-1... v Tranzlate IP= ta
12.234.58.3 l...N/R H/R - o0-04-54-CF-E. .. Hostrnarnes
12.234.5.4 1...N/E H/R - ¥ ARPAMACAP Info
12.234.58.5 1...0:0 Echo ... 41 - 00-A0-C5-E3-4...
12.234.8.6  1...MN/R N/R - W Get Subnet Mask
12.234.58.7 1... N/R H/R -
12.234.8.6  1...0:0 Echo ... 41 - 00-40-CC-58-C. . . r ﬁﬂ;ﬂ%ﬂgﬁﬁlﬂe
l2.234.5.9 l... N/R HiR 00-10-45-30-4. ..
12.234.5.10 l...N/R H/E Edit Hasts File |
12.254.5.11  1... N/ H/E =
l?l 2R4.8.17 1...H/R N/R | _’lLI Load T argets | )

=10 %]

F'rintl Save To Filel Fird | I:u:up_l,ll L | EmailHesuItsl RFC= | Mavigate MST Pra |




Ethereal www.ethereal.com

Opens a variety of trace file formats
Filtering (capture, display)

TCP stream reconstruction and analysis
Sortable trace files

-0l
File Edit Capture Display Tools Help
Ma. . | Time Source Destination Frotocol  |Info
1 0.000000 192,168.1.182 44.59.11 Standarc £ W, [DacC =
2 0.102703 149.44.9.171 192.168.1.182 DHS Standard query response A 161.58.7:
3 0.102790 152.168.1.182 149.44.9.11 ICMP Destination unreachahle
4 0.994580 152.168.1.182 14%9.44.%.11 DS Standard guery A www. packet-Tevel.«
51.065315 145.44.9,11 192.168.1.182 DNS Standard qguery response A 161.58.7:
5 1.055360 152.168.1.182 145.44.,5,11 ICMP Destination unreachahble
7 2.997383 192.168.1.182 1459.44.9,11 DMS Standard guery A www. packet-level.:
8 3.008850 145.44.59,11 192.168.1.182 DNS standard query response A 161.58,7:
G 3.098807 1%2,168,1.182 14%.44.9,11 ICMP Destination unreachahle

|-J | -

o

Filter:|| J Heset| AppIyH File: dns-client timeout.cap




Sam Spade

'f::ll _.i._‘_SpadE - Fast traceroute novell. com. finizhed
Eile Edit “iew “Window Basics Tools

www.samspade.org

=10l x|

Help

—

novell.com

j| = J |.|:3|ﬁ' Magic

net .
j | .12.1|I'I5.II'I

whois

IPElock

& novell.com [whoiz]

Whois
Redire

whois

The La
infaorm
ar rel
its ac

inform
4

*# whoiz novell.com., finizhed : i =101 x|
o03/01L-02 0L:15:51 whuls nuuell Cam =
.com 15 a domaln of USA & IﬂtEPﬂatIDﬂal ]

xearch = ; ;

dnz novell.com, finizhed

03/0L/02 0OL:1E:05 dns nuuell cam
Canonical name:
tddres

19c.

Fast traceroute novell.com,. hmzhed

=10l x|

nowell .cam

03/0L/02 0L:2L:59 Fast tracerout

| T movell com [dnz)

Trace nowell.com (192.233.80.9)
1 10-4.16Y4.97 14ms 14ms
c Lcd-244.98.193 Edms Oms
3 Lcd.244.67 .17 Oms 14ms
4 L2.244.72.20hk 14ms Ylms
5 12.-123-13-kE 14ms IHms
B L2.lc2.5.254 14ms cims
7 l2.1l2cd.2.245 2Ams 2rms
g Ld.12cd-2-241 Hlms YUlms
9 L2.127.10k-34 2fims 2rms

10 192.94.118.223 B8ms S8ms

11 192.233.80.9 Hlms Ylms

| | = novell.com [tracero |

|F|:|r Help, presz F1

0 | 4




Snort + IDSCenter WWw.snort.org

(- .IDScenter 1.08d

#§ Start Snort

| ., v #§ Reszet alarm

= i $ Test configuration

~Logs & Alerts
Set directory for Snort logfiles:

General zetup
C-\Program Filez\5ourcefire\5northrules I

—
= 1DS rul :
= [~ Log to a remote syslog [Posiz-systems, -s)

Server: *Port:

Logsz/Alerts

[~ Set alert mode [-A]
 Full " Fast [T Log alerts to eventlog [-E]

&4 E-Mail alert

¥ Special options

— Dizable logging [Alerts shll work, -N]

E] Preferences
= *Options
Overview Specific packet infos Other options

[T Include ARFP Packets [-a] [v TCPDump logformat [much faster, -b]

[, View alerts v Include Application Layer [-d] [T Hide IP of home network [-0]

- [T Include 2nd layer header info [-e] [~ Add interface name to alert output [-1]

= Logs folder [~ Paypload: character data only [-C) ¥ Dump the raw pgckats LY

Snap length of logged packetz [Default: 1514, -F]:

About

% Download J Apply

IDS center 2001 |LogskAlerts options




nMap

WwWWw.insecure.org

Scan Options:

w COnnect)

M 5% M Stealth

« Ping Sweep

« UDOF Fort Scan
« FIM Stealth

w Bounce Scan:

= B
File  Cutput Help
Hostis): |xanadu vectra playground Scan. | Exit |

General Qptions:

_I Don't Resalve .. TCP Ping _| Fragmentation
_| Fast Scan A TCPE&ICKP _| Get [dentd Info
_I Range of Forts: .. ICKP FPing _| Resalve All

| « Dont Ping ~ OS Detection

r Use Decaoyis):  _|Input File: _l Send on Device:

|antinn|ine.cnm

Ctput from: nmap -ss -0 -Dantionline.com =anadu vectra playground

Port State
13 opEn
21 e
2 opEn
23 opEn
kX opEn
Ei=) e
111 opEn
113 opEn
513 opEn
514 e

Pt Stats
]

Interesting ports on wvectra,.yuma.net (192,168,0,50:

Protocol  Service
top daytime
top ftp

top zzh

top telnet
Lcp Lime
top finger
Lcp SUnTRC
top auth
top login
top shell

TCP Sequence Prediction: Class=random pozitive increments

Difficulty=14943 {korthy challenge:

Remote operating system guess: OpenBSD 2,2 - 2.3

Wrnteresting ports on playground.,yuna net (192, 168,0,10:

Pt miem ]

Seruire

[~




Etterca P ettercap.sourceforge.net/download

o Dangerous! Warning!

Uses ARP Poisoning to perform M-i-M attacks
Character injection in data stream

Sniffs USER, PASS and data of SSH connections
Sniffs up SSL data (HTTPS)
Remote sniffing through GRE tunnel
Password collector

Passive/active OS fingerprinting
Kills connections

Packet factory




Dsniff et al www.monkey.org/~dugsong/dsniff/

oPassive tools
Dsniff
Filesnarf
Mailsnarf
Msgsnarf e
Urlsnarf * #
Webspy ———"
oActive attack tools
Arpspoof
Dnsspoof
Macof (fail open/duplicate MACs)

Target:
MAC
address



Specter Honeypot ¥ www.specter.com

i =10l
Engine “erzion ; E 7 % $on Fri Feb 21 0z FTF stopped

Specter Control

TELRET stopped
Threads : e SMTR stopped
Connections 2o far ; - (AT el
HTTF stopped
Operating Spstem Services - Traps Matification - METBUS  stopped
= Random W FTP 2| | ¥ DNs 7| | ™ Incident DB 7| O3 stopped
_ . SUE-7 stopped
" windows 98 7| | | I TELMET 2| IMaps 2T At mail Ieed T e
" Windows NT 2| | | [T SMTP 2| | SUNRPC  ?| | [T Shamal 7 POP3  stopped
AR+ stopped
(" Windows 2000 2| | | [~ FINGER 2|| | ssH 2| | Statusmal 7] BOZK  stopped
" Windows P 7| | | ¥ HTTF 2| ¥ sue7 7| | ¥ Eventlog 7| 55 stopped
Engine Meszages ¥ Ermors [V Connections | GEMERIC stopped
+ MacOS 2| [T NETBUS 2| |~ BozK 21| [T Sysiog 7]
C MacOSX 7| || ¢ POP3 2| | oGeneRc 2| | Start Engine |  Reconfigure | Losd | sbout |
" Linu _1J I Previde mails S O Stop Engine ‘ Log Analyzer ‘ Save ‘ Licensze ‘
£ oo ——J Inteligence Y TR & _ i — = : _
ettt iJ o _lJ ~C Haozt Mame : |I:nII-the-hIandsuckmg-tlc J . IJser Canfiguration . ii
 Tred _1J F# Tice Firiger _lJ — rE Syztem Mame 1|mac4me __] MHetworlk Eanflguratlan ?
X i i iof . “Weh Service Configuration | 7
£ lriw iJ ¥ Port Scan _lJ ~ Configuration Yersion: (1.0 J T __J
" Unigys Unix _1] |+ DMS Lookup _1] Rastiatd Tiie: Ja i Mail Server IP Address l _1] [ Include zettings in mails _1]
Al ﬂ v whois ﬂ " Easy ﬂ fis Mail Address : I ﬂ Status Mail Period [h] : m ﬂ
e I+ Telnet Banner _lJ " Mormal _1] SthtMaiI.-'-‘«ddress:I ﬂ
? 2 el
" Random v Ftp Banner J " Hard J = £ [~ Remote M anagement Fart : 28 Sef Paszword I _lJ
f+ Failing _lJ |+ Smitp Batner _lJ i Mean _1] ~
; : e T e 7
" Seoule ﬂ [7 bl He et ﬂ  Fun ﬂ - [ Expect friendly connections I __J
" Open __lJ |+ Hitp Doc. _iJ {* Chezwick __1] [ Use custom mail meszage for POF3 Edit Message I _iJ
O Aagressive ﬂ Iv Trace Route ﬂ " Warning ﬂ e v Use custom warhing message ﬂ
- 7 &0 | i
strange __J R E0 [ Send P/ file _1] 1g|:u:u:I to zee pou again fred




White Glove $/Deception Toolkit

www.all.net

Deception Toolkit (DTK) on White Glove

=Y Ceception Toalkit 1.1 : :
Services:  Services! |ngging: Standard — | Looks like: Windows — Install Start Stop Status Logs Quit
EEl0 T & ShiBS ! Hostname: |wi.all.net M:Ellltl] root@localhost
Sysial : ol ! Buffer Size: |2045 Loopcount: |10 Inactivity Timeout: |30
Daytme | SMBC |GG 55 -1 0.0.0.0 7 2002/07/16 143720 15253 15953.0 UDPlisten pl S0 R-0
Metstat | DTK (0.0, 0.0 -1 0.0.0.0 53 200207716 14.37:20 15260 15260.0 UDPlisten.pl 50 R-0
- e 40.0.0.0 -1 0.0.0.0 69 2002/07/16 14:37:20 15267 15267:0 UDPlisten.pl 50 R-0
DNS | X1 Jlo.0.0.0 -1 0.0.0.0 111 2002/07/16 14:37:20 15274 15274.0 UDPlisten. pl SO R-0
tftp w11-2 (0.0.0.0 -1 0.0.0.0 365 200270716 14.37:20 15281 15E281:0 UDPlisten.pl S0 R-0
! ] 0.0.0.0 -1 0.0.0.0 12345 2002707416 14:37.20 152838 1528580 UDPlisten.pl S0 R-0
Gopher | X11-3 [|0.0.0.0 -1 0.0.0.0 12346 2002/07/16 14:37:20 15205 15205:0 UDPListen pl S0 R-(
—_—— 40.0.0.0 -1 0.0.0.0 65535 2002707716 14:37:20 15302 1530Z2:0 UDPlisten.pl 50 R-0
Finger | MetBus [0 0 00 -1 0,00 0 28000 2002/07/16 14.37.21 15308 15305.0 UDPListen pl 50 R-0
Ssh | MetBus? (10.0.0.0 -1 0.0.0.0 2049 2002707716 14:37:21 15316 15316:0 UDPlisten.pl 50 R-O
1j0.0.0.0 -1 0.0.0.0 5999 2002707716 14:37:21 15323 15323:0 UDPlisten.pl 50 R-O
Telnet MaxPort [10.0.0.0 -1 0.0.0.0 14000 2002/07/16 14:37:21 15330 15330.0 UDPlister.pl 50 R-0
— j0.0.0.0 -1 0.0.0.0 10000 2002707716 14:37:21 15337 15337:0 UDPlisten.pl S0 R-0
FTP Weirdport |[[0.0.0.0 -1 0.0.0.0 10752 2002/07716 14.37:21 15344 15344:.0 UDElisten.pl 50 R-0
s = 6535 -1 0.0.0.0 200207416 14:37:21 15351 15351:1 Generic.pl 50 R-O
email | 28000 |lgcc3c -3 0.0.0.0 2002/07/16 14:37:21 15351 153511 Generic.pl 5 RO-0
Weh | 2049 (|eE535 -1 0.0.0.0 Z002/07/16 14:37:21 15351 15351:1 Generic.pl 5 RO-0
-|65535 -1 0.0.0.0 200270716 14:37:21 15351 15351:1 Generic.pl S RO-0
S350 2999 EEE3E -1 0.0.0.0 2002707716 14:37:21 15351 15351:1 Generic.pl 5 RO-O
° ; (65535 -1 0.0.0.0 Z002/07/16 14:37:21 15351 15351:1 Generic.pl 5 RO-O0
Kerberos | 14000 |igccag -1 9.0.0.0 2002/07/16 14:37:21 15351 15351:1 Generic.pl S RO-O
pop3 | 10000 [|65535 -1 0.0.0.0 2002/07/16 14:37:21 15351 15351:1 Generic.pl § RO-0
- EEE3E -1 0.0.0.0 2002707716 14:37:21 15351 15351:1 Gemeric.pl 5 RO-O
SunRPC | 10752 ||65535 -1 0.0.0.0 2002/07/16 14:37:21 15351 15351:1 Generic.pl 5 RO-0
Version 1.1 - Fred Cohen




AirMagnet ¥

I AirMagnet

LiveCapture [My Profile]

www.airmagnet.com

& o7 | MALC Address

(=85 802,11 Information
- gbssion)

&8 AdHoc
E}Q Infraztracture

L a2 STA()
Eﬂ. Expert Advice
.3 Performance [0.1.0)

------ & Security

Broadcast 174
h 9

. Scan B4
L

25 Infrastructure ) AirWISE " |Charts  =}Decodes & % J




GPS?® + Antennas ® www.fab-corp.com

pigtails

amplifiers




LC4 % (LOphtCraCk) www.@stake.com

*Password cracking tool
— excellent!

Uh... er... I mean
Password auditing and
recovery tool!

*Also check out John the
Ripper

www.openwall.com/john/

Get Encrypted Pazswords ! ﬂ

Get Encrypted Passwords

Chooze one of the following methods to retieve the
enciypted pazswornds.

{* Fetieve from the lozal machine

Pullz encrypted paszwards from the lozal machineg's
regiztry. Administrator access iz required.

" Fletrieve from a remote machine

Fetrieve encrepted passwords from a remate
maching on vour damain. Administrator access iz
required.

" Retrieve from MT 4.0 emergency repair dizk

Emergency repair dizks and backup tapes made
fram *Windaws MT 4.0 cantain a file called 'zam’ or
‘zam._" that containg encrypted passwards.

" Fletrieve by sniffing the local network

Sniffing captures enciypted hazhes in ranzt over
wour network. Loging, file sharing and print haring
all uze netwark authentication that can be captured.

¢ Back I Mest > I Cancel




LANGuard®

www.gfi.com

7 LANguard Network Scanner v{2.0) -|I:I|E|

File Edit %iew Scan Tools LAMguard Help

0 & DB E = B [ || Taet: 35 128.121.70.15 9
§128121.70.15 [ ] [probably Unix) filerts probing .. |

------- [ Timetolive [TTL) : 242 [258] - 13 hoplz] away
=l ﬁ Open Parts (5]
[Ex @ 21 [ Ftp =» File Transfer Protocal ]
- 25 [ Smtp = Simple Mail Transter Protocal ]
[+ 80 [ Hitp => World \wWide Web, HTTP ] Rapidsite/ipe
------- @ 110[ Pop3 = Post Office Protocaol 3 ]
....... @ 443 [ HitpS => Secure HTTR |

= é’_\. Blertz 1)
- |:| Infarmation [1]

a | _rl

Checking FTP Alerts ...
Checking DHS Alerts ...
Checking Mail Alerts ...
Checking Service Alerts
Checking RPC Alerts ...
Checking Miscellaneus ..
Checking Information ...
CGI probing started...
Please wait ...

CGI probing finished.
Heady

Ready




NetStumbler/MiniStumbler www netstumbier.com

Boeyzost =181 |
=4’ Channels A1 Mac SSID Marne | Ch.. | Wendor | Type | WEP | SN | Sics
R () 00022005B0... Metwork Agere.. AP 3]
I A (@) D0045AFATF.. mitsui e o= ;

=8 4 () 0045ADESS... linksys £33 [Ministumbler << 1:15 €3

D 00022D2FAAE | |@ 00045A0F0D... iannucci
D 0060ND218A31_ | | 00601D218A... sas airport
@ BE7CAFDE410 | 00022D2FAA.. TheBullNet2D

MAC =sIh -

(@) 0030AB0CZDT7Y  Harmless
() 004096427E53 6228t

7
6
6
6
g
g
6
? @005500071 1 Dab100 | @ 00022003FF1F - MichaZ277]
: ;
'I E
3
1
;
:
6
1

Gk (O D0045ACFFA... linksys
_'__I__[l:l;i:l]
- (3 00501806CT6E  default (0090D100BFET  WLAN
a4 10 @ 00045AD168.. home (O 00043A0E0060  linksys
w7 17 @ 008037514053 SFD (00002202577C8  CUSD
tr.dk S2iDs () 00045ADEB... 0B1ADNEe ) 006010218EFS  iBook Metwork: pass

B (D 0030AB0ADY. . Wireless
'-Tj EE?LEIIZ?DEE (I 00045AFA49. . linksys
i E (0004540226, Hamp

- 08004 () 00045ACC42.. TBNMDUT
-2 .-"E'-.IFHHHEIT‘.." e ,-"i OOnAAEAr A d LdTA A me
14

(3 00EO0304B094  shwipop

(@) 00022D29FCSC  Wavel AN Metwaork
() 0030AB12A380 Wireless

() 0060B36ECFED  COMPALD

(@) 002065013BAF  MetThang —

ﬁll'II'IFl'Il'Ilql'lﬂlFl':J':uH shwwinnn 1 |
L | i 4

Ready Mot scannin GRS Cff O

File Yiew Opt Spd GPS [= & E|*




Invisible Secrets® www.neobytesolutions.com

LSB Steganography
Data injection or data replacement

Figure 4: Long-Pange Ariation Rirfield®

Carrier + Secret = Stego Image



HexWorkshop?®

www.bpsoft.com

H Hex Workshop - [att]1.htm : -0l x|
File Edit Disk Optionz Tool: Window  Help Jﬂﬂ
Z<HE  ER2 v¥ @ mE BSLLEDER[E |-
‘:,~{{}}££E£AI&tff-+—*szQﬂTﬁ‘Tﬁf~3€‘*E
00 2020 3C61 2068 7265|;6nbsp; - <a hra
i]i |Base Converter : X|§ 2F2F 7777 772E 7O6L|f="http:/www.p
0d : : bobC ZEb3 bFRD 2Fbl|cket-level .com”
o 22 e penlpe 6874 6D22 3E41 7263 |rchives.htm">Ar
nf | Inte! 7| funsionedtyte ¥\ b 3E0D 0a75 7064 6174 hives</a>..upda
00} Hee Deccimnal 7061 7374 2061 7274 |ed with past ar
0d EIJ_ _EIII 272 3EZb BERZ 7370 |1cles..<brr&nbs
0Q bERZ 7370 3BZ0 2DZ0|;&nbspiénbsp; -
00y Binary: aCh1 2068 7265 663D |Updated <a href
OO (o000 FTTT 77EE 7061 B3bB|"http:/swwn, pac
0d 2EB3 BFBD ZF70 7Z26F |et-level .com pr
0 bD22 FE7D 726F 6475 |ducts.htm"prod
000005ED | 6374 ODDA 6CeY 7374 SCZF 613E 2074 6FZ0|ct..list< ar to
000005FD | 6Y96E b3bC 7564 B520 4861 636BE 2054 7Zbl|include Hack Tr
00000400 (6365 7220 616E 6420 4865 7820 576F 726B |cer and Hexz War
000004107366 eF70 2026 BbbS 6174 7572 bhed 2070 |shop (featured
Mna?n 7PRF RATE RIT4 740N NAIM RP77 3AF2R AFAZ lradnet ) {h-ﬂ?lﬂ
att1 htm
[
Ready \Offset: 00000000 |Value: 8503 6404 bytes v




EtherPeek?®

"'E" EtherPeek HX
File Edit “iew Capture Send Statisice Toolz Window Help

www.wildpackets.com

=10 %]

DSEHS || B PRy =20m

hcpboot_cap

= = [EER A

M| (= E 2
~1oj x|

Packet | Source | Source ... | Destination

| Dest. Port | Flags |  Size | Protoc.,

1 IP-0.0.0.0 ' hootpe | IP Broadoast
2 IP-10.0.0.1 - bootps  IP-10.0,99.2

Jd |

{ bootps {346 TDP...

 bootpc | . 308 TJ'DP.;.ILI
k

| aEkEt ] . N P
: Ozx00

£ Status: Ox00

tp Packet Length: 3083

fp Timestanp: 14:15:37.71667E8 11518515995

=-%~ Ethernet Header

E it Destination: O0:AQ0:CC:30:C3:DE

' 00:10:4B:30:C4: 44

20 C& DE 00 10 4B 30 C4 4A 03 00 45
22 DE 00 00 20 11 24 ED Q04 00O 00 Ol QA
oz 43 00 44 01 0E 5¢ 36 0E 01 05 00 DE
02 00 00 00 00 00 00 00 00 DA 00 &2 0Z 00
o0 o0 00 00 OO0 00 LD CC 20 CE2 DE 00 00 00
o0 00 00 00 00 00 00 OO0 OO0 00 00 OO0 Q00 00
o0 o0 00 00 OO0 00 00 OO0 OO0 00 00 Q0 oOd oo

Packets A Modes B Protocols A Size b Summary h History A Log A Exp

Faor Help, prezs F1

=
- Size Statistics

Packet Sige Distribution

B 12525

B 256-514

[] 512-1023

[] 10241517

B -=1515

83 IntellR) PROA00VE Network Connection 4




Shniffe r$ www.sniffer.com

:ZEE;Sniffer - Local. Ethernet [Line speed at 10 Mbpz] S - - | Ellil

File Monitor Capture  Display Tools Databaze Window Help

o| ) 4] i‘ﬂl |Default [~
S|d| 82 &lmloeEseln 2l ¢ @

ﬁ Dashboard

Set Thre

[w|Grutellab3as

Traffic Map

\Gauge f_xDetaiI |

o0 Friday, M

| FNetwork

10

Expert b Decode A Matrix

Host Table # Protocol Dizt. A, Statistics

For Help. press F1 & | Js | | (A, 5000 s




Iris®

www.eeye.com

J File Miew Capture Decode Filkers Tools Help

=10l x|

DS -E-|» & |

SEE Gl w- 8- |# L5 B

]
2]

i X2

Iriz

[ecode

Statiztics

Capture (]

Packet Decoder e

:l Packet structure =
=[] MAC header (Ethernet 1

—-_7] IPv4 header

i i ;

- [ Destination: 0500460
- Source: 00:06: 290 CF A
- Type: 03-00 DoD IP

- W Yersion =4

- @ Header length =5 {201
=B Type of service = 00
LG 000, ... =1 Lo pr

o] 0. = Normal de

ot L0, = Marmal tr—
L] . 0., = Mormal re
- @ Tokal length = 40 bytes
- W Identification = 43470
=-[E8] Flags
Ooveenns unused =i

-

Pmee Fram

Mo. | MAC source addr | MAC dest. addr | Frame | Prokacal |;|

113 IBM-cfat?? SOMY-0d53e9 IP TCP-= METEIOS-55M

114 SOMY-0d53e9 IEM-cfany? IF TCP-= METEIOS-55M

115 IBM-cfat?? SOMY-0d53e9  IP TCP-= METEIOS-55M

116 SOMY-0d5329 IEM-cfan?? IF TCP-= METEICS-35M

IEM-cFany?

118 SONY-0d53e9 IEM-cfan?? IF TCP-= METEIOS-55M

119 IBM-cfas?? SOMNY-0053e9 IP TCP-= METELOS-55M

120 00:80;29:00;3F:BC  EBroadcast g02.3  IPX

121 00:80:29:00:3F:6C  Broadcast al0z2.3  IPX

122 00:80:29:00:3F:BC  Broadcast a02.5  IPX

123 00:80:29:00:3F:BC  Broadcast dgiz.3 IPw ]
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o030 3F F9 Fo C3 00 00
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80 06 CC E1 CO &8 01 C8 CO 48 . (ei@
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Help

Done

This is the packet editor window, You can bring a packet here by clicking one in packets lisk or wou can create :I

Q a new one by clicking on [Abuttan. This editor supparts the usual edit commands met in standard editors

I RS S R D §

=

(I C . |

12372000

|IF‘: 192.168.1.7 MAC: 08:00:40:00:53:E9

BB Intel 525




Brutus www.hoobie.net/brutus

=10f %]

X |Brutus - AETZ - www.hoobie.net/brutus - {January 2000}

File Tools Help

Target (1303422112 Type I vl Start Stop | Clear

~Caonnection Option
Port |23 Connections T | 10 Timeaut T 10 [T UseProsy  [Define |

—Telnet Option

b cuclify sequencel [ T to stay connected for ILlnIimite "’i attempts

—Authentication Option
v Use Uzemame [~ Single User Pass Mode |'w'ord List ;‘

Uzer File Iusers.tﬁt Ernwsel Pazz File  |words. bat Ernwsel

Fozitive &uthentication Rezultz

Type I zermame Fazzword

Target

Laocated and installed 10 authentication plug-inz

0% Timeaut:  Beest Auth Seq Throtile Gock Eil
Idle b




Camera Shy www.hactivismo.com

@ Anillusion page - Camera;Shy = o ]
thllltles Wi SEELIrIt‘:.-' Help Dedlcatu:un

Q J MJ ~|\e"-“~

|********

- |*************

Note:
On 3/6/03, the
developer version
of “6/4” was quietly
released.

{Done
Encrypted GIF Images in \Webpage, Click to Load GIF's Scanned: 35

http:fisabokeur . Sm.comfcool. gif
http: ffsaboteur, Sm.comjamb, gif
htkp:fisabokeur . 8m. comfwindowz , gif




Ping Plotter®

4 www.novell.com - Ping Plotter

File Edit “iew Help

Address to Trace:

sy Mol com

sy miovell cam
12234124145

146 57 202 254
sy pingplotter .com
wewy fLUCOwy s Com

— =ampling

# of times to trace: !Llnlirn'rted —:
Trace Interval: IS seconds —

— Statistics

Samples to include: i1 0

www.pingplotter.com
=10] x|
Target Mame: www.novell.com 0-200
IP: 192.233.80.5 201-500
Sample Set Time: 113172003 7:41:45 P - 1/31/2003 7:42:30 PH 501 andup
IP | DMSMame |.ﬂ.vg| Cur | Graph I
=¥ 1n_15|115|11 -------------- 3 0 90
2 PRV o I R— 30
3 122446717 oo 8 0
ﬁ 1224472206 e 15 10
§ 1212313258 gbrl-p 0. zffca.ip. att. net 16 10
B 121225250 gbrd-p00. zffca.ip. att. net 13 10
J_{ 10 12122 2 66 gbr3-p50. dvmco.ip. atk net 42 40 1000% pa
% 12122526 gbr-p20. dvmeo.ip. ath. net 44 Bl
<§ 1212336877 garl-pa70.dvmcoip.attnet 43 51
10 1212515914 e 55 B
TT [P - ey — A7 80
2 10192233805  wwaw.novell com 45 B0 1000%
Round Trip: 45 &0
+ wu novellcom (192 233 80853 Graph time = 10 minutes
=] &0 0%
i
' Tl3kp  Tldp  TidSp  T6p  TI3Fp Vi3Gp  ThaGp  TM0p  Tip  TiMip |

|Tran:e Count: 54

|Displaved Samples: 45 ko 54

b




KeyGhost Keylogger® www.keyghost.com




S PYyCO p$ WWW.SpyCcop.com

i ¢ COWINNT system 32 dllcache' ntsd.exe
File Scam  Help

| @ 2| 2 ﬂ|-

Scan Mow Pauze Sy nfo 5 ethings

— Results of Scan

4] | 2

Suzpiciouz Files [double click for more information or to rename];

— Status




Laura’s Lab Kit

o Avallable at www.podbooks.com
Contains many of these tools and more
Video clips
Trace files
2003 Course Outlines
More...



http://www.podbooks.com/

Conclusion

o There are great tools out there for network
administrators

Many of them are free
All of these are worth purchasing (if required)

o You need to take some time to work with these
tools to get the most out of them

o Make sure you have appropriate authorization
to run these tools on your network.

o Look for other “Laura Chappell presents”
courses that cover many of these tools
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