Top Web App Attack Methods and How to Combat Them
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Web Applications

Very complex architectures, multiple platforms,
multiple protocols

Web Services

Application Database

Wireless Web Servers Server Server
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Browser i
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Web Applications Breach the Perimeter

Internet DMZ
11S 4 ASP
e NET
SunOne —— :
Apache s WebSphere SQL
p Eﬁ‘ Java W% Oracle
— . — DB2
mE . ] e - | :
HTTP(S)—=" o L3 o . Corporate
= ) =) - ) - Inside
Firewall only Firewall only _Firewall only
IMAP FTP allows PORT 80 allows allows application
SSH TELNET (or 443 SSL) applications server to talk to
POP3 traffic from the on the web database server.
Internet to the server to talk to
web server. application
server.
Any — Web
Server: 80
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SQL Injection
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Google Hacking

" Find vulnerable sites using google (Old method —
new life)

" Example Search Queries
" “filetype:mdb inurl:admin” — 180 results
" “Filetype:xlIs inurl:admin” — 14,100 results

" “ORA-00921: unexpected end of SQL
command” — 3,470 results

= “allintitle:Netscape Enterprise Server Home
Page” — 431 results
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Google Hacking

" Take this method a step further and use it to
narrow your attack victims.

" “Inurl:id= filetype:asp site:gov”’ — 572,000 results

" “Inurl:id= filetype:asp site.com” — 7,150,000
results

" “Inurl:id= filetype:asp site:org” — 3,240,000
results

" Use this list as a baseline for identifying SQL
Injection vulnerabilities
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Google Hacking

" Took 1 hour of coding
® 500 vulnerable sites were found in 1 minute and

26 seconds

= ploit Hunter

Results ]E:q:-lo'rt Modules | Log | Settings

URL

1:80article asp7id="
:@l/article aspTid=
ield. com:B0'kb. asp¥id=
:B0Vindex_asmt.aspTid="&acode="
'catalog/Ceatalogue.aspid=
lcatalog/Meatalogue.aspTid=
ield.com:80'kb.asp?id=
l.com:20content.asp?ID="

m:20/ms-basics aspid=

m: 20/ CaseStudies asp?ID=
tom: 80/fag/fag asp?ID="

lom: 80/fag/ifag. asp?ID=
om:B0/asplin_focus asp?id=
b.com:8VArticles/ReadArticle asp?ID="
b.com:8lVArticles/ReadArticle.asp?ID="
om:Bl/aspirelease.aspTid=
m:20/IntegrationMews asp?ID=
com:&l/script/script. asp?id="

clerk.com:80/doc asp?ID='

s com:B0recon/index. asp?D<=
.com:Bl/reviews/Abstract asp?ID=
BO/storyfull asp¥id='
litygroup.com:B0/templatellisting asp?id=
Pliasp/cursos2.aspid=

e e (USRI T R -

Description s
SQAL Server |dentified

SQAL Server |dentified

SQL Server |dentified

SQL Server |dentified

SQL Server |dentified

SQL Server |dentified

SQL Server |dentified

SQAL Server |dentified

SQAL Server ldentified

Microsoft Access Database |dentifie
SQL Server |dentified

SQL Server |dentified

SQL Server |dentified

SQAL Server |dentified

SQL Server |dentified

SQAL Server |dentified

Microsoft Access Database |dentifie
SQAL Server |dentified

SQL Server |dentified

SQL Server ldentified

SQL Server |dentified

SQAL Server dentified

SQL Server |dentified

SQAL Server |dentified

Statusbar
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Google Hacking

Google

Find next victim

d
<

Exploit victim

»
>

Exploit victim ‘

v
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" SQL Injection Worm
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Session Hijacking
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Review your account

my Account | Review Your Account SEA

,ﬁ. EDIT INFORMAT DN ||‘

Sign in information

Uzername: whoop
Customer I
E-mail:

Credit card information

Card type: MNiA,
Exp Date: NS
Card Number: R - - A
CW WiCiD: ML

Billing information

Hame Address
My Default Shiznit Crap 352 Hoopie lane
Jack=zonville, FL 32219
(493)3259-3030 usa

" Find where the confidential data is
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So Many Cookies

Caokie: TestSess=Yes: ~{11-27-2004:97 2406071 258067 Seg=sh: TestPem="es; Profledddessverfisd=True:
PROFILEID =D 2CE51E £REF 3401 934 CH5CEARE4R5FF4: MEMUISE Ri=whoon; USERID=505741: SESSIONUSERID=505741: PROFILE =whoop

" TestSess

" ‘Site cookie’

" Seg

" TestPerm

" ProfileAddressVerified
" ProfilelD

= MEMUSER

= USERID

" SESSIONUSERID

" PROFILE

SPI Dynamics Confide
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" Eliminate each one until the ones that matter are
left

" |n this case ‘SESSIONUSERID=505741"’
® |s the number incremental?

= Keep everything the same except decrement the
number — ‘SESSIONUSERID=505740’
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Credit card information

Card type: “Viza

Exp Date: 12-07

Card Number: |G
CA ICID: 727

Billing information

Hame Address
My Default  Amber|| G 4821 Fairgrave Avenue
- . USA

Shipping information

Name Address

My Default Adam Ei- 55 Artemesia Way
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Web Hack

Actual Web Application Penetration
Test of a Financial Site

anklogin.asp?serviceName =FreebankCaastAccess&templateN . =] |

File Edit Wiew Favorites Tools Help ﬁ
Back - = - & ﬁ| Qhsearch [GFavorites SfMedia ¢4 | Ex- S =

Address I@j http:,l’,l’lD.Z.1.164,|’banklogin.asp?serviceName=FreebankCaastAccess&templateName=prod_seI.FDrte&source=Freebank&AD_Fj @GD | Links **

-

freeBank

online

+ Customer Login

+ Financial Planning

* Services

o

= Your Accounts
»

Access Accounts

» Customer Support

W7e are corfident of our system's ability to protect all
tratcactions; homener, this ic not s freitation for people to

attermpt wmanthorized access to the system. This is a private
Reglst_erfor an Intere_st et ]
Checking Account with  |pdividuale. Artual or attempted attharized use of this
FreeBank: comprter systan may Tesult in cninal andfor civil
[prosecdior. We recerve the right to tiew, monitor, and record
. [act ity on the oystem withontt notice o pennicsion. S
First Mame: ifimmation obtained by movdtoring, Tevisvring, or Tecording is
ahject to Teviear by loar enforcamert orgarizations i
cormection with the fmectigation or prosenttion of possihle
Last Mame: | riminal activity cn the system, o are not an axthorized
nacer of this gyectem or do not cotwert to cordirned mordtoring,
et the sysham at this time.

-
GED R T
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Discover

Four servers were found on the internet facing
side of the company.

1. www.site.com - (Main site)

2. enroll.site.com - (Customer Enroliment)

3. calc.site.com - (Financial web tools)
4. secure.site.com — (Customer web banking)

This information was easily discovered by:
1. Web browsing
2. Using Google
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http://www.site.com/

Two main servers were first targeted
(enroll.site.com, www.site.com). An automated
attack was first run against the server. This is
used to discover any low hanging fruit. The
results of the automated scan were:

1. Each server was (Netscape-Enterprise/4.0)
2. A file of enroll.site.com/cfcache.map existed
3. A directory of enroll.site.com/template existed

Not much information was retrieved, further
research would have to be done to get anything

useful.
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The Attack

Browsing the website | noticed that the URL stayed
pretty much the same except for the
templateName value changed on each page:

https://enroll.site.com/cqgi-forte/fortecqi?
serviceName=siteCaastAccess&templateName=pro
d_sel.forte&source=site&AD REFERRING_URL=htt
p://www.site.com

By deleting all the information after the script and
then reissuing the request ...
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https://enroll.site.com/cgi-forte/fortecgi?serviceName=siteCaastAccess&templateName=prod_sel.forte&source=site&AD_REFERRING_URL=http://www.site.com
https://enroll.site.com/cgi-forte/fortecgi?serviceName=siteCaastAccess&templateName=prod_sel.forte&source=site&AD_REFERRING_URL=http://www.site.com
https://enroll.site.com/cgi-forte/fortecgi?serviceName=siteCaastAccess&templateName=prod_sel.forte&source=site&AD_REFERRING_URL=http://www.site.com
https://enroll.site.com/cgi-forte/fortecgi?serviceName=siteCaastAccess&templateName=prod_sel.forte&source=site&AD_REFERRING_URL=http://www.site.com

The Attack

... the server responded with a very detailed error
message.

Please specify the name of Forté service and page.

Usage:http://web_server name/cgi_directory na
me/fortecgi?serviceName=Forté_ service_name&p
ageName=request_page&other_info

Forte WebEnterprise Version WE.1.0.E.O
Copyright (c) 1999, Forte Software, Inc.
All Rights Reserved.

SPI Dynamics Confide II -
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The Attack

Several facts were gleaned out of this error message.

https://enroll.site.com/cqi-forte/fortecqi?
serviceName=siteCaastAccess&templateName=prod s
el.forte&source=site&AD_REFERRING_URL=http://ww

w.site.com

1. serviceName is equal to a variable Forte service
2. pageName or templateName is a script or page
and other commands can be appended using the "&"
operator
. The type of application being used: Forte WebEnterprise
4. The version being used: WE.1.0.E.O

W
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https://enroll.site.com/cgi-forte/fortecgi?serviceName=siteCaastAccess&templateName=prod_sel.forte&source=site&AD_REFERRING_URL=http://www.site.com
https://enroll.site.com/cgi-forte/fortecgi?serviceName=siteCaastAccess&templateName=prod_sel.forte&source=site&AD_REFERRING_URL=http://www.site.com
https://enroll.site.com/cgi-forte/fortecgi?serviceName=siteCaastAccess&templateName=prod_sel.forte&source=site&AD_REFERRING_URL=http://www.site.com
https://enroll.site.com/cgi-forte/fortecgi?serviceName=siteCaastAccess&templateName=prod_sel.forte&source=site&AD_REFERRING_URL=http://www.site.com

The Attack

Doing a simple search on google for “Forte
WebEnterprise” results in some nice documentation.

Address !-lil httpfidocs. sun.comfdbdac BOE-GETS-01

sun.co

QSWI =» Products & Services

docs.sun.com - Sun Product Documentation
Titles | Product Categories | Help |

Search for Wilithin

| This Collection *®| G0 | [ Search book fitles only

Search Tips

docs.sun.com | Subject Categories

Farte 4GL 3.5 (LUDS) == (Forde 45L) WebEntarprise Installation Guide, Yersion 1.0

{Forte 4GL) WebEnterprise Installation Guide, Version 1.0

Download this book in PDF

» Diownload wia FTP (B89 KB B pages
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The Attack

With this information and a little research, several
articles and tech notes were discovered on Forte
WebEnterprise server showing us how the
application worked and what default files might
exist. Enroll.site.com had several of these default
files:

Address I https:,l',l'enrn:ull.- corn)Forte 'WEB . VER

This file gave the application version being used.
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The Attack

Addrass iﬁ] biktpe fidocs- pdf . sun . com{B06-6679-01 f306-66T3-01 . pdf
BS |- g 500 @[ rdes [0 - OOM-
[ @ | BB [D - - - B

| e i

Bookmark *
_ j gun{len[s =l Installing and Conflguring WebEnterprise on a Web Server Node Chapter 3
B reface
=[] Organization of This Manual
- ] Comventions
&~ ] The Forde Decumentation Set
—|_] Forte Exampla Pragrams
= 1'_1 1;::::_??: ;: Baaeng EE.Eles 52 Installing and Configuring WebEnterprise on a UNIX iPlanet Web Server Node
{7 About Forte WabEnterprise
- ] Ingtallation Requirernents . - . .
= _,] 2 Installing and Corfiguring WebEntardisa i 6 Click the Load Configuration File button,
- Y Installing and Configuring WebEnterprise or
_‘ﬂ ::::::::: ﬁ:?g:::$::: ?;:E::Z:Z 2: :I If your server fails to restan, carefully check your edits in the obj.conf file (Step 4).
#+-{ ]installing WebEnterprise Components on ar
+_'] Fost-Installation Setup and Yerfication
-__] 3 Installing and Coenliguring YWebEnlarprize o

Sigrelurss | Thumbnsis | Bookmarks

7 Bestart vour iPlanet Web Server to have the new settings take elfect.

The Netscape Server Administration application will recopnize that your confliguration
files have changed and asks you if you want 1o load the new settings. Click Yes, They will
now appear in the Server Preferences = View Server Settings display.

T installing and Configuring WebE - After these steps, all hitp requesis that ask for a page with a “.fore” extension will be
sl na B Longunng WehEntarmvss ox directed to the fortensapi shared library.
B _'] Installing WebEnterprise on a Process Soft
&[] Past-Installation Setup and Verfication 8 Map the fortecgi.dat file for fortensapi
___ll 4 Upgrading Web En1|=.-rpr.i‘5l=.- Before fortensapi can make use of Forte services, the fortecgi.dat registration file must
- ] Upgrading WebEntarprize be made accessible.
Create a syimbaolic link o fortecgi.dat from the iFlanet Web Server default directory:
% cd Jfusr/netscapea/sultespot /https-yvournodename /conflg
% 1ln -8 /usr/metscape/sultespot/forte/cgl_bin/fortecgl.dat
fortecgi.dat
MNote The location chosen for forecgi.dat must be readable and writable by the [Planet Web

Server.
9  From yvour Web browser, enter the following URL wo verify that fortensapi is working:
http://your webserver/web.forte?
You should see an fortensapi page titled *Forte NSAPL Usage™.

Caution  Should you decide to uninstall the Forte components on the Web Server node, you must
undo the configuration changes in the obj.conf file. Otherwise your iPlanet Wb Scrver
might [ail on startup.

SPI Dynamics Confide
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The Attack

2. https://enroll.site.com/forte/cgi_bin/fortecgi.dat

This file shows Internal IP's as well as what
services the application is offering. By viewing
this file:

siteCaastAccess 6501 192.168.32.11 4
sitelntranetllS 1785 192.168.32.11 4

we can see that the internal ip of the server is
192.168.32.11 and valid values for the
serviceName variable being passed to fortecqi is
siteCaastAccess or sitelntranetllS.

SPI Dynamics Confide II -
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The Attack

https://enroll.site.com/cqgi-forte/fortecqi?
serviceName=siteCaastAccess&templateName=pr
od_sel.forte&source=site&AD_REFERRING_URL=h
ttp://www.site.com

1. serviceName iIs equal to a variable Forte service
2. pageName or templateName is a script or page
and other commands can be appended using the
g
operator

3. The type of application being used: Forte
WebEnterprise

4. The version being used: WE.1.0.E.O
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https://enroll.site.com/cgi-forte/fortecgi?serviceName=siteCaastAccess&templateName=prod_sel.forte&source=site&AD_REFERRING_URL=http://www.site.com
https://enroll.site.com/cgi-forte/fortecgi?serviceName=siteCaastAccess&templateName=prod_sel.forte&source=site&AD_REFERRING_URL=http://www.site.com
https://enroll.site.com/cgi-forte/fortecgi?serviceName=siteCaastAccess&templateName=prod_sel.forte&source=site&AD_REFERRING_URL=http://www.site.com
https://enroll.site.com/cgi-forte/fortecgi?serviceName=siteCaastAccess&templateName=prod_sel.forte&source=site&AD_REFERRING_URL=http://www.site.com

The Attack

3. /cqgi-forte/fortecgi?
serviceName=internalmonitor&PageName=pingcgi

This is a debug option available in forte, by issuing this request,
forte will return all the system variables:

3 ForteCGI PingCGI - Netscape

File Edit %ew Go Communicator Help

- - e
® 3 B 2 m < A B
] Fonyand Reload Home Search  Metscape Print Securnty Shop top
7| w# TBookmaks M Netsite: [bttps://enoll @il om/cgi-forte fontecgi7serviceN i N gcgh

Hfstart | (3 Esida. .. @credlt.,.l Sawre...

JNITET
|
|

REQUEST_METHOD |GET

QUERY STRING |ssnfin:sNamcqntnrnalmonitor&pag:Na.mc=pmg:gi

AUTH_TYPE [not sez
oot see
CONTENT_TYPE |not set

GATEWAY_INTERFACE [CGI/1.1

|
|
|
|
| CONTENT_LENGTH
|
|
| HTITP ACCEPT

|1magrfg1f, imageix-xbitmap, image/jpeg, image/pipeg, magefpng, ¥+

HTTP_COOKIE ‘.C‘aastAccess=UD]Dl6782?25162A28231025]6?B29; fite_lbf Il CaastAccess=04392k0WOER1;Z;

IntranetIS=091B147D262516242824 1B28167927, fte_bf [lTntranetTS=04392L0WOBTG

HTTP_USER_AGENT |Moziﬂaf4 73 [en] (Windows T 5.0, )

|

[ PATH_INFO [not sez

| PATH_TRANSLATED |not se

[ REMOTE_ADDR  [62.2107261

[ REMOTE_HOST  [63.21072.61

| REMOTE IDENT |not set

| REMOTE_USER  |notf set

[ SERVER NAME [enrcllfffcom
|

SERVER_PORT I443
| SERVER_PROTOCOL [HTTP/1.0

| SERVER_SOFTWARE |[Metscape-Enterprise/4.0 SP4

| SCRIPT NAME |fegi-fortesfortecsi

|Document: Dane

S0 F
S szirm
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Issue List

" Each server is (Netscape-Enterprise/4.0)
= A file of enroll.site.com/cfcache.map existed
" A directory of enroll.site.com/template existed

" Enroll is running Forte WebEnterprise Version WE.1.0.E.O
"  An ability to tell what the parameters in the URL mean

® Enroll has 2 services available: siteCaastAccess and
sitelntranetllS

" The internal IP address of the server is 192.168.32.11

" Access to all system variables is available

" “ServiceName” in the URL specifies what services to access
" “TemplateName” in the URL specifies what templates to load
" A list of template files from the URL such as “prod_sel.forte”

SPI Dynamics Confide II -
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The Attack

At the beginning of the scan, a directory /template
was found. To test a theory a request was issued for:

Address I https: ffenroll.site.comftemplatefprod_sel.Forte| ""I lf'J“:'G'I'

] | MAMICS
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Full Source Code

MNetscape
File Edit ¥ew Go Communicator Help

<« =+ A D a % 48 @ &
i Back Fonward Reload Home Search  Metzcape Print Security Shop Stop
' wt ” Bookmarks \g& Metsite; Ihttps:a’_a"template.-"pmd_sel.forte
& d%lnstanth’lessage wiebid ail R adio FPeople ellow Pages Download Calendar ['_‘i Chanels
<HTHL> -
<HELD>

<3TYLE type="text/css">
<?FORTE TNCLUDE "style block.htm":>
</ 3TYLE>

</HEAD>

<!—-— Insert Forte Code bhelow —->
<?FORTE EXECUTE ProdielHandler.ClearWebErrors:>

<?FQORETE IF ProdfelHandler.RegquestFrom3elf>

<?FORTE EXECUTE ProdZelHandler.ClearNavitacks

<?FORTE IF ProdSelHandler. AppStatuss>
<?FORTE EXECUTE FrodielHandler.ClearLoginictemptss>
<?FORTE REDIRECT "login status_ssn.forte™s

<?/FORTE IF:>

<?FORTE IF ProdielHandler. AppRecall>
<?FORTE EXECUTE ProdSelHandler.ClearLoginlittemptss>
<?FORTE REDIRECT "login ssn.forte’:>

<?/FCRTE IF>

<?FORTE IF - Prod3elHandler. IsipphlreadySaved:s
<?FORTE REDIRECT "prodsel error.forte:
< ?FORTE EL3E>
<?FORTE EXECUTE ProdSelHandler.2aveitate >
<?FORTE IF Prod3elHandler.IsValid>
<?FORTE IF ProdSelHandler.GotoNext>
<?FORTE EXECUTE FProdSelHandler . ClearLoginittemptss
<?FORTE EXECUTE Prod3elHandler . PushFagelName (Fagelame="prod_sel.forte™) > < ==
<?FORTE REDIRECT "user info.forte":

<?/FORTE IF>
<?/FORTE IF=> Al
4| | »

(5 [=0=| |Document: Done = e WL m@ w2 |
§ﬂ5tart|“ :ﬂ ﬁ | ﬁ # J EﬁZUnB---l @]E:'l.da...l ﬁDown...”ﬁNets... @WinZi...l .5tarti...| WForte...l %Syne...l Qﬁearc...l @curre...l 11:26 AM
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The Attack

This allowed us to view the exact details of how the script
worked and what other files or scripts it referenced. By
methodically going thru and retrieving the source for all
the scripts available a large database of filenames was
logged.

?FORTE
#3TYLE>

FHEAD >

!—— In=s

?FORTE

INCLUDEI"Style_black.htm"

ert Forte Code helow -->
<?FORTE EEXECUTE ProdS3elHandler.ClearWebhErrarss

IF ProdZelHandler.FequestFrom3elf:>

<?FORTE EXECUTE ProdielHandler.ClearNavitack:

<?FCORTE IF Prod3elHandler. App3tatus>
<?FORTE EXECUTE Prod3elHandler.ClearLoginittemptss
<?FORTE REDIRECT ['login status ssn.forte”p

<?/FORTE IF>

<?FCORTE IF Prod3elHandler. AppRecall>
<?FORTE EXECUTE Prod3elHandler.ClearLoginittemptss
<?FORTE REDIRECT ["login ssn.forte":|

<?/FORTE IF>

<?FCORTE IF Prod3elHandler.IsAppilreadyiasved:
<?FCORTE REDIRECT‘rprodsel_error.forte"ﬁ
<?FORTE ELZE>
<?FORTE EEZECUTE Prod3elHandler.3aveitate »
<?FCORTE IF Prod3elHandler.IsValid>
<?FORTE IF ProdielHandler.Gotolext>
<?FORTE EZECUTE ProdZelHandler.ClearLogindctenptss
<?FORTE EXECUTE PrndSelHandler.PushPageName(PageNamei"prnd_sel.forte"g b=
<?FORTE REDIRECT ruser_lnfo.forte"¥

SPI Dynamics Confide
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The Attack

After gathering the list of filenames — Several
filenames stood out:

1. VerifyLogin.htm

2. ApplicationDetail.htm
3. CreditReport.htm

4. ChangePassword.htm

A connection was tried to each file.

https://enroll.site.com/cgi-
forte/fortecgi?serviceName=siteCaastAccess&templateName
=ApplicationDetail.htm

SPI Dynamics Confide II -
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The Attack

The server returned a "User not Logged in" message
for each request. It also stated that the connection
must be made from the Intranet. At first this seemed
to be a well secured area but after sniffing the
connection, it appeared that ApplicationDetail.nhtm set
a cookie string.

sitelntranetl|1S=091B1A7D2625162A28241B2816792
7; frte_Ibf sitelntranetl1S=04392kOWOBTG
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Attempt to access with cookie

https://enroll.site.com/cqi-
forte/fortecqgi?serviceName=siteCaastAccess&templateNam
e=ApplicationDetail.htm

Cookie:
sitelntranetlIS=091B1A7D2625162A28241B28167927;

frte Ibf sitelntranetl1S=04392kOWOBTG

The server returned back a different error that
stated: “User must connect from the Intranet”

SPI Dynamics Confide II - k __



https://enroll.site.com/cgi-forte/fortecgi?serviceName=siteCaastAccess&templateName=ApplicationDetail.htm
https://enroll.site.com/cgi-forte/fortecgi?serviceName=siteCaastAccess&templateName=ApplicationDetail.htm
https://enroll.site.com/cgi-forte/fortecgi?serviceName=siteCaastAccess&templateName=ApplicationDetail.htm

The Attack

By taking this cookie and and changing the URL so
“serviceName” is set to “sitelntranetllS” and
recreating our request. Our request now looks like

this:

https://enroll.site.com/cqi-forte/fortecqi?
serviceName=sitelntranetlIS&templateName=ApplicationDet

ail.htm

Cookie:
sitelntranetlIS=091B1A7D2625162A28241B28167927;

frte_Ibf sitelntranetl1S=04392kOWOBTG
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https://enroll.site.com/cgi-forte/fortecgi

Jackpot!

ApplicationDetail.htm returned Client information and
credit cards anytime an application was being processed.

RiNetscape =181 x]
File Edit W¥ew Go Communicator Help
1s @ 6 Ks 2 Bo ol e 22 o G 5 b o s sBe o W N
Back Forward.  Reload Home Search  Metscape Frint Secuity Shop 5 bop
% Mf' B ookmarks J’g Go ko: [https..-".Fenrol-:om.-"cgi-forteffortecgi?sewiceﬂame:.ranetlIS&tempIa\eName:ApplicaionDetail.htm ZI
- =]
PERSONAL INFORMATIOIN
FIRST / MI David L [LAST / SUF I
EMATL David IR com DORB I
SSN 572-45- US RESIDENT? Tes
EMPLOYMENT STATUS Employed MOTHER'S MATDEN NAME ISR
CURRENT ADDRESS
STREET ADDRESS oo APT # 105
CITY / STATE San Jose CA ZIP 95138
HOME PHONE TIME AT CURRENT ADDRESS yr/ 1 mo
RESIDENT STATUS Rent RONTHLY MTG OR RENT £ 1700
PREVIOUS ADDRESS
STREET ADDRESS ] APT #
CITY / STATE MMountain View CA ZIP 94043 =
CURRENT EMPLOYRMENT INFORMATION
EMPLOYER NAME I ADDRESS I
SUITE/FLOOR/MAIL STOP CITY / STATE Mountain View CA
ZIP CODE 94039 WORK PHONE ]
TIME WITH EMPLOYER 1w/ 8 mo |
PREVIOUS EMPLOYMENT INFORMATION
EMFLOYER NAME I C orportation |T]1\-'EE WITH EMPLOYER Tyr{ 10 mo
INCOME INFORMATION
GROSS ANNUAL SALARY £ 75000 |TDTAL ANNUAL INCOME £ 112000
SOURCE OF INCOME |E)HSTWG BANK RELATIONSHIP Checking and Savings
AUTHORIZED USER INFORMATION _|
m;-l':b;"- E—— — e R eSS R RE TR
ghotant]|| 3 @Hmc e |_|Esac|| |@a ]-jb | .| Go.. |l_ |6SRBEE  [BSIS, swum
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Metscape

File Edit Wew Go Communicator Help

€ ® 3 & 2 @ < a4 B8

Back Forward  Reload Harne Search  Metscape Frirt Security Shop

@

Stap

W‘ " Bookmarks J‘ Metsite; Ihttps: Ha’enroll‘comHcgi-forteffoltecgi?sewiceN ame'ntranetlls LtemplateM ame=applicationD etail. him

Interest Checling
Interest Checking
Interest Checking
Visa

Interest Checling
Basic Checking
Basic Checlung
Interest Checking
Basic Savings
Basic Checlung
Interest Checlang
Wisa

Ioney Market
Interest Checling
Interest Checking
Wisa

Basic Savings

100 Checlk

3000 Check

100
10000

Check

100 Credit Card

2000 Checlk

100 Credit Card
Basic Savings

Wisa

Visa

WVisa

12 Wonth CD

Interest Checling

4420460011164 - Wl

435602300073 -

|

15y (== |Document: Done

Aster || Bye] | Sc] @unf i B G| B o] B B S| o[ B Bs|

I-1=1 . 4 &

=l ten 24P 2
B &M w0
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The Attack

By then issuing a request for CreditReport.htm.

The server replied with this error message:

HTMLScannerException detected
Detecting Method
HTMLScanner::HandleExecuteBlock Message

EMCreditRptHandler.GetCreditReport

set creditRS - value specified is NIL.

qgsp_Exception caught while executing EXECUTE tag named

Original message: Cannot add member name View to result

SPI Dynamics Confide II -
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The Attack

By using the very detailed error message, we
could derive that the server is failing due to
the value of a variable named "View" currently
has a NULL value. Therefore by defining the
value of View we can retrieve the
CreditReports page.

https://enroll.site.com/cgi-forte/fortecqgi?
serviceName=sitelntranetlIS&templateName=
CreditReport.htm&View=1

SPIDYNAMICS
fFcpfE,. provect, IREpecy

SPI Dynamics Confide II -




The Attack

Access granted.

File Edit View Go Communicator Help

| 4 @ 3 &4 2 @ o A 8 @

Back Forward  Reload Home Search  Metscape Frint Security Shop Stop

w!v Bookmarks M Metsite: | e e e nplateh ame=CreditR epart hi j
Decision Summary Credit Eeport Fraud Eeport Close
Decision Summary
Application Information
Application 1T 3530  |Application Date [08-Tul-2000 21:54:16
88N
First / MI ast

Credit Report Information
Fraud Score
B Fraud Status

|Fraud Flag Data

I Product Code Credit Limit
Credit Bureau Score Custom Score
Debt To Income Ratio 0

Credit Bureau Phone
Hawk Alert Code 1
Hawlk Alert Code 2
Hawk Alert Code 3
Hawlk Alert Code 4

Hawk Alert Code Text 1
Hawk Alert Code Text 2
Hawk Alert Code Text 3
Hawk Alert Code Text 4

CreditBureauCode FraudSystem
OnyxReferenceNumber
DeclineReasonCodel DeclineReasonCodel Text
DeclineReasonCodel DeclineReasonCode2Text
DeclineReasonCode3 DeclineReasonCode3Text
DeclineReasonCoded DeclineReasonCoded4 Text
Close
|8 == |3avaseript errar: Type javascript:' into Location for details EET s R e Y 4|

s | 3 1] 2] o ] B8 ] ) 5] 1 1 | o e |

|J E =R S ”|5<§J%.%é.%(g 10:37 PM

fgcpfE. proYEcE, IREpect
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The Attack

CreditReport.htm allows us to view customer
data, credit report status, Fraud Information,

Declined application status and a multitude of
various sensitive information.

By crafting a special script together we were
able to continuously retrieve different client
Information and credit cards.
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How Did This Happen?

e Data Center

Enroll. Site OO

—
= = - -
—_—
—_— —
C—
-__—_—_
S — A —
E__h—______-:
L =_-
J— e
..._'._—
—— e
— — "
L —~
—_—

Calc. Site

B
|
|

Secure Site
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Icing On The Cake

By accessing the ChangePassword.htm page. The

ability to reset the users web banking password was
available.

3 Netscape

Eile Edit “iew Go Communicator Help

4 2 A N . mwm o a B B

Back Forward Reload Haome Search  Metscape Eitat SecLrity Shop Stop

thannkmarks J{. M etzite: https:Menrnll.cnm;"n::gi-fu:urte;"fu:urtecgi?servin:ENameintranetllﬁ&templateName:EhangeF‘asswnrd.htm
?| g%lnstanth’lessage Wb ail Radio People ‘fellow Pages Download Calendar D" Channels

HNew Password = ABUBRFADD

-

_lose
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Icing On The Cake

Retrieved application source code and system user
names and passwords.

w!vBookmarks \g& Netsite:Ihttps:.-".-"enroll-c:om.-"template.-"onyx_labels.h
ﬁ,lnstantMessage wiehh ail R adio People ellow Pages D ownload Calendar L‘i Channels

LI @vw’hat's Related

@ ==

|Document; Done

: =
* Description:

* This file defines the walid field nasmes for an Onyx blob. The purpose

* of these definitions is to ensure that all of the wodules use the same

* names for the sawe data.

*

* To keep the size of the blob to a minimam the actual values are somevhat

* small and cryptic while the definitions are more explicit.

i

#ifndef  ONYX LABELS H

#define  ONYX LABELS H

fidefine CQAZYS _REF_NUM "O_REFNUM" /% The application reference number. */

#define MASTER_REF_NUHN "M _REFNUM" /% Original ref # for ADC Znd apps */

f#idefine REF_NUM "REFNUM™ /% The application reference number. %/
fidefine VERIION NUHM VT /% The application' DE wersion. */
fidefine AFP_START TIME TASTHM" /% Timwe the app was added to system. */ J
fidefine APP_LAST UPDATE TATTHY" /% Last time app was updated. */F

#define APP TYPE AT /% The application type. */

#define SYSTEM NAME TEYINAM™T

fidefine COMPANY oo /% The application's company code. */
fidefine COMPANY NAME "A Co" /% The application's company name. */

fidefine MAREET "MET" /* The application's office. */

fidefine ORIG MAREET TORIGMET™ /* The application's mwarket code. */
fdefine USER TUSRT /% The analyst's user password.
fidefine USER_FASSWORD "RWD™ /% The analyst's user password. 7

#define ANALYST rANLET" /* The analyst's id *
#define AFP STATUS TS TAT™

fidefine USER_STATUS FUSTAT™

#define SY3 LOCK "SLCE™ /% The application lock. %/

#define USR_LOCK TULCK™ /% The application lock. */

fidefine NOFORWARD FHOF" /% Do not forward app to next bur. */
#define IND FORWARD MNOHIT "FLIOH™ /% Forward if nohit. */

#define IND FORWARD THIN "FTHN" /% Forward if thin record. */

#define COM FORWARD MNOHIT "CFNOH™ /% Forward if nohit. */

#define COM FORWARD THIN "CFTHN™ /* Forward if thin record. */ LI
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Icing On The Cake

Calc.site.com:

1. Ability to retrieve i
the admin login < 2 3 & a s & 0O

Back Forsar d  Reload Home Search  Metzcape Frirt Security Shop

a n d p aS SWO r d ‘“ﬂ! “Bookmarks  fi  Netsite: IhltIIf’?’CEﬂc.-c:oma’fc_calcs;’dataa’customa"adminﬁ
-

ﬁlnstantMessage W’ebMaiI Radia People YellowPages Download [

2. Ability to upload <companyaze

ContactMName

ENail

files to the server

Fax
S3treet

If they were ‘calc

State
Zip

template files’.

3. Ability to retrieve e

all source code eives  sctoom
off of the site due Tt o

to a flaw in the s

calculator s

software.
1™
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Vulnerabilities discovered in the site application
located on enroll.site.com are:

1
2
3
4.
S
6
4

. Detailed Error messages

. Lack of Session Authentication on certain scripts
. Virtual Directories are not mapped correctly
Default Forte files were existent

. Incorrect File permissions

. Internal Forte debug option accessible

. Test files and old scripts remained

SPIDYNAMICS
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Summar

As a result of these issues this occurred:

1. Access to customer information:
Names, SSN#'s, Salary, Maiden Names,
and Addresses

2. Access to credit card numbers

3. Access to proprietary site information
4. Access to confidential source code

5. Access to credit report data

6. Ability to change customer passwords

SPI Dynamics Confide II -
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Try Weblnspect

ﬂ WebInspect 3.0 A ;IEIEI

File Edt Wew Tools Help
| Mew... I E] b i M ! Audit _«n} Policy Manager e")ﬁaport... meart Update [d’ Export

SPI Dynamics, Inc.

115 Perimeter Center Place

Suite 270
Atlanta, GA 30346

Caleb Sima
csima@spidynamics.com

O 172.16.10.32:80 ~|  Report |
/@ Information —
B-EQ yulnerahility GET fiishelpf HTTP{1.0
2 . (Connection: Close
3 _private & Web Erowser Host: 172.16.10,32
[ _vti_bin User-agent: Mozillaf4.0 (compatible; MSIE 5.01; Windows NT 5.0)
[ _wti_enf J  Show Request Cookie: ASPSESSIONIDGQGEEOMLQ=KDBPAIIEIHKEMAHFEELACCIF; passes=;
[ _vti_log
B tipt i Show Response
[ vttt 3} Show Details
[} assets .
& backup | | 3 Show Links
[ fisadmin {31 Show Camments
O] iishelp
(0 iissamples (@) Show Text
(3 prefs 31 Show Hiddens
[ prinkers
(23 reports 31 Show Farms
[} scripts " R 4
T equest Editar
(3 webpub {1 .
[~ :] about,asp 2 Help
- ;] badogin.asp
H E:] barklogin, asp
[+~ [Fl&] benefits.asp < | i
[H- 2| bus_fag.asp -
i = Regex Find
- @] bus_solution. asp - I J [~ Reg l___I
. Skatus: Found:
4 I I 3
Risk | Count | Description
(1] 1 [# 115 RDS Mulkiple Passible Yulnerabilities
[ 1 [# Directary Listing
(=] 1 [# Passible Directary Listing
e 1 [# 115 WebHits Source Cade Expasure
[ - ] 3 [ A5P Runtime Error Message
1 [= 115 Help Directary {ishelp)

htbp:fj172.16.10 helpf

L] 1 [# 115 5.0 Server Canfiguration Information Disclosure (servervariables_vbscript, asp)

[]

Alerts| Information Syskem Log |

For a free Weblnspect™
15-day trial download
visit:

www.spidynamics.com

| | I Audit Paused
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