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I The Problem o

Multiple accounts tor the same user
Duplicate user and group administration
Multiple password policies

Account synchronization

/ ,
HP, WORLD2004
Solutions an d Technology Conference & Expo

‘_/

3



Resulting in
ncreased administration costs
User contusion — multiple logins and
passwords
Increased security risks
HpORLD 00
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I Agenda
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History i

aWhy have we not integrated users in the 2
worlds before?

aNo need

aProprietary technologies used to store and
auvthenticate users
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HP-UX Authentication and Account [
Management History

Yesterday

Account management and authentication
technology are tightly integrated

Files
Insecure
not scaleable
localized

NIS

Insecure
not scalable

distributed
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I HP-UX Authentication and Account Q)]

Management History 7

Yesterday (cont.)

NIS+

Secure

More scalable

Distributed

Too complex to administer
Not widely accepted

No future — being discontinued
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HP-UX Authentication and Account [
Management History

Today

Account management and user authentication can
now be de-coupled

LDAP (account management & authentication)
scalable

distributed
standards based
secure and insecure

Kerberos (authentication)

secure
distributed
standards based
e
scalable HRWORBZOM
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Windows Authentication and
Account Management History

Yesterday
/AN manager
NT Chap
NTLM

Today
LDAP

Kerberos
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I Agenda o

v Problem Description
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o A solution and technologies
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I A Solution o

Common authentication protocol:
Kerberos

Common access protocol:
LDAP

Common data repository:
Active Directory
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|
Solution Technologies

HP-UX Windows 2000

Plugable Authentication Active Directory (LDAP/KRB)

Module (P’ATM) | Services for Unix (SFU)

,(\Il\?Srg? Service Switch Kerberos Server (KDC)

Kerberos (pam_krb5)

LDAP and LDAP-UX

Integration (NSS Idap)

HRV(’ORLDZOM
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I Technologies: Kerberos

Is

A network authentication protocol

Uses a trusted 3 party (KDC) to distribute
“tickets”

Can be used to encrypt data between clients and
servers

Is not

A network authorization protocol

A repository for user account information N
Le1o s LBLAR R
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I Kerberos: Session Tickets o

To access a “service” clients request a ticket for
that service from the KDC

The KDC generates session ticket for that client to
present to that service to identity itself

Session Ticket includes a keT that is used as a
shared secret between the client and service

These tickets usually have a litetime associated
with them

Can contain authorization data

)
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Kerberos: Obtaining and using a ticket (2)

KDC
| Server 1 | @
fit /573 Client O
Client 2
Session Key:
Client: Client]
Exp: 10:10:10 1/1/04
 m
- ‘. ==
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1T % —
= Session Key e
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Client 1
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Kerberos: Obtaining and using a ticket (3)

KDC

Authenticator

Client 1

Session Key:
Client: Client]

Exp: 10:10:10 1/1/04

0

Time: 10:10:00
Cksum: 756202
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! 02
Kerberos: Obtaining and using a ticket (4)

Mutual Authentication

KDC

<

([ yarey AU th enticator

Time: 10:10:00
Cksum:| 756202

_ v P

< Time: 10:10:00

. Lall!

Client 1 Server |
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Kerberos: Ticket Granting Ticket (TGT) Service
KDC Session Key: .-| .—I

Server: Server]

Exp: 10:10:10 1/1/04
Request: 123

Session Key: .—l .—I

Client: ClientT
Exp: 10:10:10 1/1/04

<

e =
User: Client 1

Server: Server 2

Exp: 12:12:12 1/1/04
Request: 789

N

. Session Key = |
" .-l TGT session key o
=
Client 1 -
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Kerberos: Client Contiguration

Kerberos configuration file: /etc/krb5.conf

[libdetaults]
default realm = ACME.COM
detault_tkt_enctypes = DES-CBC-CRC
ccache_type = 2
detault_keytab_name = FILE:/etc/krb5.keytab

[realms]
ACME.COM = {

kdc = kdc1.west.acme.com:88
kdc = kdc2.west.acme.com:88
admin_server = kdc1.west.acme.com

}

[domain_realm]

.acme.com = ACME.COM
.realm.com = ACME.COM
.net = KRB.NET

nnnnnn
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I Technologies: LDAP o

LDAP (v3) —> Lightweight Directory Access
PROTOCOL de?ined in a set of RFC’s outlined in
RFC 3377

Based on the X.500 (OSI Directory Access
Protocol) standard, but much simpYer (LDAP
supports TCP/IP)

Defines how a client accesses information stored in
a Directory, NOT how the information is stored
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I What is a Directory?

Is an LDAP Directory a Database?

Yes it is a type of DB, but not a relational DB like
Oracle, Sybase

LDAP Directory| Relational Database
Hierarchical Rows & Columns
Variable/Multiple | Structured Attributes
attributes

Tuned for read | Tuned for OLTP (read/write)
performance performance

/
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I Directory Servers

Historically used to hold contact information
(phone book) and Web Portal registrations

Now Directory Servers have become a centralized
storage for Enterprise and Extranet data

Server configuration
X.509 certificates
Customer Data

DNS Data
More..

MS Windows 2000, Novell eDirectory use

Directories for NOS storage ~

Solutions an
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What Makes Up a Directory?
Attribute - Defines a piece of data within an
objectclass
Objectclass — The definition of an object type
stored in the Directory (similar to a typedet in C)
Schema -The rules that define how data is
stored within the Directory (Extendable)
DIT (Directory Information Tree) - All of
the entries within the Directory Tree
HPWORLDZOM
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I Attributes gt

Detines a single piece of data

An attribute definition contains many fields:

OID (Obiject Identitier): Must be unique within the
Directory Schema, defined in ASN.1 format

Name of the attribute (also unique)
Description of the attribute
Matching Rule and Qualifier (how)
Syntax

Single/Multi valued flag

/ ,
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I Attribute Example

(2.16.840.1.113730.3.1.39
NAME 'preterredlanguage'

DESC 'pretferred written or spoken language for a
person’

EQUALITY caselgnoreMatch

SUBSTR caselgnoreSubstringsMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE )

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn



I Common Attributes

cn — Common Name  (John Smith)

sn — Family/Sur Name (Smith)

uid — User ID (jsmith)

c — Country Name (CA)

o — Organization (Hockey Town)
(Sudbury)

member — Member of a group (DN)

(vid=jsmith,ou=users,o=acme.com)

| — Locality

givenName — Given Name (John)

mobile — Mobile Phone (+1 555 473 1234)

nnnnnn

ooooooooooooooooooooooooooooooooooo



I Objectclass o

Detines the structure of an object

Name
Valid attributes (required or optional)

Type
Superior objectclasses (attributes are inherited from
superior objectclasses)

Multiple Types of objectclasses

Structural: Basic building block of an object
Auxiliary: Used to add additional data to the object

Abstract: Superclass (top, alias) of objects which define
the basic blocks of the Data Model (objects are not

created with this objectclass) AN
Le1o s LBLAR R
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I Objectclass Example

(2.5.6.2
NAME ‘country'
DESC 'Standard LDAP obijectclass'
SUP top
MUST ( c)
MAY ( searchGuide $ description )
X-ORIGIN 'RFC 2256")

nnnnnn
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I Common Obijectclasses o

OrganizationalUnit - OU
Organization - O
Domain - DC

Locality - L

Country - C

/ ,
HP, WORLD2004
Solutions an d Technology Conference & Expo

"

31



Object Example

dn: cn=Joe Admin, cn=Users, dc=hp, dc=com

objectclass: person
objectclass: organizationalPerson (SUP Person)
objectclass: inetOrgPerson (SUP organizationalPerson)

userpassword: {MD4}1Vfgr/kBfbGn1nbnaqUZdg==

description: Joe Admin User

sn: Admin

cn: Joe Admin

title: Administrator

employeenumber: 123456

givenname: Joe

mail: joe@hp.com

vid: joe Rv<7 Rj2004



I What does a Directory Look like? o

An LDAP Directory is Hierarchical
Single “Root” (BASE)

Can be shallow and wide, narrow and deep or
somewhere in between

Similar to a DNS Tree or Posix/Unix filesystem

A collection of leat and container objects

Provides Access Control to the data stored within
the Directory

/ ,
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Directory Layout
Root/Base DN

ou=users, dc=hp, de=com /

ou=groups, dc=hp, dc=com

dc=hp, dc=com

ou=printers, dc=hp, dc=com

cn=Joe Admin, ou=users, dc=hp, dc=com

-~
HP, W Dzogg
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Directory Layout (2)
Root/Base DN

o=acme.com

|=americas,o=ocme.com |=europe, o=acme.com

|=ap, o=acme.com

ou=users, |=americas, o=acme.com

ou=groups, |=americas,

o=acme.com vid=joea, ou=users, |=americas, o=acme.com

p
HP, WOREZOM
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Naming Obijects in the Directory

Distinguished Name (DN):
The full name of the object that uniquely identifies it within the
scope of the DIT

Relative Distinguished Name (RDN):
The name that uni uelly identifies it within the scope of the
superior object (NOT superior objectclass)

dn: cn=Joe Admin, cn=Users, dc=hp, dc=cgm

objectclass: top

objectclass: person
objectclass: organizationalPerson
objectclass: inetOrgPerson

userpassword: {SSHA}1Vigr/kBtbGn1nbnaqUZdg==

description: Joe Admin User R D N
/ )
HP WORLD 2004

sn: Admin
Solutions and Technology Conference & Expo
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I Access to the Directory

Betore accessing data within the Directory the
user/application must “Bind” to the Directory

Binding to the Directory is either authenticated or
anonymous

Applications can use SSL/TLS to “secure”
communication between the LDAP client and

Directory Server

Additional authentications can be used depending
on support by the Directory Server and LDAP client
(usually defined by Extended Operations)

~

P
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I Access Control

Most, if not all, Directory Servers provide a
method in which access to data can be secured

Actions that can be typically controlled by ACL's:

read
write
search
add
delete
selfwrite
compare

Unfortunately each Directory Server implements
them ditferently

/ ,
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I Searching the Directory

Using LDAP Search filters client applications ask the
Directory Server to search for matches to objects that meet
the clients requirements

LDAP search filters are made up of one or more Boolean
expressions

Wildcards are valid for substring searches
Searches can be limited in scope
Example:

(1(&(cn=j*){sn=d*))(cn=p*))

find all entries that
- have a cn that starts with | and an sn that starts with d

- have a cn that starts with p

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn



I Replication o

For High Availability and Load Balancing multiple
Directories can be gleployed

Multiple Directory Servers are deployed as:

Master/Slave — (Single read/write, Multiple read)
Multi-Master — (Multiple read/write)

Combination of both

Referrals

Some Directory Servers do not support Multi-Master

Like ACL's each Directory Servers has implemented
replication ditferently

IETF working on LDUP (LDAP Duplication/Update Protocol)

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn



RFC 2307 o

The Network Information Service (NIS) schema
defined in rfc 2307

posixAccount

posixGroup

other nis “maps” such as services (ipservices), protocols
(ipprotocols), etc...

ooooooooooooooooooooooooooooooooooo



RFC 2307 posixAccount o

Required attributes: Additional attributes:
cn (common name) userpassword (password)
vid (user id, name) loginshell (login shell)
vidnumber (user id number) ?ecos (name, phone number,
gidnumber (group id number) ocation)

homedirectory (home directory) description

wpla
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I RFC 2307 posixAccount o

Example in Idit (Idap data interchange format) tormat:

dn: vid=jdoe, ou=People, ou=ldap-ux, dc=acme, dc=com
vid: jdoe

cn: John Doe

objectclass: top

objectclass: account

objeciclass: posixAccount

loginshell: /usr/bin/ksh
vidnumber; 223
idnumber: 20
ﬁomedirec’rory: /home/doe
gecos: John Doe,,,
userpassword: {crypt}ask4kskHhFl=

/ ,
HP, WORLD2004
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I RFC 2307 posixGroup o

Required attributes:
cn (common name, group name)
gidnumber (group id number)

Additional attributes:
userpassword (group password)
memberuid (uvid, name, of group members)

description

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn



I RFC 2307 posixGroup o
Example in |dit (Idap data interchange format) tormat:

dn: cn=users, ou=Group, ou=ldap-ux, dc=acme,dc=com
objectclass: posixGroup

objectclass: top

cn: users

gidnumber: 20

memberuid: root

memberuid: jdoe

memberuid: jcool

/ ,
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I HP-UX Technologies: PAM o
Plugable Authentication Module

Allows server/service developers to write their
authentication code to a standard api

Allows system administrators to choose which
authentication module(s) to authenticate users with

By “stacking” modules a user can be authenticated
by multiple modules

Allows new authentication technology to be added
without moditying existing applications

~

/
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I PAM Contiguration o

PAM configuration file:
/etc/pam.conf

Each entry is a single line containing:

service_name - a service such as login, dtlogin, ftp

module_type - the type of module (auth, account,
session & password)

control_flag - controls how stacking is interpreted
module_path - path to the library of this module
options - a list of options to passed to the module

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn



I PAM contiguration (cont.) o

Example:

login auth sufficient /usr/lib/security/libpam_krb5.1 forwardable
login auth required /usr/lib/security/libpam_unix.1 try_first_pass
fto  auth sufficient /usr/lib/security/libpam_krb5.1

fto  auth required /usr/lib/security/libpam_unix.1 try_first_pass

login password required /usr/lib/security/libpam_krb5.1
login password required /usr/lib/security/libpam_unix. 1
passwd  password required /usr/lib/security/libpam_krb5.1
passwd  password required /usr/lib/security/libpam_unix. 1

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn



I PAM Architecture o

Applications
(login, ftp server, su, etc.)

PAM engine

pam_unix pam_krb5 pam_ldap pam_custom

/ ,
HP, WORLD2004
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PAM in Actio

main()

pam_stark()
pam_authenticate()
pam_end()

inv

am_authenticate

PAM Engine

- load that module
- call pam_sm_authenticate()
- unload module

J

return(PAM_STATUS);

libpam_unix. 1

pam_sm_authenticate()

{

}

elurn(PAM_STATUS);

HPWORLD)
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I HP-UX Technology: NSS

Name Service Switch

Used to determine the source from which various
?/s’rem calls (i.e. getpwent) will attempt to retrieve
ata from

Multiple sources can be contigured

Possible to contigure ditterent actions for each
status returned from each source

/
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NSS

2 ditterent types of NSS API's

Searches

look for a specific entry
quick response

Enumeration

look at all entries in a “database”

increase network load
increase “server” load

nnnnnn
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I NSS Contiguration

NSS contiguration file:
/ etc/nsswitch.conf

Each entry is a single line containing:

database - the name associated with the type of
information to be looked up (i.e. hosts, passwd)
source — the module name used to query (multi-
valued)

criteria — controls what should be done for each
possible return status (optional)

)
51 VX%@%Q&%
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NSS Contiguration (example)

hosts: dns [NOTFOUND=continue TRYAGAIN=return] files nis
passwd: [dap [NOTFOUND=continue TRYAGAIN=continue] files
group: |dap [NOTFOUND=continue TRYAGAIN=continue] files

networks: files nis

protocols: nis [NOTFOUND=continue TRYAGAIN=return] files

ooooooooooooooooooooooooooooooooooo



! a3
NSS Architecture
Applications
API (libc.sl)
nss_winbind | nss_nis | nss_ldap nss_files
HR\K’OR_IDZO(M
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I HP-UX Technology: LDAP-UX 0
Integration

LDAP-UX Integration consists of 2 products
NIS/LDAP Gateway

Allows clients that don’t support Idap natively to use an
LDAP directory to store/retrieve users and groups

The gateway replaces existing NIS slaves

LDAP-UX Client

Allows HP-UX systems direct access to Posix information
in LDAP v3 compliant directories

Allows users to be authenticated against an LDAP v3
directory

LDAP Printer configuration
oD

LA 2L,
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I LDAP-UX Client o

nss_ldap module used to access OS information,
’ryp|co||y nis “maps” like passwd, group, hosts,
etc.) in an LDAP directory

pam_ldap module provides LDAP based
authentication

LDAP Client Daemon (ldapclientd)

Data caching
Persistent connections
Updates local configuration profile

HP WOR®2004
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LDAP-UX Client

Flexible profile contiguration
attribute mapping
search filters
configurable access
multiple profiles

Command line LDAP tools
Idapentry
ldapmodity
|dapsearch
etc.

LDAP C-SDK

Migration Tools

nnnnnn
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LDAP Attribute Mapping

Allows one attribute to be mapped to another:

attributemap:
attributemap:
attributemap:

attributemap:

passwd:userpassword=*NULL*
passwd:gecos=cn building telephonenumber
passwd:ulidnumber=employeeld

passwd:homedirectory=msSFUHomeDirectory



LDAP Search Filters e
« Allows the detfault LDAP search

parameters to be refined when looking up
entries in the directory

» Used to restrict access to systems

servicesearchdescriptor:passwd:ou=ATC,dc=hp,dc=com?sub? \
(&(objectclass=posixAccount)(employeetype=engineer))

servicesearchdescriptor:pam:ou=ATC,dc=hp,dc=com?2sub? \
(&(objectclass=posixAccount)(employeetype=engineer))

# ldapsearch -b "ou=ATC,dc=hp,dc=com" uid=bsmith employeetype
employeetype: operator

# ldapsearch -b "ou=ATC,dc=hp,dc=com" vid=dougl employeetype
employeetype: engineer

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn
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I Contigurable Directory Access

Determines how the LDAP-UX Client Daemon
(Idapclientd) bind to the directory during searches

anonymous
proxy user

P
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I Multiple LDAP-UX Profiles i

» Multiple profiles can be created based on
enterprise needs

» Using multiple profiles allows all users to be stored
in a central directory but restrict access to a system
or group of systems

/ ,
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Contiguration Protile

dc=hpatc2000,dc=hp,dc=com

cn=mkt-profile  en=eng-profile

cn=Users cn=Contiguration

/ )
L 200/
\-/
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Contiguration Protile

dn: ecn=eng-profile, CN=Configuration, DC=hpatc2000, DC=hp, DC=com
cn: eng-profile
distinguishedName:
CN=eng-profile, CN=Configuration,DC=hpatc2000,DC=hp,DC=com
objectClass: top
objectClass: DUAConfigProfile
objectGUID:: hbt8w23nXES2B6DVxPtkvA==
whenChanged: 20040708233940.0Z
whenCreated: 20040708232445.0Z
attributeMap: services:ipserviceprotocol=msSFU30IpServiceProtocol
attributeMap: services:ipserviceport=msSFU30lpServicePort
attributeMap: services:cn=msSFU30Name msSFU30Aliases
attributeMap: hosts:iphostnumber=msSFU30lpHostNumber
attributeMap: hosts:cn=cn msSFU30Aliases
attributeMap: networks:ipnetworknumber=msSFU30lpNetworkNumber
attributeMap: networks:cn=cn msSFU30Aliases

=\
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Contiguration Protile

On the LDAP-UX Client
LDAP-UX Bootstrap file: /etc/opt/Ildapux/ldapux_client.conf

LDAP_HOSTPORT="192.1.1.1:389"
PROFILE_ENTRY_DN-=

"en=eng-profile, CN=Configuration, DC=hpatc2000, DC=hp,
DC=com"

HP, WOREZOM
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Contiguration Protile

nnnnnn

On the LDAP-UX Client:

Download a local copy of the profile in LDIF format:

/etc/opt/ldapux/dapux_profile.ldif

Run create_profile_cache to create binary profile cache file:

/etc/opt/ldapux/ldapux_profile.bin

LDAP-UX client daemon (Idapclientd) reads configuration into
memory

-
HP, WORBZOM
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I Windows Technology: Active QD]
Directory

Central component of the Windows 2000/3

networking architecture

Allows enterprise resource to be stored to and
retrieved from a distributed, replicated location

Centralized point of user and group management

Supports the LDAP protocol tor remote access to
directory objects

Supports SASL(GSSAPI/Kerberos) for

auvthenticated directory access

Multi-master ~

/
HP WORLD’2004
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I Windows Technology: Services For [
Unix(SFU)

Provides several “Unix” centric services for the

Windows 2000 platform

Extends the Active Directory’s schema to include

Posix attributes (RFC 2307 “like")

Adds support for Unix attribute management in
the “active directory users and computers” tool

NOTE: Only the schema update and

configuration tool enhancements are used. All
other SFU Services can be disabled

~

/
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Services For Unix: User Management

Publighed Eertificatesl Meml:uer[lfl Dial-in' I:Il:uiectl Securityl E revironment
General | Addreszs | Account I Frafile | Telephones | Organization
Seszion: I Remate contral I Temminal Services Profile UNI< Attibutes

T enable access to this uger for UM clientz, pou will have to specify the
MIS domain thiz uzer belongs to.

MIS Damain; Ihpatc j

uID: 1001

Lagin Shel:  |/bin/sh

Haome

; home/jconl

Drirectany: I Ome-20a

Frimary group

name/GI0: Iusers:l j

/
ok, Cancel | Apply HR WOR‘IDZOO4
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Q) ]

Services For Unix: Group Management

ATC Properties E

General I tembers I bember OFf | tanaged By |
Obiject I Security LIMI Attributes

To enable access to this group for UM clients, pou will have to zpecify the
M5 domain this group belangs ta.

NIS Domain [ - |

GID [Group ID); |1n1

b embers:

denizej
dalker
dougl
EIOZEME
Joe Coal
katyj

Add... | Hemove |

k. I Caricel Smply

/
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RFC 2307 vs. SFU 2.0/3.x

in v

posixAccount

Attribute

RFC 2307

SFU 2.0/3.x

information

user name vid msSFUname/
msSFU30Name

user id number uidnumber uidnumber/
msSFU30UidNumber

primary group id gidnumber gidnumber/

number msSFU30GidNumber

users login directory homedirectory msSFUHomeDirectory/
msSFU30HomeDirectory

users password userpassword msSFUPassword/
msSFU30Password

users login shell loginshell loginShell/
msSFU30LoginShell

users gecos gecos gecos/

msSFU30Gecos y,

ITINYXAL

=] L )



SFU2307 vs. SFU 2.0/3.x

nnnnnn

posixGroup
Attribute |RFC SFU 2.0/3.x
2307
group name cn cn
group id number | gidnumber | gidNumber/
msSFU30GidNumber
group password | userpassword | -none-
group members | memberuid | posixmember, memberuid/

posixMember, sSSFU30MemberUid

ooooooooooooooooooooooooooooooooooo



I Agendo o

v Problem Description

v Authentication and Account Management
history

vA solution and technologies

a Making it Work
a The “big” picture

0 Other technologies

2 Limitations
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Making it Work:

nnnnnn

Planning

Configuration Worksheet

Kerberos REALM

HPATC2000.HP.COM

Directory administrator DN

cn=administrator, cn=users, dc=hpatc2000,
dc=hp, dc=com

Directory/KDC server host

hpatcwin2k3.rose.hp.com

Directory server port

389

Contiguration profile DN

cn=|ldapux-profile, cn=contiguration,

dc=hpatc2000, dc=hp, dc=com

Base DN of user data

ou=unix, dc=hpatc2000, dc=hp, dc=com

Proxy user DN

cn=|ldapux-proxy, cn=users, dc=hpatc2000,
dc=hp, dc=com

/
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I Making it Work: Active Directory o
Install SFU

Create a “host” account tor your HP-UX system
(Kerberos)

Create an LDAP-UX proxy user (LDAP-UX)

Create a “Test User” (Unix)

Create keytab file for your HP-UX “host” account
Securely transter the keytab file to your HP-UX host

/ ,
HP, WORLD2004
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Making it Work: Active Directory (2)

Create a HP-UX Host Account:

Run Active Directory Users and Computers configuration tool

O |

invent

Select the container to hold the user — Right Click — New — User

-.( Active Directory Users and Computers !EI ﬂ I
I d Console  Window Help =181

Tree I [ Computers 4 objects

]

3 Active Directory Users | Name [ Type - [ Description |
ij] hpatc2000.hp.com |EHHPATCCLIZ  Computer
+-[_] Builtin ﬁhpatcuxl Computer
= | fFomputer
&) Domair We Ccnbd ~
(-] Foreigi Find..
4_2] ldap-u: New » Computer
I Users »  Contact
=-{&d] unix a
G i
- er
(&l Gr New Window From Here Ihs
potm e e R
Refresh Shared Folder
Export List... )
Properties
Help
K |

[Create a new obiect...

New Object - User x|

g Create in:

hpatc2000. hp. com/Camputers

Initials: I

Firzt name:; Iho&t
Laszt name: Ihpatcu:-:E
Full name: Iho&t hpatcu

Uzer logon name:

hiost-hpatcus

Uzer logon name [pre-windows 2000):

I @hpatc2000. hp.com j

IHP.-’-'«TE2DDD‘\

Ihost-hpatcu:-:2

I Heut » I

< Black Cancel I

HP, WOR_IDZOO4
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Making it Work: Active Directory (2)
Create a HP-UX Host Account:

Run Active Directory Users and Computers configuration tool
Select the container to hold the user — Right Click — Add — User

Mew Object - User A | MNew Object - User ) x|

g Create i hpatc2000.hp.conmd Computers g Create . hpate2000.hp. com/Computers

WWhen wou click Finizh, the following object will be created:

Paszword: I"
: Full name; host hpatous=2
LConfirm pazsward: I"
[Jzer logon name: host-hpatcus2iethpate2000 hp.conm
[~ User must change password at next logon The: s Sl hever Eapiies

[ Uszer cannat change pazsword
V¥ Pazzword never expires
[ Account is disabled

¢ Back I Mest I Canecel < Back




Making it Work: Active Directory (3)
Create an LDAP-UX Proxy User:

Run Active Directory Users and Computers configuration tool

Select the container to hold the user — Right Click — New — User

rember OF I Dial-in I Ervvironment I Sessions
Remote contral I Terminal Services Prafile I MR Attributes
General | Addrezs I Arocount I Profile I Telephones I Organization

g Idap-Lix prowy

First name: Irihials:
Lazt name: Ipro:-:y

Digplay name: IIdap-ux proKy

Dezcription: I

Difice: |

Telephone number; I Other... |

E-mail: I

‘web page: I Other... |

.
K I Cancel | Apply | RW R D2004

Solutions and Technology Conference & Expo
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Making it Work: Active Directory (4)

Create a “Test” User:

Run Active Directory Users and Computers configuration tool
Select the container to hold the user — Right Click — New — User
Add Posix/Unix Attributes after the user is created

.\‘(r Active Directory Users and Computers Jﬂﬂ 2lx|
| €5 console Window  Help |=[81%] MemberQi | Digkin | Erveironmen t | Sessions |
: x . el R A General | I Address I Accoun 1 I Profile Telephones | Organization |
|J Sl U2 “ e/ | ‘ ‘ @ “ 7ﬂ !Eﬂ ] N @ m ‘ Remote contral I Terminal Services Profils LIME Attributes
Hizz I Users 1 obfects Tao enable access ta this user for UMIX clients, pou will have to specity the
e | Hame I Type | Description | WIS domain this user belongs to.
EI-@ hpat2000.hp.com | 63180 Liers User ; MIS Dromair
-] Buikin
Bl Computers
B Damain Contral
B Foreignsecurit, Lk, EILE
B ldapux
£ urix
C @ Grops Login Shel: — |/hin/sh
- Users
Home |#home/ adusen
Crirectary:
Frimar; 1 Qroup
me/GID |20 =1
K- M




Making it Work: Active Directory (5)
Create a Keytab File for the HP-UX Host Account:

Use the Windows program kipass (Installed with Support Tools)

C:\tmp\keytabs> ktpass
-princ host/hpatcux2.rose.hp.com@HPATC2000.HP.COM
-mapuser host-hpatcux2 -pass |dap -crypto DES-CBC-CRC
-out hpatcux2 .keytab

Successfully mapped host/hpatcux2.rose.hp.com to host-hpatcux2.
Key created.

Output keytab to hpatcux2.keytab:

Keytab version: 0x502

keysize 69 host/hpatcux?2.rose.hp.com@HPATC2000.HP.COM p’ryge 1

}K B5_NT_PRINCIPAL) vno 1 etype Ox1 (DES-CBC-CRC) keylength
Ox9e735e2381254931)

Account has been set for DES-only encryption.



Making it Work: HP-UX

Install LDAP-UX & PAM Kerberos

Contigure pam_kerberos

modify /etc/pam.conf
create /etc/krb5.conf
install keytab file (from Active Directory)

Configure LDAP-UX Client Services

run setup program
modify /etc/nsswitch.conf

Migrate users and groups into Active Directory

nnnnnn

ooooooooooooooooooooooooooooooooooo
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Making it Work: HP-UX (1)
Install LDAP-UX and Pam Kerberos:

# swlist -| product LdapUxClient PAM-Kerberos

# Initializing...

# Contacting target "hpatcux2"...

#

# Target: hpatcux2:/

#
LdapUxClient B.03.30 LDAP-UX Client Services
PAM-Kerberos B.11.11.13  PAM-Kerberos Version 1.11

/ ,
HP, WORLD2004
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Making it Work: HP-UX (2) B

Contigure Kerberos:

# ﬁopt/kr.bSQLLngin/krb_config HPATC2000.HP.COM hp.com

patcwin rose.hp.com

/etc/krb5.cont will have the following entries:
default realm = HPATC2000.HP.COM

detault domain = hp.com
kdc host = hpatewin2k3.rose.hp.com

/etc/krb5.cont already exists.
Proceed (move to krb5.conf.bak)2 [y/n] y

Run krbval -v to find out which entry your programs will use.

#

ooooooooooooooooooooooooooooooooooo



Making it Work: HP-UX (2)

# cat /etc/krb5.conf

[libdefaults]
default_realm = HPATC2000.HP.COM
kdc_req_checksum_type = 2
default_keytab_name = /etc/krb5 keytab
default_etypes = des-cbc-crc
default_etypes_des = des-cbc-crc
default_tkt_enctypes = des-cbc-crc
default_tgs_enctypes = des-cbc-crc

[realms]
HPATC2000.HP.COM = {
kdc = hpatewin2k3.rose.hp.com
kpasswd_server = hpatewin2k3.rose.hp.com:464
default_domain = hp.com

}

[domain_realm]

.hp.com = HPATC2000.HP.COM



Making it Work: HP-UX (2)
Kerberos Client Validation

# cp /etc/pam.krb5 /etc/pam.cont
# pamkrbval
Validating the pam configuration files

Validating the /etc/pam.contf file

[PASS] : The validation of config file: /etc/pam.cont passed

[NOTICE] : The validation of config file: /etc/pam_user.conf is not done
as libpam_updbe library is not configured

Volldo’rlng the kerberos contig file

[PASS] Imhohzohon of kerberos passed

Connec’ring to default Realm

[PASS] Default Realm is issuing tickets

Volldo’rlng the key’rab en’rry for the host service principal

[PASS] The key’rab volldcmon is successful

O |

invent

HP, WOR‘IDZOO4

Solunons and Technology Conference & Expo

85



nnnnnn

Making it Work: HP-UX (2)

Kerberos Authentication Validation

# kinit aduser]
Password for aduser 1 @HPATC2000.HP.COM:

# klist

Ticket cache: /tmp/krb5cc_0O
Default principal: aduser1 @HPATC2000.HP.COM

Valid starting Expires Service principal

07/09/04 13:19:18 07/09/04 23:18:21
krbtgt/HPATC2000.HP.COM@HPATC2000.HP.COM

/ ,
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D
Making it Work: HP-UX (3)

LDAP-UX Configuration:
/opt/ldapux/contig/setup

X hpatcux2 (11.11 PA 2-CPU RP2470-750Mhz) L OX

screen 1[2

Hewlett-Packard Company
LDAP-UX Client Services Setup Program
Helcome to the LDAP-UX Client Services Setup Program!
You must have "root" privilege to run this Setup Program.

If this is the first client you are setting up. this program will:

- Extend your directory schema with the LDAP-UX configuration profile schema.
- Create a new LDAP-UX configuration profile entry in your directory.

- Configure the local client system to use the directory.

If your directory already has one or more LDAP-UX configuration profile

entries, this program will:

- Optionally create another new LDAP-UX configuration profile entry in your
directory and configure the local client system to use the directory:

— or configure your client system with an existing profile entry.

During the configuration:
- Press "Return" to choose the default and go to the next screen
- Type “"Control-B" to go back to the previous screen
- Type "Control-C" to cancel the setup program

Mould you like to continue with the setup? [Yes]:|}

/
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D
Making it Work: HP-UX (3)

LDAP-UX Contiguration: Directory Server

X hpatcux2 (11.11 PA 2-CPU RP2470-750Mhz) . OX
Lctrl-Bl=Go Back screen 5|8

Hewlett-Packard Company
LDAP-UX Client Services Setup Program

Enter the host name of the directory where you want to store the profile.
Enter either the fully qualified host name (for example: sys001.hp.com)
or IP address (for example: 15.13.118.130).

To accept the default shown in brackets. press the Return key.

Directory server host [hpatcux?.rose.hp.com = 15.43.212.1971: hpatcwin?k3.rose.h
p .comf]

/
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D
Making it Work: HP-UX (3)

LDAP-UX Contiguration: Schema Update

X hpatcux2 (11.11 PA 2-CPU RP2470-750Mhz) L BX
Lctrl-B1=Go Back screen 11f

Hewlett-Packard Company
LDAP-UX Client Services Setup Program

Enter the distinguished name (DN} of the directory user allowed to check
if the LDAP-UX configuration profile schema exists in the directory.

To accept the default shown in brackets. press the Return key.

User DN [CN=Administrator,CN=Users.DC=hpatc2000,DC=hp.DC=com1: |}

/
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Making it Work: HP-UX (3)

LDAP-UX Contiguration: Protile Contiguration

X hpatcux2 (11.11 PA 2-CPU RP2470-750Mhz) LX)
[ctrl-Bl=Go Back screen 124

Hewlett-Packard Company
LDAP-UX Client Services Setup Program

Enter the distinguished name (DN} of an existing LDAP-UX profile entry

you want to use or the DN where you want to store a new LDAP-UX profile
entry. For a new entry, all parent entries of the DN must already exist in
the directory or this step will fail.

(for example: cn=ldapuxprofile,CN=Configuration,DC=hpatc2000. DC=hp,DC=com)

Profile Entry DN: [1: ldapux—profile.CN=Configuration,DC=hpatc2000,DC=hp.DC=con]]

p
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D
Making it Work: HP-UX (3)

LDAP-UX Contiguration: Protile Contiguration

X hpatcux2 (11.11 PA 2-CPU RP2470-750Mhz) . OX
Lctrl-Bl=Go Back screen 122

Hewlett-Packard Company
LDAP-UX Client Services Setup Program

Enter the distinguished name (DN} of an existing LDAP-UX profile entry

you want to use or the DN where you want to store a new LDAP-UX profile
entry. For a new entry. all parent entries of the DN must already exist in
the directory or this step will Tail.

(for example: cn=ldapuxprofile.CN=Configuration.DC=hpatc2000 _DC=hp.DC=com?

Profile Entry DN: [1: cn=ldapux-profile.CN=Configuration.DC=hpatc2000_DC=hp.DC=c

om]]

/
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D
Making it Work: HP-UX (3)

LDAP-UX Contiguration: SFU Mapping

X hpatcux2 (11.11 PA 2-CPU RP2470-750Mhz) =]
[ctr1-B1=Go Back screen 4fs

Hewlett-Packard Company
LDAP-UX Client Services Setup Program

Select attribute map set to use with the Directory Server:

1. ADS SFU 2.0
2. ADS SFU 3.0

To accept the default shown in brackets. press the Return key.

Attribute Map [21:[]

/
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D
Making it Work: HP-UX (3)

LDAP-UX Contiguration: Additional Directory Servers

X hpatcux2 (11.11 PA 2-CPU RP2470-750Mhz) L OX
Lctrl-Bl=Go Back screen 142

Hewlett-Packard Company
LDAP-UX Client Services Setup Program

For high-availability. each LDAP-UX client can look for user and group
information in up to three different directory servers. Please enter either
the fully qualified host name and optional port number

(for example: sys001.hp.com:389) or IP address and optional port number
(for example: 15.13.118.130:400) where your directory is running.

The following hosts are currently specified:

Default search host 1: [hpatcwin2k3.hpatc2000.hp.com:389 = 15.43.208.126:389]
Default search host 2: [ 1
Default search host 3: [ 1

Enter 0 to accept these hosts and continue with the setup program or

Enter the number of the hosts you want to specify [01: |}
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D
Making it Work: HP-UX (3)

LDAP-UX Contiguration: Detault Search Base

X hpatcux2 (11.11 PA 2-CPU RP2470-750Mhz) =]
Lctrl-Bl=Go Back screen 15[

Hewlett-Packard Company
LDAP-UX Client Services Setup Program

Enter the default base DN where LDAP-UX clients should look for user and

group information. (for example: cn=users. dc=hpatc2000.dc=hp.dc=com)

Default base DN [dc=hpatc2000.dc=hp.dc=com]: ou=unix.dc=hpatc2000.dc=hp.dc=con]]

/
HP, WORDZOM

Solutions and Technology Conference & Expo

94



D
Making it Work: HP-UX (3)

LDAP-UX Contiguration: More configuration options

X hpatcux2 (11.11 PA 2-CPU RP2470-750Mhz) O
Lctrl-Bl=Go Back screen 16

Hewlett-Packard Company
LDAP-UX Client Services Setup Program

The setup program has all the information needed to configure a default
profile and client. You can accept default values for the remaining
parameters or configure the remaining parameters.

Accept remaining defaults? (y/n) [yl: nfj

/
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D
Making it Work: HP-UX (3)

LDAP-UX Contiguration: Proxy User

X hpatcux2 (11.11 PA 2-CPU RP2470-750Mhz) - OX
Lctrl-Bl=Go Back screen 21

Hewlett-Packard Company
LDAP-UX Client Services Setup Program

Each client system must bind to the directory to download the
LDAP-UX configuration profile entry and to access user and group
information. To perform this. the client must bind to the directory
as a proxy user.

Specify the distinguished name (DN} of the proxy user:
Proxy User DN: CN=ldap-ux proxy.CN=Users.DC=hpatc2000_DC=hp.DC=com

Password: |}
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D
Making it Work: HP-UX (3)

LDAP-UX Contiguration: Profile Retresh (TTL)

X hpatcux2 (11.11 PA 2-CPU RP2470-750Mhz) L EOX
Lctrl-Bl=Go Back screen 25[

Hewlett-Packard Company
LDAP-UX Client Services Setup Program

Enter the "time to live"” in the format DAYS:HOURS:MINUTES.

This time interval determines how often the configuration profile

will be refreshed from the directory server.

Default = 0: configuration profile will not be automatically refreshed!

Profile TTL [0 = infinitel: 1:0:0f
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Making it Work: HP-UX (3)

LDAP-UX Contiguration: Create the Profile

X hpatcux2 (11.11 PA 2-CPU RP2470-750Mhz) L IOX
Lctrl-Bl=Go Back screen 110f

Hewlett-Packard Company
LDAP-UX Client Services Setup Program

Updated directory server at 15.43.208.126:389

with a profile entry at
Len=ldapux-profile.CN=Configuration,DC=hpatc2000 _DC=hp.DC=com]

Updated the local client configuration file
fetc/opt/ldapux/ldapux_client .conf

Updated the local client profile entry LDIF file
fetc/opt/ldapux/ldapux_profile.ldif

Updated the local client profile entry cache file
fetc/opt/ldapux/ldapux_profile.bin

Press any key to continue:

p
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Making it Work: HP-UX (3)

LDAP-UX Contiguration: Restart the LDAP-UX client

X hpatcux2 (11.11 PA 2-CPU RP2470-750Mhz) L OX
Lctrl-Bl1=Go Back screen 110}

Hewlett-Packard Company
LDAP-UX Client Services Setup Program

A proxy user has been configured at /fetc/opt/ldapux/pcred.
Note : Starting the LDAP-UX daemon is now required for the LDAP-UX product |

You have created/changed the configuration profile. To make it
take effect. you need to start/restart the LDAP-UX daemon

Hould you like to start/restart the LDAP-UX daemon {(y/n) ? [yl:y

Updated the LDAP-UX daemon configuration file
fetc/opt/ldapux/ldapclientd.conf

Restarted the LDAP-UX daemon!

To enable the LDAP Name Service Switch, save a copy of the file
fetc/nssuwitch.conf then add ldap to it. See /etc/nsswitch.ldap for an example.

LDAP-UX Client Services setup complete.

# -

/
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Making it Work: HP-UX (3)

LDAP-UX: Configuration Verification

LDAP Client (Idapclientd) Credentials:
# /opt/ldapux/config/Idap_proxy_config -v
File Credentials verified — valid

LDAP-UX Configuration Profile:
# /opt/ldapux/config/display_profile_cache

LDAP-UX Client Services

Global Information from the Configuration Profile

host[:port]: 15.43.208.126:389
default search base: ou=unix,dc=hpatc2000,dc=hp,dc=com



Making it Work: HP-UX (3)

LDAP-UX: Proxy User Permission Verification (Assuming SFU 3.0)

# Idapsearch -h hpatewin2k3.rose.hp.com -b ou=unix,dc=hpatc2000,dc=hp,dc=com \
-w PwD -D "cn=Idap-ux proxy, cn=users, dc=hpatc2000, dc=hp, dc=com” \
msSFU30Name=aduser1 \

msSFU30GidNumber msSFU30HomeDirectory msSFU30LoginShell
msSFU30Name msSFU30UidNumber

version: 1

dn: CN=AD User1,0U=Users,OU=unix,DC=hpatc2000,DC=hp,DC=com
msSFU30GidNumber: 20

msSFU30HomeDirectory: /home/aduser]

msSFU30LoginShell: /bin/sh

msSFU30Name: aduser]

msSFU30UidNumber: 20003



Making it Work: HP-UX (3)

LDAP-UX: Lookup Verification

# /usr/contrib/bin/nsquery passwd aduser1 Idap
Using "ldap" for the passwd policy.

Searching Idap for aduser]
User name: aduser]

User Id: 20003

Group Id: 20

Gecos:

Home Directory: /home/aduser]

Shell: /bin/sh

Switch configuration: Terminates Search
#
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I Agenda o

v Problem description

v Authentication and account management
history

v A solution and technologies
v Making it Work

o The “big” picture

a Other technologies

2 Limitations
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invent

The Big (simple) Picture

user: Joe Cool
name: jcoo

vid: 201

gid: 20

home: /home/coo

sid: 123404039393

Windows 2000

Active Directory

( west.acme.com

east.acme.com )

Microsoft
@ 19515

Copyright
MW Wicrosoft Corperation

Built on NT Technology

Windows Client N
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I Agenda

v Problem description

v Authentication and account management
history

v A solution and technologies
v Making it Work

v The “big” picture

o Other technologies

2 Limitations
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I Other Technologies

Secure Internet Services

HP CIFS Server
SAP
Apache Webserver

Any “pamized” application

nnnnnn
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nnnnnn

Secure Internet Services (SIS)

A set of traditional “kerberized” internet services (both
clients and servers) that include ftp, telnet & rlogin

Allows secure authentication to remote services without
requiring passwords be sent across the network

Comes disabled on the system by default

Both clients and servers can use non-Kerberized
protocol

Best used in conjunction with pam_kerberos not
instead of

Shares most configuration with
pam_kerberos/Kerberos client ~

P
HP WORLD’2004
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I HP CIFS

nnnnnn

Server (Samba)

Allows windows clients to “mount” network drives

from an H

Because U
directory t

P_-UX server

nix accounts are stored in the active

nere is no need to map a Unix account

to a windows account (user map file)

Authentication is done using Kerberos

More information Session #3112 (yesterday):
HP CIFS Server with Samba 3.0 and Windows
Server 2003

)
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. =

Allows automatic/transparent authentication of the

SAP GUI (Windows) to the SAP Server (HP-UX)
Kerberos (GSSAPI) is used by the SAP Application

Server to authenticate the client connecting
No passwords sent across the network

http://www.sap-

ag.de/partners/icc/scenarios/technology/bc-
snc.asp
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I Apache Webserver o
LDAP

auth_ldap module allows Apache to authenticate users
against the Active Directory over LDAP (user/password
supplied by client)

Contiguration is flexible enough to map user name
attributes

GSSAPI/SPNEGO

Browser (Mozilla, IE) obtains a Kerberos Ticket for the
webserver to authenticate the client

Provides Single Sign On to Web based applications

/
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I PAM'ized Applications o

Any application that writes to the PAM API can
authenticate users against active directory
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I Agenda o

v Problem description

v Authentication and account management
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v A solution and technologies
v Making it Work

v The “big” picture

v Other technologies

(4 o o
o Limitations P
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I Limitations o

No support for nested groups
Windows 2003 not currently supported
Netgroup maps are not supported with SFU

/ ,
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I HP Documentation o
Add links to software.hp.com
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I LDAP RFC’s o

» 2307 An Approach for Using LDAP as a Network

Information Service

= 2251 Lightweight Directory Access Protocol (v3)
« 2252 LDAP(v3) Attribute Syntax Definitions

» 2253 LDAP(v3) UTF-8 Rep of Distinguished Names
= 2254 String Representation of LDAP Search Filters
» 2255 The LDAP URL Format

» 2256 Sum. of X.500(96) User Schema for LDAPv3
» 2829 Authentication Methods for LDAP

- 2830 Lightweight Directory Access Protocol (v3):

Extension for Transport Layer Security i
LA 2L
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I Kerberos RFC's e

1510 The Kerberos Network Authentication
Service (V5)

1964 The Kerberos Version 5 GSS-API Mechanism

2623 NFS Version 2 and Version 3 Security Issues
and the NFS Protocol's Use of RPCSEC _GSS and
Kerberos V5

29472 Telnet Authentication: Kerberos Version 5

PAM RFC
OSF-RFC 86.0
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