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Industry Wide Software
Patching




Industry Wide )
Customer Patching Practices "

Customer behavior varies greatly
*Some install changes suggested by vendor

*Others avoid any changes (except fixes to bugs
they have reported)

Many prefer to make their own decisions about
which releases and upgrades they adopt

Typical to install a patch tentatively to analyze impact
before committing as permanent part of OS
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Industry Wide - Best in Class Defect Density [

11i has 23.5K Function Pts, compared to industry data for 10K
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HP-UX 11i versus Solaris 8, AIX 5.1

First 15 months of shipments
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HP-UX Patch Strategy Overview




“The patch-management field has been a
conservative one, slow to change. D.H.
Brown Associates, Inc. (DHBA) believes
that innovation of the kind described
here is long overdue.”

White Paper: HP Improves Patch Management to Reduce System
Downtime

D.H. Brown Associates, Inc. , March 2000




I HP-UX Patch Strategy Overview

How did HP-UX get there?

nnnnnn

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn



HP-UX Patch Strategy Overview (@

Customer Patch Requirements

Minimize down time for patch operations

To provide the most stable environment possible, | want to choose exactl
patches | apply.

Particularly in the kernel and other sensitive areas, keep
patches small.
Patches should only be fixes to defects, not enhancements.

Minimize system administration cost

But keep patch management simple — | don’t want to
spend a lot of time here.

Provide me with tools to manage multiple systems — track I |\ \\ —
what is installed, install a golden image on multiple A —
systems, etc.
D)
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HP-UX Patch Strategy Overview 3

Key Improvements

Label Patches with our confidence rating 1,2 or 3

Rating 1 has gone through all labs tests

Rating 2 has significant customer exposure (60% fewer
warnings)

Rating 3 has passed our system tests (80% fewer warnings)

Keep patches as small as possible, but they must be
cumulative from the last patch.

Use bundles to simplify proactive patch management -
QPK

Enhancements can only be delivered in patches if
they enable new hardware or add compatible minor

features. )
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HP-UX Patch Strategy Overview
Types of HP-UX 11iv1 Patches

32% Deliver Enhancements

SW enable
20%

HW enable
12% Core defect

57%

App Defect
11%

Software enablement includes IPV6, Virtual partitions, Processor Sets, Interrupt

Migration, and Compressed Dump
Contents of SWPack, and Support Plus — 421 total patches
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HP-UX Patch Strategy Overview 3
Key Improvements

Provide more robust patch management tools and

Processes

IT Resource Center (ITRC)

Recommendations based upon patch ratings
Complete dependency management
New patch assessment capability

“Ideal system” concept
incorporation of patch sets
combination of internal and external tools
removal of entitlement requirement
“HP Live” access to patch support experts
Mission Critical Software Change Management (MCSCM)
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HP-UX Patch Strategy Overview 3

Reactive and Proactive Patching

Reactive Patching Proactive Patching
Solve an existing Preventive
problem maintenance

. o . Reliability: Highest priority. Use
T|n1_eI|r_1_ess. nghest P”or'.ty only most stable tested patches
Reliability: Fix it the first time Timeliness : Periodic activity

Change: Minimize planned in advance, time allotted
Risk: Fast delivery of fix may for testing

compromise testing Change: Understand and evaluate

Risk: Larger changes introduce
greater risk, however, risk is
reduced by more testing.

Find the Best patch to fix the

problem, as quickly as Choose a period for proactive patching.
possible. Use standard HP recommended
sources.

Timeliness vs. Risk HP T RDZOM
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HP-UX Patch Strategy Overview Q) |
Summary

HP Patch strategy allows many options
Small patches in most sensitive areas for reactive patching
Patch bundles for proactive patching
Customer choice on how frequently to patch and what to patch

Levels of confidence in patches (lower risk) based on customer usage
and HP testing.

Proactive notification of any problem patches, but most customers
remove very few of them.
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HP UNIX Patching Comparison




Scope tavent

I HP UNIX patching comparison O

True4 HP-UX

Core (OS) patches Core patches
Application patches

ooooooooooooooooooooooooooooooooooo



HP UNIX patching comparison [#23

Individual patches

True4

CSP (Customer Specific
Patch)

No equivalent

ERP (Early Release Patch)
patches are equivalent to
GR at levels 2 & 3.

nnnnnn

HP-UX

Site Specific
GRO (controlled release)

GR (General Release)
patches at level 1-3
— 1 —Initial release

— 2 — Widely distributed &
used

— 3 — Greatest amount of
testing

ooooooooooooooooooooooooooooooooooo



HP UNIX patching comparison 2

Patch Installation
SW Package Installer

Tru64

dupatch

Install and remove all or
selected patches (-install, -
delete)

View the patch-specific
documentation (-help)

View patch tracking information
(-track)

Establish a baseline for
systems that have had
manually installed system files
placed on them

No equivalent to adding
patches to a depot

nnnnnn

HP-UX

SD — SW Distributor

Install and remove selected
patches (swinstall,
swremove)

No equivalent to view patch
specific documentation

View patch tracking
information (swlist)

No equivalent to establish a
baseline

Adding patches to a depot
(swcopy)

Network supp(ﬁhv(roRazoo
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HP UNIX patching comparison gy

Patch Installation

nnnnnn

Install and remove all or selected patches.

Tru64

dupatch

Cluster aware
Patch applicability
Patch dependencies

Patch removal, rollback

System inventory changes for
patches

Capturing patch activities in
log files

HP-UX

SD — SW Distributor

No knowledge of clusters
Patch applicability

Patch dependencies
(11.11)

Patch removal, rollback

System inventory changes
for patches

Capturing patch activities
in log files

Combined product patch
installs

/
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HP UNIX patching comparison 2

Patch Installation

nnnnn t

Viewing the Patch Documentation

Tru64

Select the Patch
Documentation item of the
main menu, dupatch
displays:

Problem summaries
Full descriptions
Special Instructions
Report identifiers
Revision control strings

HP-UX

1. Retrieve individual patches
using ITRC, it displays:

One line description
Symptoms
Defect description
Patch files
Special Installation Instructions
Other information fields for
Analysis
Selection

Some patch documentation in the
ITRC can be updated after the patch
is released.

2. Swlist (SD) can view the original,
embedded patch doclip&thatiornoos

and Technology Conference & Expo
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HP UNIX patching comparison gy

Patch Installation RERRY

Cold Install Options

Tru64 HP-UX
Remote installation Ignite-UX
service (RIS) graphical & command
curses (text menu) line
ull only push or pull
P designed for cloning

not integrated with cloning

Install - GUI interface Install - GUI

| . interface
Collection of command line, _
RIS, and sysmon sub-menus Ignite-ux

Integrated with SD

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn



HP UNIX patching comparison D]

Patch Installation
SW cloning model

Tru64 RP-UX
Installation cloning Ignite-UX server “config

Can create definition text files files

to be read by installation Allows definition of

engine to customize the configuration options to be set

System belng installed as well as software
components to be loaded on
client

Golden image/OS archive

Mechanism to create a tar
ball of a system’s installation
image for re-installation or
cloning

HP WOR£92004

Technology Confere
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HP UNIX patching comparison gzy

llllll

Patch Installation
SW Update - Migration

True4 HP-UX
Installupdate update-ux
Same functions performs update

preparation steps
executes swinstall

selection & analysis of sw
to load

SW load & reboot
Clean up old information

/ ,
HP, WORLD2004
Solutions and Technology Conference & Expo
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HP UNIX patching comparison gy

Patch Installation

IIIIII

Patch management on clusters

True4

Rolling Patch
No-Roll Patch

HP-UX

No Equivalent — until
111 Version 3

ooooooooooooooooooooooooooooooooooo



HP UNIX patching comparison

Collections of patches

1. Tested together
2. Delivered together
3. Intended to be installed together

nnnnnn
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HP UNIX patching comparison ra

llllll

Collections of patches

True4
Kits

By base level, for designated OS
streams

Defect Fixes

Inaugural/Aggregate kits
One kit per supported release

One milestone CD containing all
latest base level kits

Support for current kit and one back

Guaranteed 1 year minimum support
on 5.1B-1 forward.

IPK:Inaugural kit released at 6 weeks

PKn: Aggregate kits released at 4-6
month intervals based upon business
need

HP-UX

Bundles

Per OS stream for all currently
supported Enterprise
releases

Defect Fixes

QPK (Quality Pack)

One bundle per OS version
Share Support Plus CD

No support restriction on
previous bundle version

First bundle approximately 6
months after release
Subsequent bundles ar6)
month mtervaIspr()RLD 2004
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HP UNIX patching comparison 4

Collections of

patches
True4d

Kits

New Core SW features
No equivalent

New Hardware

NHD (New Hardware Device)
for those requiring boot support

Layered Products by
segment

APCD (Associated Products
CD)

Layered Products
Software Product Library

llllll

HP-UX
Bundles

New Core SW features
SPK (SW Pack)

New Hardware
HWE (Hardware Enablement)

Application Products by
segment

OE (Operating Environment)
Products

Application Products
AR (Application Release)
D)
L2153 LU BRIAL L
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Tru64 — standard kits il

<3 IT resource center - bundle list - Microsoft Internet Explorer provided by Hewlett-Packard i

: =10l %]
J File Edit Wiew Favorites Tools Help ﬁ
J A Back v =mp - @ ﬁ | @Search @Favorites @Histnry | @v . c_':%

J Address I@ rc.hp.cnm,l'service,l'patch,l'bundlesPage.dn?BC=patch.breadcrumb.mainl&mntext=tru::j E‘{)GD J Links [Af]@hp Emploves Portal @epatch email

[ﬁﬂ] bundle list printable version 3

»

LSeareh - poe®

invent
= IT resource center » wiew selected patch list
» onling halp zlease select a bundle name to read the bundle description or to el
iy proile awnload the bundle. o )
b » TruGd patch kit installation
+ logout guide
= Werifying MDS checksums
» maintenance and
suppoart for hp products
» technical knowledge bundle name description size  platform -
hase (MB) 05
» knowledge trees )
» patch database DUY40FB22A50008-20030730  TruB4 UMLK 4.0F Patch Kit 8 125 truB4 4.0f
» sOftware Update (DUV40FB22450003-20030730)
Mmanager TE4V40GAZZAS0004-20030731  TruBd UNEE 4.0 Patch Kit 4 115 frufd 4.0g
1 SHBROTCCHEE MG, (TE4V40GB22A50004-20030731)
+ maintenance and
support for Compag TE4VE0AASO003-20010523 TruBd4 UMK YE. 04 Pateh Kit 3 9z tru64 5.05
] fﬂrfudrﬁ;ts TE4Y51AB03AS0003-20020827  TruB4 UNIX 5.14 Patch Kit 3 113 tuB451a
» training and education TEAVETABZIAS0005-20030723 Trugd LINIK 5. 1A Patch Kit & 163 truGd 5,13
(TEAVE1ABZIAS0005-20030723)
» Site map TE4%51519AS0005-20020411  Trub4 UNIX 5.1 Patch Kits 117 truG4 5.1
THEAYS51B20AS0006-20030210  TruBd UNEK 5.1 Patch Kit 6 120 truGd 5.1
Yyelcome, ESC Demo TE4Wa1BETASOO01-20021228  Trugd URKWS1BITCRS. 1B Patch Kit 1 (BL1Y 98 truGd 5.1b
wisstest!
{(ESCDEMD) THEAYS51BE24A50003-20030929 Trub4 518 Patch Kit 3 164 truBd 5.1h
(TE4VS1BR24A50003-20030929)
privacy staterment using this site means you accepnt its terms | )
21994-2004 Hewlett-Packard Company LI ) 2004
lerence & Expo
] Dare ’_|_|° Internet 4 ’
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HP-UX — standard patch bunadles

; IT resource center - standard HP-UX patch bundles index - Microsoft Internet Explorer provided by Hewlett-Packard

J File Edit ‘iew Favorites Tools  Help

J < Back - =p - @ ﬁ | @Search @Favnrites @History |%- - J%

J.ﬁ.gdress I@ ||',|'www2.itrc.hp.com,l'service,l'patch,l'releaselndexPage.do?BC=patch.breadcrumb.main|j @GD H Lirks [@@hp Emplayes Portal @epatch email

»

J L Seareh ~ Moe¥

D

invent

= IT resource center

= onling help
= My profile
» logout

» maintenance and
suppart far hp products
= technical knowledoge

hase
» knowledge trees
» patch database
» s0fware update
manager

= Maintenance and

» SUppOMt case manager

standard HP-UX patch bundles index

Standard HP-LX patch bundles have received additional testing as

a group. The current bundles far all currently supported HP-UX
releases are placed onto CO-ROM every three maonths and are
made availahle to those with HF Software Support Agreements.
Individual bundlas however are availahle to all.

The tatile helow lists the most recent releaszes.

printable version

» view selected patch list

useful links

= sUpport plus on software
depot

» HP-LI software pack care
enhancemeants

» s0flware update manager
(SLIMY

documentation
= HP-LI patch management

Find recent HP-LIX patch bunles that contain a patch (search by patch 1D, 8.0. PHSS_26798):

[

by

nvent

)2004

hference & Expo

find bundles
support for Compag
products
= fOrums
= training and education release name release date hp part number
) Dec'03 (Support Plus 11.11% 200312 A013-2054
» Site map
Sep 03 (Support Plus 11.11% 200309 a012-7986
Sep '03 fSuppart Plus 11.00% 2003508 5012-TB86
‘Welcome, EST Demo 4
wesstest Jun 03 (Support Plus 11.113 2003506 A012-T830 1]
(ESCDEMO) Mar 03 (Support Plus 11.00% 2003003 a012-7805
Mar '03 (Support Plus 11.113) 2003003 5012-TB06
Dec '02 (Support Plus 11.00% 200212 A012-1877 j
|@ Downloading pickure http: ffhphgalobal. 112,207 net/b)ss/hphgalobal,hphgwwsupportitref1 /G, 0-xP-R /<6501 1 964508226 /[ AQE]&ndh=18t=8/ |- l_l_lﬂ Internet S
‘-/
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HP UNIX patching comparison 4}

nnnnnn

What is Factory Installed?

True4

Factory Installed
Software (FIS)

Selected OS version
Latest NHD
Latest Aggregate Patch Kit

HP-UX

Factory Ignition (IUX)

Selected OE
Latest HWE
Latest QPK

ooooooooooooooooooooooooooooooooooo



HP UNIX patching comparison [

Web services

True4d
ITRC New!

PatchDB

Initially Aggregate patch
kits, in the future: NHD’s

and individual ERPs
No equivalent CPM

support.compag.com
Previously for Aggregate
Kits
Has been replaced with
ITRC

IIIII

HP-UX
ITRC

PatchDB (all GR patches)

CPM (Custom Patch
Manager), Now Patch
Assessment

software.hp.com
Latest version of all bund

HP WORLD 2004

and Technology Conference & Expo
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ITRC Patch Database Homepage

3 IT resource center - patch database home - Microsoft Internet Explorer provided by Hewlett-Packard e

J File Edit ‘jew Favorites Tools  Help

=10 x|

J <2 Back - = - @ ﬁ | @Search @Favnrites @History ||%v - ﬁg

J.ﬁ.gldress I@ kb f s itre hipLconn) service/patch/mainPage. dao

j 6)'50

J Links [##]@hp Emplovee Portal @ epatch email

>

iSearch - hoe¥

invent

» IT resource center
+ find a specific patch

»technical knowledge problem

# training and education
= HP-LI¥ patch bundles

find patches for specific products

[ﬁﬂ] patch database home

Retrieve a single patch by entering the patch name {e.g.

# anling halp

» 11y profile FHCO_12345 or 12349)

» logout 8
+ maintenance and = find individual patches

base + find patches for my HP-LX system
» knowledge trees » HP-UX
» patch database = Dpanyis
» software update = TruGd LINIE
manager + MPE/X
» SUPPOM case manager w fiFTware
+ maintenance and » patches far applications an other platforms
support for Compag
products » find standard patch bundles
» TOrums

» find patches for a product -new-

sUpport far hp products locate individual patches and firmweare updates to salve a

locate standard patch bundles and patch aggregate kits for a
particular operating system to maintain my system

+ Site map = Dpenyits
= TruGd LRI
Welcame, ESC Demo » Fun a patch assessment
wisstest identify patches applicable to my system {only available far HP-
(ESCDEMO) U systemns, 10X and above)

printable ver sion

= wiew selected patch list

useful links

» itanium-based servers

» itanium-based workstations

» toptools patches

» Openview patches

+ hp output management
software patches

» subscribe to patch digests

whats new

» patch datahase has been
improved

= Trufd Unix and Openyihls
patches

» TruBd Unix and Openyms
patch FAGQ

# patch assessment replaces
custom patch manager

s support infarmation digests
replaces custom patch
notification

» hiowe to proactively patch hp-
1% systems

tools
» large font (Metscape 4.7x on
L

=

|_|_|ﬁ Intermet

by

invent

92004
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HP-UX Patch Strategy Overview

For a specific fix not contained in the bundle — use the ITRC

3 IT resource center - search results - Microsoft Internet Explorer provided by Hewlett-Packard

J File Edit ‘iew Favorites Tools  Help

J o Back + = - @ ﬁ | @Search @Favurites @Histury H%v - é%

by

invent

=101 x|

J Address I@ kb f a2 itre, hip, comyservice/patchsearch. do

| @ao JLinks

[@@hp Emploves Porkal @ epatch email »

Seareh - Moe?

[ﬁﬂ] search results

invent

= IT resource center

= online help
= Iy profile
+ logout

= maintenance and
support for hp products
z technical knowledge
hase
» knowledge trees
» patch database
» Software update
manager
» SUpport case manager
= maintenance and
support for Compag
products
» TOrUms
+ training and education

(1) -critical fix (&)

description

+ Site map

Welcome, ESC Demo
wisstest

(ESCDEMC)
Utalloc fix

= -reboot
=" required

Your search resulted in 31 matches:

-possible

‘2 rehoot 54

required

s700_B00 1111 cumulative SAM patch

STO0_B00 1111 cat(1) cumulative patch

5700_80011.11 NFS nfsd deadlock

ST00_20011.11 thread nostop for MFE, rlirmit,

&l printable version

» view selected patch list

Hote: Lse the recommended patch ifitis listed below and it meets your needs. Ifthe recommended
patch does not meetyour needs, use the most recent pateh.

-naot @ -enhancements (@i -special
availahle anky = instructions
recommended maost recent

{hp rating}) (hp rating)

[T PHCO 24118 ##*
created:_2E|E|1I1 204

nates &

[T PHCO 29040 #*
created: 200230710

[T PHEL 25238 ###

created: 2001/09/26
IJ.i‘I Ir-‘I

notes:\=/

[T PHEL 25652 ###

created: 2002/04/08
notes:@

[T PHCO 24118 #*
created: 200101 2/04

notes:

[T PHCO 29040 #*
created: 20020710

[T PHEL 25238 ##*

created: 200108726

14
(1)

notes:\=/

[T PHEL 25993 ##*
created: 200200627

notes:

I

l_ l_ |4 Internet

| K

52004
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HP-UX Patch Strategy Overview O]

The ITRC manages dependencies

; IT resource center - selected patch list - Microsoft Internet Explorer provided by Hewlett-Packard 4 = |Elli|

J File Edit ‘ew Favorites Tools  Help - ﬁ
J G Back = =p - @ ﬁ | @Search @Favorites @History ||%v . é%

J.ﬁ.gldress I@ htbpe ffwnewZ itrc.bp.com/fservice fpatchfadd ToCart. do j @Go JLinks @@hp Employee Portal @epatch email » J ._‘:"_;SEamh * Mae¥
- 3
patch / bundle id S8 escription
(kb
¥ PHME 20627 %% 1033 s700_80011.0 MFS Kernel General ReleaseiPerfarmance
created: 2000/05/08 Patch

P atC h I as ke d PHNE_20627 has the following dependencies:

¥ PHCO 21187 ##& 21466 s700_80011.00 cumulative SAM/OBAM patch
fo r created:

2000/05/10
[# PBHCO 23651 ##% 512  5700_80011.00 fsck_wds(1M) cumulative patch

created:
2001403121
notes: Y
¥ EBHCO 23781 ##&& 2334 5700_80011.00 LVM commands cumulative patch
created:
2001/04/09 —

M
notes: =/

¥ EHCO 28111 #&# 107  5700_80011.00libc cumulative header file patch

created:
2002f07/07

v EHCO 28425 #%& 10235 s700_80011.00 libc curnulative patch
L]
Dependencies
EDDSID?_.IM
nates: (L &)

¥ PHCO 28630 ##&* 34 =700_800 11.00 bdfi1M) cumulative patch; large file
support

rreaterd

|&7 Done l_ |_|° Internet

'
On 11i, the Software Distributor product also will warn when ggmxgmgg&ﬁgggg
dependencies are not satisfied

| Kl
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Find patches for a product

/J IT resource center - select a product - Microsoft Internet Explorer provided by Hewlett-Packard

J File Edit Wiew Faworibes Tools  Help

in

1ol x]
= |

J <= Back ~ mp - @ @ ‘ @%Mch @Favorites @History |@- - ;;'%

J.ﬂ.gdress I@ wwwz.itrc.h|:|.com,l'service,l’patch,l'byPrnductMainPage.do?BC=patch.breadcrumb.main|j E‘JQGD

J Links [#)@hp Employee Partal @epatch email

J i Seareh ~ Moe?

[ﬁﬂ] select a product

invent

» T resource center

Click on the relevant link to access patches for that specific

= online help praduct,
= Iy profile
+ logout HP Output Management

» HP Qutput Distributar

» HP Qutput Management for SAP
» HP Qutput Semver

+ HP Web Delivery

= maintenance and
suppaort far hp products
» technical knowledge
hase
» knowledge trees
» patch database
» sofhware update
manager
» sUpport case manager
+ maintenance and
sUpport for Compag
products
= fOrums
+ training and education

+ Site map

Welcome, ESC Demo
wisstest!
(ESCDEMD)

printahle Version

= wigw selected patch list

useful links
» toptools patches
= Openview patches

privacy staterment using this site means vou accept its terms
2 1994-2004 Hewlett-Packard Company

|@ Done

l_ ’_ |4 Intermet

[ ]

w |

-
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HP-UX Patch Assessment b

invent

a IT resource center - run a patch assessment - Microsoft Internet Explorer provided by Hewlett-Packard ) = |D|ﬂ

J File Edit ‘iew Faworites Tools  Help ﬁ
J A Back + mp - @ ﬁ | @Search @Favnrites @History ||%- . j%

J.ﬁ.gldress I@ www2.itrc.h|:|.c0m,l'service,l'patch,l'assessSystemsPage.dn?BC=patch.breadcrumb.main|j ﬁGD JLinks [fl@hp Emploves Portal @epatch email = C"‘USEarch - Mare¥®
printable version ;I
[ﬁﬂl run a patch assessment
invent

= IT resource center w view selected patch list

Apatch assessment provides a list of patch issues associated

» onling help with the given system and specific patch recommendations to useful links i !
=y profile resolve the issue. The types of issues analyzed is determined oIt SN R Sl
» logout by the assessment profile. + configuring an assessment
profile

e Mote: Assessments are only currently supported on HP-UX # lrr;tseurﬁrse“ng assessment

support far hp products systerms 10 and above.

» technical knowledge

hase

» knowledge trees

» patch database step 1. <

» gl S UpAlY select a system to assess or upload new systerm information:

manager

» SUpport case manager last
» maintenance and system upload date d nt platform 08 revision

support for Compag aSSeSSImel

products o 20040303 90007200 11.00
» forums palchdag
» fraining and education

step 2.
+ gite map select an assessment profile or create new assessment profile:
assessment profile description
‘Welcome, ESC Demo z —
wrsstest! ' hpRecommended HP Recommended Target Configuration
(ESCDEMO)
 ase erpap 3
stens. 4 «+P2004
hference & Expo
|@ http: ffwww.itre.hp, com)service/patchfaddUpdateSystemsPage, do?BC=patch.breadcrumb. main| patch. breadcrumb, assess I_I_lﬂ Internet 4
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HP-UX Patch Assessment I

Setup the profile

invent

/J IT resource center - assessment profile - Microsoft Internet Explorer provided by Hewlett-Packard e -10] x|

J File Edit Wiew Favorites  Tools  Help ﬁ
J 4 Back ~ mp - @ ﬁ | @5&arch @Favorites @History H%v . ::'%

J.ﬁ.gdress I@ Ipatch/target SyskemPage . do*BC=patch. breadorumb, main| patch, breadorumb, assess| j (‘{}GD JLinks [fl@tp Employes Portal @epatch email

>

Seareh - Moe?

] printable version -]
[ﬁﬂ] assessment profile

inv¥ent
» IT resource center = wigw selected patch list
: The aszessment profile contrals how patch issues are identified eful link
» online help and resolved. You can create a customized profile to filter s uf ks t
= my profile patches for your enviranment or use the HP recommended % cnnrllgurlng L
w logaout assessment profile. -

+ patch set definitions

» maintenance and
support for hp products

» technical knowledge basic information

hase
s knowledge trees
» patch datahase Profile Name: |hp_recommended-na gpk
» software update
ranager Description: |hp recommended without gpk i

» SUpport case manager
» maintenance and Patch Stratecy: Icunservative vl
support for Compag
products
» forums

atch options
» training and education B 2

Contains (select one or more):

» Gite map
¥ security patches

[ latest nquality pack pateh hundle  -new-
Welcome, ESC Demo
wisstest!

(ESCDEMO; [T replacements for installed patches with any warnings

¥ replacerments for installed patches with critical warnings

[T critical fixes

I updates for the patches already installed

|&] Dore l_ l_lﬂ Internet

>2004

lence & Expo

N |
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Find HP-UX patches in a patch set

; IT resource center - find patches in patch set - Microsoft Internet Explorer provided by Hewlett-Packard

=10l ]

J File  Edit  ‘iew Faworites  Tools  Help

J P Back = =) - @ ﬁ | @Search @Favorites @Histnry ||%- - ﬁ

>

J.ﬂ.gldress I@ i w2 itre, hip., comyservice/patch) searchPatchSet, do?BC=patch. breadcrumb, main| j st JLinks EAl@hp Employes Portal & epatch email

J JSearch ~ Moe?

ﬂﬂ] find patches in patch set BIIEAIE VETSIEY

invent
+ T resource center = vieww selected patch list
step 1: Select hardware and 05 i
» anline help useful links N
= iy profile IEDD 'I I 11.11 'I » patch set definitions
» logout

step 2: Select a patch strateqy

= maintenance and Il:tunser\.fative ,I

support far hp products

» technical knowledge S‘tep 3:Se|ectapatch it
hase

= knowledge trees -
» patch database I L L J m
+ sofhware update
manager
» SUPpOM case manager
» maintenance and
support for Compag
products
= forums
+ training and education

» Site map

Welcome, ESC Demo

|

wicsstest!
(ESCDEMD)
privacy staterment using this site means you accept its terms
@ 1994-2004 Hevwvlett-Packard Company
|@ Opening page htkp: [ fwwwz. itrc.bp.com)'service/patchfsearchPatchSet, do?BC=patch. breadcrumb. main| ... |- |ﬁ Intermet

N |

-

nvent

DZOO4

hference & Expo
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HP-UX Patch Assessment - results 3

invent

; IT resource center - patch assessment results - Microsoft Internet Explorer provided by Hewlett-Packard = = |EI|5|
J File  Edit  ‘iew Faworites  Tools  Help ﬁ
J P Back = =) - @ ﬁ | @Search @Favorites Q?Histnry ||%- - ﬁ
J.ﬂ.gdress I@ http: f a2, ibrc, hp,com/service/patch)assessSystems, do j PGD JLinks il @hp Ermploves Portal @epatch ernail i J l::"_.lsem‘l:ll ~ Maore®
printahle version ;I
[ﬁﬂl patch assessment results i
invent

+ T resource center = vieww selected patch list

system: patchdong

» online help assessment profile : hp recormmended-no gok useful links
s 1y profile » interpreting assessment
» logout The assessment results display a list of patch recommendations results

and the issues that are resolved by each recommended patch.

RS REE T Unresolved issues are displayed at the bottom of the list.

support for hp products
+ technical knowledge

hase Your assessment resulted in 164 recommended items and 1
# kr;tma\;llzige;rees unresolved issue(s):
C abase
: Fs]|:|ﬂ'\,'\-';§|re update »communicate online
manager with a support specialist

» SUPPOM CAaSe manager

= Maintenance and -possihle

support for Compag T it ey -reboot -not -enhancements . -special
ottt CEY -critical required - :Egﬂﬁgd avdilabie: @ only = instructions
» farums
= training and education
] fh recommended
» Site map description (hp rating)
s700_800 11.00 HPDPS cumulative patch [T PHCO 21854 &4 4 ‘_
Wiielcome, ESC Dema created: 2000/06/1 4
wirsste st notes
(ESCDEMO)
Recommended for the following reason(s):
installed patch PHC O 21204 has successor PHCO 21354 {candidate) ‘
$700_800 11.00 fuser(1M) cumulative patch ™ PHEG 21501 #44 =004
|@ |_|_|° Internet 4 [ & Bxpo
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True4 Kits/ERPs/NHDs on ITR

; IT resource center - search for patches - Microsoft Internet Explorer provided by Hewlett-Packard

»»
More =

J File Edit ‘iew Favorites Tools  Help
| e o - D [8) 4 Qo Cfrovons By B S WE T A
J.ﬂ.gdress I@ .com,l'service,l'patch,l'search.do?BC=patch.breadcrumb.main|&pageC0ntextName=tru::j @GD HLinks [@@hp Employves Portal @epatch email »J @Searnh -
printahle version
[ﬁﬂl search for patches
invent
» IT resource center » view selected pateh list
step 1: select 05 revision )
» online halp useful links
» my prafile [ trug MIBEEER » Trufi4 and TruCluster
» logout aggregate patch kits
step 2: search or browse the patch list » TruGd patch kit installation
. fuide
» maintenance and |Search b L
' Kensword j | » Verifying MD4 checksums
Sutppr?mwp prlodducts » HP AlphaServers firmware
= IBCANICAl Knovdedge — I I subsctibe to patch digests
step 3: Search Criterig | all words - w p q
Easel e PRl S whats new
il R e |__, Trufi4 Unix and Openyis
» patch database step 4: Results per page |25 ¥ m : patoh FAQ E
» software update : . ;
manager For general help in using Patch Database, read our usade guide.
» SUppOrt case manager
» maintenance and
support far Compag
products
» fOrums
= training and education
= site map
Welcome, ESC Demo
wesstest!
(ESCDEMO)
privacy staternent using this site means you accept its terms
21994-2004 Hewlett-Packard Company

[

|@ ’_ I_ |ﬂ Internet

by

nvent

DZOO4

hference & Expo
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True4 — patch browsing

a IT resource center - search results - Microsoft Internet Explorer provided by Hewlett-Packard -

J File Edit  Wiew Favorites  Tools  Help

by

invent

=10] x|

J ¢ Back -~ wmp - @ @ | @%Mch @Favorites @History ||%- . ::'%

J.ﬁ.gldress I@ https e itrc, hp, comservicepatchfsearch.do

j ,f?ch

J Links [@@hp Employes Porkal @ epatch email

»

J L Seareh -~ Moe¥?

» technical knowledge
hase
» knowledge trees
» patch database
» sofhware update
manager
» SUpport case manager
» maintenance and
support for Compang
products
» forums
» fraining and education

» Site map

Welcome, ESC Demo
wicsstest]
{(ESCDEMO)

description

Advanced Server For Unix ECC1 Releasze

ASUS1B ECOZ Release

Tru@d UME NHDT kit for ¥a. 1A and ¥5.18

HF Truf4 UMK - Mandatory ee device driver
update v1.0.23

HP TruGd UMK Y518 PK2 (BL22) Eatly Release
Patch Kit- fix for SSRT3498

HF Trugi4 LINIX - Problem with [P Multicast
Packets

HP Trub4 LMK WS 1B P2 BL2Z Early Release
Patch Kit- Fix for SSRT34589

HP TruG4 LMK 518 PK2 (BL22) Early Release
Patch Kit- Fix for SSRT3631, sendmoail

SSRT3631 - HP Tru64 UMK sendmail Potential

(e S O PR A

most recent

[T ASUS1B ECO1 164 #*
created: 20030804

[T ASUS1E ECOZ 193 ##
created: 2004503602

[T WHDT ##*
created: 2003411404

nutes:@'

[T TE4KIT0019505-V51BB22-E-20030802 **
created: 2003508008

nutes:ﬂ) @
[T TE4KITO019576-Y51BR22-E5- 20030306 + *

created: 20032608606

T

1
notes:\x/

[ TE4KITO019662-V51BEZ2-E-20030818 # *
created: 2003508018

T o
notes: (V) @
[T TE4KITO019665-Y51BR22-E5- 20030818 + +

created: 2003/0801 8
notes:

[T TE4KITO020135-Y51BB22-ES-20031001 *

created: 200301 0601

nutes:'@:' @

[T TE4KITO020437-V51BB24-E5-20031023 # *

B

’_ l_ |4 mmternet i

)2004

brence & Expo
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HP UNIX patching comparison giy

SW Support Guidelines "7

True4

Patches provided on
current kit or 1 back
only for releases
under standard
support

Guaranteed 1 year
minimum support on
5.1B-1 forward

No specific support
level will be required

t

HP-UX

All patches are
cumulative -
customers not
required to install a
minimum supported
level of sw to obtain
patches

Specific support level
no longer required to
access to

CPM/Patch HRV(’ORLDZOM

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

Assessment s



HP UNIX patching comparison g
Tru4 Patch Kit Support Policies [

Previous Policy

For releases under standard
support, Tru64 UNIX
Engineering supports the latest
patch kit and one (1) back.

nnnnnn

New Policy

For releases under standard
support, Tru64 UNIX Engineering
supports the latest patch kit and
one (1) back. (No change for
releases or patch kits prior to
V5.1B-1(Valil)).

In addition, starting with V5.1B-1
(Vail) patch kits will be supported
for a minimum of one (1) year after
their release. Support for the latest
patch kit and one (1) back AND the
minimum of one (1) year from the
time of release are both guarantees
for V5.1B patch kits and V5.1 Bj
associated updates (V5. tB’TWOR D 2004
V5.1B-2, etc..) only.
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HP’s UNIX Patch Strategy [

When You do Move to HP-UX
What is the Right Approach?

Go to

Scheduled, New Acquiring and Go to
normal System? Installing the Acquiring and
maintenance g backup Establish yes-»1 Quality Patch N_eec_l l_o add Installing
system individual yes —p» S
on your and Hardware tches? Individual
system Enablement patches: Patches

> Bundles

Existing
Patch

. N/

Hardware Best Practice

to Your

/
P WORLD’2004

Solutions and Technology Conference & Expo
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HP’s UNIX Patch Strategy 2}

Summary

HP has track record of innovation

Listening to our customers
Responding with improved solutions
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