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I WARNING! oy
Make sure you have
appropriate
authorization to run
these tools on your
nhetwork.
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These Tools Allow You To:
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Sniff network passwords and unencrypted data
Open suspect files

Locate rogue servers on the network

Test blocked ports

Test for SMTP relaying

Perform reconnaissance on an attacker

Test for UDP and TCP flood vulnerabilities
Find evidence on a hard drive

Set up a decoy system

Log active connections/endpoints

Keylog a suspect system

Sniff wireless network communications

Hide information in graphics, audio files, etc.



These Tools Allow You To:
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Test password integrity

Perform a brute force password crack
Audit a suspect system in stealth mode
Locate auditing software on the network
Intercept traffic and alter data

Locate M-i-M devices

Locate open shares on network drives
Identify unpatched systems

Traceback suspicious email

View HTTP graphic transfers

Locate rogue wireless access points
Surf the Internet anonymously

Hide surfing activity
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The White Hat/Black Hat Toolkit

Ethereal+

Hex Workshop <
NetScanTools Pro <
Nmap Network Scanner <
Packet Builder

Hurricane Search «
Specter Honeypot <
TCPView <«

Cain and Abel <

White Glove/Deception Toolkit
Snort and IDS Center
Dsniff

I N N I I I I I e N =

 LLK v5.0
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o U000 0000 o0 o000

Keyghost Keylogger

Brutus Password Cracker <
Aida32 Auditor <

Camera Shy

Invisible Secrets <

Ettercap Intercepter «
LANguard Network Scanner <
VisualRoute <«

HTTP Sniffer <
NetStumbler/MiniStumbler <
Stealth Surfer

Various antennas and GPS
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I Ethereal

Price:

Link:

General:
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Free:; distributed under the GNU
license

www.ethereal.com

Protocol analyzer; requires winpcap
to run over W32 platform (available at

winpcap.polito.it.
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Sniff Passwords and Unencrypted Data

{@ ¥irtual Office Password change in clear.enc - Ethereal - : & IEIlEI
File Edit Capture Display Tools Help
Mo, . [Time Source Destination Frotocal  |Info :ﬂ
1 0.000000 192.168.200.55 192,168,200, 201 TCP 1360 > http [SvW] Seg=l
2 0.000016 192.165.200.201 197.168.200.55 TCP http > 1360 [SvM, ACK]
3 0.000103 192 165,200,555 192,168, 200, 201 TCR 1360 > http [ACk] seg=l
4 0, 000337 102,168,200.55 102 16 A8, 200,201 HTTR  POST fhnps/serv '
‘ £ N NRIINR 167 1AR 20N 2m1 1492 TAR 2N &5 TP httr =~ 13A0 Tark] sen=2 | £
|- | -
]Hlframe 4 (8% bytes on wire, 8% bytes captured) fg
|- | -~
e o o ol Uy oud 43 o LN IR 2 o od o sW 4d JdS S 0 LlE. WU K ITE. 3B “j
0260 53 53 49 4f 4e 49 44 3d 31 37 39 34 32 32 46 33 SSIONID= 1709422F3
D270 35 38 47 45 39 36 33 38 37 41 37 38 32 37 31 37 SHBEQGIEE FAFRIT1Z
0280 45 43 35 37 37 43 42 38 3h 20 76 6% 73 6% 74 73 ECO77CEBE ; wisits
0290 3d 31 3h 20 75 73 65 72 49 64 3d 32 38 32 32 3h =1; user Id=2822;
02a0 20 ge of 76 6% 6C 6C 73 85 73 73 6% af e 31 3d novells essionl=
02b0 78 47 66 51 35 53 30 36 FF 7V 45 42 41 41 45 42 xGF05506 wwEBAAER
02c0 41 51 41 42 41 77 3d 3d 0d 0a Od 0a 47 49 5F 49 AQABAW== ....5I_TI
02d0 44 3d 25 37 42 42 30 38 44 39 36 33 39 2d 30 20 D=3%7BBOE D9&309-00
02el 30 30 2d 30 30 46 35 2d 46 38 46 31 2d 37 44 37 QO-00F5- FBF1-7D7
gzfo 35 43 30 41 38 43 38 43 39 25 37 44 25 33 41 31 SCOARCHC 9X7DHEIAL
0300 33 36 30 38 31 32 31 31 324 25 33 41 35 3B 30 32 36981211 4%3a6802
0310 34 32 34 33 34 26 A1 63 74 69 Af Ge 3d 63 68 Al 42434&ac tion=cha
0320 6e 67 65 50 61 73 73 77 6f 72 64 26 &f a6c 64 50 ngerassw ord&oldr
0330 8l 73 75 77 af 72 84 3d 6e 6f 76 65 6c 6cCc 31 28 assword= novel 11&
0340 Be &5 77 S0 61 73 73 77 6f ¥2 64 31 3d e &f T8 newFassw ardl=nov
0350 65 6C 6C 26 e 65 77 50 61 73 73 77 af F2 64 32 ell&newP asswordsz
0360 3d 6e 6F 76 65 BC BC 26 63 B8 6l 6e &7 65 2e 78 =nowvell& change.x
0370 3d 34 36 26 63 68 &1 G2 A7 65 Ze 79 3d 33 =46&chan ge.y=3 Vi
Filter: _f| Reset| Apply|| File: Wirtual Office Password change in clear.enc
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I Hex Workshop
Price: US $49.95
Link: www.bpsoft.com

General: General hex editor; includes Base
Converter applet.
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Open Suspect Files

H Hex Workshop - [bonus.exe] ] ;Iglil

File Edit Disk ©Options Tools  Window  Help =] =i
lzsld&| saz=e |y v o |||z Blst 0 Fd[Em[a |-«
S e »ER Al &|lvre - =z ||llaBE | x| %E

|

ooooo4s50 | 3CeC 507F O000&a B1E4 0000 OO04F OOOO0 OO04F (<1P........ O...0 =|
000004/0|0800 20F6 D358 0O0EO 1ERO0 7040 0800 4500(.. ..X... p@..E. _|
ooooo470 0041 2Z2C1 4000 3F06 B42C AC10 0166 40EO0|.A".@.%7..
ooooo4s0 | 7673 8700 1A0B FAAS AFGES DFSYC DDE3 5018 |ws. ... ... e, «iFha
goooo490 (e0F4 Z20F5 0000 504F 4E47 20324 686F eDeS (5. L PORG thE
goooo4a0 (2E76 B1Z2E 7573 ZEB4 6l1leC ZEBE 6574 DAZC .va.us.dal.net.<
Qoooo4B0 (6250 YFO0 OBAO FSO00 0000 3600 0000 3e00(1P........ B...B.
goooo4Co (E01E e070 40058 00z0 FeD3 58508 0045 0000 OpE. . X E
ooooo4po | 2887 4240 0031 065D BC40 EO76E 73AC 1001 ( J@.1.7. @ WS
o00o0o04E0 |eel1A OBSY 00DF 9CDD E3FaA ASAF FESO 101C|£........... ReR,
ooooo4ro | 8425 D300 003C sC50 DCOO 0OZO0B 3100 0000 .2...<1P....1...
ooooosoo0 | 5000 0000 5000 EO1E /070 4008 00Z0 FeD3|P...P... p@.
goooos10 (5308 0045 0000 428B 5040 0031 0659 S9C40 (X, .E. B FE.1. Y @
Qoooosz0 (E07e 7F3aC 1001 eela 0BEY O0O0ODEF 9CDD ESFA|.wvs. .. f ... ..., -]

bonuz. exe
:

il ffset: 00001379 [0x00000563] illl il | dpl
2EIT Signed Byvke 0 ﬂ SOurce | Counk | Target | Counk |

2ET Unsigned Byvte O

I15HIT Signed Shork 0224
I5BIT Unsigned Shork 20224
32BIT Signied Long 544512
BT Unsigned Long 544512

SYEIT Sinned Onad RANNFAN 1772353 7AAS =i [ 40+ [#]4 compare £ Checksum A Find

Read:y |OFfset: 00000563 [value: zozz4 [305655 bytes o
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I NetScanTools Pro
Price: US $199.00

Link: www.netscantools.com

General:  Multifunction tool that includes

Wizard tool to help trace back and
identify a device.
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File Wiewm Help
J MetScanT onlz Fro. Becauze you need to know what's out there. [tm]
Welcome
e Hetwork Statistics Thiz festure is similar to the ‘netstat’ command line function.
Tools

= Tools (alpha order) =
by £ ARP [T Dizplay Trojan Port Labels Dizcannect All TCF
-~ & Connection Detection I Display Full Pracess Paths [¥ Enable Doubls Click TCP Disconnects
- B Database Tests
-2, DHCP Server Discovery Ready.
g EE;;ITI,::;&ZESSWE Refresh &l H:Ettifl:lrk Info For This Computer -
¥ Finger |:—j| S:tatistic:s by Protocol
B HyperTransiDNS verifyjASH-TRR. - B IP
i '2 IF Address/Country Mapping -- ICHMF
=i TP Packet Yiewer B TCP
::;1 IP/MAC Address Management --UI:IP
----- Jl‘ Launcher o Mearrmals T Eamn Th e £
; {S?; Mame Server Lookup 1 I _Ih
48 Met Topography . Auto-Refresh TCP/UDP Carrection Endpoirt List
- Bl NetBIOS Info-Shares/System Basics Endpoint List
@ MetBIOS Info-Advanced Procezs: PID Protocol | Local IP:Paort =
% MetScanner Refrezh Interal swchost. exe: 394 TCP 0.0.0.0:13535(epmap)
1] Yiee 10sec | S¥stem:s TCE 0.0.0.0:445 (nicros. ..
ﬁ" 05 Fingerprinting MiTask.exe: 672 TCE 0.0.0.0:1025 (unknonm)
e EE Ping '__J— Syatenm: 8 TCE 0.0.0.0:10Z26 (urknow)
...... Park Scanner spamkiller.exe: 1226 TCP 0.0,0,0:1027 (uknows)
- FE REL Check spamkiller.exe: 1225 TCP 0.0.0.0:1029 (unknown) =
i Fr. RFC Reference spamkiller.exe: 1225 TCP 0.0.0,0:1035 (uknown)
LLBe ppe Trka L gpamkiller.exe: 1225 TCP 0.0.0.0:1041 {urdnoumn)

1] | "I q}i.;.mb-i 1ler eve=1277 TP rI A0 n=1n047 |'111"|'|-r1"|n'r.1'r‘|'|_|;|

Online h '
Pragram |nfo 4] | v

For Help, press F1
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I Nmap

Price:

Link:

General:

25 August 2004

Free

WWW.INSecure.org

Well-recognized network mapping
tool includes timing mechanism,
Xmas mapping and idle mapping

nnnnnn
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I The Matrix Reloaded

What is
Trinity
using?
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I The Matrix Reloaded: Nmap! o

WP run conpleted -- 1 1P address (1 hast up) scanneds
‘_l sshnuke 10,2.2.2 -rootpu-"210M0101"

Lonnecting to 10,2,2,2:58h ... successful,
Attenpting to explodt SSvi CRERZ ... successful,
Reseting root password to "Z10NS101",

systen open: Rccess Level (%)

¥ ssh 10,2,2,2 -1 reat
root@,2,2,2's passwrd: |

uuuuuuuuuuuu
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Perform Reconnaissance on an Attacker

haNMapWinvizl =10l x|
Host: Scan I Shop I
|12_234_13_202
Help | Exit |
Scan IDisc-:uverI Dptiu:-nsl Timingl Files I Sewicel Win32|
— hode — Szan Ophionz
v Paort R I~ UzeD [T Bounce Scan
% Conkect " Mull Scan " window Scan |53 SR I et I
7 5%H Stealth 0 T { BCRS
=2 s 1es =an [ Device [T Souwrce Address [ Source Part

¢ FIM Stealth ¢ IP Scan " List Scan | | |

" Ping Swesp i |dle Scan [ Eldleis can st

" UDPScan  § ACK Scan |

— Dukpt

Starting amap Y. 3.00 [ W insecure.orgsnmap 0

Interesting ports on CHADWICK ([12.234.12.202]:

Fort State Serwice

L3 tCp apen damain

Femote operating swystem guess: Windows Millennium Edition [(Me],

<]

warning: 0SS detection will be MUCH less reliable because we did not Tind at least 1
Insufficient responses for TCFP sequencing (231, 05 detection may be less accurate

Mmap run completed —-— 1 IF address (1 host upl scanned in & seconds

=

wWin 2000, or WinxP

| o

|I:MD: -1 -PT -Pl -p53-0-T 412.234.13.202

[ o109/03 [ 15080

25 August 2004
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I Packet Builder

Price: Free

Link: WWWw.engagesecurity.com

General: Built by Gregory Wilmes; runs on
winpcap; download .rsb scripts

(Packet Builder was formerly called
“Rafale”)

25 August 2004
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Test Flood Vulnerabilities

:-:r Engage Packet builder =10 x|

File Modules Managers Options Language  Help

=RaE Nl R 3 2

Metwork interface : TCP DP ICMP I

|'I . Intel B255%-bazed Integrated Fast Ethernet ;I
L I[I 1 Specity UDF checksum
[ Set as zource IF [ 5et as destination 1P

—[ Data ]
—[ Ethermet ] Frari file [ I

Specify destination [MaAC) [ I

St sniea ] | I—EIEID TEAAATED Test UDP packet stream.

bl

mLIR]
Source [P |1I:I.4.2.1 Puart : I'IEIE#

Deztination [P ; I'Il:l.?.'l.'l Pait - |53

Specifiy header size [] IE_ w4 [bytes]
Type of zervice IFh:uutine j
Specify tatal length [ IEE_
Cpecify identification [] IEI— LI
Fragmentation: DF ; |EI . May Fragment j
MF |U:Last Fragrrent ;I [ Commands |

Aifsat ID— T I@ MHb of packets ; |1EIEII:1 _Ij Packet type ; ILIDF' "I

Protocel : [17: LIDP e —[ Geript |

Specify checksum [ Il:l I Q

Skatus ; |Ready.
25 August 2004 18




I Hurricane Search
Price: US $149

Link: www.hurricanesoft.com

General:  Grep-like tool; can search through

zipped files; use “|” to search for
multiple terms.

25 August 2004
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Flnd Ewdence on a Hard Dr|ve

FI|E.' Wiew Results Help

- C:ATrace Fileshattacks Captured' - Matched 1501
- FTP-automated.cap - Matched 1

- ftp-crack.cap - Matched 1412

- hittp-bazic-authattempt. cap - Matched 51

- http-pozt-attempt. cap - Matched 25

- loveszan.cap - Matched 3

- lovesan_zcrubbed cap - Matched 3

=

C:hTrace FileshAttacks Capturedh, - Matched 1501
FTP-autamated.cap - Matched 1

[00000437]: FO7E-8-P-dzae-PASS abof@1 26 comibd -4 4
ftp-crack.cap - Matched 1412

i IF'.E'-. P35l F'assw-:uru:l reuued fDr admir JJE -

[ [EII:IEII:IEI?EIE] : :-:F' o 31 F'asswu:ur requlredfnr adrmin, J15H

&

- lnwzan-hnneunnt-then-refused can - Mateched 3

(DO0007g1] : :-:F"T’K —HF‘ *D="Pas3 mercuryflael g o
o rl

Binany |

™ ‘wWord Wiap | Binary ||:1"~Tf-3'3E Files'Attacks Capture |{E:-:|:|||:|rer File &zzociation:

oo
oo

bl1e

Drirectarny: ||:-‘\Tran:e Files'ttacks Captured j ﬂ Project: ||:|E_.fau|t -r J [~ Match Exact Caze
=1-_] Trace Files ﬂ File Mask: |x.x; J [T whole words
-] Accounting Attack [T Matchalisionds
-~ art Search Type: IHeguIar E wprezsion ll -
p= Eind first match
.;j .&tta.n:ks Captured Stk |passlhlast ll J
rainshare Earcr in oub LNrs
i;l B i Sh iy ¥ Searchin Sub i
-] BrainShare 2002 I~ Heplace | _I _I ¥ Search Zips and Jars
«[ ] BrainStorm
1 BuaBesr -] &5 Start Open | v Usze Exclude List ﬂ
|Found: 1501 | # Files: 8 Searched: 13| Time: 1.8

25 Audgustzooz
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I Specter Honeypot

Price:

Link:

General:

25 August 2004
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$400-$899 depending on OS spoofing
abilities

WWwWWw.Specter.com

Slick interface; spoofs numerous OS
types; silencer option addresses DoS
possibility; use markers to correlate
hard drive with an attack.



Specter Control L
Engine Yersion ; E I ?

Threads

Connectionz zo far

[
=

- Operating Systen -
Fandom

Windows 98
Windowves MT
Windows 2000
Windows =P
MacO5
MacO5 X

e XINT R R

Lire
Solaris
MexTStep
TruE4

Irist

rizyz Unis
Al
FreeBSD

@ 8 @@

- Character
Fandom

i

(" Failing
(" Secure
(" Open

{+ Aggressive
~

Shrange

[EYEY SR

2
2
ﬂ
2

o o L L L s L s [ Lo

| Services
v FTP ]
¥ TELNET 7]
[~ SMTP 7]
I~ FINGER 7
¥ HTTP 2]
I~ METEUS 2
[ e 2]
[T Provide mails
~ Inteligence:- 1
[+ Finger _2_|
¥ Trace Finger _iJ
v Port Scan _E_I

W DMS Laokup 7|
W wihois 7
v Telnet Banrer _iJ
ﬂ
[+ Smtp Banner _iJ
[+ Http Header _iJ
[+ Http Document _iJ

ﬂ

¥ Ftp Banner

v Trace Route

. Mlax. Hops l B0

— Pazzword Type

1 Traps-
[~ DNS Jiz|
[~ IMaP4 Izl
W SUN-RFC 7|
¥ 35H =]
W SUB-7 =]
W BOZK =]
W GEMERIC 7|

Generic Trap Mame
l Slamrner

Generic Trap Fort

l 1434

I Easy _E_I
¢ Mormal 2]
£ Hard ﬂ
" Mean ﬂ
£ Fun ﬂ
" Cheswick 27|
£+ Warning ﬂ
W Send P file 7|

1 1 Motification- 1
W Incident DB 7|
[ Alert mail _iJ
[~ Short mail _E_I
[T Status mai _E_I
[v Ewertlog _iJ
[~ Syslog _iJ

Configure Syslog

2]

Silencer Configuration I

v Silencer

[ Markers

2]

[T Legal message

[ Online updates _i_l

Check for updates I

[ Use HTTP Prozy

Frowy IF &ddress
| ?

Frosy Part
| 8080

=10l x|
FTF stopped
TELMET  stopped
SMTR stopped
FINGER stopped
HTTF stopped
METBUS  stopped
Ors stopped
SUE-7 stopped
SUMN-RPC  stopped
FOF:2 stopped
IMAF4 stopped
BO2E stopped
55H stopped
Engine Meszages ¥ Emars [¥ Connections | GENERIC stopped
Start Engine Reconfigure Load Abaout
Stop Engine Log Analyzer Save Licenze
Haost Mame : |SWVR0454 _?_J LIzer Configuration ] _i]
Sustem Mame |aCCT _?_J

Configuration “erzion:  |1.0

b ail Server IF Address __J

b ail Address |
Shart Mail Address : |

Metwork, Configuration ] _iJ

Web Service Eu:unfiguratiu:un] ﬂ

2]

_?_J [ Include zettings in mails __Z_J
7| Status Mail Period [h]: | 24 2]

[ Remote Management Fart ; ] 28
[ Expect friendly connections

v Usze custom mail meszage for POFS

[v Llze custom warning message

Set Pazzword

| 2

| 2

Edit Mezzage

| 2

=]

IHE"D Fred - good to have vou back again.




I TCPView

Price:
Link:

General:

25 August 2004

Free

www.sysinternals.com

TCP connection and UDP endpoint
tracking; tear down connections.
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Log Active Connections/Endpoints

4 TCP¥iew - Sysinternals: www.sysinternals.com i |I:I|E|

File ©ptions Process Wiew Help

Ha <@

Frocesz 7 | Frotocol | Local Addreszz | Remote Addresz | State -

& |EXPLORE.EXE:1340 UDF CHaADWICK: 1192 B
IEXPLORE.EXE 1432 UDF CHaADWICK 1082 o
IEXPLORE .EXE:1752 UDF CHaADWICK. 1338 e
IEXPLORE.EXE: 1752 TCFP CHADWACK 1343 CHaDWICK:0 LISTEMIMNG
IEXPLORE.EXE:1752 TER CHaADWICK: 1344 CHaDWICK:0 LISTEMIMG
|[EXPLORE.EXE:1752 i B 5 CHADWICK 1345 CHaDwWICK:0 LISTEMIMG
|[EXPLORE.EXE:1752 TG CHADWICK 1346 CHaDWICK:0 LISTEMIMG
IEXPLORE.EXE: 1752 TCF chadwick: 1343 vy packet-levelc... ESTABLISHE
IEXPLORE .ExE:1752 TCF chadwick: 1344 vy packet-levelc... ESTABLISHE
[EXPLORE .ExE: 1752 TCF chadwick: 1345 vy packet-levelc... ESTABLISHE

[EXPLORE EXE1752  TCP chadwick:1346 wnaw.packetlevel.c... ESTABLISHE

IEXPLORE EXE:S20  UDP CHADWICK: 1133 o

IEXPLORE.EXE:520 TER CHADWICK: 1333 CHaDWICK:0 LISTEMIMG
|[EXPLORE.EXE:520 TER chadwick:1333 216,142 16.242:http - ESTABLISHE
lzazs. exe: 236 UDOP chadwick:izakmp i

MST azk. exe: 606 TCFP CHADWICK: 1025 CHaDWICK:0 LISTEMIMNG
services. exe 216 UOP CHaADWICK 1026 i -

Sl BRI el ey eyl ey e e Dl e e el el el e )

| B
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I Cain and Abel
Price: Password cracker; local forensic tool
Link: www.oXId.It

General: All-in-all a very dangerous tool in the
wrong hands.

25 August 2004
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s |
E File Wiew Configure Tools Help

=10l x|

|# o)+ o =

|ﬁ Protected Storage m LS4 Secrets l@ Metwark lﬂﬂ Sniffer I@f Cracker llﬁ Tracerouke Ilﬂ] Cicou I

Cain w25 betad? by mao

@ laajaccount)retrievef, .
@ laajaccount)retrievef, .
@ laajaccount)retrievef, .
@ laajcustormerservice. ..
@ laajreservation/air/F. ..
@ latg/commerceforderf...

Resource | sername | Password | Twpe -
% 198.173.244.32 | E M3 Qutlaok 2002 POPS Account bosciin
@ *address i Internet Explorer Form Autocomplete
@ *oo_exp [ Internet Explorer Form Autocomplete
@ *co_Firsk_name L Internet Explorer Form Autocompleke
@ *ro_last_name 0 Internet Explorer Form Autocomplete
@ *oo_num 7 Internet Explorer Form Autocomplete
@ Friby g Internet Explorer Form Autocomplete
@ *day_phone : Internet Explorer Form Autocomplete
%*Emaﬂ | Internet Fvnlorer Eovmn Suibacrnmnlebe

*first_name.0 L
e  Protected storage revealer
*first_name. 2 2
T T a— * LSA secrets revealer
Slomel  PIX password calculator
e - Cisco Type-7 password decoder
@ *lask_name 0
% c * VNC password decoder
*ser I
& ‘; » Box revealer
= | bday :
8l vvex ; ' |« RSA SecurlD Token calculator
e E » Access database password decoder

TMTErnEt Explorer Form AUtocamplets
Internet Explorer Form Autocomplete
Internet Explorer Form Autocomplete
Internet Explorer Form Autocomplete
Internet Explorer Form Autocomplete
Internet Explorer Form Autocomplete

A

Q) ]

invent
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I White Glove/Deception Toolkit
Price: White Glove $100
Deception Toolkit - Free

Link: www.all.net

General: Honeypot; interface included if run
over White Glove (bootable Linux).

25 August 2004

nnnnnn



White Glove ¥/Deception Toolkit

Deception Toolkit (DTK) on White Glove

o]

invent

www.all.net

= Ceception Toolkit 1.1
Services:  Services: |ogging: Standard | Looks like: Windows — | mstal | Start | Stop | Statss | Logs | ouit |
Echo | SMBa | Hostname: |wg.all.net Mailto: |root@localhost
Systat | SMBb | Buffer Size: 2047 Loopcount: |10 Inactivity Timeout: |30
Daytime | SMBc | G545 750007 2002/07/16 14:37:20 15253 15253:0 UDPlisten.pl S0 R0 Iy
Metstat | DTK [|0.0.0.0 -1 0.0.0.0 53 2002/07/16 14:37:20 15260 15260:0 UDPlisten.pl SO R-(
0.0.0.0 -1 0.0.0.0 69 2002/07/16 14:37:20 15267 15267:0 UDPlisten.pl S0 R-0
DMS | X11  |jgloioio -1 0.0.0.0 111 2002/07/16 14:37:20 15274 15274:0 UDPlisten.pl SO R-0
wp | i1z (0000 -10.0.0.0 365 2002/07/16 14:37:20 15281 15261:0 UDPlisten pl SO R-D
0.0.0.0 -1 0.0.0.0 12345 2002/07/16 14:37:20 15288 15288:0 UDPlisten.pl 50 R-0
Gopher | X11-3 [|0.0.0.0 -1 0.0.0.0 12346 2002/07/16 14:37:20 15205 15205:0 UDPlisten.pl SO R-0
0.0.0.0 -1 0.0.0.0 65535 2002/07/16 14:37:20 15302 15302:0 UDPlisten.pl S0 R-0
Fnger | MNetBus [l0.0.0.0 -1 0.0.0.0 23000 2002/07/16 14.37.21 15300 15309.0 UDPlisten. pl S0 R-0
Ssh | MetBusz |0-0-0-0 -1 0.0.0.0 2045 2002/07/16 14:37:21 15316 153160 UDPlisten. pl S0 R-0
0.0.0.0 -1 0.0.0.0 5999 2002/07/16 14:37:21 15323 15323.0 UDPlisten.pl S0 R-0
Telnet | MaxPort [|0.0.0.0 -1 0.0.0.0 14000 2002/07/16 14:37:21 15330 15330.0 UDPlisten pl SO R-O
0.0.0.0 -1 0.0.0.0 10000 2002/07/16 14:37:21 15337 15337:0 UDPlisten.pl SO R-0
FTP | Weirdport ||0.0.0.0 -1 0.0.0.0 10752 2002/07/16 14:37:21 15344 15344.0 UDPlisten.pl SO R-0
- 65535 -1 0.0.0.0 2002/07/16 14:37:21 15351 15351:1 Generic.pl S0 R-0
email | 28000 |\cecsE T3 gigiol0 2002/07/16 143721 15351 153511 Generic.pl S RO-0
weh | 2043 |[§5535 -1 0.0.0.0 2002/07/16 14:37:21 15351 15351:1 Generic.pl § RO-0
65535 -1 0.0.0.0 2002/07/16 14:37:21 15351 15351:1 Generic.pl § RO-0
SSL | 5999 [|65535 -1 0.0.0.0 2002/07/16 14:37:21 15351 15351:1 Generic.pl 5 RO-0
5535 -1 0.0.0.0 2002/07/16 14:37:21 15351 15351:1 Generic.pl S RO-0 _
Kerberos | 14000 |lsec3c 1 p'on o 2002/07/16 14-37.21 15351 153511 Generic.pl 5 RO-0
pop3 | 1oopp (5535 -1 0.0.0.0 2002/07/16 14:37:21 15351 153511 Generic.pl § RO-D
5535 -1 0.0.0.0 2002/07/16 14:37:21 15351 15351:1 Generic.pl § RO-0
SunRPC | 10752 ||65535 -1 0.0.0.0 2002/07/16 14:37:21 15351 15351:1 Generic.pl § RO-0 -
Version 1.1 - Fred Cohen
[T ——
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I Snort and |

Price:

Link:

General:

25 August 2004

nnnnnn

DS Center (Windows)

Free: distributed under the GNU
icense

www.snort.org and

WWW.engagesecurity.com

IDS and front end. Well-resepected;
numerous contributors; newly
documented.

29



Snort + IDSCenter

(- :IDScenter 1.08d

S U

General zetup

N =

—
i— IDS rules

Logs/&lerts

E-Mail alert

. Special options

E[l Preferences

Dverview

[ & Wiew alerts

= Logs folder

About

www.snort.org

#8 Start Snort

# Beszet alarm

ﬁ Test configuration |

~Logs & Alerts
Set directory for Snort logfiles:

Servern:

C:%Program Files45ourcefirelSnorthrules I

[T Log to a remote syslog [Posix-systems. -s]

*Pork:

— Set alert mode [-A]
i+ Full i~ Fast

T Log alerts to eventlog [-E] |

— Disable logging [Alerts still work. -N]

*Ophons
Specific packet infos
I Include ARP Packets [-a]
I+ Include Application Layer [-d]
[T Include ?nd layer header info [-e]
T Paypload: character data only [-C]

Snap length of logged packets [Default: 1514, -P]:

Other options

I+ TCPDump logformat [much Faster. -b]
I~ Hide IP of home network [-0]

[T Add interface name to alert output [-1]

Q) ]

invent

¥ Dump the raw pa=bote [LME

% Download

«" Apply

IDScenter 2001 |LogstAlerts options

25 August 2004
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)
Keyghost Keylogger

Price: US $89 (home edition)

Link: www.keyghost.com

General: Hardware keylogging device; formats

iInclude plug style and full keyboard
style.
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Keylog a Suspect System

| & LInI:lI:IEl:I Nlntepad

'KEthDStS. Al

[c] safe mode

NN

keyshost IT Standard v8.0.0
www. keyghost. com

IMarnu =

1) Entire Tog download
21 section log download

30 wipe log

4)  Format memory
5) options

61 optimize speed
71 Password change
8) Diaghostics

) exit

select » 1

- key to stop -
Keys so far is 1088 out of 524000 ...

Test
<alt-'F4r<alt-'F4s<alt-'Fds<alt-'F4<ON><PWR><'F7>
ﬁbk%>ﬁKS>ﬁka}kruEgﬁDN>1M1C

ae

It reallyde Ends DﬁthE amount that yOU buy - ¥Ou <an get a —
good dea¥ E
rchse 1n;bka};bk5};bk5}ﬁbk5;[;bk5}[lxjjaae in guantiti

25 August 2004 32



I Brutus

Price:

Link:

General:

25 August 2004
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Free

www.hoobie.net

Specialized and brute force password
cracking tool; contains 800 word
password list; username and
password process can be
customized.
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Password Cracking Technique

TCP handshake
completes on port 21

e ?)
Server to Brutus

220: username reguest

"l;__‘_._'_,.:l'
Brutus to Server
USER username

Close connection (FIM ACK)

Yo &4

’ i

Serverto Brutus

not accepted

Semerto Brutus
L230: username 230; username ok;

331 need password

Close connection (FIM ACK)

s

Brutus to Server
PASS password

—— T
Server to Brutus Server to Brutus
1230 (PASS FAIL) 230 (PASS OK)

4

25 August 2004
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invent

cracked
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invent

Perform a Brute Force Password Crack

¥ |Brutus - AETZ - www.hoobie.net/brutus - {January 2000} & |I:I|i|

File Tools Help

Target [12.234125.24 Type |FTP 7| | Pause | Stop |Elear

—LConnection Optian
Port |21 Connections ™ | 10 Timeouwt T J 10 [ Wse Frogy Definel

—FTP Option
b iy sequencel [ Twto stay connected for ILlnIimitE vl attempts

—Authentication Optian |

v Usze Username v Single User Pazz Mode |Brute Force j Range | Disthbuted |
UszerlD laura Hrowse | Fazs File  |words.tat Browse |
Fozitive duthentication Besultz
T arget I Type I I zemame | Fazsword I
b asirnunn number of authentication attempts will be 321272407 -

Engaging target 12.234.125.24 vaith FTP

| 0% | Timeout  Feect  AuthSeq  Thotile Guick Kil

|11 |LI:Iaura F:b |1 .1 attempts per second |E5timated 9 ywears remaining 5
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Aida32

Price:
Link:

General:

Note:

25 August 2004
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Free

www.aida32.hu

System auditing tool; excellent reporting
abilities; can be set in stealth mode for
remote auditing (not completely
undetectable).

On March 23, 2004, Tamas Miklos
announced discontinuation of further
development/updates/licensing of Aida32.
It still works great, however.
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Audit a Suspect
System in Stealth
Mode

C:\aida32 /hiddenserver /silent

| recommend you set Aida up
to audit on a schedule and
upload the results instead of
leaving the server process
running all the time (security
issue). See www.aida32.hu for
details.

25 August 2004

E-E'. AIDA3Z - Enterprise System Information

File ‘iew FReport Aodic  Information License  Web  Plugink Help

Ll -1o) i

= & &

@, AIDAE2 %350

-l Computer

[+ hMotherboard
h Dperating System
+-EH Server

- Digplay

F-EpS Multimedia

..
I:—J.,I‘!' Metwiork
- B windows Metweark
-~ B8 PCI I PRP Metwork
- RAS

----- u_@' Met Resources

----- o Routes

nl v

&1 IE Cookie

[E History
Metzcape Histary
Cpera History

- Directx
[+ Devices
- Saoftware

=l Auto Start

-] Seheduled

.E Inztalled Programs
) Licenzes

----- % Windows Update

ot ANE-YirUs
----- a File Types
-G Config

- hisc

Softvware

Prociu

&) Adobe Acrobat

) Adobe llustrstor

é Macromedia Dream-weaver
é Macromedia Firewarks

é Micrasaft Internet Explorer
é Micrasaft Office

é Microzoft Windows

S winzIp

AENAK

PTCE
HQKT
PTCEE
23278




I Camera Shy

Price: Free.

Link: hactivismo.com

General: Steganography site browser.

25 August 2004
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invent

Camera Shy

ﬁ An illusion page - Camera,/Shy . ____I__I_:I_j_{]

L|tI|ItIES Wiew SEELIrIt‘;.-' Help Dedlcatu:un

ikbp: jfsabokeur, 8m. comjcameraz . htm "’! J*************

Note:
On 3/6/03, the
developer version
of “6/4” was quietly
released.

|Done [

Encrypked GIF Images in \Webpage, Click to Load GIF's Scanned: 35
hittp: ffsaboteur . Sm.comfcool, gif

htkp: ffsabokeur, Sm. comfamb, gif

http: ffsabokeur . Sm. comfwindow 2, gif




I Invisible Secrets

Price:

Link:

General:

25 August 2004
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$49

www.neobvytesolutions.com

Steganography tool — includes ability
to shred files and remote Internet
footprints.



Invisible Secrets

LSB Steganography
Data injection or data replacement

Carrier + Secret = Stego Image
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I Ettercap

Price:
Link:

General:

25 August 2004
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Free

www.sourceforge.net

Traffic intercepter using Man-in-the-
Middle attack method; catches
passwords; can inject data into traffic;
can alter date in traffic path.
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M-i-M Poisoning 0|
(Sniff Off an Unmanageable Switch) |

MAC: 00:02:B3:21:F9:02 = port 1
MAC: 00:D0:59:AA AF:80 = port 4
MAC: 00:20:78:E0:E4 4F = port 20

Fred Ettercap system FTP server
MAC: 00:02:B3:21:F9:02 MAC: 00:DO59:AAAFB0 MAC: 00:20:78:E0:E4:4F
IP:10.1.0.99 IP:10.1.0.66 IP:10.1.0.1
ARP table ARP table
10.1.01 is at 10.1.0559 s at
00:D0:59:AAAF:80 00:DO0:59:AAAF: 80
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Intercept Traffic and Capture
Usernames/Passwords

= | ettercap prompt - ettercap

[::::::::::::::::::::::::::::_iiiiiiii_ﬁ;i;i_::::::::::::::::::::::::::::::]

367 hosts in this LAN <{12.234.13.2682 : 255,

Your IP: 12.234.13.282 MAC: AB:DA:592:-AA:-AF:88 Iface:
Host: 12-234-12-14.client.atthi.com ¢12.234.12_14>

255.2%4.8>

devB Link: SWITCH

: BA:-50:18:86:=F6:5D

25 August 2004
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Locate M-I-M Ettercap Devices

ﬁ ettercap-checkforpoisoner.pkt - Ethereal

Total Length: 28

Identification: Oxe7Fe
EFlags: 0x00

Fragment offset: O

Time to Tiwe: 125

Protocol: ICMP (Ox0L])

File Edit Capture Display Tools el
Mo, . [Time Source Destination Protocol | Info
SN R ——— A I - SR
6 0.045781 12. T e e D [ ICMP EcCcho (ping) regquest
7 0.046700 12.234.13.202 12.234.12.11  ICMP Echo (pingl) request
B 0.047789 12.234.13.202 12.234.12.12 ICMP Echo (ping) request
EFrame & (64 bytes on wire, 84 bytes captured)
B Ethernet II, src: 00:cd0:5%:aa:af:80, Dst: 00:e0:158:41:d2:37
B Internet Protocol, sSrc addr: 12.234.13.202 (12.234.13.20270, Dst Addr: 12.2
version: 4
Header length: 20 bytes
Hoifferentiated Services Field: 0x07 (DSCP O0x01l: Unknown DSCP; ECH: (0x03

L—-Em

Header checksum: 0x22b7¥ (correct) £
I~ ] =
oo00 00 e0 18 41 dz 37 00 do 59 aa af S0 08 00 45 07 O 5 MR S Ej K
o010 00 1c EElleE 00 00 Fd 01 22 b7 Oc ea 0Od ca 0Oc ea e | - R o
0020 0c 0OF 08 00 Of 81 oF Fe 01 QOO0 00 OO0 OO0 Q0 00 Q0 L...... R TR TR TR
Q030 00 Q0 00 00 00 Q0 00 g0 Q0 Q0 00 Q0 00 00 00 00 ... eeer cereeean

!

Filtar /| Reset| Apply|[identifcation (p.id), 2 bytes

25 August 2004
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I LANguard Network Scanner
Price: US $295 and up
Link: www.gfi.com

General: Vulnerability scanner; OS
fingerprinting; port scanning; locate
open shares; locate cgi script
vulnerabilities; patch/hotfix detection.

25 August 2004
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Locate Open Ports, Shares and
Unpatched Systems on the Network

B3 GF1 LANguard NS5, I

File  Tools

o Mew: Scan. .. | E D

Corfigure  Help

sing:  Currently Logged-On User = Lser Mame; |

O |

invent

=10] |

| Password; |

[

Security Scanner (Default) .

|T|_j|:||s Explorer n Scan Target: [192 1681101 7| Profle: [Defaul ] &I

|2] GFI LANguard 1M.5.5. -

= L&ﬂ Security Scanner (Default) 5 canhed Computers | | Scan Results

ER Sean Filters (Current Sean) | = o7 51 192.168.1.101 [TEACHER] (winde | — 8 21 [FTP => File Transter Pratocol] -

[':? Full rEDDri.:. . o R Wulnerabilities [2) - @ 23 [Telnet =» Remote Lagin Pratacal] I~
[_? '-.-'ulneral:u!lftfes [ngh. A 1M Open TCP Portz [9) - % 25[SMTP =5 Simple Mail transfer Protocol]
[? Vulnerabilities [Medium . [B NETBIOS names [7) . @ 79 [Finger]
- EF vuinerabiltes [4l] - B Computer - B BOHTTP = World Wide Web, HTTP]
[? Missing patches and ser % 110[Pap3 => Past Office Pratacal 3]
{;? Open Ports -« @ 138 [epmap => DCE endpoint resolution]
-8 Open Shares @ 139 [Metbios-zsn => METBIOS Session Service] s
[ Auditing Policies 1] | ﬂ -~ @ 445 [Microzoft-Dg] =
[‘f? Password Policies TR ITTT TR e s 3
B e and usars Scarner Activity Window |
['? Computer properties ko connection, remate registry not available in this computer. -

----- @ Result comparisan

Il

- 1% Tools

=11k Configuration
Scanning Profiles e

Scheduled Scans

Alerting Options

Parameter Files

Database Maintenance COpk

I'_—'I]g General
_>I_I

&7 Program Updates

e

J_ |

Started vulnerability scan analyzis...
Checking for trojans. .

Checking FTP vulnerabilties ...
Checking DMS vulnerabilties ...
Checking mail vulnerabilities ...
Checking service vulnerahilities ...
Checking RPC vulnerabilities ..
Checking mizcellaneous vulnerabilties ...
Checking registry vulnerahilities: ...
Checking information vulnerakilities ...
CGl proking. ..

| a2l probing...

0%

Cwerall progress: 98%

B

25 August 2004

47



I VisualRoute
Price: US $49.95 and up

Link: www.visualware.com

General: Visual representation of traceroute
operation; includes whois
functionality.

25 August 2004
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Trace Back
Suspicious
Emalil

25 August 2004

Microsoft

icrosoft Home

Microsoft Customer

this is the latest version of security update, the "September 2003, Cumulative Patch"
update which eliminates all known security vulnerabilities affecting MS Internet Explorer,
M5 Outlook and MS Cutlook Express. Install now to protect your computer from these
vulnerahbilities, the most sericus of which could allow an malicious user to run executable
on your system. This update includes the functionality of all previously released patches.

|ﬂ System requirements | Windows 95/98/Me/2000/NT/ =P

&2 This update applies to MS Internet Explorer, version 4,01 and later
MS COutlook, version 2,00 and later
MS Outlook Express, version 4.01 and later

|'@' Recommendation |Custnmers should install the patch at the earliest opportunity.
|ﬂ' How to install |Run attached file. Choose Yes: on displayed dialog box.
|@' How to use |‘“r’n:n_| don't need to do anvthing after installing this iterm.

Microsoft Product Support Services and Knowledge Base articles can be found on the
Micraosoft Technical Support web site, For security-related information about Microsoft
products, please visit the Microsoft Security Advisor web site, or Contact Us,

Thank wou for using Microsoft products,

Pleasze do not reply to this message, It was sent from an unmonitored e-rmail addres:s and we are unable
to respond to any replies.

The narme: of the actual commpanies and producks rmentioned herein are the tradermarks of their

respective owners,

Contact Us | Legal | TRUSTe

| Privacy Staternent | Accessibility
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Examining the Email Header
Last “Received’ is closest to sender.

Received: from msgdirector2.onetel.net.uk (212.67.96.149)
by maillla.verio-web.com (RS ver 1.0.86vs) with SMTP id 1-0875884261
for <lchappell@packet-level.com>; Fri, 19 Sep 2003 02:51:01 -0400 (EDT)
Received: from cpcagpya (213-78-110-24.friaco.onetel.net.uk [213.78.110.24])
by msgdirector2.onetel.net.uk (Mirapoint Messaging Server MOS 3.3.6-GR)
with SMTP id AJC60345;
Fri, 19 Sep 2003 07:43:43 +0100 (BST)
Date: Fri, 19 Sep 2003 07:43:42 +0100 (BST)
Message—-Id: <200309190643.AJC60345@msgdirector2.onetel.net.uk>
FROM: "Security Department" <vkrmgchc_selgh@cqggi.microsoft.com>
TO: "Commercial Customer" <customer@cqggi.microsoft.com>
SUBJECT: Net Security Upgrade
Mime—-Version: 1.0
Content-Type: multipart/mixed; boundary="ggcfwvbvhdtrdf"
X-Loop-Detect:1
Status:
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Visual Trace Back

I=IE
File Edit ©Options Tools Help
Address [213.78.110.24 "= P Addresses| 213.76.110.24 ~| W Advanced mode

Report for 213.78.110.24

Analysis: |IP packets are heino lost past neteork "(private use) at hop 20, There is insufficient cached information to

determing the next network at hop 21,

?

-

Hop |%Lose|IP Address Mode Mame Location Tzonelms Graph [etwork [
1] 12.234.13.202 |CHADWICK o M ATET WarldMet Servie
1 101801601 |- 30 (private use)

2 12.244.98.209 |- 11 ATET WorldMet Servil
3 12.244 6722 |- 17 ATET Warldiet Servic
4 12.244 6726 |- 13 ATET Wiarldiet Servic
] 1224472194 |- 10 ATET WarldrMet Servir
A 12123131588 [gbra-p30.sffica.ip.a|San Francisco, CA, L|-03:01112 ATET WarldMet Servi
7 1212211.89 [thr2-p013a801 . sffca|San Francisco, CA, L|-083:01| 26 ATET WarldMet Serv
a 1212313194 [gor2-p390.sffca.ip. [San Francisco, CA, L-08:01)122 ATET Worldret Servi
4 209.0.227.29 |so0-1-1-0.edgel . Sa|SanJdose, CA LUISA |-03:01[16 Level 3 Communicati
10 209.244 3137 |s0-9-0-0.garl .San.|San Jose, CA, LISA |-03:01112 Level 3 Communicati
11 G4.159.1.73 z0-7-0-0.mp1.San.|San Jose, CA, USA [-02:0{17 Level 3 Communicati
12 F4.159.1.134 |s0-1-2-0.bbr2 Mew|Mew York, MY, LISA [-059:01134 Level 3 Communicati
13 221871281 50-2-0-0.mp2.Lonc|London, LIk % 1463 Transatlantic cahle =
14 2121871311 |giged-0.ipeolo2 Lo |London, Uk, 7 1481 2nd London1 Gatews

-

e

25 August 2004
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eMailTracker Pro

eMailTrackerPro by Yisualware
File Edit “iew Help

e-mail Analyziz;
From: IFP addresz B4.86.155.149.

M ailer: The zender uzed 'Caramail - v, caramail.com'’ to send the e-mail.
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I HTTP Sniffer
Price: US $29.95

Link: www.effetech.com

General: HTTP traffic sniffer; graphic
reassembler

25 August 2004
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View HT TP Graphic Transfers

Q) ]

invent

&P HetpDetect (EffeTech HTTP Sniffer) - Unregistered ¥ersion -0 x|
File Miew Sniffer Help
v n | BB K E 7 QD

Mo, | Time | ClientiIP:PoRT) | serveritp:PoRT | URL | status =]
173 Sepzl... 12.234.13.202 ;1526 images,godaddy, com 130 lassets/homefimg_navy_grey.gif FIM, 200
174  GepZl... 12.234.15.202 :1528 images.godaddy.com &0 lassetshome/img_nav_grev_on.gif FIN, 200
175 Sep2l...  12.234.13.202 ;1525 images,godaddy, com ;30 Ilassetsfspc_trans.oif FIM, 200
176 Sep2l... 12.234.13.202 11527 images.godaddy. com 180 lassets/home fimg_arrow_orange. gif FIr, 200
177 5Sepzl... 12.234.13.20Z2 ;1526 images,godaddy:, com 30 lassets/spc_fFEa00,gif FIM, 200
178 Sep2l... 12.234.13.202 ;1528 images,godaddy, com 130 lassets home fimg_hpairl, gif FIM, 200
179 &SepZzl... 12.234.13.202 ;11525 images.godaddy. com 30 §a558E5/ NOME p————— = 7
180  5SepZl... 12.234.13.202 ;1527 images,godaddy:, com 80 lassets/hiome

Sep 2l 34.13,202 images,godaddy, com St (R | i e il

182  SepZl... 12.234.13.202 :15z8 images.ujndadd';.f.cnm =i fassets/home  URL  [6283.23131/magesfindes_15ipa
183 3Sep2l... 12.234.15.202 :1525 images.godaddy.com &0 assets/home . .
164 Seﬁ 21... 12.234.13.202 :1528 images.gndadd:mm 80 ::'Iassets::'lhumf . e |
jS Sep2l... 12.234.13.202 :1526 images.godaddy. com 130 lassets/hiome =
4
HTTP Request Header HTTFP Res
GET /assets/home/img hpgicl wedge.gif ;| HTTPf1.1
HTTP/1.1 Server: |
Acocept: */ % Date: 2w
Referer: Content-'
http: /A wuw. godaddy. comd gdshop/default.asp? Accept-Ri
E=Com Last-Mod:
Accept-Language: en—-us ETag: "I
Accept-Encoding: gzip, deflate Content-]
User-Agent: Mozillas4.0 [(compatible; M3IIE
5.5; Windows NT 5.0)
Host: images.godaddy.com _ C
Connection: Keep-ilive
Cookie: [ ok | cance | sl |
SITESERVER=ID=cfeS0ciabcfo93i549% dadbdd20b3 23 ﬂ
Readsy [Effer; 9% |F'a|:kﬂts: 1903
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I NetStumbler/MiniStumbler o

Price:

Link:

General:

25 August 2004

Free

www.netstumbler.com

Wireless access point locater;
denotes whether WEP is enabled;
displays signal-to-noise ratio
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Locate Rogue Wireless Access Points

City Z.ns1 By

=4’ Channels A MAC SSID Mame | Ch.. | “endor
R () 00022D05BD... Metwork 7 Agere.
- “Ei’ 3 (@) D0045AFATF.. mitsui B Linksys
= 4 () O0045A0E98..  linksys b Linksys
{:} 0o0EzDZFAAE (@ 00045A0F00... iannucci b Linksys
D 006010218431 | [ 00601D218A... sas airport 4 Agere...
@ EE7CAFDEA10 (3 0002202FAA... TheBullNetzD 4 Agere..
E- [‘&ﬂ 5 (3 D0045ACFF4. . linksys b Linksys
G- [‘ﬂ.l’] 7 @i0002200071... ¢ Oak100 1 Agere...
- tt&n g { »00501806C1BE default b Achvan...
@ 10 (@ 0004540168, home B Linksys
a1 11 @ 008037514053 SFD 3
L4 2510s (_»00045A0BE... 0B1ADOBe 1 Linksys
- & 0ab100 () 0030AB0ADA.. Wireless b Deltaf.
= (O 00045AFA4D. . linksys b Linksys
&= DB1ADIBe ) 0004540226, Hamp 6 Linksys
-2 08004 (O 00045ACT42.. TBNMDLI 11 Linksys
.=t ,&lrﬁnﬂlllhx f ﬂ.—..—..—.-—.-—..—»-—..—m PR o e 4 o
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I Stealth Surfer o

Price:

Link:

General:

25 August 2004

US $29.95

www.stealthsurfer.biz

Anonymous surfing tool; also includes some
added features such as cookie erasing and
pop-up blocking.
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I AirMagnet

Price: Varies by product type
Link: www.airmagnet.com
General: Wireless network analyzer; site surveyor;

security analyzer.

KEY TOOL FOR WIRELESS NETWORKS!

25 August 2004
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AirMagnet Wireless Analyzer

File Wiew Todk Help () (3 (%)

o o7 | MAC Address

_w 202,17 Information

=- ﬁ Infrastructure
- AP

: Ll STA)

=- ﬂ. Expert Advice

- B Perfomance (01.0]

LBy Security

Broadcast 179 ulticazt 0
g Total s 188

' Scan B4
b

T Start |3 Channel 3§ Infrastructure @ AirWISE “|Charts  =jDecodes & &

25 August 2004
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I Conclusion gty

Play with tools on the Laura’s Lab Kit.

Join the Protocol Analysis Institute mailing list
online at www.packet-level.com.

Work with the tools listed (with appropriate
authorization, of course).

Send me your tools list!
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