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I The Onsite Process to Troubleshoot [
“The Network is Slow” Problem

Prerequisites
Review the Network map
|dentify the tap-in point information
Ask about the slowness characteristics

Process
The “Laying On Of Hands”
Latency tests
The client bootup/login analysis process
The application analysis process
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The “Network” is Slow? o

IP Router

Server

Client

Client fault (process problems, no connection, etc.)

Local link fault (high latency, retransmissions, no route, etc.)

Route fault (high latency, no route, discard, etc.)

Remote link fault (high latency, retransmissions, no route, etc.)
Server fault (process problems, no connection, error response, etc.)
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I Typical
Network
Map

222222222222



I Client Information

Define “slow”?

Slow for whom?
Application-specific?

Network segment-specific?
Intermittent”? Constant?

Can you replicate the problem?
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I Client #1 Information

Define “slow”?

Slow for whom?
Application-specific?

Network segment-specific?
Intermittent”? Constant?

Can you replicate the problem?

25 August 2004

nnnnnn

Lousy... stinky...
Everyone

All

Nope

Constant

Yes
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I “Slow” Is Relative
What do we expect on a LAN?
What do we expect on a WAN?
What does the CEQO expect?
HH:MM:SS.mmm.yyy

—

Where _: | '\
HH = hours ‘ “) Lj‘ \JQ ’(!'!’

MM = minutes

SS = seconds

mmm = milliseconds (thousandths of a second)
yyy = microseconds (millionths of a second)
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Test Your Own Latency

% www.novell.com - Ping Plotter
File Edit “ijew Help

Address to Trace:

=10l |

Target Name: www.novell.com 0-200
201-500

sy ovell com _”:': 192.233.80.5
Sample Set Time:  1/31/2003 7:41:45 PM - 15312005 7-42.30 vt [ CERGEIGEEN
Yool sem Hop PL| P | DNSMame | g | Cur | Graph
101501601 e g 0 #
. 1224498193 e 3 0
www.pingplotter.com 122486717 oo 3 0
12244 72208 e 15 10
121231363 gbr1-p¥ 0. sffza.ip. atk. net 16 10
121225250 gbrd-p00. sffza.ip. att. net 13 10
10 121222 66 ghr3-ph0. dvmco.ip. att net 42 A0 L00%
12122526 ghr-p20. dvmco.ip. att. net 44 Bl
121233677 garl-p370.dvmeoip attnet 43 &1
1212515914 e 55 Bl
— Sampling 19294118221 e 47 a0
# of times to trace: ILInIirn'rted e 10 132.233.80.5 v novell.com 45 B0 1000% e
o Round Trip: 45 B0
Trace Interval; IS zeconds —:
— statistics
Samples to include: |1 0 + wn nevgellcom (1922338087 Graph time = 10 minutes
= ED |'|_|'| .I_nj'an-m
Stop 0
! ?la%p Vladp . YlaSp VE8p FATp VFASp 7E0p FMDp. Flilp TlEp !

|Tran:e Counk; 54

|Di5|:||a';.-'ed Samples; 45 bo 54 s
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Is latency due to
Servers » Client configurations
 Switch overload
 Router buffering
 Server delays
» Media faults
» Other?

g

Firewall/
Router

-
& -—
.

Switch  Router Internet

et
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I Laying On Of Hands
Broadcast/multicast storms?
Excessive ICMP traffic?
Rogue traffic?
General network conditions?
Server delay packets (spanning required)?

Retransmissions-media faults (spanning
required)?
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I Performing The Client Analysis

Bootup—slow?
Login—slow?
Application—slow?
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The Application Analysis Form

Simple format

DON’T TOUCH
THE
KEYBOARD!

25 August 2004
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I Application Analysis Form
Start pkt

0

End pkt

uuuuuuuuuuuu
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I Application Analysis Form

Start pkt
0

Bootup

386

uuuuuuuuuuuu
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I Application Analysis Form

Start pkt End pkt
o | Bootup 385
386 | Login 1929

uuuuuuuuuuuu
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Elsie’s Login Sequence

| ook for time irreaillarities.

E casel-delayb_cap: Decode, 354418712 Ethernet Frames i |I:I|E|
Mo, St Source Address Dest Address | Surnrnary Delta Time -

[] 3435 [10.57.0.164] [lD.E4.255.25iBRDHSER: Armounce Host PCL1Y 0.00Z.697 |

[] 349 99B. 0050DACAQY 998, 00104B61C |BROWSER: Armounce Host PCL| 0,000,047

[] 350 99B. 0050DACADH 0. FFFFFFFFFFF|BEROWSER: iAnnounce Host PCL) 0.001.387

[] 351 | # [1l0.57.0.164] [[10.57.0.160] Expert: Ack Too Long (120m)| 0.1855.643

TCP: D=13% 5=1030 ACE=:

[] i [10.57.0.164] |[10.128.0.61] |DN5S: C ID=1 OP=QUERY NAME=]l 3.237.710

[] S [10.128.0.61] |[10.57.0.164]|DN3: R ID=1 OFP=QUERY 5TaT=l 0.00l.146

|:| 354 .57.0.164] 160.0, 39 : D=34716 5=103Z 1] . 0a0

[]'355 [10.57.0.164] |[10.160.0.39]|UDF: D=34716 3=103z LEN=5} 6.514.770

[] 386 [10.5%7.0.164] [[10.160.0.39]|UDF: D=34716 53=1032Z LEN=3| 6.5Z1.376

[] 357 [10.126.0.60] |[10.57.0.164] |BROWRER: EReset Browser 11.487.396

[] 358 [10.57.0.164] |[[10.64.255. 25| BROWAER: innounce Host PCLY| 0.00Z2.0385

[] 359 S99B.0050DACANY 99E. 00104661 C | BROWSER: Announce Host FCL) 0.000.656

[] 360 S9B.0050DACADQYE O. FFFFFFFFFFF | ERUUWGER: Armmounce Host PCLY 0,000,010 -

% Expert A Decode A Matrix A Host Table A Protocol Dist. A Statistics A Fittered 4 7

Delta/interpacket: Time from end of one packet to end of next packet.
Relative: Relative to first or marked packet.
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Elsie’s Login Sequence

| ook for time irreaillarities.

E casel-delayb_cap: Decode, 354418712 Ethernet Frames i |I:I|E|
Mo, St Source Address Dest Address | Surnrnary Delta Time -
[] 3435 [10.57.0.164] [lD.E4.255.25iERDHSER: Armounce Host PCL1Y 0.00Z.697 |
[] 349 99E. 00S0DACAQH 99E. 00104B61C |EROWSER: Announce Host PCL :
[] 350 990B. 0050DACADH 0. FFFFFFFFFFF|BREOWSER: iAnnounce Host PCL
[] 351 | # [10.57.0.164] |[10.57.0.160] Expert: Ack Too Long (120n
TCP: D=13% 5=1030 aAC
[] i [10.57.0.164] |[10.1258.0.61]|DN5S: C ID=1 OP=QUERY NAME=]
[] S [10.128.0.61] |[10.57.0.164]|DN3: R ID=1 OFP=QUERY ST'
|:| 354 [10.57.0.164] |[10.160.0.39 :» D=34716 S=103:2
[] 355 [10.57.0.164] |[10.160.0.39]|{1JDF: D=3471a 3=103Z E
[] 386 [10.5%.0.164] |[10.160.0.39]|UDP: D=3471la 5=1032 LE
[] 357 [10.126.0.60] |[10.57.0.164] |BROWRER: EReset Browser
[] 358 [10.57.0.164] [[10.64.255.25|BROWSER: innounce Host POy
[] 359 99B.0050DACAOQY 99B. 00104661 C|EROWAER: Ammounce Host PC
[] 360 99B.0050DACADY 0. FFFFFFFFFFF|BEROWSER: Announce Hozt PCL
E e Ammm T T A m.-nm,-mnmm--l- =TT - S I
% Expert A Decode A Matrix A Host Table A Protocol Dist. A Statistics A Fittered 4 7

Delta/interpacket: Time from end of one packet to end of next packet.
Relative: Relative to first or marked packet.
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Look for Consistencies

First... look for other time problems

Then... look for the surrounding packets

Q) ]

invent

casel-delayb.cap: Decode, 3210/18712 Ethernet Frames - O] x|
Mo, St4 Source Addrezs Dest Address Summarny Delta Time -

[] J206 99E. 0050DACAOE 971119435, 1 NCP: C Get file/subdir infy 0.001.024

[] 3207 971119435.1 S995.0050DACAD|NCE: R 0K, Got info 0.000. 7a?

|:| 3208 (# 99B.0050DACADE 271119435, 1 Expert: Loops on same requ| 0,000,733

NEE.. B-Ber LIlersubdir ant

[] 3209 971119435.1 99E.0050DACAO|NCP: B OE, Got info 0.00L1. 080

[ ] 3210 [l0.57.0.164] |[10.160.0.39] UDP: D=34716 %=1036 LEN=5| 0.004.588

[] 3211 [10.57.0.164] [[10.1600.0.39]|U0F: D=3471l6 5=1036 LEN=5| 6.511.047

[] J2lE [10.57.0.164] [[10.160.0.39]|UDF: D=34716 5=1036 LEN=5) 6.519.300

[]'3213 Q9B. 0050DACADE 271119435, 1 NEURST: C F=CBA=Z0200 Burst| 6.523.176

[] J£14 971119435.1 99E. 0050DACAQ | NEURST: R OKE 1412 bytes rej| 0.00Z.941

[] 3215 971119435.1 995.0050DACAD|NEURST: R 1420 bytes read ;i 0.000.149

[] Jz2la 27111943.1 995.0050DACAD | NEURST: R 1420 bytes read :| 0.00&.300

[] J217 27111943.1 995.0050DACAD|NEURST: R 1420 bytes read ;| 0.000.147

[] 3218 971119435.1 S0B. 00S0DACADINETRST: R 1420 bytes read i 0.002.294)

% Expert A Decode A Matrix A Host Table A Protocol Dist. # Statistics A Fitered 4 f

[omaviviv i wravive
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Look for Consistencies

First... look for other time problems
Then... look for the surrounding packets

b.cap: Decode, 3210/18712 Ethernet Frames - O] x|

18 second ource Addrezs Dest Address Summarny
delay every SBE.0050DACADE 97111945, 1 NOEL C.Fet Eldeysubdit int
90 seconds |7111943.1 99E, 0050DACAD|NCP: R 0OE, Got info
(approx_) SB. O0S0DACAQE 97111943, 1 Expert: Loops on same regly
- all users - 1] 3 2ol T T o flle,fsuhdlr
71119451 O0B. 0050DACAD|INCE: E 0K, ot info
3210 [10.57.0.164] |[10.160.0.39]|UDP: D=34716 5=1036
3211 [10.57.0.164] |[10.160.0.39]|ULP: D=34716 3=1036&
3212 [10.57.0.164] |[10.160.0.39]|UDP: D=34716 3=1036
3213 QOE. O0S0DACADE 97111943, 1 NEUEST: C F=CEA=0900
dz214 97111945, 1 QOB. O050DACLD | NETEST : DE 1412 bhytes
3215 97111943, Q0. 0050DACAD | NEURST: 1420 bytes read
3216 97111943, QOB . 0050DACAD | NEURAT: 1420 bytes read :
3217 97111943, QOFE. 0050DACAD | NEURZT: 1420 bytes read
32148 971119435, QO0B. OD50DACLO | NETEST : 14-0 bytes read

STl am Oml1 1 1A T OO AT AT ATl AT TN - L 1 o o S P Err— |

T

588

IO O/ O O M O

T e S T
il B s B e o B

=

7 |
m

xpert A Decode A Matrix A Host Table A Protocol Dist. A Statistics A Fitered 4 /
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Work Backwards To ID Process

Ping 10.160.0.39 — no answer
What made the client send a packet to that address?

O |

invent

caseE—dEIa_l,lh_c:ap: Decode, 354718712 Ethernet Frames - O] x|
Mo, 5t Source Address Dest Address Summary Delta Time -
[] 3438 [lO0.57.0.164] |[10.64. 255.25|BREOW3ER: Announce Host PCLY 0.002.697 |
[] 349 998, 0050DACAQH 99E. 00104B0] C|EROWSER: Announce Host PCL)| 0.000.047%
[] 350 99F. 00S0DACAQH O. FFFFFFFFFFF |EROWSER: Announce Host PCL) 0.001.387
[] 4 ki # ([10.57.0.164] |[10.57.0.160] |Expert: Ack Too Long (190m: 0.185.64d3
i = =10.al ! =
[] Lo7.0.164] L128.0.61] : C ID=1 OP=QUERY NAME=]
[] L1z2Z8.0.61] Lot 0. 164d] : R ID=1 OP=QUEEY 3TAT=
2] rina c= o 1299 0 R - N o O 0 o i [n =N ]
[] 355 [lO0.57.0.164] |[10.1e0.0.39]|0DP: D=34716 3=1032 LEN=5} 6.514.770
[] 356 [lO0.57.0.164] |[10.160.0.39]|0DP: D=34716 5=1032 LEN=5| B6.521.376
[] Mt [lO.128.0.60] |[10.5%.0.164] |EREOW3ER: Reset Browser 11.487.396
[] 358 [l0.57.0.164] |[10.64.255.25|BEOWSER: Announce Host PCLY} 0.002.038
[] Jas Q90B. 00S0DACAQE 99E. 00104B61C|EROWNIER: Announce Host PCLY| 0.000.656
[] a6l S0B.0050DACAQYE O. FFFFFFFFFFF [EROWSER: Ammounce Host PCLY 0.000.0100 2
Iﬂ Con Wi | Do W T T T B IO 1 ST mOaFEaT- AT A, T'I'I"-\.ﬁi"-I- T =11 U Tl . — e L | b R N 'Iﬁ"lﬂJ

Y Expert A Decode A Matrix A Host Table A Protocol Dist. A Statistics A Fitered 4 /
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IWork Backwards To ID Process

In this case, a UDP transmission was triggered
by a local application looking for a remote
service that did not exist at the destination IP

address.

E ‘) SAP for service 0 /ij
\ P DNS name resolution 1 - =

// ) DNS server answers w
v Client babbles away 1 - |
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I Additional Trace Files

Look for

Failures

Duplications

High latencies
Jnrecognized traffic
Other strange behavior
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Keep Those Traces!

Calculate the ROI
Great evidence!
Fun reading!

Good jokes at bars!

Get the Analysis ROl Worksheet!

25 August 2004
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I Conclusion gty

Get the primary directive

Get a decent network map

Perform the “laying on of hands” first
Consider hubbing out to the client

Use the Application Analysis Form to help
organize your trace files

Keep your traces!
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