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I Loading Ethereal

Binary distributions and ready-to-compile source
code available online at www.ethereal.com.

For Windows, two components are needed:
Windows Packet Capture driver (WinPcap)
Ethereal binary
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Opening Trace Files

{@ The Ethereal Network Analyzer I - O] |

File  Edit “iew Capture Analyze Help

=l JI x @) S| ®s 50| #D|E X 8
B SOurce Ciestination Frotocol Info
- ’ -
Filter:” fl Hesetl .-&.ppl'_-,f” Heady to load or capture
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{&@ Ethereal: Open Capture File ]

Fenarme File |

Create Dir Delete File

=101 x|

df—)fault CATrace Files |
directory
Directories I - Files ﬂ
. t ! ‘| 1-slow-client.cap
na_‘"ga e ik 127 gquys.cap
drives and Accounting Attack) 127 guys. shoop
directories arth 127guys.zip
Attan::l-:s Captured\, 1900-1901traffic. cap
. aldadZ-connection
select file an:iaSE cannectprablem
BrainStorm’, s 4
ST £ R | [
apply read el
display filter Fitter|
_| Enable EAC name resolution
bl e —
resolution _1 Enable network name resolution
r Enable transport narme resolution
=election: C:ATrace Files
enter trace ‘1
file name
Cancel
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Opening Trace Files (w/o filter)

pkt source destination
(add+name) (add+name)

protocol summary info

1 =101 ]

*+p-microsoft.cap - E*

File  Edit “iew Capture Analyze Help

g)| Bo] || x (@) 8)| % [%0] 1#¥ ) X O

Mao. . | Time SOuUrce Clestination Protocol [Info ﬁ
1 0.000000 152.168.1.101 1%2.168.0.254 DNS Standard guery A www.google. C
2 0.077305 192.168.0.254 192.168.1.101 DNS Standard guery response A 21€
3 0.0795840 21/, 239, 4555 » http [SvN] Segq=1255134
FoB : 5.2309.35.100 192.168.1.10¢ TCP http » 4559 [SvM, ACK] Sec
5 0. B3 1682.168.1.101 216.239.35.100 TCP 4559 > http [ACK] Seq= 125513-*-1
[T 192.1658.1.101 216.239.35.100 HTTP GET / HTTR/L.1
Forlid 216.2358,.35.100 1%2.168.1.101 TCP http » 4559 [ACK] Seq=427736l
8 0. 21a. 238,535,100 1%92.168.1.101 HTTP HTTR/L1.1 200 Ok
S 0.4 192.1e58.1.101 216.239.35.100 TCP 4555 » http [ACK] Seq=1255135
LEARRA I ?la. 235,535,100 192.168.1.101  HTTP Continuation
settodelta z.168.1.101 216.239.35.100 TCP 4559 » http [ACK] Seq=1255135

. 16.23%.35.100 1%2.1658.1.101 TCP http > 4559 [FIM, ACK] Seq=42

In thlS trace L B = S I 0 P1AE_Z2EG_S5.700 TOP d'ﬁ'ﬁg + hrttn [ack]d qpn:‘l?'ﬁg‘l?'ﬁ £

I -

I~
Filter:|] j Hesetl Apply“ File: http-microsoft.cap
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Opening Other Windows

Q) ]

invent

Click and drag to open decode and hex windows

:tp-microsoft.cap - Ethereal e |Eli_£i
Fi Edit “iew Capture  Analyze Help
I\ | x @8 Q=50 #[|HE X O
Mo ,‘T('LQE Source Destination Protocaol | Info ﬂ
1 0,008 152.168.1.101 1%2.168.0.254 DNS standard guery A www, google. C
2 0.077303 b8.0.2534 192.168.1.101 DNS standard guery response A 21€

3 CI D?'EilEn-’-lD 192 e

=L 35 ll:ll:l TCF'

4559 > http [STN] Seq =1255134

EFrame 4 (62 hytes |:|r‘| wire 62 b}-"tES cd lcur"edj
ETnernet II, Src. =

Wlelelolm ) 00 59 aa at
golo 00 30 1T9 Se 40 00 Zb 06

BO 00 20 78 dY¥Sagl db 05 sl Sl E.
o8 eT Ja B4 cCcO as 0 I - DO R L P
Q020 01 a5 00 50 11 cf 19 Fe hc 2d 4a of dé 24 70 12 e Po..~ .-1..%p.
0030 Z7d 78 32 F7 00 00 02 04 05 bd 01 01 04 0O

sy e

oy

~.LL-|

e ]

Filter:

j Heset

Apply

]Ethernet (ethy, 14 bytes




Sorting Trace Columns
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Click on any column heading to sort (“No.”=default sort)

(a dns-client timeout.cap - Ethereal

File Edit “iew Capture Analyze Help

)| 5] ] x @8] [ =[50 #D|EEXE
Mo, [Time Source Destination fo
1 0.000000 1592.168.1.182 149.44.5.11 CihlS, standard guery A www. packet-Tevel. com
2 0.102703 1459.44.59.11 192.168.1.1582 DNS Standard guery response A 161.58.73.170
4 0.994580 1592.168.1.182 149.44.59.11 DHS standard query A www. packet-Tevel. com
5 1.095315% 149.44 ., 9,11 192.168.1.182 DNS standard query response A 161.58.73.170
7 2.997383 1592.168.1.182 149.44.9.11 DHS Standard query A www. packet-Tevel. com
8 3.093850 149,44, 9,11 192.168.1.182 DNS Standard query response A 161.58.73.170
10 5.000411 1592.168.1.182 149.44.7.11 DR standard query A www. packet-Tevel. com
11 5.000458 1592.168.1.182 149.44.59.11 DR Standard query A www. packet-Tevel. com
3 0.102790 192.168.1.182 149.44.5.11 ICMF Destination unreachahkle
6 1.095360 192.168.1.182 149.44.5.11 ICMF Destination unreachahkle
G 3.098897 1592.168.1.182 149.44.5.11 ICMF Destination unreachahkle
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Changing the Display
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‘ Options...

Eatl::h
Erepare
Enlnrize Qs
Collapse ﬁll
E}{pand All
ﬁhnw Facke

Lser Specifi

{& Ethereal: Display Options s

w 1ime of day

« Date and time of day

~ meconds since beginning of capture
. Seconds since previous frame

_{Automatic scrolling in live capture

Default
Settings

r Enable MAC name resolution
r— Enable network name resolution

r Enable transport name resolution

]

Apply Cancel
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Capturing Packets

Capture

Start.. Ctl+k I

25 August 2004

Display options

Capture limits

Mame resolution

{@ Fthereal: Capture Options O] =} |-

Interface: !Intel g265x-based Integrated Fast Ethe_f"l

Link-layer header type:  Ethernet _ll

_]Eimit each packet to IEB "}r bytes

= Capture packets in promiscuous mode
Filter |
~Capture file(s)

e

i Use ring bufter  [umber of files |El 7

-1 Hotate capture file every |1 ‘} second(s)

_ Update list of packets in real tirme

 Automatic scrolling in live capture

| Stop capture after |1 ‘} packet(s) captured

1 Stop capture after |1 ‘% kilobyte(s) captured

1 Stop capture after |1 ‘} second(s)

_1 Enahble EAC hatme resolution

_| Enable network name resolution

r~ Enable transport name resalution

Ik | Cancel




Following TCP Streams

.TCP SYN I
' SYN ACK‘

ACK
' SDATAZ FTP SERVER INFO.

ACK

' (DATA) FTP SERVER INFO.
. ACK .

‘ (DATA) USER NAME '
'ACK+SDATAZ USER NAME OK'i NEED PASSWORD‘

.(DATA) PASSWORD |
- ACK+(DATA) PASSWORD OK; PROCEE%

‘ ACK .

Client

25 August 2004
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Following TCP Streams

' ‘DATAZ FTP SERVER INFO.
' (DATA) FTP SERVER INFO.

‘ (DATA) USER NAME '

'ACK+SDATAZ USER NAME OK'i NEED PASSWORD‘
.(DATA) PASSWORD I
' ACK+(DATA) PASSWORD OK; PROCEE%

3333

Client
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= Following TCP Streams

Analyze

Display Firs..

rt's FTP Serwverl

tatch ~| onware BisonFTP server product w3.50
Frepare ~ | edno

i | r name oK - need password. O

Enabled FProtocols. . Shit+Ctl+R ue_u:ljer" i

o ogged in Ok — Proceedn

Decode As. .. el R B e |

: T Command Acceptedn
User Specified Decodes

ectory List FollTewsd |
Fallow TCP Stream ting complete.n

mes

TLF Stream Analysis =~ Time-Sequence Graph (Stevens)
.Summary Time-Sequence Graph {tocptrace)
Eﬁntncultﬁerarchy Statistics Throughput Graph

Statistics _. RTT Graph

————fianged to TseGames s idMazemMan,’
FERET 182 Uil

200 PORT Command acceptedn

RL=T0O

MTEMN MEAractorss | AOct Eol Towes n
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TCP Time-Sequence Graph (Stevens)

{@ TCP Graph 27 - Ethereal o ] 5|
Sequence
number(B] Time/Seguence Graph
i
25000 i oot”
I Server to Client j,«“"
20000 _...:"/
I /_r-‘”
7 o
15000 _..o""'
i "Jr"fd
10000 S .:f‘
. '.x’
i R Sequence numbers
] F. should increase as
5000 ] e data is transferred
i [ [ | [ [ | [ [ | [ [
g0 100 180

25 Augusi Timealzl
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TCP Time-Sequence Graph (Stevens)

25 August 2(

{@ TCP Graph 24 - Ethereal

Sequence

number(B]

BO0 ]

al0 ]

400 T

300

. 0l 5

100 |

Client to Server

Time/Sequence Graph

No data transferred
or retransmissions
for a while

a0

Tirmalzl 16
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al0 ]

400 T

300

200

10

Client to Server

Time/Sequence

Graph

I
F
\ No data transferred
or retransmissions
for a while
[ [ | [ [ | [ [ | [ [
a0 100 1680
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TCP Throughput Graph

{& TCP Graph 16 - Ethereal TN o ]
Throughput

[B/s] Throughput Graph

5 Check out that
throughput —
it’s sinking!
Pathetic!

Client to Server 5 10 15 20 25 0 " 40 45 50 55 B0 BS

25 Augusi Timealzl
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@ TCP Graph 13 - Ethereal p 1Ol =l
RFLE Round Trip Time Graph

Look at the sudden

4 jump in RTT - looks
like we have a
connection problem

e here — that’s the
reason for the slow

] HTTP communication.
-
-
[ [ | | [ [ [ | | [ [ | | [ | | [
Client to Server 500 1000 1800 2000
25 August 20C Sennenra Mumbarl A 19
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Protocol Statistics

Totals per Protocol

{& Ethereal: Protocol Hierarchy Statistics = -4 x|
rProtocal Hierarchy Statistics i
| Frotocol % Packets| Packets| Bytes| End Packets| End Elj,ftesl
B Frame 100.00% 206 21171 0 0
E Ethernet 100.00% 206 211791 0 0
Address Resolution Protocal H8.35% 182 10920 182 10920
El Internet Protocol 11.65% 24 10251 0 I
E Transmission Control Frotocol 10.66% 22 Y8R5 12 RS0
Hypertext Transfer Protocal 4 85% 10 9175 10 91745
= Lser Datagram Protocol 0.97 % 2 386 a 0
Domain Mame Service .97 % 2 aok 2 Jok
=0 =
| Close

25 August 2004 20



Looking at 10 Stats

J1=TES
[ 200
180
e
140
120
100
- 80
B0
40
[ —1 - 20
I I O
10 20
I~J |
Filter:1] Caolor: Filter:l it framesftick
Filter:2flf Calar: F|Iter:a|p.prntn== Tick Interval: 1 sec o
Filter:3 | Caolor Filter:l
I . e =
Filter:d | Caolor: Filter:l Riste B lion
Filter5 | Calar: Filter:! f-scale: Auto —

25 August 2004
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Building and Applying Filters

Stored Filters

.- =

Capture Filters

. =B

Display Filters

|

25 August 2004

Follow TCF Stream
Decode As...
Display Filters. .

iiii

Fesolve Marme
(50 To Corresponding Frame

Frotocol Froperies. ..
fatch

Frepare -

Collapze All
Expand All

Il

B ~elected

nt

Eﬂt selected
ﬁnd selected

Er selected

ﬁﬂd Mot melected
DI Mot Selected

22



I Where Filters are Applied
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TCP Stream
“Analysis

User-Specified
Decodes
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Where Filters are Applied

temporary TCP Stream
capture — “Analysis
Filter
(tcpdump | ] User-Specified
Expressions) / Decodes

temporary
display
filter

25 August 2004 24



Capture Filter Expression Format

Tcpdump expressions
host 10.2.2.3
dst host 10.5.5.5
ether host 00:D0:59:AA:AF:80
not ether src 00:D0:59:AA:AF:80
gateway host 10.1.1.1
net 12.234.0.0/16
tcp port 4444
udp port 53
ip proto 1
ip broadcast
ether multicast

25 August 2004
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IDispIay Filter Expression Format e

ID, operand, qualifier

©ONOO A~ =

25 August 2004

eth.dst== ff:ff.ff:ff ff:ff

eth.src== 00:d0:59:34:33:34

eth.type==0x0800

frame[0:14]== ff:ff.ff:ff:ff:{f:00:d0:59:34:33:34:08:00
arp.src.hw_mac==00:40:3a:30:02:22
ip.proto==0x01 (or 01, 1 works also)
udp.dstport==53

Ip.src==10.4.3.2

Ip.dst==255.255.255.255

26



IDispIay Filter Expression Format

NOT operand (!)
|(eth.type==0x0800) — not IP
(ip.proto==0x01) - not ICMP

AND operand (&&)
(eth.type==0x0800) && (eth.src== 00:d0:59:34:33:34)
(ip.src==10.4.3.2) && (udp.dstport==53)

OR operand (||)
(eth.type==0x0800) || (eth.type==0x0806)
(tcp.dstport==53) || (udp.dstport==53)

25 August 2004
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IDispIay Filter Expression Format

AND NOT operand
|(eth.type==0x0800) && !(udp.dstport==53)
|(ip.proto==0x01) && !(ip.src==10.4.3.2)

OR NOT operand
(eth.type==0x0800) || !(eth.type==0x0806)
(tcp.dstport==53) || |(ip.src==10.4.3.2)

Other
ip.addr == 10.1.2.0/24 (CIDR format!)

25 August 2004
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Resources, References and Reading

Ethereal Site
www.ethereal.com
http://winpcap.polito.it/

RFCs

www.ietf.org

Registered Numbers
www.iana.org

TCP Expressions
Search for “tcodump man”

Gerald Coombs/Richard Sharpe Book from
O’'Reilly

25 August 2004
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I Conclusion

Ethereal is a free analyzer distributed under
the GNU license

It is worth your time to learn how Ethereal
works

Ethereal offers real-time packet display,
sortable trace columns, strong decodes and

TCP stream analysis.
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