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Administrator’'s
pain points

tore more for less

'» data volume growth
“« Pressure to reduce TCO

« Fast and reliable
disaster recovery of

eéntire server and site
N "\-..,_______

single mailbox
—_ I'single mail/single file
,~ restore P

L]

¢+ 24X 7 availability
\_* fegal or carporate

retentio&po"l"icies
‘N
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Why backup to disk?

Fast random access allowing:
Fast single file / single mail restore
Space efficient backup
Snapshots
Content Addressed Storage
Instant Recovery
Switching for recovery instead of moving the data
Faster restore of backup chains (full & differential / incremental)
Better resource sharing
Easier full content search

No tape streaming problems

|deal for RAID 5

Easy to detect disk failures

It's hard to steal a disk 1 u?u,-tmL-L?:ﬂm
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Backup to disk disadvantages Q) |
comparedtotape @

Bad price performance ratio for sequential read/write

Remote replication to a safe place might be quite
expensive

Not virus resistant
E.g. Windows to Windows backup, better Windows to Linux
Most disks are not designed to be moved

High power consumption

Low MTBF (Mean Time Between Failure)
ATA: 3 years with 80% idle time
SCSI: 3 years, no idle time

No hardware compression build in

HP WORLD 2004
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Advanced Backup to Disk (Virtual Tapefil

IIIII

Disk Staging Example

Client

Client

Stream to tape

w— g

S
Client / !
NEW: ape
direct restore from tape

Restore: _
Fast restore from disk if Backup 1: Store on disk
data still available there and copy to tape on

scheduled basis; expire
backup on disk as disk fills

~

HP WORLD 2004
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Advanced Backup to Disk A
- Disk Staging

Features |

Automatically selects file from = 5=

disk stage, if available - 3.535!3&2?.”“12?}&12;? disk ?LQE%EEFJATﬁﬁ'&"’ﬂ%;:ﬁéi:;ﬁkFAEE'JEE'?S?’ the
. . . currenitly zelected directary and the percentage of free dizk zpace at

Slngle flle restore dlreCtIy from which ayn event will be fire}él if it -:Iru:q:uzI bielow tﬁis value, i

tape, if not on disk

AutomatIC Space management b asimurn size of file depat [GE] IEEI (0.1 -2000]
Space creation new e depet 1B 0 o iz
Retention management i [ (0-1000)
-> automatIC SpaCe re'use E:ETH;;TEF[EEI:IiSk space drops Im— (0-100]

Restores & backups in parallel

GUI Wizard for creation o ] e | e

Disk array independent

Use cases
Continuous backup of transaction log files
tape drives not in start/stop mode.
Backup of slow clients without multiplexing
Resource sharing

. HP, WORLD 2004
Tape-less branch office backup ey

—
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I Advanced Backup to Disk
- Backup remote branches




I Replication based backups o

Known in the industry as

Snapshots
Space efficient
Space consuming
Mirrors/Clones

SnapClones

Appears static, even though the original data is
changing

Can be done at the file system level or LUN level
In external arrays
HP WORLD 2004
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Snapshot [@
- Build in VSS, HP EVA, HP VA, ...

|:| L] > \oluie Vi

Copy on Write

SHPSHOL:
AVEE

Retrieve Original and
Unchanged data

the result Is an identical logical copy within seconds

'—\’

HP WORLD 2004
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Mirror = Clone 0|
- HP XP, EMC Symmetrix, ...

E Block for Block
Copy
Step 1 Logical clered
Veluime \VolUImE

Mirror A
Link

Begical ored

Step 2 'Volume

| M%r 4
L4

L ldentical Coples T

Uplzaivelllzig)e

AVelllzlg)e

Voeltime Velume

1"




SnapClone )

nnnnnn

Copy on Write

Mirror
Link

B round Block
D 2 for Mpy/'-

| MLKV A

- ldentical Copies

Starts as a Snapshot and becomes a clone ovVEMfiRhig200/
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tape backup no longer meets O]
the need for high-speed recovery e

within
the past
hour

recovery

point
objective
(how old is the

data to which
| recover?)

within past
24 hours

. . . >
several - rgcovery time objective minutes

hours (how long does it take?)

HP 'v*?"ﬂﬂ:l;’m
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the roots of instant recovery: D]
replication Y

 Disk replication techniques
(snap, clone, mirror) create
point-in-time images

single schedule

Oracle management

* HP’s replication management, =i B =1
integrated with key MS SQL =
applications, guarantees Exchange

recoverable images. ——

application
server

0% recovery

production images
data on disk

14



the roots of instant recovery: 2
replication e

 Disk replication techniques
(snap, clone, mirror) create
point-in-time images

single scheduler

« HP’s replication management, g,&a; - managemen ibrary
integrated with key MS SQL = ' e
applications, guarantees Exchange
recoverable images. ‘ 1

application r.eCOVGI'y

- Disk Images may be copied to - on tapo

tape via separate data mover

t
for

x_ 9 recovery

production images
data on disk

» application-serverless
backups (zero-downtime
backup)

15



instant recovery

Builds on zero-downtime
backup to retain multiple
images on disk for selective
recovery to any point-in-time
image.

Data Protector fully
automates the protection
process, including creation
and rotation of mirrors or
shapshots.

for recovery, administrator
selects a specific recovery

image from the graphical user

interface

single
~scheduler, i
single recovery IllGamE=

interface

Oracle management

=

SAP =5
MS SQL '
Exchange

==

agent
application r_ecove ry
server Images

ﬁ on tape
L 6 9 6

production \

data ™\

recovery images
on disk




Life cycle for recovery images Q]

11:55 a.m.
midnight
— LAl
within past hour
2 hours
3 hours ,
automatilg: ma?age
re-cycling ot reco
recovery y irrgla ges il recovery
point images
objective " on disk
(how old is the
data to which
| recover?)
12hours |~ )
- @S- recovery image
v on tape s
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Data Protector Integration - resolve

I function
Database File

Mount
Object
Logical Volume

pplication.
Server

V olume group

\4

Split Object
HP, WORLD 2004

—"
18




Data Protector Integration - resolve

function

mo Backup - instant_recovery - HP OpenVYiew Storage Data Protector Manager

O |

invent

2004

| File Edit Wiew Actons Help
BaCk ']Eackup L] PO < || =| B | 2 EORE U
=[] Backup Source ] Destinaticn ] Options ] Schedule
=l Backup Spedfications e
=l £] Filesystem Select application specific data that you want to back up.
[+ El Informix Server
[+ "-hh Lotus Server
[+ & M5 Exchange 2000 Server | _]
1 1 [+ MS S0L Server
ppl I Catl on. =3 E] COracled Server [=]-{v 58] swdemol5.bbn hp.com DC1 ~
Server = {Ea SAPR/3 ’ ARCHIVELOGS
= glf] DATABASE
swdemo05_SAP_DC1_archiv = v E8 PSAPETABD
swdemoD5_SAP_DC1 online il PORACLENDCINSAFDATAZ\BTABD_2\BTAED.DATAZ
-] Sybase Server [l il PA\ORACLE\DCT\SAPDATA2\BTABD_3\BTABD.DATA3
{75 Templates fwr bl *TT PAORACLENDCTNSAPDATAZN\ETABD_4\BETABD DATA4 i
v ff’ PAORACLENDCTNSAPDATARBTABD_1NBTABD.DATAI
[+ v B8 PSAPBTAE
+ v 588 PSAPCLUD
v 58 PSAPCLUI
[+ v B8 PSAPDDICD
[+ (EBH PSAPDDICI
v 588 PSAPDOCUD =
- = [GRAl Mo AnmEEL —
S | x Cancel Apply
@ Objects | *E Tasks ] I W | Backup - instant_recovery =HJ
Lz [ swdema12.bbn.hp.com
o
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Data Protector 5.5
Zero Downtime Backup & Instant
Recoveryv

HP XP HP EVA 3/5000 HP EVA 3/5000
compatible can be certified (version 3) (V. 3.01x/4.0 — SMI-S AP|)
Zero Downtime Zero Downtime Zero Downtime
Instant Recovery Instant Recovery Instant Recovery

Win 2000

Win 2003
1A-32

HP-UX
11.11

HP-UX
11.23
IA-64

Solaris 8/9

Easy to use roll forward of transaction logs Red items are on risk—y
Secure path support for EVA via SMI-S HP WORLD 2004

—
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I Windows 2003 snapshot capabilities

Windows 2003 introduces snapshot capabilities
to attack the NAS filer market

Windows 2003 Storage Server

Volume Shadow Copy Service (VSS) is one
message, but two distinct tools
Shadow Copies of Shared Folders

One tool to create local file system snapshots

Shadow Copy (VSS) API

One tool to provide a replication management interface for 3
parties with a limited snapshot included

HP WORLD 2004

—
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Windows 2003 Shadow Copies of A

Shared Folders

Limited management GUI on the server

Start -> Administrative Tools -> Manage Your
Server -> Manage this file server -> Configure
Shadow Copies

Up to 64 snapshots in parallel

Circular buffer if more than 64 snapshots (first in —
first out)

End user restore for Windows 2003 and
Windows XP clients

right click on a file in the Explorer shows available
file version

No API

Snapshots backup issue
Backup API does not protect the snapshots

Image backup is the only option to get the
shapshots to tape, but allows only full system
restore

Shadow Copies |

Shadow copies allow ugers to view the contents of shared folders
az the contents exizted at previous pointz in time. For information on
required clhient zoftware, click here.

Select a wolume:

Yolume Mest Bun Time | Shares |Jzed

100420031, 2 454 MB on ...

Enable Dizable | Settings... |
— Shadow copies of selected volume
10/9/2003 12:01 P
104842003 12:00 PM Lreate Now |
10742003 12:00 P
10/7/2003 11:04 Ak
[elete o |
Ok, I [Canzel |
HP WORLD 2004
'-—""-'-..
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Shadow Copies of Shared Folders:

Demo screens

Walume:

=

~ Storage area

Located on this volume:
[ -] Deta® |

Mawimum size: Mo limit
& Use limit: I 1905::|I ME

Mate: Y'ou nead at least 100ME fiee space to create a shadow copy.

~ Schedule

Storage valurne:

21|

=

Detail:
Yolume | Usged | b ainiumn Size
(g 454 MB 1905 ME

Free disk space:

Total disk space:

2468 MB

19055 ME

Mate: The default schedule creates two shadow copies per day. Avoid
creating shadow copies more frequently than once per hour.

Cancel |

O |

invent

Just for your
reference

T £30 |}l Advanced Schedule Options 7] x|
Sehadis |
Start Date: | Tuesday . Detober 07,2003 ~|
11PN ey e T i T s ey mt_sinevg [
| ¥ End Date: | Fiday . October 10,2003 ~|
Schedule... | Gohechie Task Syt —I¥ Bepeat task
T E ) T evey [0 = [miies 7]
fcharhule Ttk ‘wWissh
;-_,..m weskfijon: 7 Mowy &= Urtl: € Time: I j
lu= [ S
::';'a:l & Duration: |1 :ll bnur[s]l :ll mirtelz)
FFi I If the task iz still running, stop it at this time.
0k I Cancel |
=
| Cace |

HE WORLD .’ﬂﬂ-f

—"
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How the Shadow Copy API works Q]

Requestor
VSS aware backup
Tool: Data Protecto

SVolume Shado

Copy Service

Snapshot

Data Protector asks the Volume Shadow
Copy service which applications will be
involved and accumulates their meta

ﬁiﬂ@application supplies backup
elements and sets parameters needed
for the restore

The Shadow Copy service identifies
which providers (storage devices) are
available

Data Protector asks the Volume Shadow
Copy service to create the shadow copy

The Volume Shadow Copy provides a
frozen image of the application (writer)

The Volume Shadow Copy service tells
the provider to make a shadow copy of
the prevailing disk state and backup the
frozen image to the tape

The Volume Shadow Copy service
unfreezes the writers

HP, WORLD 2004
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Data Protector fully integrated 2
with Shadow Copy API

*Backs up open file

*Ensures consistency and integrity of backed up volumes

=I0] %]
| Eile Edit Yiew Actions Help
|[Backee =l|| &8 & |-w @ 2 [Pl & =
=[] Bachup - _ .
=1 Backup Speciications ‘ﬁ Select application speciic dats that you vwant 1o back up,
41 7] Filesystem

=1-{ & M5 Exchange 2000 Seever
=] [ M5 Yolume Shadow Copy Writers Showt

BY e e_al
svsEm, ol R 5, o, 51 b . o
M5 Exchange Srgle Malbowxes B
Ciracled Server = _EF Event Log \whiler
- 3?’ FRS Wit
E-THE 115 Metabase Writer
B+ Microsolt Exchangs Witer

(=] ‘* Miciosoit Exchange Servef-Microzoft Information Shore-SM OWIMO0S
ol GO AB-0215-42 809341789015 d=47h
W T2a00852:5952-9030-2f 502443707 3924
~ff g cb0dBd29-4490-dbeh- 22eb-5Baball Sded

B NTDS

[# _‘I’j’i’ Regizhy WWrker
BT Spstem Wites
- T M riter

4]

|L| ¢ Back I Hed > I K LCancel I

#2 Objects | e Tnxk5| H 4 & N |i fopen 'H_Ii fopen "HJ Backup - Mew3 "'ﬂ_l . . JH 1D
[ ] BB smowin0S. dom_opSLbbn fipueom o[ ﬂﬂ.:i

—"
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Windows 2003 Shadow Copy API A
- snapshot interface for 3" parties

API for

Requestors (backup application e.g. Data Protector 5.1)
Writers

Any application which requires on-line backup, for example Exchange

OS services, which are database or locked file based, for example the
registry

There is no writer for the file system
snapshot possible, however no file system synchronisation
Only local, not supported for disk arrays
Data Protector file system backup -> advanced options

Watch out, file system backup includes configuration backup per
default. Restore of VSS based configuration backup might not work.

Data Protector provides already system configuration backup -> Don’t
use VSS for system configuration backup

Providers (disk array with embedded replication technology, for
example HP EVA)

HP WORLD 2004

—
26



Windows 2003 Shadow Copy API O |
- snapshot interface for 3" parties

Use cases
Backup of exclusively opened files, for example PST files
Exchanges 2003 ZDB

ZDB for other applications supporting VSS, for example Lotus
Notes/Domino

New: ADAM (Active Directory Application Mode)
Future system services

Max 1 snapshot
however providers with build in replication could provide more

Snapshot freed after backup -> no Instant Recovery via
the VSS API

Instant Recovery could be implemented via disk array API / CLI
Scripted solution from HP TCs
Whitepaper solution possible

HP WORLD 2004
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I Shadow Copy API Transport

Enables you to easily transport data and
volumes on your SAN

Create and export a shadow copy of your data
volume or database

Import that shadow copy and data on a second
server

Requires a provider for the SAN array

HP released compatible VSS hardware
providers for EVA, VA, XP arrays

HP WORLD 2004

—
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I Shadow Copy API Transport T

routlon Server - Bcup Server

B single point-in-time With
data consistency HP WORLD 2004

--—"'"_-
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Positioning backup to disk Q]
technologies

ZDB /IR Advanced v File Device
Backup to Disk

Replication Virtual Tape, Disk Stage D2D(2T) | Virtual Tape

fadd '

How? mirror, snap... backup to disk backup to disk

Instant Recovery

On-line Application b.

Easy single file restore

Easy setup

Incremental backup

Cheap disk

Operating systems

Licensing

Use case




Advanced Media Management [

Space Efficient Automated Media Copy ™

no need to copy the entire tape / disk P o Senselle
copies only portions added during the selected period |« w v w

append to the end of an already copied tape / O
disk

2. Select the time period, for

|- cimia (¥ et S s Pl i e == )
mmmmm prey ji || Specify scheduled
el L 1. Seleqt the tape [ example: Copy from last
.:- 5-.-... ¥ E R riie revsin ren d rlves Timedrame n |g ht
: — = " Helsbve time
Staked vtk 5t I.-'-i'n-..
Deraiion [z hos @ il ackup spediicalions
:? h: ::.-“ ) Absokde lime " Selected backup specificalion:
Frobechon for target mecin From I 14 1/ 20000 :::.-1 ¥ e
[Ur =] [==.0= =1 I T E"’ : :
_@ ;rhr::BHTrEa‘::-'?Im location helps bo find needsd media - when you keep them out from v -}Iqln.-!:..-n% ||-n.il5 B
L | = 3. Select the backups you want to copy
— Eject . . . 0
R - 4. Automatic eject from libraries

HP WORLD 2004

—
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Advanced Media Management D]
- other features 77

tape type migration & consolidation, for example from
DLT to LTO, from disk to tape

tape compaction to eliminate unprotected backups to
save tape space

scheduled refresh of long term protected objects

Tape collocation / de-multiplexing

for faster recovery

creation of system/customer specific disaster recovery tape(s)
through de-multiplexing and combination of last full with last
incremental(s) on one tape

Supported for all Media Agents

HP, WORLD 2004
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Multiplexing for maximum backup [’ﬂ
performance from slow clients

backup server

—  Clients

Feed the tape quickly in

order to maximize performance

up to 32 clients) |

Tape de-multiplexing for

faster recovery speed 7

(coming with 5.5) _\’
HP, WORLD 2004

—"
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I Advanced Media Management A
benefits

reduced Total Cost of Ownership
reduced tape space consumption
reduced tape drive consumption

flexibility

performance
recovery

copy

backup
Increased backup frequency for backup of small transaction logs
slow clients

archivin
J HP, WORLD 2004

—
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Data Protector 5.5 A
- Backup Mirroring — features

P
=
=
=
=
==

nnnnnn

unlimited distance: SAN & LAN & WAN

data stream split at the Media Agent via daisy chain
DA -> MA -> MA -> MA

highest performance via shared memory (in
case DA & MA or MA & MA reside on the same system)

backup has higher priority than mirroring in
case of failures or mount request time out

appendable

different & changeable protections, different
locations -> unique media identifiers

up to 5 mirrors

comes free of charge & out of the box
seamless integrated into GUIl and CLI

however, a mirror backup drive requires an— )

additional backup drive license HP WORLD 2004

—"
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I Data Protector 5.5 Q) |
- Backup Mirroring features

same concept adoptable for disk &
tape

mirror tape to tape

mirror disk to disk

mirror disk to tape

multiplexing

FUTURE: SAN direct backup based
on Xcopy

HP, WORLD 2004

—"
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I Data Protector 5.5
- Backup Mirroring benefits

| 5—1
| 5—1

i’ I
|l
A

nnnnnn

overcome a local
datacenter disaster
combined with fast
local tape access

remote long term
archiving combined
with fast local tape
access

overcome defect
tapes

'—\’

HP WORLD 2004
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How to recover the A
Windows server

' i

'—\’

HP WORLD 2004



Full range of system 2
disaster recovery options

disk
NT,2000 delivery

one-button
disaster NT,2000,

enhanced  [ECOVEry (apavis (32bit), XP

automated HP-UX, Solaris
% DR AIX, True4
ASR f

Y 4

Automated Win NT,2000 New

assisted RSG%SS\%“W

manual
disaster

recovery
ERIE]

disaster
recovery

veral hours > minuted
HP WORLD



data protector bare-metal 2
disaster recovery e

 recovery CD-ROM image
provides unattended installation
(operating system & Data
Protector agent)

o Mssster Recovery - HP OpenVew Dmnlsck 11 Mensger

(e =] | | | [ | 7 o ;
1 == * restore data from tape
_:I*I::;I:::I;Hm ] St (P st il v e [ jcee

7] Reshore tha Cimniliack 1T Datshass

| Resshors by Qusry
[ swcmaninl_ b hgncom =l . .
e e b O e install operating system
Tﬂﬁw/  Data Protector restore command

* install operating system
« install Data Protector agent

| i ] | e |
i - - restore data from tape

1| L] | FEI- t [izaztm Aecovery <§E

£ smarsinnd ok, by com

HP, WORLD 2004
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data protector bare-metal 'O
disaster recovery prfey

UNIQUE

recreates a crashed system disk
on any other Data Protector

client - disk is installed in

R Y downed server and server
Select the host that vou want to recover, rebooted for immediate
recovery.
|
zmowinl.bbrn.hp.com /
— Dizazter recovery method .
crashed system boots directly
(™ Enhanced dizaster recovery from tape - almost no user
" SRD file update interaction for complete reload
& Disasior recover with disk deiver < of O/S, applications and data.

«available for HP tape drives

HP WORLD 2004
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Outlook: Intelligent Backup Disk

File level and block level incremental forever backup
Only changed files and chunks send over the network
No time consuming tree-walk -> file close event based
Virtual full restore for any available point in time

No redundant data chunks

File system
Across systems ~
Over time HP WORLD 2004
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Summary
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I When to use backup to disk vs. tape”?

It's your choice

All new Data Protector functions are designed to
seamlessly combine backup to disk and tape

Recommendation:
Short term retention on disk
Long term retention on tape

HP, WORLD 2004
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HP OpenView Storage Data Protectokm

Seamless integration of disk & tape backup & =4 .

recovery

Faster Recovery

» Recover TBs of data in minutes from disk with Instant Recovery
* Recover a single file, a mailbox, ... or the entire site
* Full range of bare metal disaster recovery options

No Backup Window

* No performance impact during backup with Zero Downtime Backup (ZDB)
* Online database backup (Oracle, SAP, SQL, Exchange, DB2, ...)
* Fully automated tasks and centralized, multi-site management

Proven Product

 Installed base of more than 20 000 customers
» Over 1000 features implemented

. AII'rperating systems, platforms, libraries, disks & topologies

Better Together from HP

» Developed, integrated, and tested with HP servers and storage
« Seamless integration with HP OpenView
» HP support & services for hardware and software




For More Information S

For More Data Protector Info:
http://www.hp.com/qo/dataprotector

Product Info
Support Matrices
Data Protector Manuals

Evaluation Software
(60-day Trial)

See you at the Technology Showcase

Speak to your HP Storage Specialist

HP, WORLD 2004
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