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I Agenda

Security and Patch Management landscape

Patch Management in the context of managing
change

Server patch management

A proven solution for managing and controlling
changes to IT infrastructures

HP Systems Insight Manager role
Technology preview
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I Security - It's a race

Software vulnerabilities reported Time to exploit
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2000 2001 2002 2003 Nimda Slammer Blaster Sasser

How soon can you assess and patch before
the exploit hits your infrastructure?
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Why you should care

Productivity Revenue Worldwide cost of some
- Number employees  Direct loss recent outages

impacted x hours - Compensatory p”
ou?x burdened payment Sasser 29

hours = 2?27 - Lost future revenues Sobig $36.1B
- Billing losses
- Investment losses

Klez $18.9B

Love Letter $8.8B

Financial performance Damaged reputation LoveBug $8.75B
- Revenue recognition . Custo.mers Slammer $8.7B
- Cash flow - Suppliers

- Lost discounts (A/P) - Financial markets Code Red $2.62B
: Payment .guarantees . Ban.ks Nimda $635M
- Credit rating - Business partners

- Stock price Melissa $150M
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I The risk can be reduced dramatically

97% of security attacks 4 N
are based on known |
vulnerabilities

e | \

Most vulnerabillities also
have a fix

Change OS settings (~30%)
Apply patches (~70%)




Risk Reduction Less Change

No patch

Constant Change Risk of Exploit

Problem if you patch
Problem if you don'’t patch
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How do you deal with change today?

Harris STAT Scanner Security Soiie]- Conora Microsoft SMS
ISS Internet Scanner deployment - LanDesk
Qualys Guard purpose

software

Microsoft MBSA Vulnerability deployment

Citadel Hercules assessment PatchLink

BigFix
Shavlik
St. Bernard

Manual or semi-automated process, resulting in errors and delayed response

Multiple teams, process and point products, which create management silos
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I Another kind of change is occurring: [

Business itself

All processes and content will
be transformed from physical
and static to digital, mobile,
virtual & personal

The demand for simplicity,
manageability, and adaptability
will change how customers
work and organize, buy and use
technology

It's a horizontal, heterogeneous,
networked world. Standards are
about connection and common
language
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The Adaptive Enterprise

Business and IT synchronized to capitalize on change

Business

Information Technology

Business benefits: simplicity, agility, value
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Example: automated server provisioning K23
to meet increased holiday sales

Order taking
systems

HR systems

Windows, Linux or
HP-UX in a service

P ’
oriented architecture HP WORLD 2004
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Blade servers — fast track to the D ]

Adaptive Enterprise

Automated
end to end
provisioning

Automated node
recovery

Scheduled
re-provisioning

Dynamic scaling,
physical or virtual
resources

nnnnnn

Holistic management
IS key to unlocking
full potential

Rack- Blade
mount

Installation, 4 hrs. per 10 - 30 min.

provisioning, server per blade

& re- = 85% -
purposing 95%

reduction
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I Server patch management needs to %4
be handled differently

Point patch products
typically focused on
desktops

Patching of the

Discover Monitor
and and
Inventory Alert

server has to done in
Provision Configure the context of
and and
Update Control management of the
Infrastructure
HRV(’ORBZOM
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Comprehensive software lifecycle Q) |
management using Radia

Any scale, any complexity, any rate of change, any platform, any software

Desired-state Hardware and
management software inventory

Self-healing ‘ Software
usage
L (it
Migration Fg;; Reporiing

Patch deployment
Standards-based

Software packaging
deployment
Patch acquisition
Bare metal < ‘w
provisioning Conflict analysis and gﬁﬂ%ﬁ%ﬂ%

vulnerability assessment i3



Unique approach — desired-state ‘0|
automaton e

HP’s automated change and configuration management solutions substitute
automation for manual intervention
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Cruise Control Auto-Pilot
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Integrated HP OpenView solution

= Integration with

{ OVO, SD, and
&L NNM

» [nventory and
event information
to SD and NNM

= HP certified OVO

SPI
= OVO integration
] O Sl T S W{EEr Supports
2 | automated
;g & responses to
“; software events

g 18]
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OpenView Operations Service Desk Network Node Manager
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OpenView and Systems Insight Manager -

HP OpenView products

Maximize availability & performance of IT services

Manage all levels of the IT service solution stack:
hardware, networks, applications

Delivers heterogeneous, vendor-independent mgmt.
Deployed at enterprise level

HP Systems Insight Manager
Maximize availability of platform hardware
Reduce hardware lifecycle costs
Best at managing HP hardware
Deployed at departmental and site level

P
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HP Systems Insight Manager Q]

A cornerstone of Adaptive Enterprise

~~~~~~

. Deploy

ol A

ProLiant Fault Management

e :
Infrastructure Lifecycle Management
Yesterday Toda across all hardware resources
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HP SIM Version Control O]

Unique baseline approach to system software maintenance

k-
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Version Control Repository
Manager

Catalogs components downloaded
from HP website

Allows creation of custom system
software baselines

Version Control Agent
Catalogs software on the end node
Displays software status

VCRM and VCA work together to
create software §tatus and




I Vulnerability and Patch Management Q) |
integrated into HP SIM

Technology preview incorporating Radia
technology for patch management of servers

Leverages Radia’'s unique desired state approach
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