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I A Customer Success Story

ISP in Finland

Big Lights-Out Management users
New Data Center!

Remotely Managed ProLiant Servers
One Administrator left behind...
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I Purpose and Process

Purpose: Make you a better Lights-Out user

Process
Learn a little about you, your wants and needs
Explain the Lights-Out Management payoft

lllustrate Best Practice Objectives
Efficiency
Effectiveness
Economy

Detalil the Best Practices
Closing Q&A

Does this meet your expectations?
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I Your Wants and Need

Customers Need...
More hours in the day
Faster ways of working
Features that work as advertised
Modern techniques

Consultants and HP Solutions Architects Need...
New techniques to share
Knowledge to solve customer needs

Without spending hours reading docs...
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I Payoff and Call to Action
Payoff

save time and money
gain competitive advantage
enable new work processes

Call to Action
Write down top three Best Practices
Map out a plan to implement
E-mail me (doug.hascall@hp.com)
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I Objective 1: Efficiency

Efficiency: A measure of effort required to
complete a task

Example: Flashing firmware of iLO devices
Physical Diskette Methodology (10 min/iLO)
ILO Browser Methodology (4 min/iLO)
ILO Scripting Methodology (<2 min/iLO)
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Objective 1: Efficiency
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Flashing Time (minutes) for 1 and 10 iLO Devices
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Objective 1: Efficiency

Flashing Time (minutes) for 100 iLO Devices
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I Objective 2: Effectiveness

Effectiveness: A measure of the correctness of a
task being completed

Humans: Good at problem solving

Automation: Preferred for boring, repetitive tasks

Best Practice is to automate the repetitive tasks
and check logs/run a query to check correctness
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I Objective 3: Economy

Economy: Comparative cost of methodologies

Labor costs at $40/hr
Physical Diskette Methodology ($667)
ILO Browser Methodology ($267)
ILO Scripting Methodology ($133)
iLO Scripting w/ HPSIM Methodology ($13)

Add intangible costs of errors...
Customer example: Water Services of Phoenix
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Overview of Best Practice
Categories

Lights-Out Web Site
Security

Scalability

Deployment

Performance

Cost Savings

Integration (with other tools)
Data Center

Get Out Of Jail!
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Best Practice:

Know the Lights-
Out

Management
Web Site




I Lights-Out Web Site B

Wealth of information
White Papers
Updated Firmware and Software
User Guides
Utilities
Alias URL: www.hp.com/servers/lights-out
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Lights-Out Home Page

2 HP_com - ProLiant remote management - Internet Explorer

File Edt View Favortes Tools  Help |

= Back - =+ - @ ot | @Search (3] Favorites @Media ®| %v =R iR ¥ @ |v I j m

Address Iﬁj hittp: 4 k1 801 3wl hp. com/products/servers/managementremoterngmt. htrml Yumpid=gerverslights-out j ﬁ"‘} Go

LInited States-English

Search: I
% Server management Al of HP LS.

» Contact HP

[ﬂﬂ] Remote management
Lights-0Out technologies

invent

» Servers e 5
) HP's industry leading Lights-Out technology is now directary > D',EC n'[t:,a Sudppo o
» ProLiant servers enabled, providing secure, scalable, and cost effective remote A LN S HEEE TS
» ProLiant BL managerment,

(blade systems)
» PraLiant DL
{rack-optimized)
» PraLiant ML
emansion-optimizes) R
» Entry-level servers
» PraLiant clusters
» ProLiant Essentials
» ProLiant Storage
» Oplions & Accessories

» Mew products ’-ﬁ:é&
» Growe with Itaniurm Remote Insight Lights-Out Integrated Lights-Out Integrated Lights-Out
» ProLiant IT Edition Il Standard Advanced
consalidation = Optional PClcard supported = Basic Lights-0ut » Advanced virtual
» IS5 technology papers in ML and DL servers management embedded in administration to control
» 3990!5” promotions = Enhanced graphical remote mary ProLiant ML, DL and BL serers in dynamic data
» Solutions congole performance semers center and remote locations
= Advanced virtual systermns = Upgradeable to the complete = Break-through Virtual Media
» Site map adrinistration and Integrated Lights-Out and Graphical Remote
deployment Advanced feature set as your Cohsole capabilities
demands require conserve [T resources

» Best practices » Other solutions
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Lights-Out Home Page (scroll down

j HP.com - ProLiant remote management - Internet Explorer

File Edit ‘iew Favorites Tool: Help

GiBack ~ = - 7at | @) Search (3] Favortes fMedia ¢4 | BN S i

"HB¥ e

Address [@] hitp:/h1 801 ZumewsT hp.com/p

= ProLiant ML
(expansion-optimized)
» Entry-level servers
= ProLiant clusters
= ProLiant Essential
» ProLiant Storage
» Options & Acces

=rz/management,/remotemgrl d=zervers/lights-out

-
iLO Standard

» Riloe I "

= Mew products

= Grow with ltaniu

= ProLiant IT
consolidation

» |55 technology pafers

= Special promotiond

= Solutions

Remote Insight Ligl
Edition Il

= Advanced virtual syste
administration and
deployment

» Upgradeahle ta the o

= Bite map Integrated Lights-Out

» New Products!
May 24, 2004

Integrated administrator
Manage BL e-Class
enclosures with up to 20
FraLiant BL e-Class server
hlades

Common resources for iLO
and RILOE Il

= Maximize performance
= Directary services
= Scripting interface

#4250 rebate off all HP
Proliant ML300O series
& DLIOO series servers

» Receive a free hard
drive with the purchase

egrated Lights-Out
anced

ladministration to control
sarvers in dynamic data
center and remaote locations
Break-through Yirtual Media
and Graphical Remote
Console capabilities

conserve [T resources

|
DT B localinnanet |

by

invent

/
HP, WOR‘IDZOM

Solutions and Technology Conference & Expo

15

-



ILO Standard Product Page

File  Edit Yiew

Favorites

HP_com - ProLiant Management - Integrated Lights-Out Standard - product overview - Internet Explorer

Tool: Help

&Back » =+ ) ot | ‘@ Search (3] Favorites 4 Media @“%v =h

"H¥ @

G- |

Ralo B~

Address I@ http: //h1 801 3 wnn] _hp. com/productss/servers/management/ilo./index. htrl

j ﬁGo

» Contact HP

A

inmvent

» Server management

» Integrated Lights-Out
Standard

Components

» Praliant servers

» Entry level semvers

» ProLiant high
availahility

» ProLiant Essentials

Resources

# ILO Advanced

» ILO for Blades

» Lights-Out products

» Riloe |l

» Integrated
Administrator

» BmartStart

» ArtiveAnswers

» Licensing options

Services

» Howe to by

» Financial services

» Management services
» Locate a reseller

» Trade-in program

» Request purchase info

Lnited States-English

Search: |

¥ Server management  allaf HP LS,

Integrated Lights-Out Standard

Crverview & Features

Overview

As companies globalize and industry-standard servers proliferate, itis
administer servers lacally. Even in data centers, remate management
critical as demands far efficiency and responsiveness increase.

HP has consistently delivered industry leading, powerful lights-out remote server managernent like

Product information
» Overview & Features

» Key henefits

» Buestions & Answers

» Endarsements

Quickspecs
Worldwide: » HThML » PDF
M. America: » HTML » PDF

Support
» Support & Documents
» Directory Support
» Bupparted servers
» Sofware & Drivers
+ hlaximize performance
= Warranty

no longer practical to
is becoming increasingly

the Remote Insight Lights- Out Edition |l that has fundamentally changed traditional hands-on
server management. Integrated Lights-Out (iLO), the newest generation of HP's Lights-Out
technology, is an intellinent processor and firmware integrated on selected ProLiant servers.
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ILO Technical Support Page

j HP Business Support Center - Internet Explorer

Fle Edit Yiew Favortes Tools Help |

GBack ~ = - @ 7ot | Q) Seach [ Favoites 0 Media 8“%' = Ve T = |- I j b | »

Address I@ http: /20000 w2, hp. comdbizsupporty/ TechS upport/Home. jzptlocale=en_ S &prodT ypeld=15351 {prodS enesld=337389%zubmit y=5&zubmit x=5&lang=enkco=us j lf? Go

select locale - language: IWorIdwide-Eninsh j =

p home pro & SBTVICE ort & drive olutio o b

search: I more options
@ husiness support center © all afhp

printable version
(@ technical support -Integrated Lights-Out
Series

# cortact hp

my list of products:
» choose another product and add it to rmy list
» remave this product from rmy list

# business support
center
product image

not available
tasks for your selected |select a different product fram my list j
product
» download drivers and
software | wrnusld 1it--2- hot topics

» discover and use a
product
» recycle and dispose

] Important Yirus Information
» download drivers and software =L
aigpo e and use a prog

» recycle and dispose

resources for your selected
product self-help resources

» selthelp resources i » hp instant support
» collaborative resources = dia t suppor) W (S:aswl!tﬁ;;gert

e quently asked gquestions click here
» IT professionals » Manuals :
» developers s lnformation
» wearranty Infarmation
» hp product bulletinsg {(QuickSpecs) b
= help » register your praduct
% signup: driver & suppaort aledsinotifications
= gite map » trade in program
P —
s | s contact support hd|

5] [ | B Localintranet

-
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ILO Manuals Page

ez - hp buziness customer support

Help |

HP Business Support Cen - Internet Explorer

File  Edit

&iBack - = - &) at | Dl Search  [3] Favortes i Media 8“%, S =t ¥ G |Im]‘ I j D |

Address I@ 002, hp.com/bizsupport/ TechSupport/Documentindes. jsp eontent T ppe=Supporth anualilocale=en_USEdocindexrld=1791BE&tazkl d=101&prodT ypeld=15351%prodS eniesld=297389 j ﬁ Go

Wiew Favortes  Tools

= husiness support
center

tasks for your selected

product

» download drivers and
software

» discover and use a
product

» recycle and dispose

resources for your selected
product

» self-help resources

» collahorative resources

» |T professionals
» developers

my list of products:
» choose another product and add itto my list

. » remove this product fram my list
product image

not available

select locale - Ianguage:|Worldwide-EninSh j =
» contact hp search: I more options
¥ pusiness support center € all of hp
. . printahle version
m manuals - Integrated Lights-Out Series
invent

|select a different product from rmy list

manual language: I English vl B8

» Best Practices for Integrated Lights-Out
({PDF, 0.83MBE)

» HF Directory Services Schema Information Booklet
(PDF, 0.24MB)

» HP Integrated Lights-0Out Updated Information Booklet
(FDF, 0.24MB)

» HF Lights-Out Directories Migration LHility
(PDF, 0.50MB)

-

hot topics
» Impartant Yirus Information

» hp instant support
chat with an
hp support expert
click here

» help » HF management software far Linux on PraLiant servers HOWTO
(FDF, 1.8MB)
» site map
» HP Remote Insight Lights-0ut Edition || User Guide
(PDF, 3.85MB)
» Integrated Lights-0wt in the ProLiant BL p-Class system
technology brief
@ Dane

|
| Blocalinvenet

-
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ILO Standard Product Page

File  Edit Yiew

HP_com - ProLiant Management - Integrated Lights-Out Standard - product overview - Internet Explorer

Favorites

Tool: Help

&Back » =+ ) ot | ‘@ Search (3] Favorites 4 Media @“%v =h

¥ e ()

Ralo B~

Address I@ http: //h1 801 3 wnn] _hp. com/productss/servers/management/ilo./index. htrl

j ﬁGo

» Contact HP

A

inmvent

» Server management

» Integrated Lights-Out
Standard

Components

» Praliant servers

» Entry level semvers

» ProLiant high
availahility

» ProLiant Essentials

Resources

# ILO Advanced

» ILO for Blades

» Lights-Out products

» Riloe |l

» Integrated
Administrator

» BmartStart

» ArtiveAnswers

» Licensing options

Services

» Howe to by

» Financial services

» Management services
» Locate a reseller

» Trade-in program

» Request purchase info

Lnited States-English

Search: |

¥ Server management  allaf HP LS,

Integrated Lights-Out Standard

Crverview & Features

Product information
» Overview & Features
» Key henefits
» Buestions & Answers
» Endarsements

Vici't Quickspecs

LSIEIOLY Worldwide: » HTML » PDF
i M. America: » HTML » PDF

» Freetrial

Support
® Suppor‘[ & Documents

As companies globalize and industry-standard servers proliferate, itis no longer practical to
administer servers lacally. Even in data centers, remate management is becoming increasingly
critical as demands far efficiency and responsiveness increase.

HFP has consistently delivered industry leading, powerful lights-out remote server management like
the Remote Insight Lights- Out Edition |l that has fundamentally changed traditional hands-on
server management. Integrated Lights-Out (iLO), the newest generation of HP's Lights-Out
technology, is an intellinent processor and firmware integrated on selected ProLiant servers.

|
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Locate Software and Drivers

=8 Software and Drivers - index for lightz-out - Internet Explorer

File Edt View Favoites Toole Help

i~ Back - = - @ ot | @Search [Ge] Fawarites @Media ®| I%- =R

A% e | ()~ | ol

& Support © all of HP US

[ﬁﬂ] software and drivers

invent

» husiness support home Lights-Out products
use one of the options below to find software and drivers:
tasks
w download drivers and option 1: locate by product
soffware selectthe product, modeliprocessor, and operating systermn
» troubleshoot a problem
» setup, install and product rodel or processor
configure i IAII Models 'l
» discover and use a )
praduct operating system

» perform regular |Micrnsoﬂ Windows Server 2003
maintenance
s upgrade and migrate

» recycle and dispose locate software

0PN £. weae By category

support resources
= SmartStart Information selectthe operating systern and software category
=3iibsciibe; operating systern
CiriverfSoftware/Support - -
Alerts & Notifications |M|crnsoﬂ Windows Server 2003 j
R | oy
(FDF) |AII Categaries j

»ROM-BIOS Updates

» contact support

» discussion groups

» frequently asked
nuestions

&) Done [ [ &8 Localintranet

Address I@:l http: /1807 3 vl hp, comdsuppartAfileslights-aut /us/indes, html j ﬁ Go
UMITED STATES =
h:
% contact HP Stall

|
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ILO Software and Drivers

j Software and Drivers - Integrated Lights-Out All Models. Microsoft Windows Server 2003 - Internet Explorer

File  Edit iew Favorites Tool: Help |

GBack + = - ) tat | QhSearch [ Favortes S Media ®| BN S - ¥ =

Address I&J http:/H1 807 3wl bp.comdzupportfiles/lights-out /us Adocate/85_5867 hirml

UMITED STATES

search:
» contact HP
& Support © all of HP US
[ﬁﬂ] software and drivers
invent

l/suhscrihe to driver, software, and support alerts

» husiness support horme Integrated Lights-Out All Models, Microsoft Windows Server 2003

tasks select a category
» download drivers and
software » Driver - Lights-Out Management

» Firrmware - Lights-0Out Management
» Software - Lights-Out Management

» troubleshoot a problem
» setup, install and

configure
» discaver and use a software and drivers by category
product

» perform regular Driver - Lights-Out Management = top of page

maintenance

upgrade and migrate name current version previous version
. L
» recycle and dispose HF FroLiant Integrated Lights-Out 1440 1434
Management Interface Driver for 1;Déﬁ 0z »1 Jul0z
support resources Windows 2000Server 2003
»3martStart Information . ;
s Subsctibe: Firrmweare - Lights-0Out Management » top of page
DriverrSofwarefSupport narne current version previous version
Alerts & Motifications
s ProLiant Operating Firrmware Uparade Image for the HP 51558 b
Systern Support Matrix Integrated Lights-Out Management 7 Méy 04 20 Mér 04
(FOF) Cantroller
FREVRIgx hare Integrated Lights-Out ROM Flash g N
Update - Windaws MT/2000/8erver 7 Ma '04 15 Mar.Dd
+ contact support 2003 Y
» discussion groups Gl s
» frequently asked RUONS ki a0yl a e » 165 A »1.814 e
auestions Uparade Diskette for HP Integrated SR e ;l ‘ A 7
|@1 Done I_I_I_ E Lacal intranet HR ORLD 2004
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Lights-Out Home Page

2 HP_com - ProLiant remote management - Internet Explorer

File Edit Wiew

Favaiites

Toolz  Help

@Back'-"@

ot | @Search (3] Favorites @Media ®| I%‘ b

-H¥® e

a4

(V=) |

Address Iﬁj hittp: 4 k1 801 3wl hp. com/products/servers/managementremoterngmt. htrml Yumpid=gerverslights-out

j (“?Go

» Contact HP

O

invent

» Servers

» ProLiant servers

» PraLiant BL
(blade systems)

» PraLiant DL
{rack-optimized)

» PraLiant ML

» Entry-level servers
» PraLiant clusters

» ProLiant Essential
» ProLiant Storage
» Options & Acces

» Mew products

» Grawy with Iltaniu

» ProLiant IT
consolidation

» 155 technology pap

» Special promotiond

» Solutions

» Site map

(expansion-optimized)

LInited States-English

Search: I

% Server management Al of HP LS.

Remote management
Lights-0Out technologies

HP's industry leading Lights-Out technology is now directary
enahled, providing secure, scalable, and cost effective remote
management.

» Riloe Il » ILO Standard

Remote Insight Lights-Out

Edition Il

= Qptional PCI card supported
in ML and DL servers

= Enhanced graphical remote
console performance

= Advanced virtual systems
admministration and
deplayment

marry ProLiant hL,
semvers

Integrated Lights-Out
Advanced feature seta
demands require

» Best practices » Other solutions

» Technical support
» Digscontinued products

» iLO Advanced

Integrated Lights-Out

Advanced

= Advanced virtual
administration to control
semvers in dynamic data
center and remote locations

= Break-throunh Virual Media
and Graphical Remote

Console capahilities

conserve IT resaurces

[ | |28 Localintranet

by

invent
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ILO Advanced Product Page

ant Management - Integrated Li nternet Explorer

File  Edit iew Favorites Toole Help |

iBack + = - £ tat | Qi Search [ Favortes S Media ®| - Sl j D |

Address Iﬂj http: 1801 3 v hp. com/praducts/zervers/managementsiloadyfindex. htrml j f‘b Go

United States-English

Search: |
& Server management  allafHP US,

» Contact HP

[ﬁp] Integrated Lights-Out Advanced

Owverview & Features
invent

¥

Server management : :
Product infarmation

» Overview & Features
» Key benefits

» Questions & Answers
= Endorsements

Worldwide: = HTML » PDF
M. America: » HThL = PDF

Integrated Lights-Out
Advanced

¥

Components

+ ProLiant servers

» Entry level servers

» PraLiant high
availability

» ProLiant Ezsentials

Resources
» L0 Standard
» Lights-Out products

» Free trial

Support
» Support & Documents

= Riloe |l » Directory Support

+ Integrated » Supparted senvers
Adrministrator » Software & Drivers

» SmarntStart = Maximize perfarmance

» ActiveAnswers = YWarranty

» Licensing options

Semices

= How to by

+ Financial serices Integrated Lights-Out (LOY Advanced Pack (263825-B21) provides customers full frant-of-the-

» Management services server remote control of regources located in data centers and remote sites. Using iLO Advanced

» Locate a reseller features, an administratar can install, configure, monitor, update, and troubleshoot rermote ProLiant
» Trade-in program seners anywhere, anytime from a standard Weh browser. Purchase a ProLiant Essentials iLO

» Request purchase info Advanced Pack to obtain license keys to activate HP's Integrated Lights- Out Advanced solution. For

FroLiant BL p-Class servers, the iLO Advanced Pack features are enahled at the factory,

eliminating the need for separate license activation .
» Mew products _I

Bibwe DT HPWORLD 2004

Solunons and Technology Conference & Expo

23



Security Best
Practice:

Implement

Directory
Services
Support for
Lights-Out
Management




I Implement Directory Services Q) |
Support

Advantages
No sharing of Administrator passwords
Uses the Directories strong password rules
Immediate revocation of privileges

Architectural Objects
Existing Users and Group Objects
Lights-Out Management Device Object
Lights-Out Management Role Object

/
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| Directory
Role Service

Users/Groups

Lights-Out Management
Device Object

Administrator

ooooooooooooooooooooooooooooooooooo
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Remote Co sole
Virtual Po
Virtual Media

*x‘\o

ooooooooooooooooooooooooooooooooooo



A Simple Organization

Org A

o

e

Admin Users
Remote Console
Virtual Power
Virtual Media
Configure Device

Role and Device Best Practices:

nnnnnn
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A Common Architecture

Org A Org A

Admin Users

Remote Console Remote Console
Virtual Power Virtual Power
Virtual Media Virtual Media
Configure Device

i
‘?ﬂa‘?ea

Role and Device Best Practices:
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ooooooooooooooooooooooooooooooooooo



Role and Device Best Practices: A
Distributed Support Organizations

nnnnnn

Org A Org A

Admin Users Admin Users
Remote Console Remote Console Remote Console Remote Console
Virtual Power Virtual Power Virtual Power Virtual Power
Virtual Media Virtual Media Virtual Media Virtual Media
Configure Device Configure Device

Org A Org B

% %
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I Steps to Directory Services Success

Review Schema Changes
see HP Schema White Paper

Avoid Certificate Problems
ensure Domain Controller supports LDAP over SSL
common problem
see Directory Services White Paper

Avoid Domain Crossing

Have Lights-Out Management Roles and Device
objects in the same domain

/
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Security Best
Practice:

Use FIPS-

Approved
Encryption
Ciphers
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I Use FIPS-Approved Ciphers

Today’s iLO and RILOE Il support 3DES
Future Firmware will support AES

How to require FIPS-Approved Ciphers
Easy with XP client
Requires registry editing on Windows 2000 client
Easy with Mozilla browser
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Enabling FIPS on XP Client

'ﬁ'r A dmianistrative Tanls

& Local Security Settings

-

by

invent

CIFIse |
- BX

File  Action 'u'lew ﬂelp
l' EX
Palicy ] Security Setting ~
Microsoft nietwiork 54 T |[Fz |
- & = " 7
B etwork access: Al System cryptography: Use FIPS compliant algorithms ... |_|B|
Network access: Do ; ]
[B stwork acesss: Do Local Security Setting |
Network access: Do T .
- N S g System.oryptogrophy: LIse_FIE"S compliant algorithmzs for
=-E3 SoFtware Restriction Policie gl ; g‘[ encyption, hashing, and signing
[+ g IP Security Policies on Loca | = Network SLtTe Na] o
Network access: Re Con.
Network access: Sha
Network access: Sha &l us
Network security: D @
Network security: Fag {:} Disabled
Network security: LA 1 re,
Network security: L0 I
| Metwark, securiby: MiI
Network securiby: Mi
i Recovery console: &
Recoverv console: A [ ] 4 l [ Cancel ] [ Apply ]
Shutdown: Al sy
i dawn: Clear virtual memary pagefile Disabled
ap | rithms For encryption, hashing, and signing Disabled
E:I System objects: Default owner For objecks created by members of the Administrators Cbieck creator
%) System objects: Require case insensitivity for non-windows subsystems Enabled
System objects; strengthen default permissions of internal system objects (e.q. Symbaolic Links) Enabled L
"
A3 X | £ | %
J
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Enabling FIPS on Windows 2000

&' Registry Editor
Begistry  Edit

“iew Favortez Help

O |

invent

{:l SecureFipeSernerz
EI{:l SecurityProviders
[ SaslProfiles
= SCHAMMEL

#-1 Ceificationfutharities
EI{:l Ciphers

--[_7 DES BE/5E
D MULL
-] RC2128428
-] RC2 404128
-] RC2 56128
-] RC41284128
-] RC4 404128
-] RC4 56128
-] RC4 B4/128
-7 Skipjack
e 1 ripl= DES 163/165
=7 Hashes
F-7 KevE xchangedlgorithms
=7 Protocols
Semver Applications
]
]

-2 ServiceCurent
-7 ServiceGroupOrder
H- ServiceProvider
H- Session Manager

F-_1 Sessiontanager
ﬁ =

=

M ame

| Tupe

| D ata

dlablneta

BEG SZ

[ualye ot cot]

Enabled

REG_D...

0=000000F0 [(240)

1

My ComputersHEEY _LOCAL MACHIMESNSY'S TEMACumentCaontrolS et ContralsS ecuntyProwvidershSCHANME LACiphersh Triple DES 1684163

=
Z
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Selecting FIPS Ciphers in Mozilla

[B HP United States - Welcome - Mozilla

% File | Edt View Go Bookmarks
i i GEERN Preferences
Eedn
I — Category
fan &
i =1 Copy ppn.aarar'u:e
108 Paste M avigator
Dielete [ Composger
el [=1 Privacy & Security
| o - Conkies
Find in |
Find &g magss
Fird Pre - Popup "Windows
. - Formsg
Find Lin P 5
Fitd T - Pazswords
= - Maszter Pagswards
: Fillin Fe ;
- Certificates
- alidation
Advanced

» Contact HP

Ofthne & Dizk Space

Toolz  'Window Help

55L: Edit Ciphers
5512 | G5L3/TLS  Entra SSLA/TLS |

Q) ]

invent

=13 x|

|; .

= Company information

»Jobs at HP

~ Extra SSL3/TLS Cipher Suitez
[V Z8E-bit AES enciyption with iS4, DHE, and a SHAT MAC Details...
¥ 25E-bit AES encryption with DSA, DHE ., and a SHAT MAL Dretails. ..
¥ 25E-bit AES encryption with BS54 and a SHAT MAL Detailz...
¥ 128-bit AES enciyption with BS54, DHE, and a SHAT MAC Detailz...
v 128-bit AES encryption with DSA, DHE ., and a SHAT MAL Details...
[V 128-bit AES enciyption with BS54 and a SHAT MAL Detailz...
¥ 168-hit Triple DES with BS54, DHE, and a SH&1 MAC Details...
IV : 1628-bit Triple DES with DS54, DHE . and a SHAT MAC Details...
[~ BEhit DES encryption with BS54, DHE, and a SHAT MAC Details...
[ BG-hit DES encryption with DS54, DHE, and a SHAT AC Dretails. ..
[T Mo enciyption with 54 authentication and a SHA1 MALC Detailz...
[T Mo enciyption with 54 authentication and an MDS kAT Dretails...
ak. Cancel |

& e |

;DRIDZOM
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Security Best
Practice:

Implement

Dedicated
Management
Network




nnnnnn

I Dedicated Management Network

solate Management Traffic
solate DHCP onto Management Net

_ock down DHCP to Specific MAC Addresses
Route SNMP from Agents on Management Net

ooooooooooooooooooooooooooooooooooo



Scalability Best
Practice:

Implement XML

Scripting




nnnnnn

I Implement XML Scripting

Easily manage hundreds / thousands of devices
Primary utility is CPQLOCFG.EXE

Completely configure Lights-Out device settings
Control server state, connect Virtual Media
RIBCL syntax described in User Guides

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn
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invent

RIBCL XML Syntax
Add User syntax

<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN="adminname" PASSWORD:"password">]

<USER_INFO MODE="write">
<ADD_USER

USER_NAME="User"
USER_LOGIN="username"
PASSWORD="password">
<ADMIN_ PRIV value ="No"/>
<REMOTE_CONS_ PRIV value ="Yes"/>
<RESET_SERVER_PRIV value =*“Yes"/>
<VIRTUAL_MEDIA_ PRIV value =*“Yes'"/>
CONFIG IO PRIV value="“No"/> )

</USER_INFO>

</LOGIN>
</RIBCL>

-
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Sample XML Scripts

Find in download section of Lights-Out web site

Add_User.xml Change_Password.xml Clear_EventLog.xml
Delete_User.xml Get_All_Users.xml Get_All_User_Info.xml
Get_Diagport.xml Get_Directory.xml Get_FW_Version.xm|
Get_Global.xml Get_Host Power.xml Get_Network.xml
Get. SNMP_IM.xml Get_Topology.xml Get_UID_Status.xml
Get_User.xml Hotkey_Config.xml License.xml
Mod_Blade Rack.xml Mod_DiagPort_Settings.xml Mod_Directory.xml
Mod_Global_Settings.xml Mod_Network_Settings.xml Mod_SNMP_IM_Settings.xml
Mod_User.xml Reset RIB.xml Reset_Server.xml
Set Host Power.xml UID_Control.xml Update Firmware.xml

RV(’ R 004
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I CPQLOCFG Utility

Find in download section of Lights-Out web site

Command Syntax
CPQLOCFG -S <dns> -F <file> -U <user> -P <pwd> -V -C

Required Parameters
-S <dns> the DNS name/IP address of the LOM device
-F <file> the name of the XML script file

Optional Parameters
-U <user> specify a user name (overriding the script)
-P <pwd> specify a password (overriding the script)
-V verbose output to the log file
-C check XML grammar only HPWORLD 004

Solutions an

I

43



Scalability Best
Practice:

Industry

Standard
Scripting




nnnnnn

I Industry Standard Scripting

DMTF Server Management Working Group
Platform-independent
ndustry-standard

~ocused on server system hardware
Command Line Interface protocol

NDA Session offered here at HP World

Session 3802
Thursday, 11 AM

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn



Scalability Best
Practice:

Directory

SEWRERE:!
Scalability Best
Practice and the
Migration Utllity




nnnnnn

I Directory Services and Scalability

User databases on every Lights-Out device = low
scalability
Scripting tools help

Better answer is Directory Services integration

ooooooooooooooooooooooooooooooooooo
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I Migration Utility for Directories

Find in download section of Lights-Out web site

Walks through migration steps

Discovery

Firmware update

Naming LOM devices

Creating LOM device objects

Associating LOM device objects to Role objects
Configuring iLO / RILOE for Directory support

Tested in labs on 150 devices

Customer reports of migrating 500-1000 devices
)

LA 2L,
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nnnnnn

I Discovery Process

IP Scanning may be seen as a security threat

Give heads up to network monitoring team
Turn off IP scan check for Discovery client?

Migration Utility can save Discovery results
No need to re-run each time.

/ ,
HP, WORLD2004
Solutions an d Technology Conference & Expo
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Deployment
Best Practice:

A Customer

Example




nnnnnn

I Lights-Out and Deployment

Real customer example - asked to be anonymous
Perl scripts interact with Lights-Out devices
Detailed on following slide

ooooooooooooooooooooooooooooooooooo



Customer’s Deployment Flow

Diagram

iLO Console
Management

DHCP Leases file
on console server

MySQL consoles DB
[iLO tracking]

Asset DB
[serialnum]
[initial password]
[hostname]

/usr/local/consoles/bin/active-ilo:

»| [ Perl script, hourly cron job |

1. test for DB connectivity

2. scan DHCP leases to build list of active IPs
3. get serialnum via HTTP for each IP

4. get hostname and iLO password from
assetDB using serialnum

5. enter record into MySQL database

6. trigger configuration push if this is a new
serialnum

Q) ]

invent
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Customer’s Other Management
Processes using Lights-Out

DDNS Zone:
console.ourdomain.com
hosted on console server

DDNS Zone:
X.X.X.in-addr.arpa
hosted on console server

/usr/local/consoles/bin/update-dns:

[ perl script, hourly cron job ]

. check for DB connectivity

. read console info from MySQL consoles db

. check DNS A record for serialnum

. update DNS A record if missing/incorrect

. check DNS PTR record for serialnum

. update DNS PTR record if missing/incorrect

. check DNS CNAME records for hostname

. update DNS CNAME records if missing/incorrect

ONO O~ WN =

MySQL consoles DB
[iLO tracking]

/ust/local/consoles/bin/consoleinfo:

user/debug tool to retrieve and display MySQL record
for a given console, searchable by hostname,
serialnum or IP.

/ust/local/bin/proliantctl:
user tool to connect to iLO ports for host maintenance
and control

Q) ]

invent
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Deployment
Best Practice:

Using Bar-

Coding




nnnnnn

I Bar-Coding and Deployment

Unique login data on Default Network Settings
Tag

Data is human-readable and bar-coded for
automation

Read bar-code data into customer databases,
spreadsheet, or directly into web Ul

See Appendix A of “Best Practices for Integrated
Lights-Out” for details on using Perl and bar-
coding

~

P
HP WORLD’2004
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Deployment
Best Practice:

Using Virtual

Media




nnnnnn

I Virtual Media and Deployment

Plug in power and two network cables

Almost all OSes can be deployed remotely via
Virtual Floppy

Windows Server 2003 and Red Hat Linux 7.3+
can be deployed remotely via Virtual CD

Scriptable Virtual Media (new for iLO 1.60) makes
remote deployment easier and faster

P
HP, WORIDZOM
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Scriptable Virtual Media
Example XML script for Scriptable Virtual CD

<RIBCL VERSION="2.0">
<LOGIN USER_LOGIN = "adminname" PASSWORD = "password">

RNttt
<INSERT_VIRTUAL_MEDIA "CDROM" IMAGE_URL = "http://servername/path/to/file"/>

SEI_VM_SIAIUS DEVICE — "CDROM
<VM_BOOT_OPTION value = "BOOT_ONCE"/>
<VM_WRITE_PROTECT value = "Y"/>

</SET_VF_STATUS>

/R IR_INEO

<SERVER_INFO MODE="write">
<SET_HOST_POWER HOST_POWER="Yes"/>

</SERVER_INFO>

</LOGIN>
</RIBCL>

See User Guide for more information

-
HP, WORBZOM
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Deployment
Best Practice:

Using Static IP

Bay
Configuration for
Blades




I Static IP Bay Configuration for Q]
Blades

Some customers prefer Static IP addressing
Now easier for blades with iLO 1.60 firmware
Define starting Static |IP address for first server
Check which bays should participate

ILO assigns remaining Static IP addresses
Saves 7x to 15x the effort

See iLO User Guide for more information

P
HP, WORIDZOM
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Static IP Bay Configuration

3 https://16.100.225 204ie_index_htm - Internet Explorer

File Edt “iew Favoites Tools Help

i~ Back - = - @ 7ot | @Search [Ge] Fawarites @Media ®| I%- =5 - B o @

Address I@ hittps: A416.100.225,20/e_indsw him

Server Name: HPQ-15UI33ENGED

"
ﬂﬂ] H_o iLO Name: ILOTPILOT2210
INTEGRATED LIGHTS-OUT Current User: aAdministrator

isvent

System Status |Remote Console | ¥irtual Devices | Administration BL p-Class

guration

Insight Agent | Log out

Standard Configuration Parameters

Beginning IP Address {Bay 1) |18.1DD.223.33|

Ending IP Address (Bay 16) 16.100.223.48
Subnet Mask [255255.255.0

Gateway IP Address [16.100.2231

Advanced Gonrniguration Parameters

onfiguration

Domain Name Idomain.one

Primary DNS Server ID.D.D.D

Secondary DNS Server ID.D.D.D

Tertiary DNS Server |D.D.D.D

Primary WINS Server ID.D.D.D

Secondary WINS Server ID.D.D.D

Static Route #1 {destination, gateway) |D.D.D.D, 0.0.0.0

Static Route # 2 (destination, gateway) ID.D.EI.EI, 0.0.0.0

Static Route #3 {(destination, gateway) |D.D.D.D, 0.0.00

||@'| Dane

||
[ |8 B locdinmanet

by

invent
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Static IP Bay Configuration

nternet Explorer

File Edt “iew Favoites Tools Help |

i~ Back - = - @ 7ot | @Search [Ge] Fawarites @Media ®| I%- =5 - B o @

Address I@ https: /416,100,225, 20/ie_index. htrn j 6)60

Server Name: HPQ-15UI33ENGED

L]
[éﬂ] H_o iLO Mame: ILOTPILOT2210
INTEGRATED LIGHTS-OUT

Current User: Administrator

isvent

System Status |Remote Console | ¥irtual Devices | Administration BL p-Class
Domain Name Idomain.one

Primary DNS Server ID.D.D.D

Insight Agent | Log out

Secondary DNS Server |U.U.U.U

Tertiary DNS Server ID.D.EI.EI

Primary WINS Server ID.D.D.D

Secondary WINS Server |U.U.U.U

Static Route # 1 {destination, gateway) ID.D.D.D, 0.0.0.0

Static Route #2 {destination, gateway) |D.D.D.D, 0.0.0.0

= : Static Route #3 {destination, gateway) ID.D.D.D, 0.0.0.0
onfiguration

Enable iLO IP Address Assignment

Enable iLO IP assignment for the following bays. Un-checked bays will use their
individual static or DHCP-configured addresses.

[T Bay #1 [T Bay #2 [T Bay #3 [T Bay #4
[T Bay #5 [T Bay #6 [T Bay #7 [T Bay #8
[ Bay #9 [T Bay #10 [ Bay #11 [ Bay #12
¥ Bay #13 ¥ Bay #14 ¥ Bay #15 ¥ Bay #16
Enable All | Clear All | |
|@1 Dore il

by

invent
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Deployment
Best Practice:

Static IP

Assignment via
Local Scripting




Static IP Addressing via Local A
Scripting

nnnnnn

Some customers prefer Static IP addressing

Assign iLO Static IP addressing via local scripting

CPQLODOS for DOS
PXE, Physical Floppy, Virtual Floppy, RDP
Part of the SmartStart Scripting Toolkit

HPONCFG for Windows and Linux
Run on host OS
Launch after automated OS deployment
Uses host OS security

Neither tool requires Lights-Out ~
username/password HP WORLD 2004
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Performance
Best Practice:

Remote Console

Performance




| 2
Remote Console Performance

Strong correlation between customer satisfaction
and optimized configuration

RILOE Il = 266 MHz
ILO = 66 Mhz
Embedded iLO needs low hardware costs

ooooooooooooooooooooooooooooooooooo



|
Optimize Server Display Settings
No Background or Pattern
800x600 or 1024x768 display resolution
256 color or 24 bpp color depth
Turn off menu animation
HRV(’OR-IDZOM
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I Optimize Server Mouse Settings

Settings to Optimize
No Pointer Scheme
No Pointer Shadow
Speed slider in middle
No Mouse Acceleration (NT and 2000)
No Advanced Pointer Precision (Windows 2003)
Turn off Mouse Trails and Snap-To Default Button

Use Mouse Optimization (HPLOMOPT) or Online
Configuration (HPONCFGQG) utilities to automate

)
51 VX%@%Q&%
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I Optimize Client

Recommend 700+ MHz client

128 MB RAM

Client screen resolution larger than server
Mouse speed to middle

Turn off mouse acceleration / advanced pointer
precision

ooooooooooooooooooooooooooooooooooo
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I Use Terminal Services Pass-Through

New feature in iLO 1.50 firmware
Removes “Try Terminal Services First” step

ILO will select highest performance method

Terminal Services Pass-Through if configured /
functional

ILO Remote Console at other times
POST through Blue Screen functionality

Integrates best features of both
Performance of Terminal Services
Always available functionality of iLO
Security of dedicated management network Hﬂﬁggg@%g&o&g
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Performance
Best Practice:

Virtual Media

Performance




nnnnnn

I Virtual Media Performance

Virtual Media can benefit from Best Practices

Use Image Files whenever possible
4x improvement for Virtual Floppy images v. physical

Have Images “close” to client when using the
Virtual Media applet (interactive)

Have Images “close” to the target server when
using Virtual Media scripting

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn



Virtual Media Performance

Remote
Larget i Local Web
Server - L Server w/
> - Scriptable
—| Virtual Media
— — Images
Remote Web
Server w/
Scriptable =/ -
Vlrt'l;‘ael‘gl\gzdla Client PG oY

=
©

Local
Local
HDD w/ @ CD-ROM
Virtual
Media
Images




Performance
Best Practice:

Use CLI or XML

for Simple
Operations




Use CLI or XML for Simple
Operations

CLI faster than web Ul
Power On / Off
Reset Server

Use Saved Sessions w/ PuTlTTY

XML Scripting also faster for server control
Power On / Off
Especially for 1 to many Servers

nnnnnn
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Cost Savings
Best Practices:

*ILO Advanced

License
*Network
Infrastructure

*IT Dept Charge-
Backs




nnnnnn

I ILO Advanced Acquisition Cost

ILO Advanced licensed per server
linear scalability w.r.t. cost and implementation effort
better solution is volume licensing options

Volume Licensing Options
Activation Key Agreement
Flexible Quantity Kits

See the web site
www.hp.com/servers/proliantessentials and
click on Volume Choices for more information

ooooooooooooooooooooooooooooooooooo
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I Activation Key Agreement

Work with account manager and contracts group

Purchase iLO Advanced tracking license with
each server

Negotiated price per server usually less than cost
of a single license key

Same key used for all servers
enables easy scripted deployment of keys

Best for customers who
purchase licenses over time
want a single, organization-wide key

)
51 VXQWE&;CP?%Q&Q?
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Flexible Quantity Kits

Customers specify exact number of licenses
needed

Receive key legally valid for that number of
servers

Negotiated price per server usually less than cost
of a single license key

Same key used for all servers
enables easy scripted deployment of keys

Best for customers who
need a large, one-time purchase
purchase quantities on a quarterly basis HRv/vORLDzooz;

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn
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ProLiant Essentials Licensing Optlons

4} HP_com - ProLiant Essentials - Internet Explorer

File  Edit Yiew

Favorites

Toolz  Help

& Back - = - @) it | Qi Seach [ Favortes @hMedia ¢4 | By S B

-H B =

‘-'I

vl »

Address I@ httpe A1 8004 w1 hp.com/products / servers,/proliantessentials/index. htrl Yjumpid=servers/proliantessentials

j @GD

» Contact HP

A

inmvent

*

Servers

ProLiant servers

» ProLiant BL
(blade systems)

+ ProLiant DL
(rack-optimized)

» PraoLiant ML
(expansion-optimized)

= Entry-level servers

» ProLiant clusters

» ProLiant Essentials

» ProLiant Storage

= Options & Accessaries

¥

Mewy products

Grow with Itanium
PraLiant IT
consalidation

» 185 technology papers
= Special promotions

» Bolutions

Woow W

= Site map

ProLiant Essentials

Proliant Essentials

Essential software for an
adaptive infrastructure

Linited States-Enalish

Search: |

% Server management Aot HP LS.

Ed |eum more

Yalue Pack Foundation Pack

» Integrated Lights-Cut
Advanced Pack

= Rapid Deployment Pack

= Performance Management
Fack

» Recowery Server Option
Fack

» Workload Management
FPack

Foundation Pack extras

functionality with tools
available by download
hp.cam:

»=  BmartStart Scripting Taaolk
= Management Integration

Shipped with every PraLiant
Server, featuring:

» HP Systermns Insight
Manager

» Smartstart

»  Bystern Management
Homepage

Learn more about the full suite

of server management
software

License options
» Dveriew
» Single kKits
» Wolume Choices
» Bundles

Related Information

» Remote Insight Lights-Out
Edition Il

= Adaptive Enterprize

» ProLiant Essentials
Education Services

» ProLiant Essentials
Services

» Rapid Deployment Pack
Support Services

3 Try ilO Advanced
Pack free today!

F=)

T [P aralinkanat

by

invent
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I Network Infrastructure Costs

Implement a cheap rack-level switch
management is not bandwidth intensive and intermittent
use rack switch, up-link to data center or core switch

Eliminate the extra port
not for every customer
ILO Shared Network Access
low bandwidth, shares network cabling with main NIC

IT charge-backs
monthly/annual charge per IP address
a barrier to implementing Lights-Out Management

push for lower charges for management ports N
HP,WORLD2004

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn



Integration Best
Practice:

Integration with

HP Systems
Insight Manager




HP
I Example Integration Points

_IQg
Hle
_in
_IQg
Hle

Systems Insight Manager A

nnnnnn

nts-Out devices discovered

Nts-Out status displayed as an icon

ks to Lights-Out devices

Nts-Out devices send Lights-Out SNMP traps

nts-Out devices forward SNMP traps from

nsight Management Agents

ILO Advanced License information discovered and
displayed

P
HP, WORIDZOM
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HP Systems Insight

Management Processor (MP) Status

3 HP Systems Insight Manager - Internet E xplorer

File Edit ‘“iew Favontes Tool: Help

Manager

S Back + = - @ 7 | @Search (5] Favarites @Media @l%v = - ¥ @

Address I@ httpz: /hpsim: 50000/mxportal/homet=PortalFrames. jsp

]

invent

HP Systems Insight Manager

Home | Logout

Search

Tools Deploy Configure Diagnose Optimize Reports Logs Options Help

Updated: Fi

ix , A |
Uncleared Event Status 92 1265 4073 5358

Advanced Search

DemoList1

Wiew as: Itélhh3 'l

System Lists

[+ +X- -]
Systern Overview Systems intable: @ 0Critical “F 1Major /A& 1Minor « 5Normal ? 0Unknown Total: 7
All Systems [J4 HW MP SW PF SystemName<4 System Type System Address  Product Name 0S Name
All Events. O 3 16.101.169.61  Switch 16.101.169.61 HP ProCurve Switch 53043,
© My Favorites 0 ccat&110 Printer 1610116917 HP Jetdirect
© ¥ Demo Systems 0 ceat&l11 Printer 1610116958 HP Jetdirect
¥ Demolist! O hpsim Server 1610117045  ProLiant DL360 G2 Wicrosott Window...
7 Demnlist2 O mnhap Server 16101169135  ProLiant ML350 Microsoft Window...
© System Lists [ rook Senver 16.101.170.47 FroLiant DL380 G2 Wicrosoft Window...
© Systems by Type [ sitfrancis Server 16.101.168.59 FroLiant 6500 Wicrosoft Window...

@ Systems by Status
@ Systems by Operating System
@ Clusters by Type
& Clusters by Status
& System Functions
& UNIX systems by Bldg
@ Event Lists

Save Selectioh As.. | Delete | Print |

Igl Done

’_’_E (28 Local intranet

lp

invent

-
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ILO Login Screen - linked from
HP Systems Insight Manager

a HP Integrated Lights-Out Login - Internet Explorer

File  Edit ‘fieww Favorites Tools Help

GiBack + = - £ tat | Qi Search [ Favortes SR Media ®| By S & ¥ & j D |

3

Address I:Ej https: £ hpsimilalogin.htm j @ Go | Links *

(D T —

invent

Account Login

Thiz iz a private system. Do not attemptto login unleszyou are an authorized user.
Any duthorized or unauthorized access and use may be monitored and can result in criminal or ciwil prosecution under applicable law.

Login Name: [

Password: |

Log In |

[

& Copyright 2003 Hewdett-Packard Development Company, L.P.

Contains security software licensed from RSA Data Security Inc.
Fortions Copyright 1383, 1331, 1332 by Carnegie Mellon University
Derivatiwe Work - 1936, 1938-2000 Copyright 1996, 19328-2000 The Regerts of the University of California

&l

[ |8 B8 Localinwanet

-

by
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Server System Page with MP I
iInformation

invent

HP Systems Insight Manager - Internet Explorer
File  Edit “iew Favortes Toolz  Help |

s Back - = - @ ot | @Search [%] Favarites @Media @“%- = - ¥ @

Address I@ hitps: ##hpsin: 530000/ report alhome M =PaortalFrames. jsp j @ Ga

[ﬁam HP Systems 1nsight Manager I

Home | Logout

Uncleared Event Status

invent

Tools Deploy Configure Diagnose Optimize Reports Logs Options Help

L Go J
System Page ) 4
hpsim i
General System Information Status Information =]

Address 16.101.170.45, 172.26.161.2, 127.0.0.1  + Hardware Status

System Name hpsim +f from Insight Management Agents
DNS Mame hpsim.americas. cpgcorp.net oF fram SHMP

Systern Overview
All Systems

All Events

@ My Favorites

@ 7 Demo Systems Serial Number BJ2BJNT1FO04 S
¥ DemoList Management Protocols SHMP:1.0, 55H:55H-2.0- e
¥ DemolList2 OpenSEH_3.7.1p1, SMHN + Management Processor Status
© System Lists Contact Brad Kirhy oy Software Status

& Systems by Type

@ Systems by Status

@ Systems by Operating
& Clusters by Type

& Clusters by Status

& System Functions

& UNIX systems by Bldg
@ Event Lists

Location Houston
System Type Server HF Proliant
Product Model Proliant DL360 G2
Hardware Description =35 Family & Madel 11 Stepping 4
ATIAT COMPATIBLE -

Software Description Microsoft Windows 2000 Serer, 5.0,
Serice Pack 4, Build 2195
Multiprocessor Free

=
Management Processor

Name hpsimilo
Address 16.101.169.69

Model Integrated Lights-Out (LO)

— e
[~ HP, WOR_IDZOM
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Ivial 1ayvollivliit 1 1UVUVUUOoOoVIl VYyolUlll

Page in HP Systems Insight
Manager

HP Systems Insight Manager - Internet Explorer
File  Edit “iew Favortes Toolz  Help |

s Back - = - @ ot | @Search [%] Favarites @Media @“%- = - ¥ @

Address I@ httpz: /hpsim: 50000/ mxport al/homeM sPortalFrames.jsp

0

invent

Updsted: Friday, July 9

HP Systems Insight Manager

Home Uncleared Event Status 94 1268 4074 5359

Logout

Search

Tools Deploy Configure Diagnose Optimize Reports Logs Options Help

System Page

Advanced Search

hpsimilo
System Lists q =
@ Identi Events / \
Systern Overview
All Systems
All Events ffystem Informatlon Status Information

@ My Favorites
@ ¥ Demo Systems

v Demaolist] System Name hpsimilo «f from management agent
& Systé{ang;LIStz DNS Mame hpsimilo.americas.cpgcorp naet o fram SHMP
@ Systems by Type Serial Number [LOBJ2BJNT1FO04 o from ping

@ Systems by Status

@ Systems by Operating System

& Clusters by Type

& Clusters by Status

& System Functions

& UNIX systems by Bldg
© Event Lists

Address

16.101.165.69

Management Protocols ShWP:1.0

Software Description

Contact Brad Kirby

Location

System Type

Product Model
Hardware Description

Houston
Management Processor
Integrated Lights-Out (iLO)

%86 Farmily 5 Model 11 Stepping 4
ATAT COMPATIBLE -

ticrosoft Windows 2000 Serer, 5.0
Serice Pack 4, Build 2195
Multinrocessar Free

N\

Server for MaM

-
gnent Processor

Name hpsim
Address 16.101.170.45

Model Proliant DL360 G2

+" Hardware Status

I@ Done

’_ ’_ E E Local intranet

-

lp

invent
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Lights-Out Events Screen in
HP Systems Insight Manager

3 HP Sypstems Insight Manager - Internet Explorer

File Edit ‘“iew Favorites Toole Help |

GiBack ~ = - D ﬁ|@Search (%] Favorites & Media @“%vévﬂ = |v I j D |

Address I@ https: ##hpsir: 50000/ m=partal/homeM=PortalFrames. jzp

[ﬁﬂn HP Systems Insight Manager

Home | Logout

Updated: Friday, July 9

Uncleared Event Status

invent

Tools Deploy cConfigure Diagnose Optimize Reports Logs Options Help
L Go
System Page ?
hpsimilo

Systern Overview

i:: 2\5:;3:119;”5 To view event details, make sure 'Event Type' column is displayed and click on desired link.
@ My Favorites : ) o 5 . i ;s :

© 7 Demo Systems Events in table: @ 0 Critical 7 1Major 5 0Minor «f ONormal ¢ 2 Informational Total: 3

¥ DemoListt S i o
¥ Demolist2 ———tsreTarey i e T S S S P e TR e TR R P e B

@ System Lists T ST Tt

© Systems by Type it — L RPN

& Systems by Status

& Systems by Operating

© Clusters by Type

© Clusters by Status

@ System Functions

& UNIX systems by Bldg
@ Event Lists

Clear Delete Assigh To... Enter Comment... Print |
| ] Done [ [& B8 Local intranet

-

by

invent
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All Management Processors
System List

t Manager - Internet Explorer

File  Edit Help

S Back + = - @ ot | @Search [Ge] Favarites @Media @ | %' = " ¥ @

Yiew Favortes  Tools

Address I@ https: #hpzim: 50000,/ m=portal/home M =PortalFrames. jzp

HP Systems Insight Manager

Home | Logout

Tools Deploy Configure Diagnose Optimize Reports Logs Options Help

scianced Search I All Management Processors

e as: Itable 'I

Systems intable: € 5 Critical ¥ 2 Major & 0 Minor

OImiZE

«f 9Normal ? 0Unknown Total: 16

Systerm Owerdiew

Allicystems [J+ HW MP SW PE System Name 4+ SystemType  System Address  Product Name it}
Al E\rents. [ alexh2 Managernent P 16.101.169.81 Integrated Lights-Out (LY
© My Fa\mr!tes O checkmateilo Management P 1610116914 Integrated Lights-Out (iLO)
© System Lists [ hpsimilo in Server hpsim  ManagementP... 16.101.169.69 Integrated Lights-Out (iLO)
© Systems by Type [ hpsm01lo ManagementP.. 16.101.169.108 Integrated Lights-Out (LY
All Systems O @ hpsmaolo ManagementP.. 16101169123  Integrated Lights-Out (iLO)
ol e ners O o ilomifclgpiis Management P... 16.101.170.58 Integrated Lights-Out (iLO)
All Clients _ O « ilopyal ManagementP.. 16.101.168.151  Integrated Lights-Out (LO)
II Metwarking Devices O o ilor1021 Managernent P.. 16.101.170.57 Integrated Lights-Out (LOY
EfS <] kolpekiran Managermert P... Integrated Lights-Out (LO)
0« '4 (2000 ManagementP... 16.101.163.9 Integrated Lights-Out GLOY
' . (] [x] mglkila in Server 16.101.1EManagementP... 16.101.170.37 Integrated Lights-Out (iLO)
All Enc_losures O o ribcimzspl ManagementP... 16.101.169.43
DemoL!sH O < ribcirmxe30 ManagermentP... 16.101.170.48
DermoList2 O « tiloensdemo Management P... 16.101.168.63 Remate Insight Lights-Cut Edition 11
ProLiant Servars O « ros56151lan ManagementP.. 16.101.168.143  Integrated Lights-Out (LO)
Testlist O Swina32k000 rik Managernent P 16.101.169.195 Remaote Insight Lights-0ut Edition

© Systems by Status
@ Systems by Operating Syster]
@ Clusters by Type

& Clusters by Status

& System Functions

& UNIX systems by Bldg
© Event Lists

Fave Selection As.. | Delete | Print |

|g"| Daone

’_ ’_ E E Local intranet

lp

invent
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Creating a Custom List

nternet Explorer

File Edit ‘iew Favorites Tool: Help

GBack + = - &) tat | QhSearch [fFavorites G Media ®| - S s &=

Addrezs I@ https: Ahpsim: 50000/ mxportal/homeM «PortalFrames. jsp j @4} Go

HP Systems Insight Manager

Home | Logout Uncleared Event Status 96 1271 4075 5366
Search Tools Deploy Configure Diagnose Optimize Reports Logs Options  Help
| [ Go ) o
Advanced Search All SyStems .
2’:‘2 L ' Wiew as: lm
System Ovenview Systems intable: @ 71 Critical 7 14 Major /& 3 Minor «f 219 Normal ? 0Unknown Total: 307
All Systems [+ HW MP SW PF System Name 4 SystemType  System Address  ProductName  0OS Name
All Events. O 16.101.168.1 Unmanaged  16.101.168.1
© My Favorites O « & ¢ 2 1610116914 Server 16.101.169.14 ProLiant DL380... Linux- Red Hat
© System Lists 0O o é 16.101.169.19 Unmanaged  16.101.169.19
© Event Lists O « ? ¢ 2 1610118822 Server 16.101.169.22 Linux Servar LINU
O« 16101.169.27 Deskiop 16.101.169.27 Deskprao Microsoft Wiind...
] & P £ ? 1610116928 Server 16.101.169.28 PROLIAMT 8500 Microsoft Wind...
] o 16.101.169.37 Linknown 16.101.169.37
0 16.101.169.39 Deskiop 16.101.169.39 Deskpro Microsoft Wind. ..
J o 16.101.169.49 Linknown 16.101.169.49
J <+ ? ? 16.101.169.53 Server 16.101.169.53 IEM Server
O+ [ 16.101.169.54 Unknown 16.101.169.54
[ [ 16.101.169.61 Switch 16.101.1649.61 HF ProCurve 5...
O 16.101.169.66 Unknawnh 16.101.1649.66
O« 16.101.169.73 Unknownh 16.101.169.73
0 & 16.101.169.80 Motehoak 16.101.1659.80 Maotebook Pers.. Micrasoft Wind. .
O & 2 ¢ 2 16101169105 Server 16.101.169.105 setver 2600 Microsoft Wind...
O & 16.101.169.116 Unmanaged 16101169116
[ 16.101.169.119 Unmanaged 16.101.169.1149
O «F 2 & 2 16101169131 Server 16101 169131 ProLiant 3000 Microsoft Wind...
O % 2 & 2 16101168134 Server 16101 169134 ProLiant ML350  Micrasoft Wind. .
O «F 2 & 2 16101168140 Server 16.101.169.140 ProLiant ML310... Micrasoft Wind. ..
] o 16.101.169.141 Frinter 16.101.169.141 HF Jetdirect -l
Save Selection As. | Delete | Print |
||g‘| javascrpt doCustomizaList]) [ |3 B8 Local intranet

by

invent

/
HP, WOR_IDZOM

Solutions and Technology Conference & Expo

90

-



Creating a New Custom List

P Systems Insight Manager - Intemnet E xplorer

File Edit ‘“iew Favortes Toole Help |

G Back -+ = - @ 7at | @ Gearch [ Favoites S Media ®| B 5 - =

Address I@ https: /hpairm: 0000/ mxportal thome M =PortalFrames. jsp 6) Ga

HP Systems Insight Manager

Home | Logout

Uncleared Event Status |27 223 1503 1507

Search Tools Deploy Configure Diagnose Optimize Reports Logs Options Help
| = o
Advanced Search Customize Lists ?
Description: Customize the contents of folders and lists
System Lists I
[+ +X- -]
System Overview Show: ISyStem Lists _l Py o)
All Systerns _g—
All Events_ le Systems by Type - Mew List. .. >
My Favorites All Systems
© System Lists All Servers - Edit List...
© Event Lists All Clients
All Metwarking Devices
A1l Printars Mews Folder. ..
All Management Processors
All Racks e
All Enclosures
DermoListl Add to Favontes...
DermoListd >
To add lists to My Favorites, choose System Lists or Event Lists from the
above drop down list box, then select a list and press the Add to Favorites
button.
Legend (X
@ = Critical  of = Normal
“F = Major 2 = Unknown
Ay = Minor & = Informational

’_ ’_ ré_ (EE Local intranet 4

|€| Applet com hp.mx portal applet.folders. FoldersUl&pplet started

by

invent

P
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Defining List Criteria

=3 HP Spztems Insight Manager - Internet Explorer

File Edt View Favortes Tools  Help | i

iBack ~ = - (D ﬁl@Search (] Favorites &0} Media ®| By S - ¥ | Vippem-§ - I j D |

Address I@ https: ##hpzim:B0000/mxportal/homestd «PortalFrames jsp

[ﬁa i HP Systems Insight Manager

Home | Logout

Uncleared Event Status |27 1223 1504 1507

Search

| [ Go )
Advanced Search

Tools Deploy Configure Diagnose Optimize Reports Logs Options Help

Customize Lists ]
Description: Customize the contents of folders and lists
- — _ Al

System Lists

o @ Systems by Type | Mew List...
Systern Overview Al Systems
All Systems All Servers pedd Edit List.
All Events All Clients
My Favorites All Metworking Devices
© System Lists All Printers | Mew Folder. |

@ Event Lists All Management Processors
All Racks EEE

All Enclosures

Demolist] Add ta Favatites.

Demolist? ik

Ta add lists to My Favorites, choose System Lists or Event Lists from the above drop
down list box, then select a list and press the Add to Favorites button.

MNew List
Search for =l
( where Iproduct name j Iis j Integrated Lights-Clut (LCT)

Legend

) << Add
@ = Critical < = Normal

¥ = Major 2 = Unknown & - |
&y = Minor £ = Infarmational o ance . S
HP,WORLD2004

|®:| Applet corn.hp.rms. portal applet. folders. FoldersUlLApplet started ’_ I_ E E Local intranet Solutions and Technology Conference & Expo
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Saved Custom List and Results

3 HP Systems Insight Manager - Internet Explorer

File Edit “iew Favorites Toolz Help | o
GiBack -~ = - &) at | DA Search (3 Favorites 0 Media ®| By S - ¥ = j D |
Address |g‘| https: Ahpsim: 50000/ mxpartal Ahome M=PortalF rames. jsp j 6}50
1]
/] = O] anage L
i s A A 06 /76 b
Search Tools Deploy Configure Diagnose Optimize Reports Logs Options Help
| 5o ) "
Advanced Sea All iLO Devices 4
System Lists .
@ I Wiew as: Itable 'l
System Ovenview Systems in table: & 4 Critical “F 2 Major /. 0Minor « 6 Normal 7 0Unknown Total: 12
Al Systems [J# Hw MP SW PF System Name 4 System Type  System Address  Product Name  OS Name
All Events O < 16.101.169.143 ManagementP... 16.101.168.143 Integrated Light.. Microsoftwindo...
© My Favorites O alexh? Managerrent P... 16.101.189.81 Integrated Light...
@ System Lists [ checkmateilo ManagerentP.. 16.101.169.15 Integrated Light...
© Systems by Type 0 hpsimilo in Server hpsim  ManagementP... 16.101.169.69 Integrated Light.. MicrosoftWindo...
All Systems 0 « hpsm01lo Management P... 16.101.169.108 Integrated Light.. MicrosoftWindo...
All Servers O @ hpsm@olo Management P... 16.101.169.123 Integrated Light.. Linux- Red Hat
All Clients _ 0 o ilom0Gclgp1ls ManagementP.. 16.101.170.58 Integrated Light...
All Metworking Devices O ilopyat Management F... 16.101.169.151 Integrated Light... Microsof Windo...
All Printers o o ilor1 021 ManagerentP... 16.101.170.57 Irtegrated Light..
All Management Processar O & kolpekiran Management P Integrated Light.. MicrosoftWindo...
All Racks O « é 12000 ManagementP... 16.101.169.9 Integrated Light...
All Enclosures O o makilo in Semer 16.101.16 Management P... 16.101.170.37 Integrated Light...
Dernolisti
DemoList2

PraLiant Servers

S
AlLLD Devices
SRl 1] )

@ Systems by Operating System
@ Clusters by Type
@ Clusters by Status
@ System Functions
@ UNIX systems by Bldg
© Event Lists

Save Selection As... | Delete | Print |

/ ,
I@ Opening page https: A hpzim: B0000/mxportal/ home =B annerD ata.jzp... l_,_ E E Laocal intranet HR WORLD 2004
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Creating a New Custom Command

/2§ HP Systems Insight Manager - Internet Explorer

File Edit “iew Favoites Toolz  Help |

GiBack + = - ) ‘at | Q4 Search [ Favorites A} Media @“%v =

Address I@ hitpz: / hpsin: 50000/ m=portal/home b «PortalFrames. jzp

0

invemt

Lpdated: Fric

HP Systems Insight Manager

Home | Logout Uncleared Event Status

Search Tools Deploy Configure Diagnnse Optimize Reports Logs Options  Help
I [ Go ] Syztem |nformation » 9
Advanced Search Integrated Consoles » L
= Command Line Toolz »
Csly}glg Lists Consoles »
| | Custom Commands > New Custon Conmand.— | .
System Civerview MBSA Manage Custom Eommands sk 0Unimown; Totakd2
All Systems m )e  System Address  ProductName OS5 Name
All Events O « WEE e tP. 16101169143 | i i i
E -6 ; ; ntegrated Light... MicrosoftWindo..
© My Favorites O alexh? Management F.. 16.101.168.81 Integrated Light...
© System Lists O checkmateilo Managerment P 16.101.169.15 Integrated Light...
@ Systems hy Type O + hpsimilo in Server hpsim  Management P... 16.101.169.69 Integrated Light...  Microsoft Yindo...
All Systems O < hpsmitlo Management P... 16.101.169.108 Integrated Light... MicrosaftYWinda...
All Servers O« hpsmaole Management P... 16.101.169.123 Integrated Light... Linux- Red Hat
All Clients ] 0 9 ilormOBelont 15 Managerent P. 16.101.170.58 Integrated Light ..
All Netwarking Devices O ilopval Managernent P... 16.101.169.151 Integrated Light... Microsaft¥indo..
All Printers O @ ilort 021 Management P... 16.101.170.57 Integrated Light...
All Management Processors 0O & kolpekiran Management P Integrated Light.. MicrosoftWindo...
All Racks O « é 12000 Management P... 16.101.168.9 Integrated Light...
All Enclosures O @ mokxilo in Server 16.101.16 Management P... 16.101.170.37 Integrated Light...
DernoList1
DermoList?
ProLiant Servers
TestList
AlNLD Devices
@ Systems by Status
& Systems by Operating System
@ Clusters by Type
& Clusters by Status
& System Functions
& UNIX systems by Bldg
© Event Lists Save Selection Az, | Delete | Print |
|g"| Dane l_l_ré_ Local intranet

HP, WOR_IDZOO4
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Defining a New Custom Command

HP Systems Insight Manager - Internet Explorer

File  Edit “iew Favortes Toolz  Help

¢iBack -~ = - ) ﬁ|@83arch [l Favorites 50 Media @“%- = - ¥ = | Vppam-) I j D |

Address I

[ﬁa ; HP Systems Insight Manager

Home | Logout Uncleared Event Status

Updsted: Friday

invent

Search

| [ Go )
Advanced Search

Tools Deploy Configure Diagnose Optimize Reports Logs Options Help

New Custom Command 2

Description: Creates a new custom command that runs on the central management server.

System Lists

L+ ) Reguired field*
Systern Overview Name:*
All Systems
All Events Description: |Update all iLD firrrweare to 1.60
© My Favorites .
© System Lists Comments: =]
& Systems by Type |j
All Systemns -
i:: gﬁ;\rnetrss Command (Executable path and file nam oo ee ]
All Metworking Dewices Parameters: -f flash_ilo_ 160.xml - l
All Printers . . —
All Management Processors Environment variables:
All Racks
All Enclozures Use enviromment vaniables to pass in target system and other information to
Demaolist the command.
DemaList
ProLiant Semvers “ariable name: |

TestList T
AllILD Devices Yalue: [

& Systems by Status
& Systems by Operating System

@ Clusters by Type Delate

@ Clusters by Status
& System Functions Ok
@ UNIX systems by Bldg

© Event Lists

N
| €] Dane e HR WORLD 2004
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Executing Custom Command

HP Systems Insight Manager - Internet Explorer

File Edt ‘“iew Favoites Toolz  Help |

<= Back = = - @ ﬁ- | @Search |5 Favorites @Media @“%v é ™ % @

Address I@ httpz:/hp=im: 50000/ mxportal/homeM=PortalF rames. jsp j @ Go

HP Systems Insight Manager

Home | Logout Uncleared Event Status 1171397 41348 5747

Search Tools Deploy Configure Diagnose Optimize Reports Logs Options Help
I E System Information » ‘,
Advanced Search Integrated Conzoles » .
Command Line Toals 13
cs;;’tg Lists Conzoles »
New Custom Command... .
System Overview MBSA » Manage Custom Commands... ik S0Unihown; ek
Al Systems 7T HYY WP SUF FF System Addiess  ProductName  0OS Name
All Events W o MaHR oo tP. 16101165143  Inte i i '
= .. 16.101.168. grated Light... Microsoft¥Windo...
© My Favorites Iz godate 10 to 161 tP. 1610116981 Integrated Light..
© System Lists W] oF checkmateilo Management P.. 16.101.163.15 Integrated Light...
© Systems hy Type W oF hosirmilo in Server hpsirn  Management P.. 16.101.168.69 Integrated Light.. Microsofiindo...
Al Systems ¥l o hpsmitlo Management P... 16.101.169.108 Integrated Light... MicrosoftWindo. .
All Servers Vi hpsmanio Management P... 16.101.168.123 Integrated Light.. Linw:- Red Hat
All Clignts ) Vi 9 ilomOGelgnl s Management P... 16.101.170.56 Integrated Light..
All Metworking Devices I ilopval Managament P... 16.101.169.151 Integrated Light.. Microsoftyindo...
All Printers Vi @ ilor 021 Management P... 16.101.170.57 Integrated Light..
All Management Processors Wl & kolpekiran Management P... Integrated Light.. MicrosoftWindo. ..
All Racks Vi o é 12000 Management P... 16.101.169.9 Integrated Light..
All Enclosures Vi @ mabdlo in Sener 16101 16 Management P 16.101.170.37 Integrated Light...
DemoListl
DemaList2
ProLiant Semers
TestlList
AlLD Devices

@ Systems by Status
@ Systems by Operating System
@ Clusters by Type
@ Clusters by Status
@ System Functions
@ UNIX systems by Bldg
© Event Lists Save Selection As... | Delete | Print |

D)
[&] Done 5 BB edimmanet HR WORLD 2004
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Integration Best
Practice:

Integration with

HP Remote

Deployment
Pack (RDP)




I RDP and Lights-Out Integration Q]
Points -~~~

Server power control via Lights-Out
Lights-Out properties in RDP

HP-developed RDP scripts for Lights-Out
Management

Lights-Out use of System Tokens in scripts

ooooooooooooooooooooooooooooooooooo



Server Power Control via Lights-Out

=1 hp ProLiant Essentials Rapid Deployment Pack Powered By Altiris eXpress Deployment Server

File Edit Wiew Operations Tools Help

by

invent

|j@e wEaan

- NETREE A

Mew Computers
&= DL320-MF5
=20 HPQ-1FPROTS WA YE
------ B P Dbnzitgz a0
@]&Cnmputers S pestore,
----- | DRAWLSEWD :
[+ @ Pheesical Devices & g::l:::ure

Quick Disk Image. ..

Rerate Cantral, ..

Wake up
Restart. ..
shuk down. .
Log aff. ..

|esmpa,rs EEDREEA

= HPQ-DBNZ2IHGZ301
Active IP Address: 10.10.1.7128 [through DHCF)

MAC Address:000E YFE54308

Compukers

Al Jobs Execute...
= Initial Deplovmenl - '
@ System Jobs ;@‘ conrRlcia
- Microsoft Windaw, Chat...
@,}, ProLiank BL10 Advanced 3
%2 ProLiant BLZ0
Mew Job Wizard. ..

2 ProLiant BL30
2 ProLiant BL40 2, New Computer. ..

bty ProLiant MLJT
]@ Microsoft Window

Rename
fl-(gl My Jobs ¥ Delete
Fl-[l ProLiant DL380 P (CH 3chs EomecE et »

]@ Red Hat Enkerpris
]@ Red Hat Enkerpris

[

[

[z

[ : ;
B Goto Physical Device
[]—--@ Red Hat Enterpris

£

£

£

£

£

fl- () Reed Hat Linux 7.2 el -

]@ Red Hat Linux 8.0 Job scheduling wizard. ..

- [5] Red Hat Linux Ad (21" Properties...

]@ SmartStart Toolkit and O35 Imaging Events

(%1 SmartStart Toolkit Hardware Configuration Events
3 tokal

RILOESLT - Power On
RILOESLD - Power OFF
RILOEJILD - Reset Server

4] |

2003 Status:

Job | Folder | Scheduled Ak

Q}’ ProLiant BL30p Scripted Install For Red Hat Linux ES 3 RedHat En... 6/22/2004 3:49 PM
Q" PraLiant BL30p Scripked Install Far Red Hat Linox A5 3 RedHat En... 6/23/2004 244 PM
Qﬁ" ProLiant EL30p Scripted Install For Microsoft Windows 2003 Microsoft |, 6/23/2004 504 PM

N
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Lights-Out Properties in R

Computer Properties

Computer Properties

DP

=]|

Location

BEa |

j.

£

P adel:
Firmweare: wversion:
Firmweare date:
IF address:
Subnet mask:
DMS name:
DMS P

5 ateway |P:
MAC address
Telernet port:
HTTF paort:
HTTPS part:

Ilzer name:

Faszword...

Remaote [nzight Lights Dut E dition

1.55
3/02/2004
10.10.1.126
255,255, 255.0
ILOTS20PILOT2
10.10.1.3
10.10.1.3
O00F207A0354
23

a0

443

Administrator

o]

Cancel

Help

O |

invent
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I HP-Developed Scripts using (A
Lights-Out Management

Lights-Out configuration run via RDP script
Mouse optimization run via RDP script

Working on using Lights-Out Scriptable Virtual
Media during the RDP process

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn
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Use of System Tokens

System Tokens are like environment variables
Tokens interesting to Lights-Out

%ID% Unique Computer ID generated by the Deployment Server
%IPNAME% Full DNS name of the computer

Y%NAME% Complete computer name as displayed in the console
%NICyIPADDR% IP Address for NIC y (y=1-8)

%NICYIPNETMASK% Netmask for NIC y (y=1-8)

ldea to use System Tokens to derive Lights-Out
settings
Use %NAME% and append ‘ I’ or * R’ for LOM DNS
Derive LOM IP Address from %NICyIPADDR%

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn



Integration Best
Practice:

Windows Server

2003 Emergency
Management
Services (EMS)




and Lights-Out Management A

nnnnnn

I 1111 HUI I\Jy IVICLI IQHUI 11ICIIL VT VIVLCOO

Integration

Lights-Out team also works with OS vendors

EMS originally conceived as serial connection
only

Lights-Out team worked with Microsoft to extend
the specification to include Virtual Serial Port

Allows Lights-Out team to make EMS available
over the network

P
HP, WORIDZOM

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn



by

invent

aunching Virtual Serial Port

ttps:/ filo9576-d1360g2 fie_index_htm - Intemnet Explorer

File  Edit ‘iew Favorites Toolks Help |

G Back -+ = - @ 7at | @ Gearch [ Favoites S Media ®| B 5 - =

Address I@ https: /i35 76-dI36002/e_index htm j 6)5'3

1 host is unnamed
1 ILO9576-dI360g2

Insight Agent | Log out

Status Summary ?

Active Sessions: iLO User:doug

Server Name: host is unnamed

Server Power Status: ON
iLO IP Address: 15.100.225.108
iLO Mame: [LO9575-dI360g2
Latest iLO Event Log Entry: Virtual Serial Port started: doug - 16.102.137.142
Latest Integrated Management Log Entry: POST Error: 1785-Drive Array not Configured
iLO Firmwrare Yersion: 1.60
06/15/2004
iLO self-test: Passed

/
|@ javazcrpt startemznet(] l_’_ré_ (58 Local intranet i HR WORLD 2004
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\unning EMS ? Command

2} Virtual Serial Port - Internet Explorer

Virtual Serial Port b

IP Address: 16.100.225.108 o

MOTE: If the operating systemn application has already started yvou rmay need to press 'ENTER' in order to obtain a prormpt Vidual Serial
Part functionality can be enabled and canfigured in RESU. Pleasze click the Help icon far security information,

d tlist in

and their IP

IRC4 Secured (128 Bif)

N
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Output of EMS ‘d’ Command

; Virtual Senal Port - Internet Explorer

Virtual Serial Port b

IP Address: 16.100.225.108 n

MOTE: If the operating systern application has already started you rnay need to press 'ENTER' in arder to obtain a prompt Virtual Serial
Fort functionality can be enabled and configurad in RESU, Please click the Help icon for security information,

RC4 Secured (128 Bit)

N

/
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utput of EMS ‘t* Command

/2 Virtual 5 erial Port - Intemnet Explorer

]

Virtual Serial Port b

IP Address: 16.100.225.108 o

MOTE: If the operating system application has already started you may need to press 'EMNTER' in order to obtain a prompt, Vidual Serial
Port functionality can be enabled and configured in RBSU. Pleaze click the Help icon for security information,

i Hnd Thd

LY |

'

IRC4 Secured (128 Bit)

O |

invent

N
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utput of EMS CMD Prompt

A} Virtual Serial Port - Intemet Explorer

Virtual Serial Port 9

IP Address: 16.100.225.108 o

MOTE: If the aperating systern application has already started you rmay need to press 'ENTER' in order to abtain a prompt Wirkual Serial
Paort functionality can be enabled and configured in RBESU, Please click the Help icon for security information.

A
oo AM
0o AM
3 Fi
0 Dir

R4 Secured (128 Bify

N

/
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Data Center
Best Practices:




nnnnnn

I Cool the Hardware, not the Admins

Data center is not a comfortable place
Administer from your desk

Lock the data center

Make human presence in the data center a rare
thing

Turn the Lights Out.

ooooooooooooooooooooooooooooooooooo



! o
Wireless LANv. CrashCart =

Crash cart: Monitor, keyboard, mouse, stack of
CDs and disks

Roll around to service servers in the data center

Better to diagnose remotely before going to the
server

Wireless laptop with Lights-Out Management
more functional than Crash Cart

No cables to connect (or misconnect)
Intelligent Management Processor on system board

Laptop hard drive of images instead of stack of floppies
and CDs R

/
LA 2L,

Solutions an

I

112



Get Out of Jalil!
Best Practices:




I Virus / Worm Response via Lights- [
out e e EEEE R

November 22, 1988 - Internet Worm released,
networked computers under assault

Typical worm response
Isolation / quarantine
repair

Lights-Out is an excellent tool to battle worm

HP Lights-Out products proven resilient in the face of
network events

Dedicated, secure Management network can be isolated
from the infected network
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In case of fire, those plans must also
include worm attacks.

One should always assume that, in the end,
one's computers may be highly disrupted by
an electronic attack. To deny this would be

folly.”

Nicholas Weaver,
University of California, Berkeley




Recover from Lost Lights-Out Q) |
Password |

Configured for Directory Services...?
Use OS Online Configuration Utility (HPONCFG)

create a new account or change existing password
no system downtime

Reboot Server and use F8 RBSU

create a new account or change existing password
requires system downtime

Use iLO Security Override Switch

Turns off login password requirement
requires system downtime... by the book

Reset RILOE |l to Factory Defaults

All settings, including userid/password set to Factory Defaults
requires system downtime and board to be removed HRV(@R;DZOM
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Recover from Failed iLO Flash

Try to login and reconnect to iLO, try to flash
again

Try to flash using the OS Online Flash Component

Use FTP-Based Flash Recovery

FTP flash only available if iLO reset during previous
flash

Detailed instructions in iLO User Guide, Appendix A
Try to Ping the iLO
Connect to iLO via FTP

Login with username ‘flash’ and password ‘recovery’
Put drive:\path\filename

Use the ROMPagq diskette D

HP WORLD 2004
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Setting the Security Override Switch may be required
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“Why Is it listeners always know
when the speaker should stop
and he/she seldom does.”

Malcolm S. Forbes
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Other Related Lights-Out Sessions

Successful Techniques for Lights-Out
Management with HP ProLiant Servers.

Monday: Wednesday:
8:00 AM to 12:15 PM (#4024) - 8:00 AM to 12:15 PM (#4024B)
2:00 PM to 6:15 PM (#4024A) - 1:15 PM to 5:30 PM (#4024C)

NDA Session (#3802) on DMTF CLP
Thursday: 11:00

ASE NDA Demos in N427D

Monday Tuesday
9:30 AM to 10:45 PM 8:00 AM to 9:15 AM
5:15 PM to 6:30 PM 1:30 PM to 2:15 PM
Wednesday Thursday
8:00 AM to 9:15 AM 11:00 AMto 12:15 PM D
3:45 PM to 5:00 PM 5:15 PM to 6:30 PM HEWORLD 2007



I Wrap-Up o

Discussed twenty-seven Best Practices
Payoff

Efficiency
Effectiveness
Economy

Call to Action

Select three Best Practices
Write up your plan to implement these Best Practices

What questions do you have?
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