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I Momentum is Building in Wireless LANs

 Wireless LANs are an “addictive”
technology

» Strong commitment to Wireless LANs
by technology heavy-weights

—Cisco, IBM, HP, Intel, Microsoft, Dell

- Embedded market is growing
—Laptop PC’s with “wireless inside”
—Also PDA's, phones, printers, etc.

- The WLAN market is expanding from
Industry-Specific Applications, to
broad-based applications in
Universities, Homes, & Offices




I Agenda

Deployment Criteria
Cisco’s SWAN Solution
802.11a/b/g Technologies

Centralized Network and RF (i.e. “Air”)
Management

802.11 Security
Wired/Wireless Integration
Summary
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I Deployment Criteria

End-to-End Security
Layer-2 based user authentication and data confidentiality
Integrated wired/wireless security

Centralized Network and RF Management
Scalable deployment model for network growth

Single point of control for WLAN infrastructure device
configuration and SW revisions

End-to-End Mobility
Within buildings, between buildings, etc

Quality of Service (QoS)

End-to-end prioritization for applications such as )

voice and video HP WORLD 2004
_/
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I Deployment Criteria

Minimized Total cost of ownership
Integrate with existing wired network
Minimize operational costs of deploying and managing the

WLAN network

Investment protection

Support for future 802.11 standards

Avoid overhaul of WLAN infrastructure as the 802.11
technology matures...
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I Cisco’s SWAN* Solution
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Cisco SWAN Provides
for Next Generation Features

Rogue AP detection

Interference location
assistance

Intrusion detection

RF network
visualization
and reporting

Fast and secure roaming
Site survey assistance
Self healing capabilities
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Cisco SWAN'’s Hybrid Approach

Data Center Places intelligence where
needed for specific
\appllcatlon requirements

Centralized security policy
management for WLAN user
authentication

— —Centralized network/RF
management and monitoring for
network-wide visibility, enterprise

scalability
Wireless Domain Localized WLAN user data and
Services (WDS) P control data aggregation to
enable security, QoS, and
- Mobility services
000000 Y .
AP AP — -802.1x/security access control,
802.11i/WPA encryption, and
‘ | ‘ % packet prioritization at the
Clients wireless edge to enable end-to-
nd Security and Qo% ‘
© P WORLD 2004
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Cost Effectiveness of the Cisco
Structured Wireless-Aware Network

Data Center

Only Additional
New Hardware

WDS E Existing

Hardware
=/ (000000 4

10S AP I0S AP

® 4

Clients

Flexible framework supports
differing applications,
network sizes, deployment
stages, efc.

Scales up to enterprise
campuses, down to small
branch offices

More linear cost structure, pay
as you scale

Integrates wireless into
existing networks

Uses existing AP350, AP1200
or AP1100 access points

/
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The Wireless Switch/Thin AP Architecture

Architectures vary by vendor but key
similarities exist

Wireless “switch” is really
a controller

Low port density, often single
ingress/egress upstream port

Minimal wired security and QoS features
“Thin” AP wholly dependent upon
controller

Typically just a standard SOHO AP

AP is a logical controller port

AP has no user interface, no stored
image

AP used to pass packets; Unauthorized
traffic is tunneled to the controller!

No intelligent packet filtering performed
in AP

Data Center

AR /‘

Nig I NMS

WLAN Mgmt Platform

Access \

® 294

Clients

pd
Switch _\/ T l

Controller

New Components

(000000 4 (One or the Other)
“Thin” AP “Thin” AP
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I 802.11 a/b/g: Frequently Asked Questions

802.11a/b/g: Which one to pick?

Single-band clients Vs Dual-band Clients?

Note: Single-band means 2.4 GHz (i.e. 802.11b/g) OR 5
GHz (802.11a); Dual band would mean both 2.4 GHz and
5 GHz bands.

802.11b for voice and 802.11a for data”? OR
802.11a for voice and 802.11b for data?

WLAN cell design: How many clients per cell? i.e.
Bandwidth/Capacity per client?

~

P
HP WORLD’2004
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I 802.11b Overview
Ratified in 1999

Two years after initial 802.11 standard
Same time as 802.11a

Defined data rates up to 11Mbps

Operates in 2.4GHz band
Similar frequencies and regulations around the world

Three non-overlapping operating channels

/ ,
HP, WORLD2004
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I 802.11b Data Rates

Low order, Modulatio Transmissio Data
robust n n Type Rate
modulation BPSK 1Mbps
schema support

lower data rates QPSK DSSS 2Mbps
Higher order

modulation CCK DSSS 55|\/|bpS
schema support

higher data rates  [E%%a DSSS 11Mbps

e )
HP WORLD’2004
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I 802.11a

Ratified as standard in September 1999
Data rates to 54 Mbps defined

Provides twelve WLAN channels today
More channels forthcoming

Regulations currently differ extensively
across countries

ooooooooooooooooooooooooooooooooooo



802.11a Data Rates

Modulation ~ Transmission Bits per Total Data
Type Subchannel  Rate (Mbps)
(Kbps)

e )
HP, WORLD 2004

Technology Conference & Expo
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802.11a Issues
Eight channels (UNIl 1 and UNII 2 combined)

Avoid the use of adjacent channels in adjacent cells due to
sidebands

Antenna limitations

UNIlI 1—Indoor usage and limited to permanently attached
antennas in the U.S.

UNII 2—Indoor/outdoor and may use external antennas

UNII 3—Typically outdoor with external antennas, but can be used
indoors

Not qualified in many countries

Tx power control and dynamic frequency selection required
(802.11h)

'
HP, WORLD2004
Solutions and Technology Conference & Expo
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I The 802.11g Standard

802.11g standard ratified in June 2003

Operates in the same 2.4-GHz band as 802.11b
Uses the same three nonoverlapping channels

Full backward compatibility with 802.11b
Conceptually similar to Ethernet and fast Ethernet

Uses OFDM for 802.11g data rates, DSSS for
802.11b data rates

Employs various modulation schemes for a variety of
data rates

54, 48, 36, 24, 18, 12, 9, and 6 Mbps via OFDM
11, 5.5, 2, and 1 Mbps via DSSS
"\

P
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802.11g Data Rates

Modulation Transmission Bits per Data Rate
Type Subchannel  (Mbps)
(Kbps)
BPSK

QPSK
CCK

BPSK
BPSK

CCK
QPSK
QPSK
16-QAM
16-QAM
64-QAM
64-QAM

j2004

ce & Expo
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I 802.11 Access Point Coverage

54 Mbps

48 Mbps
36 Mbps
24 Mbps
18 Mbps

12 Mbps

9 Mbps

ooooooooooooooooooooooooooooooooooo



I Aggregate and Per-User Throughput

802.11, like Ethernet, Is a shared medium

Aggregate throughput is the total bandwidth
shared by all users in a cell

Generally, the larger the cell, the more users
in the cell

Greater per user throughput means smaller cells and
more access points for a given area

How many users per access point?
What’s the aggregate throughput of the access point?

On average, what amount of per user throughput do
you want to provide? ~

/
LA 2L,
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Per-User Throughput Examples

Technology Data Rate Aggregate Example User Average per
(Mbps) Throughput  Count user
(MbpS) Throuahput

802.11b 11 6 10 600Kbps
802.11b 11 6 20 300Kbps
802.11b 11 6 30 200Kbps
802.11¢g 54 14 10 1.4Mbps
802.11¢g 54 14 20 700Kbps
802.11¢g 54 14 30 467Kbps
802.11a 54 25 10 2.5Mbps
802.11a 54 25 20 1.25Mbps
802.11a 54 25 30 833Kbps

/
HP W R‘IDZOM
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Capacity

Capacity is throughput multiplied by available, non-
overlapping channels

802.11b and 802.11g operate in the same band, use the same three
channels

Any 802.11¢g capacity increase is from throughput alone

802.11a currently provides 12 channels in much of the world
today, 23 channels in most of the world in 2005

While throughput might be similar to 802.11g, channels are not,
neither then is capacity

In theory, access points set to non-overlapping channels
may be co-located to provide all available capacity in a
single coverage area

More commonly, it’'s an expression of total throughput across a

network or facility HPWORLDZOM

Technology Confere
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802.11b Scalability

Blue = 11Mbps
Data Rate, 6Mbps
Throughput

=)
@@

Green = 11Mbps
Data Rate, 6Mbps
Throughput

Red = 11Mbps
Data Rate, 6Mbps
Throughput

Total Capacity = 18Mbps

ooooooooooooooooooooooooooooooooooo



802.11g Scalability

Blue = 54Mbps
Data Rate, 14Mbps
Throughput

=)
@@

Green = 54Mbps
Data Rate, 14Mbps

Throughput Total Capacity = 42Mbps //

Red = 54Mbps

Data Rate, 14Mbps

Throughput HRV{TOR‘IDZOM
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I 802.11a Scalability (Indoor UNII-1
and UNII-2)

54/25 Mbps

54/25 Mbps
54/25 Mbps
54/25 Mbps
54/25 Mbps
54/25 Mbps

54/25 Mbps




802.11 Capacity Compared

802.11b
802.11g (mixed
mode, RTS/CTS)

802.11g (mixed
mode, CTS to self)

802.11¢g (no legacy

support)
802.11a (UNII-1
and UNII2)

802.11a (all UNII
bands)

802.11a (with
802.11h support)

Max. Data Throughput Channels
Rate (Mbps)
(Mbps)




Cisco’s Current WLAN AP, Bridges, and
Clients

Access Points & Bridges

1100 Series (802.11b/g)

1200 Series (802.11a/b/g Dual-Band)

1300 Series (802.11b/g)

1400 Series (802.11a, P2P & P2MP)

BR350 (802.11b, P2P & P2MP)

WGB352 (802.11b, Workgroup Bridge)

MAR3200 (802.11b/g Mobile Access Router)
Clients

7920 802.11b, Phone)

(
CB21AG (802.11a/bg CardBus)

PI21AG (802.11a/b/g PCI)

CB20A (802.11a, Cardbus)

PCM352 (802.11b, PCMCIA)

LMC352 (802.11b, PCMCIA, no antenna)
PCI352 (802.11b, PCI Adapter)

/.
HP, WOR_LDZOM
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Cisco SWAN Solution:
Centralized Network and RF Management

NMS\-

Ci Work j
ISCOVWOrkKs Y.

WLSE WLSE

Cluster

Wireless Domain  Switch based WDS 5
Services (WDS) / I DA

.
.
o
o
.
.
.

Cisco AP1200/AP1100 =S5

" Rogue AP

Cisco, CCX, 3rd Pg.rt’i} Clients
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CiscoWorks Wireless LAN Solution Engine

Centralized WLAN Network and RF Management

Supports up to 2500 AP’s from a single CiscoWorks WLSE
server (1 RU rack mountable server)

Supports 802.11a, b, & g

Features — Deployment:
Assisted Site Survey
Auto configuration of Cisco AP’s “out-of-the-box”
Bulk configuration of AP’s with user-defined groups

Features — Operations:
Fault & Performance Monitoring
AP Scan Only Mode for Wireless Intrusion Detection
Rogue AP Detection, Location, & Suppression
Auto Re-Site Survey
Self-Healing

P
Real-time Active Client Tracking HP WORLD 200

and Technology Conference & Expo
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I SWAN Out-of-Box Deployment
Taking the Pain Out of Deployment

Startup template defines just enough information for
WLSE to discover access points

More complete configuration subsequently
applied to access points via auto-manage
or later via standard configuration job

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn



Cisco SWAN: Out-of-Box Deployment

1. Base configurations imported
or created on the WLSE and
defined as startup
configurations and auto-

manage configurations

802.1x AAA
Server

Wireless LAN

Solution Engine
DHCP Server

/
HP, WORDZOM

Solutions and Technology Conference & Expo
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Cisco SWAN: Out-of-Box Deplo

Wireless LAN
Solution Engine

802.1x AAA
Server

N\

yment

DHCP Server

2. APs plugged into network:
out-of-box default will get DHCH
address and options

D




Cisco SWAN: Out-of-Box Deployment

Wireless LAN
Solution Engine

DHCP Server

802.1x AAA
Server

3. APs download configuration
from WLSE per DHCP options

l \\\\
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Cisco SWAN: Out-of-Box Deployment

Wireless LAN
Solution Engine

DHCP Server

802.1x AAA
Server

/) \

5. Each active WDS contacts
WLSE, triggering auto-
discovery of APs registered
with the WDS

—

\
o/ N \

4. WDS becomes active and all

APs on the subnet register with
the WDS e ,
HP WORLD’2004
Solutions and Technology Conference & Expo
‘./
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Cisco SWAN: Out-of-Box Deployment

Wireless LAN
Solution Engine

DHCP Server

802.1x AAA
Server

6. Auto-manage configuration
pushed from WLSE to newly
discovered access points

71 \\J\\

p
HP, WOREZOM
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2

F Management: Application Features

CiscoWorks WLSE Tools for RF Management:

Location Manager

Radio Network
Reports

CHI R R T e e

Assisted Site Survey

/\

o,

0,000,045 W
2N
i, oo0n 4

e

Radio
Interference
Detection

/ )
L 200/
\-/
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Cisco RF Management: Overview

WLSE 2.7
WLSE Radio Management
Tools L= .
@ WLSE Radio'Management
Database
Radio Measurement
Aggregation
O
Radio Measurements:
Taken by APs and Clients
U $ ¢ 0

El

Wireless LAN Context Control
Protocol (WLCCP) Transaction
‘i, vworLD2004

Solutions and Technology Conference & Expo
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Assisted Site Survey

Deployment and operational
wizard tool for optimizing RF
configuration

Uses two innovative methods to
characterize the RF environment

AP Radio Scan
Client Walkabout

Radio Parameter Generation
process RF data for optimal
configuration

Does a good job configuring
WLANSs in many environments,
but is not a replacement for a
real site survey

Complex RF environments
present some challenges to the
Assisted Site Survey tool

< Assisted Site Survey Wizard
Assisted Site Survey

@ AP Selection
v [ selectap

@ AP Radio Scan
[ Check Previous Data

@ Client Walkabout
[ Gonfirm Walkabout

@ Radio Parameter Generation
[T et Canstraints & Goals
[ Review & Apply Pararme ters

Cisco Systeus

Participating AP Selection
Select ARs 1haiw|\p icipate in thiz procedure.
To add all APs in & building to the list, s | ctthe building fro mth tree; and then click Add.
To add all AP= n aflaor fo the list, selactthe floor from the tre dth click Add.
Toadd dldlAF‘tth\tsltthﬁFfmtht utn click Add,
Ta repave fratn the list, selectthe AP from the list and rhen'c\]ckRemwe.
| o || Remose || Remove A
5 A1l Locations 1011222
¢ @ eiggn 10011223
@ & Floor 2 1011218
@ = Floor | 1011219
111232
1011223
1011218
Z10aa218
i | Mext || Close || Hein |




Assisted Site Survey: Explained

WLSE RM
Database

Radio Configuration for APs:
Power level, channel settings,

beacon intervals

&&W&R%@%

ology
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Auto Re-Site Survey

2 Wireless LAN Solution Engine - Microsoft Internet Explorer
Fle Edt Wiew Favortes Toos Help i
Address ‘,g‘] hittpjfe4. 172, 18.10:1741 jmain. kel vi Go Links ™

Cisco Srsvems

Overview | Help | About | Logout

Wireless LAN Solution Engine Thurs May 27, 2004 10,08:08

" Configure | " Fimmware ‘ Reports | Radlu Manager | " Location Manager | " BAdministration l
|5 Manage Netwaork-Wide Settings + Htings
Editing Setting: Network-Wide ‘

| Devices

NetworkWide Palicles NetworkWide Setiings: ARSS’
Rogue AP Detection
Interferance Detection Enable [
Self Healing
2 ~Gite S
SE\SﬁnRiﬁg J‘-‘«F‘e Sk Settings Generate a priority | = " [ fatt when there is a | E B o 2 R e

monitared floor

2l Wireless LAN Solution Engine - Micrasoft Interne
File Edit Wiew Favorit T
Address ‘.gg hitp: [ fed. 172, 1741 /main.html | Ga | Li

Gitco § . : i i
Eea— Wireless LAN Solution Engine Thns ey
K are || Reports ‘r—w‘ “Locat i

= Auto Rs -Site Su

PHY Type 11blg

 FINISH
‘Enable Aute Re Site Survey
‘Total Throughput. Coverage Details
T 0Mbps - 100.0%
[2 0Mbps - 100.0%.
(5. 5Mbps - 100.0%
6 OMMbps - 100.0%

OMbyps - 100.0%
= . 11 GMbp 100,0%
2 [Base 3.2594Mbps B L

18, omyp 100.0%
[24 OMbps - 77.777%
36 OMbps - 2222204
M8 0Mbps - 0.0%

|54 0Mbps - 0.0%

|1 0hbps - 100.0%
[ OMbyps - 100:0%
15 ShMbps - 100.0%
6. 0hdbps - 100.0%

5 O0bps - 100.0%
11 0Mbps - 100.0%
12 02bps - 100,0%
|18 OMbps - 100.0%
24 (Mbps - 77.777%
[36 0Mbps - 22.222%
M 0Mbps - 0.0%
|54 UMibps - 0.0%

Re-evaluate <~ Click to evaluate the cwrrent performance of the selected floor

Cument>Base | - Click to make the Current data the Base for futmre comparisons

urrent 3 2942 bps

&) Done B Internet

Administrator establishes

performance baselines for
network and performance
degradation thresholds

AP Radio Scan, Client
Walkabout, Radio Monitoring
provide continuous RF
characterization updates

Performance degradations
that cross the defined
threshold generates a fault
and the RPG subsystem can
be used to generate new
power, channel, and beacon
interval settings to re-
optimize WLAN performance

HP, WOR-IDZOO4

Solunons and Technology Conference & Expo
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Location Manager

Server Edit View Coverage Rogue Tools Wizard Help

:  RadloBanct[Al ~ Unknown Radios: | None

m All Locations

Building N
% @ Buiding N il

Floor 1

@ & Floor1
&5 ap1200ag-B8
£ ap1210ag-B10
< ap1210ag-B9
= ap12000

S 40myW S4mMbps
@ soow Cokssmw OFDM  T1Mbps

=

ap1210ag-62

ShusEls] plo oo o o op]

O ns wa
Jﬂ L [55
ap1200g
@ 100mw CCK 7 30my OFDM 11Mbps

] @ 40mvy. 54Mops

ﬁ Unspecied Lozation A

E api200ag-B8

- A

‘Cannected to: 641721810 ‘ Edit Location: Disabled, Distance Measure Tool: Of

Per Floor Visualization
AP Location
AP RF Settings Display—Channel, Frequency, Data Rate
Coverage display by data rate, signal strength

Launch point for other RF Tools HRV(’OREZOM

Solutions and Technology Conference & Expo
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Location Manager: Coverage Display

't Location Manager

=@ Q%] mmosanalal | unknown Radios: Nene = | options| @

Al Locations L
@ M Building M Building N Floor 1
¢ & Floor 1 —
= ap1200a0-B8
& ap1210ag-B10
& ap1210ag-B9
& ap1200g

Contrast = v

000800 D

|| clearFiner

Unspecified Location

kd
2]

| &
|E]
il

‘Connhectad to 641721810

HP, WORLD 2004

Solutions and Technology Conference & Expo

Note: Coverage display is shown by data rates
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Location Manager: Coverage Display

'S Location Manager |Z“EJ[X]

Server Edit View Coverage Rogue Tools Wizard Help

b Q; H&| Radio Band: IAII B E;;;é;hl_nknawn-ﬁﬁadmss- Mone: - ” i@pﬂmg-

@ All Locations

Eiéigﬁiﬂuemga-Dlsplay_zhI§Hz 7.”;Ji’rpﬁer_ws|"8-'Ei'3§a:(.-5'5[!3rﬁ-) "“

5,

Building N Floor 1 Confrast
@ Wl Building M iiding |
9 & Floor | e
& ap1200ag-B8 @
< ap1210ag-B10 =
< ap1210ag-Ba o
= ap1200 .
p !
(.
i
o =
ap1210ag-B4
o
Q}
—— Jﬂ 4 [.55
|| ClearFilter e
Unspecified Location . R Tebin
o |
T
i 1] : > |
‘Cantected to- B4 1721810 I Edit Location; Disabled, Distance Measure Tool; OF ‘

/
HP, WORLD’2004
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Note: Coverage display is shown by signal strength
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I Self-Healing
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2 Wireless LAN Solution Engine - Microsoft Infernet Explorer

Fle Edt View Favortes Took Help

address | http:[]172.20.98.221:1741 fmain.htwl

Links **

L

Cisco Svsrems

Radio configuration—
iInventory style reports

Key reports that help
understand the RF
environment
characteristics:
Path loss between APs
Channel Loading

Overview | Help | About | Logout

Wireless LAN Solution Engine

Radio Manager

I Adm

\Dewce Name B
=2 Device Selector
=] Search Results )

-ZAE DeviceType (10)
B AAA Senvers (2)

12:Fel

00-VLAN1Z-FeD-
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v
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Channel Loading Report (11b)
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- AP 1100
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b 11

b 1

b 11
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&
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(] Search Results @)
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- APTI0OVLANI2-Fel- APIE0-VLANZA-Fel- i 10:50,08
L Mare System Gi (4] 1
éé: P:;im:‘s;gm’:“x( ) Dimensteiscosom  D0H{Radid 11b°6 23 tmenetciscocom Do 1Radio B o m oo
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& @ Internet
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Non-802.11 Interference Detection

Customizable noise
floor threshold

Fault generated when
non-802.11
Interference detected

Critical to
understanding
Interference that
degrades WLAN
performance

File  Edit Wiew

Favorites  Tools

3 Wireless LAN Solution Engine - Microsoft Internet Explorer

Help

Address | €] http/j64.172.18.10:1 74 L imain bkl

Lnks *

;iau

Cisco Srsrems

Wireless LAN Solution Engine

Owerview | Help | About | Logout

Hatwork-\ilde Palicies
Rogue AP Detection
Intetference Distection

Network Wide Seftings: Interference Detection

Enable
Settings
Dagradad Gensiate a| F3 ¥ [fault wheh the irterferérice level is greater than |

?.l”_ﬂ of the time during each meagurement interval for a period of | £

Up o Clear the fault if the interference level is \eamhaniﬁd}m for[10%  ofthe time
durlfg each measurement interval for a period of |5 | minttes.

dﬁhlg\fur

~ | minute.

Wiew current faults for this setting

@] Done

2 Wireless L AN Solution Engine - Microsoft Internet Explorer FE®
Fie Edt View Favorkes Tools Help v
Address |-§Ehltp:/fl?Z.Zﬂ‘QB.Zzl:1741fma\n‘htm\ - 3‘ B [tk *
Cisco Svsreus - - - Overview | Help | About | Logout
Wireless LAN Solution Engine
(TFailis | Devices |~ Configure | Firmware | Reports |~ Radio Manager | Administration |
Manage Network-Wir it ) ]
Editing Setting: Network-Wide
“ ‘Hostname: 'roduct
Hetworkide Policies. . Address
Rogue AP Detection APSE0YLANPA-Fel- AP 350- Hon-gH2. 1) 10:45:07
Interference Detection 101245 79 1reret Sisto cam Airanet 05 Device B;?g::eegca F1 Interference 12042003
Ion-802 11
AP1200-VIANDA-Fel- . £ e g 10:40.37
1101244 T e Alronet AP 1210 Davice \[;»tarfarence P Interfarence 30003
= etected —_
Non-802 11
| APFE0VLANZA-Fell AP 360- T T 10:40:537
[110.1.243 32 tneHet ciscs i Ajronet 08 Device Interference: | P1 Interference S n4003
— Detected E—
Non-802 11
APFE0VLANZY-Fel- AP 360 o 10:40:37
[ERip4zi eserre pea v Ajroral Device Interfarence:  P1 Interfarence 7
14_tmenet.cisco. com 3 /200;
14 _tmenet cisco com 108 Detectod 12/0472003
Non-B02.11
APT100-YILANI2-Fell- T 17:06:37
01011218 T Shen Ajronet AP 1100 Device Interference  |P1 Interference 12MER003
S Detected —
Iion-802 11
1 APTIDD-VLANIZ-Fel- : e 15:45:28
[ 1011209 SELHREREREE aiie AP 1100 Divite Dn;;f;r;egce. P1 Inteifetenca (2228
Non-B02 11
APT100-vLANI2-Fel- ey 15:46:28
[110.1.12.22 T tibriet G Alronet AP HDE/[DEV\EE Interference  |P1 Interference a0
e Detected | |
: IonB02 11 -
X 2-Fel- . ; :
[] 1011223 (PHINEANZFEL i ap 1100 Device iprarance 1 interforence 12838
11 tmenet cisco com. 12/05/2008
Detected
v
2] & Internet
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Key Radio Management Points

WLANSs present new management challenges due to physics of radio

Cisco Systems offers an innovative, cost-effective solution—the Cisco
Structured Wireless Aware Network, featuring CiscoWorks Wireless
LAN Solution Engine (WLSE)—to address these management
challenges

WLSE Radio Management Features

Location Manager—WLAN network visualization and centralized
control

Assisted Site Survey—Lower deployment and operational costs,
optimal WLAN configuration for maximum performance and end-user
productivity

Rogue AP Detection—Comprehensive WLAN security and intrusion
detection

Radio Network Reports—Characterization of RF environment for
maximum network performance

Non-802.11 Interference Detection—Find and mitigate against
sources of network performance degradation



I Agenda

Deployment Criteria
Cisco’s SWAN Solution
802.11a/b/g Technologies

Centralized Network and RF (i.e. “Air”)
Management

802.11 Security
Wired/Wireless Integration
Summary
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I Basic Requirements to Secure
Wireless LANs

Encryption algorithm
Mechanism to provide data privacy

Message integrity
Ensures data frames are tamper free and truly from the
source address

Authentication framework

Framework to facilitate authentication messages between
clients, access point, and AAA server

Authentication algorithm
Mechanism to validate client credentials

)
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802.1X Authentication Overview

IEEE 802.11 Task Group |
recommendation for WLAN authentication

Supported by Cisco since December 2000

Extensible and Interoperable—Supports:

Different EAP authentication methods or types g AP

New encryption algorithms, including AES as a
replacement for RC4

Key benefits RADIUS

Mutual authentication between client and
authentication (RADIUS) server

client

Extensible
Authentication
Protocol (EAP)

| _ o - RADIUS
Encryption keys derived after authentication F /! server
Centralized policy control to restrict user
access based on user-groups gaser

/
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IEEE 802.111 (WLAN Security)
Improvements

802.11iis an IEEE 802.11 subcommittee
responsible for WLAN Security Improvements

Key Components of IEEE 802.11i standard are:
EAP/802.1x framework based User Authentication

TKIP: Mitigate RC4 key scheduling vulnerability and
active attack vulnerabilities

IV Expansion: 48-bit IVs

Key Management: Isolate Encryption key management
from user authentication

AES: Long term replacement protocol for RC4 (WEP)

WPA is the Wi-Fi Alliance (WFA) inclusion of
802.11i Security Recommendations N

LA 2L,
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I 802.111/WPA Authentication
and Key Management Overview

7 CO00000000000 i /B Al
= Access w RADIUS
Point

........ Capabilities .
< Discovery >
(. ........................ 802.1X Authentication )
<« Key Management ---» < Key Distribution -
<+~ Data Protection -3
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I Wi-Fi Protected Access (WPA)

Components of WPA:
Authenticated key management using 802.1X:
EAP authentication and Pre-Shared Key (PSK) authentication
TKIP: Per-Packet Keying and Message Integrity Check (MIC)
Unicast and broadcast key management
IV expansion: 48-bit IVs

Cisco’s support for WPA:
AP1200 and AP350 (IOS only) and AP1100
Cisco 350, CB20A, CB21AG/PI21AG, CCXv2 Clients

Client support for WPA requires Host-level supplicant

Note: Host-level supplicant is required for key management function
whereas TKIP functionality is implemented at the NIC driver/firmware

level
p j
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WPAv2 Description

A Key component of WPAvV2 is Advanced
Encryption Standard (AES) support

128-bit AES-CCM (CCM is Counter Mode for
confidentiality and CBC-MAC mode for integrity) to be

supported in WPA2
Optimized 4-way handshake to establish PTK and

Encrypted Data Encrypted MIC

MAC Header CCMP Header

Temporal Key

.
.
‘e

MAC Header CCMP Header Encrypted Data Encrypted MIC

CCMP Encapsulation

CCMP Decapsulation j
/
HP,WORLD2004
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Basic Requirements to Secure
Wireless LANs

Encryption and
Data Privacy

Authentication,
Authorization, and
Access Control

ya ’
HE WORLD 2004
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I Advanced Requirements to
Secure Wireless LANs

Secure management policies

Secure Telnet, SSH, SNMP, FTP, TFTP, RADIUS, and
WLCCP traffic to the APs and Bridges

Wireless IDS

Provide capability to detect and suppress unauthorized
APs, detect active attacks, and enhance Layer-2 Security

Wired/Wireless Integration best practices
Mapping wireless security policies to the wired network

Use of multiple user/device groups (via
SSIDs/VLANs/mGRE tunnels)

Use of wired security features for wireless lan deployment

/
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logue AP Detection and Suppression
Rogue AP detection methodology

APs and clients collect and report BSSID information via beacons
and probe responses

WLSE compares collected BSSID information versus authorized
(i.e. managed APs) BSSID information

Unauthorized APs are flagged and reported via faults monitoring
functionality

Rogue AP suppression technigques

Administrator is notified location of the rogue AP via location
manager; locate the rogue AP and physically remove it!

Trace the rogue AP over the wired network and shut-down the
switch port!



Cisco Works WLSE:

Rogue AP Details Screen

3 WLSE Rogue AP Detail - Microsoft Internet Explorer

Rogue AP Details
VYendor

Change To Friendly AP

0040965047 7e  |Rogue AccessPoint  [AironetWireless Communication

Delete

Location Estimation
Location Timestamp

Fe-Compute

Estimated location Building 14/Floor 1,

Thu hay 15 20:49:249
Yiew in Location manager

hased antop 2 repoding AP locationds) GMT+00:00 2003

Beacon Information
Ssid Beacon Imterval Channel Data Rates
Basic: 1.0Mbps, Basic: 2.0Mhps, Basic: 5.5Mbps, Basic: 11.0Mbps

tsunami 100

Switch Port Tracing

SwitchlP  Switchport ~ ''aced MAC Timestamp
Address

Fe-Trace

Thu May 15 20:459:29
Shutdown Switch Port

12.10.30.3|FastEthernetlf3| 00409650477 e GMT+00:00 2003

Reporting APs
IP RS5I Reported Channel Reporting AP Location b
-3an 4] Building 14/Floor 1

12103033
12103031 -34 ] Building 14/Floor 1
12103032 -46 Building 14/Floor 1

. ﬂ>
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iscoWorks WLSE: Location Manager

[-E Location Manager

mEX)|

Server Edit View Display Tools Wizard Help

|&/&lalo

Unknown Radiog: ‘ 00-30-ab-21-11-f0 “ Optinns‘

Coverage Display: | Mone = || Options

b ANl Locations
@ [ Sivercreek
@ += Floor 2
Hscrk1—21a—ap5.cisc0.cnm
& sork1-21a-apd.cisco.com
Hscrk1—21a—ap?.cisc0.cnm
Hscrk1—21a—ap5.cisc0.cnm
Hscrk1-21a-ap8.cisc0.cnm
i&ﬂ5crk1—21a—ap1.ci5c0.cnm
L4 serk1-21a-ap2.cisco.com
Hscrk1—21a—ap9.cisc0.cnm
& sork1-21a-ap3.cisco.com

@ Lnspecified Location

Plo o oeooog

SitverCreek Floor 2 Contrast i

arm

|

=
scrk1-21a-apS.cisco.com
=

scrk1-213-apd.cisco.com

=

1-21a-ap7.cisco.com

o

scrk1-21a-ap8.cisco.cam

Connected to: 171.71.75.13

Edit Location: Disabled, Distance Measure Toal: On ‘
' o ) ' T ' / ,
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Deployment Criteria
Cisco’s SWAN Solution
802.11a/b/g Technologies

Centralized Network and RF (i.e. “Air”)
Management

802.11 Security
Wired/Wireless Integration
Summary
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Wired/Wireless Integration
Best Practices

Mapping wireless security policies to the wired
network

Use of multiple user/device groups
(via SSIDs/VLANs/mGRE tunnels)

Use of wired security features for wireless LAN
deployment

Layer-2/Layer-3 Fast secure roaming

Catalyst 6500 switch integration
Central point of ingress for control and data traffic
End-to-end integrated security

Fast secure Layer-2/Layer-3 roaming R
SRR 2001
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Mapping Wireless Security Policies
to the Wired Network

MU|t|p|e WLAN SeCUFity Policies %7 To Distribution

Data vs. voice vs. legacy devices vs. Layer
guest access
VLAN to SSID mapping | | égl SPSQQPL: \?LAN 1
Mapping WLAN security policies - SaDivoice’= [ " °
to wired security policies §:‘]
Use L2 to L4 ACLs on the wired side to ~

reinforce WLAN security policies

Catalyst 6500 WLSM Integration

Use 6500 security features on the
MGRE interface terminating on the 6500




Cisco SWAN: Fast Secure Roaming

oooooooo
oooo0o0o000
oooooooo
oooooooo

—

A -
=

RADIUS
(AAA) Server

NOTE: Because the local
WDS device handles roaming
and reauthentication, the
WAN link is not used

_g/

1. AP must now 802.1X authenticate
with the WDS AP (AP1) to establish a
secure session

2. Initial client 802.1X authentication
goes to central AAA server (~500ms)

3. During a client roam, the client
signals to the WDS it has roamed and
WDS will send the clients key to the
new AP (AP2)

4. The overall handoff time is reduced

\e .......... to < 50ms
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Catalyst 6500 Switch Integration

Wired/wireless integration enabled with Wireless LAN Service Module
(WLSM)

One pair of Catalyst 6500 (equipped with WLSMs and Supervisor 720
modules) to enable wireless traffic aggregation

NOTE: WLAN traffic aggregation can be enabled at distribution or data-
center layer levels

Increased WDS scalability for roaming and RF management services
Layer-3 Roaming supported

Central point of ingress for control and data traffic

Data traffic is aggregated at the 6500 switch using mMGRE tunnels from
the APs
to the Switch

MGRE tunnels terminate on the 6500 supervisor (hardware based GRE
encapsulation is supported using the Supervisor 720)

Control traffic (WLCCP traffic) terminates on the WLSM

End-to-end integrated security
Ability to leverage existing 6500 security features for WLAN user ’[raffu;w

aggregation HP, WORLD 2004
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Cisco SWAN Solution: Switch-Based WDS

Security, Configuration and Image Management

WLSE
1 WDS RM Management an }sualization
per
network

ereless LAN

Service Module C6500

1 mGRE Interface
Per SSID/VLAN

Seamless Inter-Subnet Mobility throughout entire WLAN network

logy Conference & Expo
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Catalyst 6500 WLSM QOverview
How Does It Work?

Define a Native VLAN on the AP’s and Access Switches
Assign |IP address to Access Points

Define Mobility Group on sup720 and Access Points
AP’s learn the mGRE endpoint through WLCCP

MGRE tunnel is built

AP sends MN’s traffic into the tunnel

GRE traffic is sourced from the Native VLAN

SSID = Eng
Network-id 172

interface Tuni
network-id 172

Vlan 10 Native

10.20.20.1 vian 20 Vian 20 Native

Mobile Node
(MN)

10.20.20.2 j
1P ORL 2004




Catalyst 6500 WLSM Overview

Mobility Group

Interface Tun1
Mobility network-id 172

)

™,

/c;mp?/l

Network

SSID ENG
Network ID 172

SSID ENG

N tworl|<_ID 172

SSID=ENG/network-ID=172

MOBILITY GROUP:

Seamless L3 Mobility is enabled
within one Mobility Group

|dentified by SSID/network-ID on
the AP. Can be specified also as
SSID/VLAN-ID/network-ID if
multiple VLANSs are enabled locally
on the AP

NOTE: If multiple VLANSs are
enabled on the AP, no need to
span VLANs across the campus
network to enable L3 mobility!

|dentified by the Tunnel interface
on the sup720

The same SSID/Network-1D on all
the AP’s where L3 mobility is
required

One network-ID = one wireless
subnet

Limit of 16 SSID/Network-ID j
HPWORLD 2004
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Catalyst 6500 Security Features

Recommended Catalyst 6500 Security Feature
Sets to Consider for Wireless/Wired Integration:

Layer-2/3/4 ACLs (hardware accelerated support) along with various
ACL options (standard, extended, reflexive, and time-based)

Router ACLs (RACLs)
TCP Intercept: To stop TCP SYN flooding attacks

Unicast RPF (URPF) Checks: Mitigate problems caused by
malformed or spoofed packets

RP Rate Limiters: Used to prevent DoS attacks using “bogus” traffic
(Example: ICMP ping requests from bogus IP addresses)

|OS Firewall Feature Set: This is a software feature set that provides
support for Authentication Proxy; Port to Application Mapping (PAM)
and Content Based Access Control (CBAC)

Service Module Integration (Firewall, IDS, VPN, and NAM service

modules are supported with WLSM) HPWORDZOM
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I Agenda

Deployment Criteria
Cisco’s SWAN Solution
802.11a/b/g Technologies

Centralized Network and RF (i.e. “Air”)
Management

802.11 Security
Wired/Wireless Integration
Summary
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Summary

Consider BW requirements, client devices, and user
applications (example: data Vs VolP) to select the
appropriate 802.11a/b/g technologies

Scalable and centralized network and RF
management matters!

Centralized configuration and software management for
wireless AP devices

Centralized RF management to enable RF monitoring,
assisted site-survey, and self-healing functionalities

Choose standardized 802.11i security to enable
user-based authentication and data confidentiality

Consider Wired/Wireless integration to enable end-
to-end security, mobility, and QoS
)
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Reference URLSs

Cisco SWAN Web-Site
http://www.cisco.com/go/swan

Cisco Aironet Security Web site

http://www.cisco.com/en/US/netsol/ns339/ns395/ns176/ns178/netw
orking solutions package.himl

Latest CCX (Cisco certified clients) Information

http://www.cisco.com/en/US/partners/prd6/pri47/partners pgm par
tners 0900aecd800a7907.html
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Coming Soon ...

Cisco SYSTEMS

ISBN: 1587051540

Cisco Wireless
LAN Security

Krishna Sankar

Sri Sundaralingam

Darrin Miller

ciscopress.com Andrew Balinsky

/
http://ciscopress.com/title/1587051540 Q&X}?@P@ﬁﬂ%
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