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IStERY 0T Linux
eaiediy Linustien/alds; At the time of Ver.1.0 kernel
student of development, approx. 80

UnIversit gisinkiin developers contributed.
Einland; PEse MR In

1991_.1) For the Ver.2.0 kernel,
Linux 0:0aM 00 inpAlgUSt approx.190 developers

1991. contributed officially.

Lintx ranenithe Minix
system at this time.

First official release of the
Linux Ver.0.02 was In
October 1991.

Several GNU software like
gcc and bash ran on Linux
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VVersion
per release i1sia . Stable Release. |, e.g. 2.2.14.
Oddn elease is a Development Release , e.q.

2.3.3
Development Release

All new featlres are tested in this release first.
Not Stable.
Stable Release

For general use.

All new features introduced in the old development release is
Included.
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resiofflfinux Kernel

g

RESPEI compliantkernel Shows good performance
cistrigutad Unidef €N SR E

_ : with the less computation
Do "W“t sl resource (CPU, Memory
e P

differents _
SIX.4 Disk Space etc.)

fiify [esjare supported. Has lots of nifty functions.

[Catest kernelfcanie obtained _ _
from the wellike Neat functions for device

itp://kernelnetes.org/. driver development:
Variety'of the supported Loadable Kernel Module

platform : -
x86, PowerPC, Alpha, Sparc, proc Filesystem

ARM; MIPS

On-going development on
PA-RISC and other platform

. C. 2000 IGEL Co.,Ltd. Introduction to the Linux Device Driver




tlres of Linux Kernel

(contd.)

UERIECESS; Multl-processor Demand Paging

i Shared Library with Dynamic
Vit EUSEr; Link Capability
Inter-pro Eommunication Variety of Supported File

System (ext2fs, Fatl6/32,
ISO-9660 etc.)

Network Protocol like TCP/IP
(Including IPv6)

POSI it liermminal,
PIY(jpsevderenmial)

\ariety ol Penpheral Devices
like SCSI, Sound Card.Graphics
Card, NIC and seion

Buffer Cache for I/O
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piRerEmux Kernel

W=

Rtarthe sourceunaer [ Usi/isr ¢
Sr /S
# rm/ us c/ |1 nux
# bzip2 -cd ux-2.2.14. tar.bz2 | tar xvf -
# mv gl |1 aux-2. 2. 14
# 1ln -s e ZeZr 14 | | nux

Configure Kemel
# cd |1 nux

# make nenuconfig OR nake config

If you are running X, youican try . nake xconfi g. .
Compile

# nmake dep; neke cl ean; make bzl nage

# make nodul es ; make nodul es i nstall

. C. 2000 IGEL Co.,Ltd. Introduction to the Linux Device Driver




Mlmg BAlix Kernel

T -

kemel ey o/ oot depending on your configuration
% [src/linux
# v /vw /'vim | nuz. ol d
# cp arﬂ/i 6/ oot/ zl mage /vl I nuz

[ifyeu
#1lilo
# reboot or Ctrl +Al t +Del

lnepile, den. tforget to execute lilo. Then reboot.

N.B. In the case of misconfiguration of the kernel, you. d better
to keep the old kernel. Edit /et c/ | 1| 0. conf , to make it
bootable with the old kernel.
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P mriﬂntﬁirectories

W=

@' sr/src/linux /usr/1 ncl ude/ asm
STHEISONICE COUE Platfoerm dependent Linux
fusr/in [T nux kernel header files.

Plaﬁmﬂndependent Linux Generally, it is symlink to

kernel header files. fusr/src/linux/includ

. ; e/ asm
Generallysumsisymiink to : :
fusr/ srelifitnux/ i nel ud /usr/incl ude/ scsi

e/l nux. SCSI driver related header
files.

Generally, Symlink to
fusr/src/linux/includ

e/ scsi
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Llrau? Kerel Internal
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semelSiructure
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' Coere Kernel

TThe subsystem which
provides core service of the
kernel

Scheduler

Process Creation and
Management

Signal
Interruption Handling
Loadable Module

Dynamic Loading of the
Kernel Module like Device
Driver

Memory Management

Allocation of the Physical
Memory
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Y i
" ﬁad.ablé"l\/lodule

mdynamic l6ad and Module ernel
itkermel medules = '
AddlandlpEiEdEyice RUEE Rl ——>register chrdev()

diivers eiile SVSIES fii l'e_ops chr devs] |

WItheUIFSIEPRING o)
rebootingfersystem

2

1
Make kernel as small as

possible by loading/the /Sys_r ead ()
features on demand after G e 0
boot up -

cl eanup_nodul e()—9 unr egi ster _chrdev()
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: Mor.y Viahagement

Sarierelly, el unysiesl
ISHess than4@B Virtual Address

To use merﬁ)ryﬁfﬁciently, a

mechandiﬂto CHERge fieom =
- . P T
inearadoiess) (Virtual ksl

address)rerenEinear
address (physical address)
IS used

The kernel maintain the
lookup table for the virtual
address to the physical
address conversion

-

Physical Address
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=
ViemeaAVanagement in Linux

—

IUXSERIPIGY/SHANEE! 1Y/[PES) O
e addressing:
PGP PEEENDIECtory.

PIVIDREPZgeViaEievel
Plifeciory

PHIE EaeenhaelerEntry.
Thisimult-level' page tables

reduce the size efipage table
required at the same time

PMD is not used in x86
kernel.
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aNVIemory

.

gacg BIOCESS CONSIStS ofithe
EI0)/ ORJECH
(SEQMENT) .
ext Segmem

Data@ment

Incliding BSS) Block
StaredioyrSymbol.

Stack Segment
Programs and Shared

Libraries are mappedito the
Process. s virtual memory

space as memory objects
(Memory Map).

Kernel Memory
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OXxFFFFFFFF

0xC0000000

0x00000000




0))0)241210)0)0)=10)e]0)510)€)0)

410)0]0)0) 01 0J0)10)6)0)¢) ¢)
40006000~ 4000y

40007000- 400058000
4000b000- 40093000
40093000- 40099000
40099000- 400ech000
bf f  d000- c0000000
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I

M- X
WP
A
r-xp
WP
W P
WX

00004000
0000000
0)01610J6]0)0)

0)00]0)510)0)0)

00000000

0)610)010J0]0)0)

00087000

00000000

i i e000

258103
258103
0)
276549
ATAGISYARS
0)
276503
276503
0
0)

[ bi n/ cat
[ bi n/ cat

[1ib/ld-Iinux.so.1.9.9
[1ib/ld-Iinux.so.1.9.9

[11b/libc.so.5.4.46
[11b/libc.so.5.4.46
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Interface to receive services
from Kernel.

Generally, to protect
hardware from processes,
each process run in User
Mode.

Inr Linux, software trap is
generated when system call
IS ISsued.

After trap, It switches to the
Kernel Mode and process
according to the system call.
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13 ‘ PErsonality

IEs oji eter UNIX=like Changeable Personality
laplesnder System Call

ISTRlX Different way of issuing
system call (trap and

Depemn 9inany; the segment jump)

Sysie ainaisignal .
Different system call
ielated patieeted’to be B rbers

personalized Signal from and to Process
Linux allows toichange a Different signal number is
personality by i1ssuing used for each OS
system call Lookup table is referred for

ersonal 1ty(2 system call like
% y(2) Si gacti on and si gki | |
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Linux has tree structured file
system like other UNIX-like
systems

Linux supports wide variety
of file system:

EXIREXIZ ES, EXt ES,
Fatl6/32 . VFAT. , SMB FS,

NigEsy UES, BPES., OS/2.
ISO-9660, Umsdos, Minix
FS, MS-DOS, NFS, Amiga
S, SysV/Coherent FS,
Proc FS, etc.
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Aanchical Structure of

‘nge SVstem

Types of files are as follows.
Directory : Catalogue of the files

Noermal File . Data or Binaries

Symbolic Link . Pointer to a file or a directory
Special Eile .Entry to a device driver
Named Pipe . Inter Process Communication
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Meta level file system

Independent from real
device

Selects appropriate modules
according to user. s request

All file accesses are

dispatched by VFS
Each file system module
access to its device driver
thru buffer cache

In current kernel, buffer
cache cannot be disabled!!

~

I
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WS at inode

S prevides: Follewing eperations needed
n of a filename to 1o be Implemented for each
21 ol ICEMUMIEY file system:

clilefiglgcle Ber Operations related to File
Q)i UERIGI file access System

USingfliier cache Operations related to inode
VVES werks assieliows: Operations related to file

Check Arguments Operations related to Quota

Translate ajfilename to a inode is an identifier used to
pair of device number and distinguish files in kernel

Inede number
Check Permission

Call appropriate method
according to file system

File Attribute Information
Owner and permission

Pointer to operations for
handling file
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W VES(contd.)

T -
elationsirelaiedio Eile Operations related to a file

Operations related to each
Operat%ted to a file
physICaIRst rerofi a file E.g. Read/write file

¥ Operations related to Quota

E.g.. REAWAVHIE |nod.e, B Operations to realize quota
Operations related to inedes mechanism

Operations; directory. E.g. Determine whether
manipulate inedes blocks and inodes are used

E.g. Delete a file, change appropriately
permission and so on.
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The buffer cache caches
data from a block device like
a hard disk.

Generally, a disk access is
performed through the buffer
cache.

Buffer Cache is flushed
every time -
Max number of buffer blocks
become dirty,

Several number of buffers
are changed,

The updat e process called
the system call bdf | ush(2)
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; #gvicé'Driver

A device driver is a software
module for utilizing a specific
hardware

Linux has four different types
of device drivers:

Character Device
A device treatable like a file

Block Device
A device which can host a
file system

Network Interface
A physical network device

SCSI Interface
A SCSI interface device
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INEWork

Network subsystem Is
Implemented as an internal
Sernvice as it Is a process
<—l Independent sernvice
Serialize packets which arrive

asynchronously and reconstruct
a correct data

Translate requested data from
process into packets and
transmit them
Under Linux, network driver is
not visible from /dev directory

Data read from the device is not
a stream

All network facilities are
accessed thru a socket
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it Kernel

P

\ariety of supported network

Trais P addressilike protocols:
TCP/IP. IPv4, IPv6*.
http://iﬁﬂas Cllnet/ PPP/SLIP

Elewe IPX
SupperFiliewnerype firewall AppleTalk
within kermelNis pf wadmis X.25

required) Acorn Econet

Many good functions for a Linux Socket Filter

router -
: . For monitoring packet
Fast Routing Function (similar to the BSD Packet
QoS Filter)
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- dungoCket Filter

%cket Eilteriike
Ism

ArpItrany filgr" then In
MachinENERCUEEE 6l pseudo

MaCHI! Ae set 1o filter
packet comineiem datalink
layer

Syntax of filter 1siexactly the
same as BSD Packet Filter

Ethernet
. C. 2000 IGEL Co.,Ltd. Introduction to the Linux Device Driver 29




=|NFRUXYSRIEIL G el > Instead of <net / bpf . h>.

sEck fIliter instead of st ruct
bpf 1 nsn efinefilter.

To aﬁ@ and detach filter, create a socket and call
Set seckepl(2) to set filter as follows:

set sockopt (sockfd, SOL_ SOCKET,
SO ATTACH FI'LTER, &Filter, sizeof(Filter));

set sockopt (sockfd, SO._ SOCKET,
SO DETACH FI'LTER, &val ue, sizeof (val ue));
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R

ehriterallfpackeneasily, use SOCK _PACKET
Eale Secket:
socke|( NET, SOCK PACKET,

hit 'Q@ETH_P_ALL) i

TYPES eifpackeis whichrean be filtered is defined In
<| I nux/ 1T et her. h>.

All Packet ETH P_ALL
P Packet =ElH PP
ARP Packet ETH P_ARP
etc.
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LLQTJR Pevice Driver

Basics




fellSpace: Drivers vs.

&« @rﬁpaﬁé Drivers

= —=
%pace DrVers User Space Drivers
ierManece The full C library can be
Direct% ACCESS linked In

All,kim)f device driver Easy to debug

canteeNiandied Even it hangs, the whole
system won. t hang

Huge memory can be
used

. C. 2000 IGEL Co.,Ltd. Introduction to the Linux Device Driver




EVICETDriver Basics

epbeirikKemel Bregramming
el hasra kermellthread which allows multi-thread

Smg comiguratienys full multi-thread kernel
C Vo Withinrtie kernel, a scheduling is done in

NOR-PrEcmpUVEe manner
EXxceptiera hardware interrupt
Kernel runs in event-driven manner
System Call

IRQ

As device drivers have a chance to be used by several
processes, it Is important to save contexts for each tasks

. C. 2000 IGEL Co.,Ltd. Introduction to the Linux Device Driver




;,j' y@ MU Device Driver

AlECIEINDEVICE Network Device
eoliented devicemnich A physical layer of a network

an be like a file
E o /e e Cannot be accessed from an
9 ' L ordinal file system, as it is not
etc. : )
stream-oriented device

A devicenichrcanrhost a file =L D_ewce
system andican e accessed A driver to control SCSI
By units of blocks (generally, interface card

1KB) Implement only routines to drive
Under Linux; it is possible to SCSI controller (Protocols sent
access by arbitrary numbers of thru SCSI controller are the

bytes same)
E.g. / dev/ hdal, /dev/ sdal,

Elis}

Block
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o

gamu‘mload’ Device Drivers

deriBini devicerdrvers: cam e By using the ker nel d daemon,
emeand as leadzalle modules can be loaded
MEENIES autematically on demand

A medulecanhe ed and A module is loaded when someone
unloadmmca /. tries to access the device first time

Use the prohe command to SystemV IPC and kerneld options
load, and the r mod command to must be turned on to use the
unloe ker nel d
# | S_rmd Device drivers which are not
(List Modules) required at boot time may better to

# nodpr ocbe npegdecode be created as modules
(Load Modules)

# rnmod npegdecode Much easier to maintain
(Unload Modules)

Global variables may be changed at
load time
# nodprobe irg=10 sanpl e
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-
@ﬁ/Unload Modules

insmod Kemel
qus,ézzz_rmgul e() » query_nodul e()

Is the moedule already registered?

of gei & eyl o ) » create_nmodul e()
» Create place to register the module.

IFRINER D e()i » init_ nodul e()

Load and initialize the module.
Module /

I ni t_nodulle()) —————p regi st er _chrdev()

i1l e _ops

chrdevs

del et e_nodul e() » del et e_nodul e()
Remove the module.

cli eanup_nodulfeyd)s=—— unregi st er _chrdev()
. C. 2000 IGEL Co.,Ltd. Introduction to the Linux Device Driver
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WAITOmatic Registration of
’ anviedlle

HEVELISirauoReiraimodulens
ENVAIIE USEIEIEVE]

PrOCESS KEIMEING: kerneld Kernel

lihe kernel send@equest o the

KERNELD_REQUEST MODULE

daemen @g SystemV. IPC Spawn modpr obe <::
= Request to register the module

mesSsadge. 3

The ker nel dinvekes V
nodpr ebe or I mnd modprebe

commandsaceoerding to the P the el :>
reguest.

See <l 1 nux/ ker nel . h> for
more detail.

. C. 2000 IGEL Co.,Ltd. Introduction to the Linux Device Driver




_f’ mpjate‘ﬁf a Module

/* L /~k
ate of a Mdul e * Renpbve the nodul e
% Y

Int clleanup_nodul e(voi d)
#def ' ne VODULEE {
#def' i ne MODVERSI ON /

#i ncl ude <li nodulfe. h> You nust perform clean up
#i ncl ude <l nodver si ons. h>

In this function. |If you
don.t do it, then you.l
observe a nenory | eak and
ot her ni ght nar es.

® oF oF CHEEES

/~k
< | plielEl b ze e rrocdulis
g | ¥
int 1nit_nodul e(voi d) printk(. Good- bye Worl d!'\n.);
{ ¥

/*

* Regilsifer deViREE™ o ilvEIgalicr e.

&/

printk(.Hello Wrld!'\n.);

>

}
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piling™a Moedule

R ﬁ

n. t forget to define __ KERNEL_
[FEENIEr compller moeeule:
lIFyeurdecid
o) thierkermelrsym
e Include
<l i nux/ er si ons. h>
This 1s therkemel cempile option
By setting thisteption, you have a
chiance to leadiyour module without
recompiling it
It the modules censists of several
objects, don. t forget to set . -r.

option for relocatable ebject.

enversion numhber
don, t ferget

. C. 2000 IGEL Co.,Ltd.

#

# Samplle Vakefile for conpling a nodul e
#

INCS = -1/usr/incl ude

CFLAGS = -D__KERNEL__ -O -Wall $(INCS)

OBJS
TARGET

= sanpl el. o sanpl e2. 0
sanmpl e. o

# Multiple objects
all: $(0BJS)
ld -melf 1386 -r -0 $(TARGET) $(0OBJIS)

# Single objects
single: single.o
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WBEASIcs of a Module

Mmlemé"ntatlon

CEURL of 2l module
e WhHEIREFthe moedule can be unloaded safely, use the

MISE . Increment the counter
i=@RIUSE CG@ONT . Decrement the counter

MOD_ I N_ USE . Iirue if the counter Is not zero

\ersion dependency
[i'the seurce code depends on the specific kernel version, you may
check by evaluating the LI NUX_ VERSI ON_CODE macro
#if LI NUX VERSI ON_CODE < KERNEL_ VERSI O\( 2, 2, 0)
[* Versi on dependent code */

#endi f
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gasics ofi a Module

Mmgntat'on(contd )

‘the module NEE0Ed to Be accessed by others, the symbol
Xperted asHieliows:

In the cas the 2.0.x kernel

St AN symbol _tabl e sanpl e_syns = {
#in e <lfaux/ synt ab_begi n. h>
X(sanpl e_func),

#H nelfude <lhspux/ synt ab_end. h>

%

int 1nit_modul e(void) {
.
regi st er _synt ab( &anpl e_syns) ;
A

}

In the case of the 2.2.x kernel

#def i ne EXPORT_SYMIAB
#1 ncl ude <l i nux/ nodul e. h>
EXPORT _SYMBOL( sanpl e_func) ;
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{0, the Memory and
UimaIFEXClusion

Nk HIGrEEN 0 dECIare a polnteras
WHER /OU CCESS! 10

SHE zlizl P epUZANGH Y
e compiler%

lifyeu %ake gl critical region;
USEeiti g steps:

unsi gned llong FlFags;
save_flags(titlags) ;
CINRG’, YRR | RO Y
/R e al segiven * /
restore flags(flags):;

A lock variable using the bit
operators
whi | e(set _bit(nr, addr)
1= 0)
sl eep for_a while();
[* Critical region */
i f (clear _bit(nr, addr)
= 0)
IERCRer >/
Atomic operations
. <asm at om c. h>
atom c_add()
atom c_sub()
atom c_inc()
atom c_dec()
atom c_dec_and_test ()
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Stiens for the Memory
agement

1 |

E
“knalilec(Cunsi gned 1 nt size, int priority)

- F\Jloggn e themphysicalimemornyin the kernel. GEP_KERNEL or G-P_ATOM C
i el ror Rl eIty GEPKERNEL allows to delay when the number of
tYSIESSthan ni n_free_pages. GEP_ATOM C allocate the

memoeAhdePEREENt of i n_f IFee_pages. Ifithe memory is used for DMA,
s%\ﬂ\ With GERZATOVIFC or GFP_KERNEL (Don. t set this flag for PCI

PENPHE
voi d kfree(wvoi d *obj)
Eree allocatedrkernel memory.
unsigned | eng get free page(int priority)
unsigned |eng get free page(int priority)
unsigned long _ get free pages(int priority, unsigned
| ong order)

Allocate new pages. The function get free_page initialize pages with 0,
but the function __get free_ page doesn. t. The function
__get _free_pages allocate order pages of memory(Doesn. t initialize).
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liens for the Memory
aeEMENt(contd.)

voi d *vr pCunsifgned | ong of f set, unsi gned | ong size)
voi d *i ep(tunsi gned 'eng of fset, unsigned | ong size)

Remap thermemolasegment from ofi f set for si ze bytes to the higher memory space,

S that thieradadiess can be access directory from the kernel. Under the 2.1.x kernel or
later, the function I or enapi Is used. This function can be used to make registers on the

PCI peripheral directony from the CPU.
voi d viree(voi d *obj)
voi d I ounmap(veld *obj )
Release allocated memory.
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L
e size o memory allecaied by the function like kmal | oc is

SN the kmalloc

Under the eiel; the size of memory allocated is slightly
smalleftheniereperienal to the pewer of 2.

E.g Blayies Is asked to allocate, 4096hytes is allocated as it
nelldesaeader:

TThe maximinissize ofi memory allecatable by the kmalloc is
32pages(l.e. 128KB, for 32bit CPU)
The address returned by kmallogc:

For 2.0.x kernel the physical address

For 2.1.x kernel and later the virtual address
paddr = virt _to _phys(vaddr);
vaddr = phys to virt(paddr);
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Jjo aceess the memory from the
kernel, access directory as
fellews:

2.0.x kernel
VISWrite #def i ne BASE (31*0x100000)

= ren=2dm char *ptr = BASE;

In thefere/AINNTe. conf . 2.1.x kernel and later

Youl get the'IMB clean soar cpts = el 2aEg)

physical memorny! The proegrammer Is responsible
To access the memorny. from for mutual exclusion and other
the user process, open ISsues as the memory is shared.
[ dev/ nmem and nmap(2) This method can be applied for
from 31MB(31 * 0x100000) those device driver needs huge
for IMB. memory for DMA and etc.
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ayingrEXecution

L -
WALGIGETHEICUITERL tImE Busy Wait

rhelVariableyuiiiires Performs busy wait for
e time incremented by 1000usec by udel ay(1000) .
100HZ timErRin t. (1024Hz for As It wastes CPU, don. t use it

Alpha) for long delay.

deROERNNIEol day Rescheduling

Tg?ﬁnrtrigo?fdtge R col Suspend the current execution
5 % _ and to itself back to the wait
TTheway 1o delay execution queue
Busy Wait current->ti neout = Xx;
current->state =

Rescheduling TASK_| NTERRUPTI BLE:
Task Queue schedul e() ;
Kernel Timer current->ti meout = 0;

The variable x isjiffies
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__#’ | ‘T@sk Queue

a20ding thetaskiie the list,
xecute the task later
o)),

E.g. TheNoeit alf-1n the

Inter zlpieller
The qumue prepared oy

the kernel

i g_schedulter

The gueue used for the normal
tasks

tq_ tinmer

The gueue for the tasks
executed by the timer

tg_ I nmedi at e

The queue for the tasks needed
to be executed as soon as
possible

. C. 2000 IGEL Co.,Ltd.

struct tg_struct sanpl e_task
sanpl e_task. routine = sanpl e_bh
sanplie_task.data = (voi d*) NULL;

int sanple_intterupt()

[ SuNEr t ask here */
gueue_t ask( &sanpl e_task, &t g_schedul er);

#if O
/* flor the BH add to the tg_i nmediate */
gueue_t ask( &sanpl e_task, & qg_i medi ate);
mar k_bh( I MVEDI ATE_BH) ;

#endi f

return O:

¥
I nt sanpl e_bh(voi d *dunmy)

[* Sone task here */
return O;

}
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struct tiner_|ist sanple_tiner;
struct wai't _gqueue *wait = NULL;

ernel ti }[/0| d sanplie_ti meout (unsi gned | ong Xx)

desired Me task'is invoked
Whenit | reaches to the f{nt sanpl e_ti nmer ()

Speciiiediume: /* Initialize timer */
voi d init_titner(struct init_timer(&sanple_tinmer);

) 1 -
tl_ner—IISt_ timer) sanpl e _tiner.expires = jiffies + TI Mg
voi d add_ti ner(struct sanpl e_ti mer. dat a = 0:
timer list *tinmer sanpl e _tinmer.function= sanple_tineout;

voi d del _tinmer(struct /* Register timer */
timer _|i stSEti ey addt i mer (&sanpl e_ti ner);
interruptible_sleep_on(&wnait);

return O;
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e Pt Mandiing

*

- : ’ /
e aEVICES IkeNPEl penpheals 5 Interrupt handling

Upts to tellfthe anival .
voi d init _modul e()

of data an { b 7

SiRUX SUPRES hared IRQ reguest irq(irqg, irg_handl er,
’ K. ’ A | NTERRUPT | SA SHI RQ . sanple.,
Aeain PCIISPEC dev) ;

A
Set SHOIFRQWhERoU register }

IRQ Ry voird irg handler(int irg, void *dev,
Basically, in the case of shared { sturct pt_regs *regs

IRQ; the kermmel just calls all /* Process here */
Interrupt handler these sharring 2

the interrupt ene by one * |f you have the bottom hal f:
o gueue_t ask( &anpl e_bh,
3 & g_i nmedi at e) ;
*  mark_bh(1 MVEDI ATE_BH) ;
“
Feturn;

}
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eRaliterrupt Handling

g

Fequest rrgunsigned int 1rg, void (*handl er)(int,
Uruet pt _regs* ) unsigned long flags, const char

ce, E deVrd)
Enablevnienit o1 1'rg and call handl er when the kernel receives the i rq.
The haiqﬂler | llediwithithe argument dev_i'd. Specify SA | NTERRUPT(disable

inte llerhandling interiupt), SA_SHI RQ(share IRQ) or SA SAMPLE RANDOMthe
INETUpRUmMESiampican e used to generate system entropy) for f | ags. The devi ce
IS the'name et the device appears ini / proc/ i nt er r upt s. Returns 0 if success.

voi d firee_irg@(unsigned int irg, void *dev_id)
Release IRQ.
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3 Dmm; a'Device Driver

EBUBOMme ey Prnting
CHECKpOINtWhHICHIGENEratle message in the code.

DELNIGOING M@rying
Use a'specialNeelor a /prog file system to generate debug information

Debugg&stem Faults

Use eopsimessage generated by the kernel
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Pid Mgging'by Printing

HENMOSt gEneral debugaiing IThe logging level can be
— defined.
You canmliftdio library as (see <l i nux/ ker nel . h>)
the kemelfha Standardi /0. pri nt k( KERN DEBUG . ..):

Use theimﬂ Kewinichisend the is converted to

KernelfoupUimeESSAgEe to the MIEEt k(. <7>...);
kl ogd.

TThe same arguments as
pri nt i can be given.
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S BEBMIGginG BY Querying

P

g a/prec ile system, Uuser can access to the kernel
2sily
NG SpECiaiN e required for this task.

D taki [ 1: 0dam|Yecat c/ nmpeg
Boards 0
RIZSON REST SN HeadO : O Tail0 : O

Prgor =N E=EXECORRO0X 000000008 Progl @ -1 Execl : 0x00000000
VAL ((702%480) == (8704%480) @0, 0), Obit, 0B/I, 0x00000000, Fnt=00
DEBI : Ox066h00L8 - > Oxffiffffff (0B): 0x45430013(1B done)
Stat0 : 0Ox00000000 Buf Sz: 16000B
Buiitier O
0: OB(Ox066bh0018)->0xff 1:0B(0x0669c018)->0xff 2:0B(0x06698018) - >0xf f
3: 0B(0x06694018) - >0xf f 4: 0B( 0x06690018) - >0xff 5: 0B(0x0668c018) - >0xf f
6: 0B(0Ox06688018) - >0xf fi  7: 0B(0x06684018) - >0Oxff 8: 0B(0x06680018) - >0xf f
9: OB( Ox0667c018) - >0xf f
RPSHIFOIT O RESHAUMNSERRIZSIAT . OFRPS IMS 0, FIDB: 0, VGI: 1
MC1L : 0x00000900 MC2 : 0x00000053 | SR : 0x00000000
PSR : 0x000008f 8 SSR : 0x000000b0 ODD1 : Oxbdf 785f 7
EVENL : 0Ox4e844655 PITCHL : Oxfbf 7daaf HPSCTL : 0x50016000
HPSVS : 0x5de27746 HPSVG : Oxf 3f bf 2dc HPSHPS : Oxf 27af abe
HPSHS : 0x6b9d35ct HPSBCS : 0xe25a97e6 HPSCRM : Oxf 3cdch9e
HPSFMTI : 0xc97ff b65
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g o
engj@y @Uerying(contd.)
n _— -
m calliifect | isiused to send the device

E%uest 10 tige device driver.
Advantage(Eempared te a /progc file system)

Oudan e langer than a page (4KB)

Evenrtiierdevice driver has the debugging code, the user
may NeL etce

Disadvantage

The debugging teel for the device driver is required.
If the device driver is freezed in the | oct | routine, there is
no way to debug
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Wajprof file system

itipletie s

proc_registe r2.1.x or
later)

PIrOCIFEgINst er dynam' c
(for 2.0:%)
Registerthe name; the mode
and the callback function

The callback functien generate
the output for the read access

7 ncl ude <l nux/ nodul e. h>
#1 ncl ude <lIi nux/proc_fs. h>

Nt sanpl e _proc(char *buf, char **start, off _t
offset, int len, int unused)
{

len = sprintf(buf, .Hello Wrld\n.);
return I'en;

struct proc _dir_entry sanple proc_entry = {
0, [* 1 node */
6, .sanple. , [* filename */
S IFREG | S IRUGO, /* nmpde(<linux/stat.h>) */
4, 0, (0N /* 11nk, owner, group, si ze */
NULL, /* operations */
&sanpl e _proc /* cal |l back function */

1%

int init_nodul e(void) {

proc_regi ster(&proc_r oot ,
&sanpl e proc_entry);
}

I nt cl enaup_nodul e(voi d) {

proc_unr egi st er (&pr oc_r oot ,
safpl e_proc_entry. | 6w i no);
}
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& #f

P

As the messageNgIves;the stack
anad th eriRfiermation; It s

USEItINeRESEWhBICAaN
Understand meechine language.
TThe ksynbeps command can
be used te generate more

useful mformation from the
Oops message.

.’ WIEEING System Fault

Unable to handle kernel NULL pointer dereference at virtual address 00000110

current->tss.cr3 = 0e2f6000, %cr3 = 0e2f6000

*nde = 00000000

Oops: 0000

CRUk O

EIP: 0010:[<d00287f0>]

Using defaults from ksymoops -t elf32-i386 -a i386

EFLAGS: 00010246

eax: 00000053 ebx: 00000000 ecx: 00000001 edx: 00000000

esi: d0034000 edi: 00000007 ebp: 0000200c esp: ce2f9ed4

ds: 0018 es: 0018 ss: 0018

Process insmod (pid: 168, process nr: 32, stackpage=ce2f9000)

Stack: d0027e0e d0034000 00000001 00000000 d0034000 00000010 00000005 d0034000
d0025a3e d0034000 00008000 00000007 0000000f 0000200¢ cffbhl16e0 00000000
d00279a9 d0034000 00000000 00000010 d0025000 00000000 d0025053 ffffffea

Call Trace: [<d0027e0e>] [<d0034000>] [<d0034000>] [<d0034000>] [<d0025a3e>] [<d

0034000>] [<d0027929>]

[<d0034000>] [<d0025000>] [<d0025053>] [<d002582f>] [<d002af4f>] [<c0115d
c7>] [<d0025000>] [<d00328a4>]

[<d0032bd4>] [<d0025048>] [<c0109e84>] [<d0025000>]
Code: al 10 01 00 00 a9 00 00 08 00 75 d4 5b 5e ¢3 90 57 56 53 8b
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e/l i nux/scripts/)
SEE Mman n Urce code te check the usage and the compiling

mMethed:

g+ KSYRBOPSHEE to compile ksymoops in 2.0.36

The latest ksyimeops canibe compiled just by typing make
Getting Oeps leg

# dnesg > oops. | og
Running ksymeops

For 2.0.36
# ksynoops /usr/src/linux/System nap < oops. | og

The latest version
# ksynobops < oops. | og
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o e
W Sy stert Hang
- B
ekemel may hang whiletesting the device driver.
- ase, CuiFAlt+Del may net work anymore.
But befor:ﬁ%ﬁg the reset button, there is something we can

do: 4
ShnitESerolllEeck

DisplayAtnercurrent memory status including buffer cache.
Control + ScrollLock

[Display tile current process status.
Alt + ScrollLock

Display register information.

By referring a program counter and the kernel symbol table, you may
check where the problem is later on.
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Speciailfil

Viakingrerspesieliile ier a character device
,t&od / dev/esanpl e0 ¢ 127 0

ViakingrerspecialiNile for a character device
# nknedl /dev/ bsanpl e0 b 128 0

nknod <fil enane> <c|b> <maj or > <m nor >
The 2nd argument specifies a character or a block device.

The 3rd argument Is a major number of the device (i.e. this number
IS used to identify the device driver.

The 4th argument is a minor number used to identify the device
within the device driver.
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'*MéjOmMinor'Device Number

Se. taki [4: 02am % s -1 /dev/ d0*| head
BIVIE N === 1 r oot 1 oppy. 2, Vay / dev/ fdO
use !fy the deVICe drlver brwe rw - - - I 001 fil oppy May. / dev/ f dOConpaQ
B FVE - - - I 00t i1 oppy VRy. / dev/ f d0d360
by the kernel ‘ brve rwe- - - r oot f 1l oppy. Nay. / dev/ f doh1200
Prwe rve--- Fojo) 1 oppy. VRy. / dev/ f dOh1440
Ry / dev/ f dOh1476
Vay. / dev/ f dOh1494
Vay. / dev/fd0Oh1600
May. / dev/f dOh360
Vay. / dev/ fdOh410

IHENHIZCREEVICE NUIMIERIS

brwe rw - - -

1S MAoN AUIPEIIETOrE It STArS
service. [ - -

brwe rwe---

I 001 1 oppy.
I 0ot 1 oppy
I 00t 'l oppy.
I 00t 'l oppy.

1
i’
d
Therdevice drvemn E0ISter  brwrw---  1root  floppy
1
4
1
1

O O S e e

The minor device numier Is
used to identify the device in the
device driver.
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@haracter Device
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+

‘”ng@( ofi€haracter Device

segister and Unregisier a Viodule Kernel
IREEVICE

regi siicigmchidev init _nodul e() —— regi ster_chrdev()
unr egirsi er_”fnrdev

To regist@ Chiaracter device,

file ops chrdevs] ]

Sel appropnaiercallivack
fiUnctions IMthENsirticiure
fir ' el operati ens defined in

. 3
<l inux/fs. h>. dunmy. read() +—= sys read()

i

When the user accesses to the
device, the kernel call the
appropriate callback function by
referring the pointer set in the
structure fi | e_operat i ons.

cl eanup_nodul e()—9 unr egi ster _chrdev()

. C. 2000 IGEL Co.,Ltd. Introduction to the Linux Device Driver




Qisierand Unregister
haracter Device

R -
i regirst e chrdevi(tumsi gned 1int nmj or, const char
iruct filfe operations *fops);

REgISiEEReEVIcerdiver with the name name and the major device number
ey GI e ck functions which provides services is defined in f ops.

I nt u St er chirdev(unsigned int major, const char

“Rane)s

Unregisteiftherdevice driver with the name nanme and the major device
AUMmMber maj or.
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| gee ISHEES I ANEE e, off t, int);
(*read) ( SRS UCENT | e*, ehar *, int);

J

(Pwrite) (stru [N EERRSTA VI I | e* eenst char *, int);

J

(7 read iR ESY; LA AICL e yoi d *, filldir t);
(“32] & WalIARN N GEHEENSWRIcE 1] e*, 1int, select table*);

(* i clen fuct I nede*, struct file*, unsigned int, unsigned |ong);
(Pmap) (Structy Mnede*, struct file*, struct vmarea struct*);
(*open) (struet 1node*, struct file*);

voIrdE (FIREIEASEEINAICT | nodes» struct file*);

int (*fsync) (struct i|Inede*, struct file*);

N (i asyii N Esialamadocoe*, struct file*, int);

int (*check nedi a change) (kdev_ t dev);

int (*revalidate) (kdev_t dev);
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Structure

@pﬁr at ons (contd.)

[ aNte W of i t, int);
A RN e = ehEr *, size t, |loff _t *);
SEIZERINEATIREYENEIRRICH e *, const char *, size t, loff _t *);

At (*readdi [ESIsaaesamawoid *, filldir t);
unsi gnediy SIS AAMNANIET", struct poll table struct *);:
G| oci | ) truet Inede*, struct file*, unsigned int, unsigned |ong);

TR P EINa AN RRE ~ |, St PUcE vm ar ea_struct *);
I nt (* open) (SigMsmMrnode *, struct file *);

At (SRS NSRS fi | e *F

Tt (Prelease) (struct | pgee 2 Slgler SEN AT

IR (SIS dlIAmRERRe > struct dentry *)i;
|
|
|
|

(
TRt (* 1 asysic) SeNmsiNaiEas e *, int);
i nt (*check nedi a_change) (kdev_t dev);

int (*revalidate) (kdev_t dev);

int (*1"ock)” (SHROCTSENrEw | nipwr sty i | egliocks*) :
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EPENCEND Operations

L -
HIESEEVAN SN AN NI ERSIaRcT 1l e*, off t, int);
CliGn correspendsiierthe system call | seek.
[T PER] Dismmmiode* s ruct Sl e*, char*, int);
Jfhe funeen sponds toe the system call r ead.
It (g (EANACIRNIUERSST uct file*, const char*, int)

TheURCHeN coffesponds to the system call wri t e.
PR (e cuNSREsITUciainode*, struct file*, void*,
i [V )%

This must be set to NULL for the device driver.

I nt (*sel eci®Nfsirucssrnode*, struct file*, int,
sel ect _tabl e*);

The function corresponds to the system call sel ect . If the given condition

become true, then return 1. If not true, then return O. If this function is set to
NULL, the I/O to this device must always succeed.
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AN EINAIARNNTEERSRSINRICT M e*, unsi gned i nt,
IIFSIRGRECN IR GHO)

HENURCHBR COESPONdS to the system call i oct | .
S e ieSiedics | node*, struct file*, struct

vm_ars@uct By,
heNupeion cefresponds, to the system call nmap.

I nt (*open)(stiruct i1node*, struct file*)

The function cerresponds to the system call open. If NULL is set, the
open always succeed.
TRt (GAREI FCEEENEINAamNnode* , struct file*);

The function corresponds to the system call cl ose.
| nt " (FPSYyNSFESTRUICT T RNoEERS Sifglct RN

The function to flush the buffer in the device driver.
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*fasync) (struct | nodad S AlcEn iR i
IO 10 SEFEFASYNE flag.
[ AU CE a change) (kdev t);

Useaionly; e bleck device. Check If the media had been
cha IRce last acecess. Returns 1 when the media had been

changead;
int (*revalidate)(kdev t)

Used enly with the block device. The behavior is the device
dependent. Thefunction Is called every time the media had been
changed. Return value should be O for safety.
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struct file operations *f_op

T'he operations dependent on the file.

After the file is opened, the kernel uses
these functions as the dispatcher.

The dispatcher can be changed
oy, according after opening the file(e.g.

| of P elS according to the minor number)

The current fileXpesition. voi d *privat e_dat a

The | seek must update this The pointer which can be used freely by
variable. the device driver.

unsi gned short f _fl ags The system call open initializes this

The flags like ©_ RDONLY and variables to NULL.
O _NONBLOCK( <l i nux/fentl . h>) This can be used to store the status

Need check for Non-blocking I/0 information, but don. t forget to release

: . the memory at the end.
struct inode *f _inode J

The inode of the opened file.
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méttmajgj and Minor Number

eNfgierandiminerrdevicenumber can be retrieved from the member
re ] rleefer

The 2.0.x k [Usethe argument I node)

I nt n\j or JOR(1 node->i _rdev);
i n_t__@r = M NOR(I node- >i _rdev);

TThezZ xakemellanaiater (Use the argument fi | e)

struct 1nede” *i node = file->f dentry->d i node;
nt naj o = MAJOR(1 node->i _rdev) ;
i nt m nor = M NOR(inode->i rdev);
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,;_’OWdﬁeﬁase Methods

/% : [ *
Ol open nethed * A sanpe of release nethod
i/ o/

M sanplrer epen| INjedeE * 1 node, int sanpl e _rel ease(struct inode *inode,
struct file *file) St ruct FENESSERENE)
{

1

i Nt naj onge (i node- >i _rdev); [ *

int mnor = (i'nede- >i _rdev) ; * Cl eanup gar bage
E/
/*
* Initialize device /* Decrenent nodul e counter */
g/ MOD_DEC USE COUNT;

[* I ncrenent nodulle counter */ return 0; [/* success */
MOD | NC_USE_COUNT;

return 0; [/* success */
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DEta liransfer between
the @gl andithie User Space

e kemelfand iieriser memoR/space Is the different memory space. No way
PoEINLEF passedby theruser directly.

o) irzlplsiiel th%gl_ata PeWeen the kermel and the user the following functions are

USed: "
The 2.00¢kerne
men@t ofs('voi d *to, veld *from unsigned | ong count);

WEmEpYAIr enis(volld *to, void *from unsigned | ong count);

The 2.1 xkernel andilater
copy_toe user(velid *to, void *from unsigned |ong |en);
copy_from user (void *to, void *from unsigned |ong |en);

Kernel Space User Space

copy_to_user

| _copy_from_user_
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WVemory Space

-_—
OlENRerChECK WhHELHEr the peinter given the user is valid.

| veﬁﬁ&& pea(’l nt node, const void *ptr, unsigned | ong

EX Ent
- |f therext ent byte of the memory from ptr is valid for the mode
169

VERIFEYEREAD o VERI EY_WRI TE is specified as the node.

The 2.1.x kerelfand |ater
I ntt access_ok(int type, const void *address, unsigned
| ong si ze);
This functions is called by copy _t o_user () and copy_from user ()
automatically.
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Wlaﬁi Wiite Methods

/% i >
oiread e iod * A sanple of wite nethod
B

0 e

#def i ne BUFFER_S i nt sanpl e vvrlt ( truct file *file,
char *bufifer [ MAXIVN ColEIGidar *buf, int [en)

{
' ' i struct inode *inode =
nt sar Iel_.rr“%ruct Fileamdil e el A liinode:

’ i nt naj or

struct inode *inode = I'nt m nor
frlfe=>=dent ry- >d_i node;
MAJOR(T node- >i _rdev); /* Data transfer */
M NOR(1 nede- >i _rdev); i'f (len > BUFFER S| ZE)
| en = BUFFER SI ZE;
/* Data transfier */ copy_to_user(buffer[m nor], buf,
if (len > BUFFER Sl ZE) I'en);
| en = BUFFER _SI ZE;

Colpy_)from_user(_buf, buf f er [ minor ], return len; /* success */
en) ;

MAJOR(i node- >i _rdev)
M NOR(i node- >i _rdev) ;

L

it nej or
Nt i nox

return len; /* success */
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Value must lve as, follows:

OIEEOFE, returns always 0.
data at the moment and the O_NONBLOCK flag is set,
always —EAGAITN!

ThewrnteNmethoo

TThe retumvalie must be as follews:

[ the buiter s full and'the O_NONBLOCK flag is set, returns always

- EAGAI N.

I the device is full, returns —ENOCSPC.
If there Is any free space, even 1byte is left, you must copy lbyte to
the buffer.

Once the data Is copied to the internal buffer, you must return
immediately without blocking. Checking whether the data is written
to the disk must be implemented by the fsync method.
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7 :
W Biocking) 1/0
%hen e devices not ready ior  wUser Kernel

Block S
Suspend taskmn the device is read()

ez
Nepl=olloe ‘

Returnriercallerrand tell him that
the device Isfnot ready to ready
yet.

In the case of Blocking I/O, we
must walit until the device Is
ready

RISYAWEI]

Wait for Event
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’ -
’ @ep and Wakeup

ierUSENtheNimitedicempuiation resources effectively:
Unblthe waiting| teisk: GEeUrs.
ENMENEVERT oceuls, Wake up the sleeping task.

- r -
The flnclieRsSio d(#

vol d itnier rupithrbl e sl eep_on(struct wait gqueue **(q);
volid p_on(struct walt _gueue **q);

Verdswalker up rnterrupt i bl e(struct wait_queue **q);
voi d wake_up(struct wait gueue **q);

User Kernnel
»read()—>»interrupti bl e sl eep_on()
«—

Read Data 4

wake up_interrupti bl e()
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@ ‘ Jselect

| Nt sanpl e _sel ect(struct i node *inode, struct
Emetiod called by system call file *file, int nbde, select table *table)

pelINRIe deviceNs {
sampl e_dev *dev = fil e->private_dat a;

feizle)y, sel ect (node) {

Thereturmvalbe select case SEL I N:
methoed m lleVAtiE Tollowing /* Can read data? */

s I f (dev->read_num || dev->eof)
IUIES return AL

li'the devicels rieadysreturn 1
e - /[* No, put nme in the wait queue */
[ the dev!ce !s noevready, retunn 0 I eV i, tabl e):
If'the device Is checked for read and /* poll wait(file, &dev->ing, table); */
the EOCF conditioniis true, return 1 return O;

. . . case SEL_QUT:
If the device isichecked for write and 1 o PR ey

the device is full; return 0 case SEL EX:

To walit until the condition become /* Exception? */
true, use the sel ect _wai t for ) '

; return O;
2.0.x or the pol I _wai t for 2.2.x.
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ﬂ: “ [OCT]

Helliser task sendlthe special reguest as follows:
(fd, SPL_RESET);
joet | (o, SPLESI=IAE IS
©ld style:

#de SPIE RESET
#delr 1Tmes SPLESEN
#def i ne SPETGET

New Style:
#defi ne SPL_MAG C . x.
#def i ne SPL_RESET I Q(SPL_MAGI C, 0);
#def i ne SPL_SET _IONMSPL MAGC, 1, int);
#define SPL_GET IOR(SPL_MAGIC, 2, int);
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Neell (Contd.)

W=

[Felrect | (st rucivinede i nede, /* Conmand */
file *file, unsigned int cnd, swti ch(emd) {
SPL_RESET:
. /% Fazsar 4
Int break;

int m ' '

SIEIESI=T
it ' 3 ZE(cmd) ; /* Set */
It copy_fromuser (&wum (void*)arg,

Si ze) ;
[ Chzcle gerrory 1f naeded 4 /* Process herel f/)

if (_10C D R(emd) & _I'OC READ) T
ret = access_ok(VERI FY WRI TE, SPL GET
(vord*)arg, size); %
if (_IOC_ DIR(cnmd) & | OC WRITE)
ret = access_ok(VERI'FY_READ,
(voi d*)arg, size); Break
if (ret) default;
r et TigiE return - El NVAL;
}

return O;

}

Process here */
copy_to_user((void*)arg, &num
si ze) ;
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Sigial’l/o

—

HENUSERpPecessican ask therkemell  process Kernel
IORaIVhEN tAEN/ONS _
si gnal () »  Set the signal

feizle)y. -
si gnal (SI'& G, ifghandl er) ;
fcnt | (O, Su=EESE Bget pi d()); .
ofi | agcheREN: | (0, F _GETFL): fientI'(F_SETOM) = Setfile->f_owner
fent ] (0, F SEIEL, O] e
FAS0 L) fcntl (F_SETFL) =9

TThe method usediorealize this
mechanismiis the f async method.

handler

Call f async method

si ghandl er() | Interrup
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The 2.0, kerpsl #) The function flasync_hel per is a
I osa picsyne( struct fneder I mede,; ' ! .
SUROCHmEINIE = fille, unsilgned) iint helper function defined in

WIgRERS/ char/tty 1 0. c.

sanpl e_dev “devi = fi [ the /O become ready, call the

[* A S function ki | | _async to send
* dev->asnch Ut feovale sidilek SIGIO to the process

g/ killl _fasync(dev->async,
return fasync_helper(inode, file, SIG O ;
nmode, &dev- >asyne)s '

] Don. t forget to remove from the
gueue when the file is closed.
[* The 2.1.x kernel and l[ater */

it sanpl elfEsSyNCONINRUSSTARIANNL | e The 2.0.x kernel
*file, unsigned i nt r’mde) sanpl e_fasync(i node, file,

{ 0);
sanpl e_dev *dev = file->private_dat a; The 2.1.x kernel and later
sanpl e fasync(-1, file, 0);
return fasync_helper(fd, file, nbde
&dev- >async) ;

}
. C. 2000 IGEL Co.,Ltd. Introduction to the Linux Device Driver




P @k}mp%’mentaﬂon
%variable It e=- > poes| to keep the current file position.
2 pPoIRLEr ISfasked terset Invalid position, the return value

)
must be —%L.
Return ﬁPI PETFthe device doesn. t allow Iseek.
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irtialPAddress

ER/AVIaRIS e map tie lile er the device to the given virtual

e'mapped IS set defined by the structure

' d [ong vm start
uRsitgned 1fenRg vim_end
Tihe desipauonRraddress. Map memory between vm st art and
vim_end.
struct I node *vm.i node
Theinode corresponding to the memory.
unsi gned | eng vm of f set
The offset of the file or device to map.
struct vm operations_struct *vm ops
The Pointers to the methods for memory map operations.
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Vi GPErations _struct

W=

oil di (Fopen) (Struct vm area_struct *vna)
iilor)

\/0)] (*CIQEEB St ruct vm area_struct *vmm)
Close memory

Vol d Je pP)((si'rfuct vim area_struct *vma, unsigned | ong
ziclelr , size t | er))

Unmajp memony:

nt (*syne)(Strfuct vm area struct *vma, unsigned | ong addr,
size t |len, unsinged int flags)
Write back the dirty pages.

unsi gned | ong (*neopage) (sturct vm area sturct *vna,
unsi gned | ong addr, int wite access)

Called'in the case of the page fault.
If the w it e_access is not O, prepare the private pages for the current process.
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@ #ﬂ/l@mow Map

¥ The function
St exanmpl e

x ) [fen|ap_page_range can be

‘U, used/to map I/O memory of the
It sanmpll e nmeEpEsiirue pde *i node, . -
Struct fi [ SEEENN Y Ve perlpheral device

Vm_ar ea_si “AV/qz))

size t size;

Size = vna->vm end - vma->vm start ;
I'f (rengap_page_range(vma->vm st art,
via- vim _ofif set, si ze,
Via- >vim_page_prot))

return - EAGAI N;

vima- >vm | node = i node;
i node->i _count ++; // use count er
il O
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Acces?sing Peripherals
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F o
’ |
| /©rPorts
FLN '
-
Eadlorrites Byte ports Read or write to the slow
0 device

gl
out b(uﬂjﬁi char byt e, out b_p()

slel@t) :
Read or@ 16101t ports; (Word)

out w_p()

AW PEIFE)) ERLED( )
out W Unsitghed shor t To slow the I/O explicitly,

word, port); insert SLOW DOWN | Oin the

Read or write: 32-bit ports code.
(dword)

inl (port);

out | (unsi gned | ong

dword, port);
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| Jf %Bortﬁ(contd.)

w[c;ns IOraceessHiO poerts flom user space
IeaIth = @eplien terforce expansion of inline-functions
Clei pe%n teraccess I/O ports by calling the function

i op@or tfie funpction i opl

RUnN as root
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-

~ 4 BCIBus

Qs and base addresses are
SSINNENNYARCINBEIOS:

TheassigneEsNiBimation must be
lead o) aCCESS the@ripherals.

Kernel

Generally, ISTPErermed 1y

PCI penpherals PElipenipherals, no

need torconsiderahoit DMA
channel.

i or emap
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pci bi os_read _confi g byte()
pci bi os_read _confi g word()
pci bi os_read_config_dword()
cibios_ wite _config byte()
pcihNbi os_ write config_word()
pci bigs_write _config_dword()




IZERREI Peripheral

[* TJhe 2.1, % kernel or later */

= NULL;
sUs;, pPEMRUEYITce g
vol atiflter unsikg Elipt'r ;

pci _bus = Ev- >hUs- >nunher ;
pci _devi ce i = pci_dev- >devf n;

Wikl e(pei _deva pel itiNgd_devi ce(VENDOR | D, DEVICE I D, pci _dev)) {

[* Cet | RQ and Base Address */
pci bi os_read_conititg_byt e(pci_bus, pci _device fn, PC | NTERRUPT LINE, & rq);
pci bi s _read_coniii g _dword( pci _bus, pci_device fn, PCI _BASE ADDRES 0, &addr);

/* Access to the Base Address */
newaddr = i orenmap(addr, PAGE S| ZE) ;
ptr = newaddr ;

printk(....%\n., *ptr);

br eak;

}

return,

}
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IﬁﬁitiW@ PEripheral(contd.)

/% The 2.0, % kernel */

VolRdRiNitE S devirce)

pel bus, peir device in;
char *ptr;

i (('pei bi oS presen return;

for(int i __@< MAX_PCI _DEV; i++) {
i ((peitiresititgd._deviice( VENDOR | D, DEVICE ID, i, &pci_bus, &pci_device _fn)

I'=0) contifnue;

[* Get | RQ and Base Address */
pci bi s _read_coniii g _byt e(pci _bus, pci _device_fn, PCl | NTERRUPT LI NE,
pci bi os_read_confii g _dword( pci _bus, pci_device _fn, PCI _BASE ADDRES 0,

[* Access to the Base Address */

newaddr = vrenmap(addr, PAGE S| ZE);
ptr = newaddr;
printk(....%\n., *ptr);

br eak;
}

return,
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3 PENCIA

gie PCVICIA sUipport is an
GERISRUX 2.2

HpH/PeciessoUceTorge. org/

The PCHICIAREILInuX has
the followin@ characteristics:

Alloyys SEe e existing
devicerdivers (ISAdrivers for
16hit cardsiand PCl drivers for
Card-bus cards)

Generally, ther PCMCIA driver is
not device driver itself, but the
enabler.

Good sample for writing
PCMCIA device driver is
clients/dummy_cs.c in the
PCMCIA distribution.
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nee iomWIuRerEnux device drivers. Plenty of examples helps
derstandhow the device driver works. The book is based on
the 2.0.x kernel.

R.Car%as, ‘Mevel, . The Linux Kernel Book. , Wiley, 1998.

ISBEIN=0= 144=0)

lllustraiestihenniermal of the Linux kernel. Helps to understand how the
Lintx kermeliwerks. Referrng this beck with the source code helps you to
understand the kernel internals.

Source code of the Linux 2.2.x kernel

There are many chamnges from the 2.0.x kernel to the 2.2.x kernel. The best
reference is still the kernel source code.

W.R. Stevens,  UNIX Network Programming 2nd Ed.. , Prentice Hall, 1997.
ISBN 0-13-490012-X & ISBN 0-13-081081-9.

The best book describing the networking issues.
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