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History of LinuxHistory of Linux

■■ Created byCreated by Linus Torvalds Linus Torvalds,,
who was a student ofwho was a student of
University of Helsinki inUniversity of Helsinki in
Finland, based onFinland, based on Minix Minix in in
1991.1991.

■■ Linux 0.01 born in AugustLinux 0.01 born in August
1991.1991.
–– Linux ran on theLinux ran on the Minix Minix

system at this time.system at this time.

■■ First official release of theFirst official release of the
Linux Linux VerVer.0.02 was in.0.02 was in
October 1991.October 1991.
–– Several GNU software likeSeveral GNU software like

gccgcc and bash ran on Linux and bash ran on Linux

■■ At the time ofAt the time of Ver Ver.1.0 kernel.1.0 kernel
development, approx. 80development, approx. 80
developers contributed.developers contributed.

■■ For theFor the Ver Ver.2.0 kernel,.2.0 kernel,
approx.190 developersapprox.190 developers
contributed officially.contributed officially.
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Versioning RuleVersioning Rule

■■ Minor VersionMinor Version
–– Even number release is a Even number release is a Stable ReleaseStable Release , e.g. 2.2.14., e.g. 2.2.14.
–– Odd number release is a Odd number release is a Development ReleaseDevelopment Release , e.g., e.g.

2.3.39.2.3.39.

■■ Development ReleaseDevelopment Release
–– All new features are tested in this release first.All new features are tested in this release first.
–– Not Stable.Not Stable.

■■ Stable ReleaseStable Release
–– For general use.For general use.
–– All new features introduced in the old development release isAll new features introduced in the old development release is

included.included.
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Features of Linux KernelFeatures of Linux Kernel

■■ POSIX.1 compliant kernelPOSIX.1 compliant kernel
distributed under GNU GPLdistributed under GNU GPL

–– Looks like UNIX but slightlyLooks like UNIX but slightly
different.different.

–– Some of the POSIX.4Some of the POSIX.4
functionalities are supported.functionalities are supported.

–– Latest kernel can be obtainedLatest kernel can be obtained
from the web likefrom the web like
http://http://kernelnoteskernelnotes.org/..org/.

■■ Variety of the supportedVariety of the supported
platformplatform

–– x86, PowerPC, Alpha, x86, PowerPC, Alpha, SparcSparc,,
ARM, MIPSARM, MIPS

–– On-going development onOn-going development on
PA-RISC and other platformPA-RISC and other platform

■■ Shows good performanceShows good performance
with the less computationwith the less computation
resource (CPU, Memory,resource (CPU, Memory,
Disk Space etc.)Disk Space etc.)

■■ Has lots of nifty functions.Has lots of nifty functions.

■■ Neat functions for deviceNeat functions for device
driver development:driver development:
–– Loadable Kernel ModuleLoadable Kernel Module

–– /proc /proc FilesystemFilesystem
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!"#$!"#$Features of Linux KernelFeatures of Linux Kernel
(contd.)(contd.)

■■ Multi-process, Multi-processorMulti-process, Multi-processor

■■ Multi-platformMulti-platform

■■ Multi-userMulti-user

■■ Inter-process CommunicationInter-process Communication

■■ POSIX Compliant Terminal,POSIX Compliant Terminal,
PTY(pseudo terminal)PTY(pseudo terminal)

■■ Variety of Peripheral DevicesVariety of Peripheral Devices
like SCSI, like SCSI, Sound Card,Sound Card,GraphicsGraphics
Card, NIC and so onCard, NIC and so on

■■ Buffer Cache for I/OBuffer Cache for I/O

■■ Demand PagingDemand Paging

■■ Shared Library with DynamicShared Library with Dynamic
Link CapabilityLink Capability

■■ Variety of Supported FileVariety of Supported File
System (ext2fs, System (ext2fs, Fat16/32Fat16/32,,
ISO-9660 etc.)ISO-9660 etc.)

■■ Network Protocol like TCP/IPNetwork Protocol like TCP/IP
(including IPv6)(including IPv6)
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Compiling Linux KernelCompiling Linux Kernel

■■ UntarUntar the source under  the source under /usr//usr/srcsrc
# # cdcd /usr/ /usr/srcsrc
## rm rm /usr/ /usr/srcsrc//linuxlinux
# bzip2# bzip2 -cd -cd linux-2.2.14.tar.bz2 | tar linux-2.2.14.tar.bz2 | tar xvf xvf - -
## mv linux mv linux linux-2.2.14 linux-2.2.14
## ln ln -s linux-2.2.14  -s linux-2.2.14 linuxlinux

■■ Configure KernelConfigure Kernel
# # cd linuxcd linux
# make# make menuconfig  menuconfig OROR make make config config
If you are running X, you can try If you are running X, you can try make make xconfigxconfig ..

■■ CompileCompile
# make# make dep dep; make clean; make ; make clean; make bzImagebzImage
# make modules ; make# make modules ; make modules_install modules_install
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Installing Linux KernelInstalling Linux Kernel

■■ Copy kernel to Copy kernel to // or  or /boot/boot depending on your configuration depending on your configuration
# # cdcd /usr/ /usr/srcsrc//linuxlinux
## mv mv / /vmlinuzvmlinuz / /vmlinuzvmlinuz.old.old
# cp arch/i386/boot/# cp arch/i386/boot/zImagezImage / /vmlinuzvmlinuz

■■ If you are using If you are using lilolilo, don, don t forget to execute t forget to execute lilolilo. Then reboot.. Then reboot.
# # lilolilo
# reboot # reboot oror Ctrl+Alt+Del Ctrl+Alt+Del

N.B. In the case of N.B. In the case of misconfigurationmisconfiguration of the kernel, you of the kernel, you d betterd better
to keep the old kernel. Edit to keep the old kernel. Edit /etc//etc/lilolilo.conf.conf, to make it, to make it
bootable with the old kernel.bootable with the old kernel.
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Important DirectoriesImportant Directories

■■ /usr//usr/srcsrc//linuxlinux

–– Kernel source codeKernel source code

■■ /usr/include//usr/include/linuxlinux

–– Platform independent LinuxPlatform independent Linux
kernel header files.kernel header files.

–– Generally, it is Generally, it is symlinksymlink to to
/usr//usr/srcsrc//linuxlinux/includ/includ
e/e/linuxlinux..

■■ //usrusr/include//include/asmasm

–– Platform dependent LinuxPlatform dependent Linux
kernel header files.kernel header files.

–– Generally, it isGenerally, it is symlink symlink to to
//usrusr//srcsrc//linuxlinux/includ/includ
e/e/asmasm..

■■ /usr/include//usr/include/scsiscsi

–– SCSI driver related headerSCSI driver related header
files.files.

–– Generally,Generally, Symlink Symlink to to
/usr//usr/srcsrc//linuxlinux/includ/includ
e/e/scsiscsi
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Linux Kernel InternalLinux Kernel Internal
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Kernel StructureKernel Structure

ProcessProcess

System CallSystem Call

File
System

File
System

Core
Kernel
Core

Kernel

Device
Driver

Device
Driver NetworkNetwork

Machine InterfaceMachine Interface

HardwareHardware

Buffer
Cache
Buffer
Cache
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Core KernelCore Kernel

■■ The subsystem whichThe subsystem which
provides core service of theprovides core service of the
kernelkernel
–– SchedulerScheduler

■■ Process Creation andProcess Creation and
ManagementManagement

–– SignalSignal
■■ Interruption HandlingInterruption Handling

–– Loadable ModuleLoadable Module
■■ Dynamic Loading of theDynamic Loading of the

Kernel Module like DeviceKernel Module like Device
DriverDriver

–– Memory ManagementMemory Management
■■ Allocation of the PhysicalAllocation of the Physical

MemoryMemory

Process

System Call

File
System

Core
Kernel

Device
Driver

Network

Machine Interface

Hardware

Buffer
Cache
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Loadable ModuleLoadable Module

■■ Support dynamic load andSupport dynamic load and
unload of kernel modulesunload of kernel modules

■■ Add and update deviceAdd and update device
drivers or file systemsdrivers or file systems
without stopping norwithout stopping nor
rebooting the systemrebooting the system

■■ Make kernel as small asMake kernel as small as
possible by loading thepossible by loading the
features on demand afterfeatures on demand after
boot upboot up

ModuleModule KernelKernel

init_moduleinit_module()()

cleanup_modulecleanup_module()()

register_chrdevregister_chrdev()()

unregisterunregister_chrdev_chrdev()()

chrdevschrdevs[][]

printkprintk()()dummy_readdummy_read()()

sys_readsys_read()()

1
2

3

4

file_opsfile_ops
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Memory ManagementMemory Management

■■ Generally, a physicalGenerally, a physical
memory is less than 4GBmemory is less than 4GB

■■ To use memory efficiently, aTo use memory efficiently, a
mechanism to change frommechanism to change from
linear address (virtuallinear address (virtual
address) to non-linearaddress) to non-linear
address (physical address)address (physical address)
is usedis used

■■ The kernel maintain theThe kernel maintain the
lookup table for the virtuallookup table for the virtual
address to the physicaladdress to the physical
address conversionaddress conversion

Address

OffsetPage

OffsetPage

Virtual AddressVirtual Address

Page TablePage Table

Physical AddressPhysical Address
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Memory Management in LinuxMemory Management in Linux

■■ Linux employs three types ofLinux employs three types of
page table for addressing:page table for addressing:
–– PGDPGD PaGePaGe Directory Directory

–– PMDPMD Page Mid-levelPage Mid-level
DirectoryDirectory

–– PTEPTE Page Table EntryPage Table Entry

■■ This multi-level page tablesThis multi-level page tables
reduce the size of page tablereduce the size of page table
required at the same timerequired at the same time

PGD PMD PTE Offset

pgd_t

pmd_t

pte_t

PMD is not used in x86PMD is not used in x86
kernel.kernel.
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Virtual MemoryVirtual Memory

■■ Each process consists of theEach process consists of the
several memory objectseveral memory object
(segment):(segment):
–– Text SegmentText Segment
–– Data SegmentData Segment

■■ Including BSSIncluding BSS BlockBlock
Started by SymbolStarted by Symbol

–– Stack SegmentStack Segment

■■ Programs and SharedPrograms and Shared
Libraries are mapped to theLibraries are mapped to the
ProcessProcess s virtual memorys virtual memory
space as memory objectsspace as memory objects
(Memory Map).(Memory Map).

00xCxC00000000000000

0x000000000x00000000

00xFFFFFFFFxFFFFFFFF

Kernel MemoryKernel Memory

Environmental VariablesEnvironmental Variables

ArgumentsArguments

StackStack

Data(Data(bssbss))

TextText

DataData
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Virtual Memory (contd.)Virtual Memory (contd.)

Sc.Sc.takitaki[7:28am]% cat /proc/self/maps[7:28am]% cat /proc/self/maps

08048000-0804d00008048000-0804d000 r-xp r-xp 00000000 03:01 258103     /bin/cat 00000000 03:01 258103     /bin/cat

0804d000-0804e0000804d000-0804e000 rw-p rw-p 00004000 03:01 258103     /bin/cat 00004000 03:01 258103     /bin/cat

0804e000-080500000804e000-08050000 rwxp rwxp 00000000 00:00 0 00000000 00:00 0

40000000-4000600040000000-40006000 r-xp r-xp 00000000 03:01 276549     /lib/ 00000000 03:01 276549     /lib/ld-linuxld-linux.so.1.9.9.so.1.9.9

40006000-4000700040006000-40007000 rw-p rw-p 00005000 03:01 276549     /lib/ 00005000 03:01 276549     /lib/ld-linuxld-linux.so.1.9.9.so.1.9.9

40007000-4000800040007000-40008000 rw-p rw-p 00000000 00:00 0 00000000 00:00 0

4000b000-400930004000b000-40093000 r-xp r-xp 00000000 03:01 276503     /lib/ 00000000 03:01 276503     /lib/libclibc.so.5.4.46.so.5.4.46

40093000-4009900040093000-40099000 rw-p rw-p 00087000 03:01 276503     /lib/ 00087000 03:01 276503     /lib/libclibc.so.5.4.46.so.5.4.46

40099000-400cb00040099000-400cb000 rw-p rw-p 00000000 00:00 0 00000000 00:00 0

bfffd000-c0000000bfffd000-c0000000 rwxp ffffe rwxp ffffe000 00:00 0000 00:00 0



C  2000 IGEL Co.,Ltd. Introduction to the Linux Device Driver 18

!"#$!"#$
System CallSystem Call

■■ InterfaceInterface  to receive servicesto receive services
from Kernel.from Kernel.

■■ Generally, to protectGenerally, to protect
hardware from processes,hardware from processes,
each process run in each process run in UserUser
Mode.Mode.

■■ In Linux, software trap isIn Linux, software trap is
generated when system callgenerated when system call
is issued.is issued.

■■ After trap, it switches to theAfter trap, it switches to the
Kernel ModeKernel Mode and process and process
according to the system call.according to the system call.

Process

System Call

File
System

Core
Kernel

Device
Driver

Network

Machine Interface

Hardware

Buffer
Cache
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PersonalityPersonality

■■ Binaries of other UNIX-likeBinaries of other UNIX-like
OS are executable underOS are executable under
LinuxLinux

■■ Depending on the binary, theDepending on the binary, the
system call and signalsystem call and signal
related part needed to berelated part needed to be
personalizedpersonalized

■■ Linux allows to change aLinux allows to change a
personalitypersonality by issuing by issuing
system callsystem call
personalitypersonality(2)(2)

■■ Changeable PersonalityChangeable Personality
–– System CallSystem Call

■■ Different way of issuingDifferent way of issuing
system call (trap andsystem call (trap and
segment jump)segment jump)

■■ Different system callDifferent system call
numbersnumbers

–– Signal from and to ProcessSignal from and to Process
■■ Different signal number isDifferent signal number is

used for each OSused for each OS

■■ Lookup table is referred forLookup table is referred for
system call likesystem call like
sigactionsigaction  and and sigkillsigkill



C  2000 IGEL Co.,Ltd. Introduction to the Linux Device Driver 20

!"#$!"#$
File SystemFile System

■■ Linux has tree structured fileLinux has tree structured file
system like other UNIX-likesystem like other UNIX-like
systemssystems

■■ Linux supports wide varietyLinux supports wide variety
of file system:of file system:
–– e.g. Ext2 FS, Ext FS,e.g. Ext2 FS, Ext FS,

Fat16/32 Fat16/32 VFATVFAT , SMB FS,, SMB FS,
NTFS,  UFS, HPFSNTFS,  UFS, HPFS OS/2OS/2 ,,
ISO-9660,ISO-9660, Umsdos Umsdos,, Minix Minix
FS, MS-DOS, NFS,FS, MS-DOS, NFS, Amiga Amiga
FS,FS, SysV SysV/Coherent FS,/Coherent FS,
Proc FS, etc.Proc FS, etc.

Process

System Call

File
System

Core
Kernel

Device
Driver

Network

Machine Interface

Hardware

Buffer
Cache
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 File System File System

/

dev proc usr

local bin

… …

…ttyS0 sda1… mpeg scsi…

ls gcc…■■ Types of files are as followsTypes of files are as follows
–– DirectoryDirectory : Catalogue of the files: Catalogue of the files
–– Normal FileNormal File : Data or Binaries: Data or Binaries
–– Symbolic LinkSymbolic Link : Pointer to a file or a directory: Pointer to a file or a directory
–– Special FileSpecial File ::Entry to a device driverEntry to a device driver
–– Named PipeNamed Pipe : Inter Process Communication: Inter Process Communication
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VFSVFS

■■ Meta level file systemMeta level file system

■■ Independent from realIndependent from real
devicedevice

■■ Selects appropriate modulesSelects appropriate modules
according to useraccording to user s requests request

–– All file accesses areAll file accesses are
dispatched by VFSdispatched by VFS

■■ Each file system moduleEach file system module
access to its device driveraccess to its device driver
thru buffer cachethru buffer cache
–– In current kernel, bufferIn current kernel, buffer

cache cannot be disabled!!cache cannot be disabled!!

System CallSystem Call

Virtual File System
VFS

Virtual File System
VFS

ext2fsext2fs iso9660iso9660 VFATVFAT

Buffer CacheBuffer Cache

Device DriverDevice Driver
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VFS andVFS and inode inode

■■ VFS providesVFS provides
–– Translation of a filename toTranslation of a filename to

a pair of device numbera pair of device number
and and inode inode numbernumber

–– Optimization of file accessOptimization of file access
using buffer cacheusing buffer cache

■■ VFS works as follows:VFS works as follows:
–– Check ArgumentsCheck Arguments
–– Translate a filename to aTranslate a filename to a

pair of device number andpair of device number and
inode inode numbernumber

–– Check PermissionCheck Permission
–– Call appropriate methodCall appropriate method

according to file systemaccording to file system

■■ Following operations neededFollowing operations needed
to be implemented for eachto be implemented for each
file system:file system:
–– Operations related to FileOperations related to File

SystemSystem
–– Operations related toOperations related to inode inode
–– Operations related to fileOperations related to file
–– Operations related to QuotaOperations related to Quota

■■ inode inode is an identifier used tois an identifier used to
distinguish files in kerneldistinguish files in kernel
–– File Attribute InformationFile Attribute Information

■■ Owner and permissionOwner and permission

–– Pointer to operations forPointer to operations for
handling filehandling file
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VFS(contd.)VFS(contd.)

■■ Operations related to a fileOperations related to a file
–– Operations related to eachOperations related to each

filefile

–– E.g. Read/write fileE.g. Read/write file

■■ Operations related to QuotaOperations related to Quota
–– Operations to realize quotaOperations to realize quota

mechanismmechanism

–– E.g. Determine whetherE.g. Determine whether
blocks and blocks and inodes inodes are usedare used
appropriatelyappropriately

■■ Operations related to FileOperations related to File
SystemSystem
–– Operations related to aOperations related to a

physical structure of a filephysical structure of a file
systemsystem

–– E.g. Read/write E.g. Read/write inodeinode, etc, etc

■■ Operations related to Operations related to inodesinodes
–– Operations directoryOperations directory

manipulate manipulate inodesinodes

–– E.g. Delete a file, changeE.g. Delete a file, change
permission and so on.permission and so on.
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Buffer CacheBuffer Cache

■■ The buffer cache cachesThe buffer cache caches
data from a block device likedata from a block device like
a hard disk.a hard disk.

■■ Generally, a disk access isGenerally, a disk access is
performed through the bufferperformed through the buffer
cache.cache.

■■ Buffer Cache is flushedBuffer Cache is flushed
every time -every time -
–– Max number of buffer blocksMax number of buffer blocks

become dirty,become dirty,
–– Several number of buffersSeveral number of buffers

are changed,are changed,
–– The The updateupdate process called process called

the system call the system call bdflushbdflush(2)(2)

Process

System Call

File
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Core
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Machine Interface

Hardware

Buffer
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Device DriverDevice Driver

■■ A device driver is a softwareA device driver is a software
module for utilizing a specificmodule for utilizing a specific
hardwarehardware

■■ Linux has four different typesLinux has four different types
of device drivers:of device drivers:
–– Character DeviceCharacter Device

A device treatable like a fileA device treatable like a file
–– Block DeviceBlock Device

A device which can host aA device which can host a
file systemfile system

–– Network InterfaceNetwork Interface
A physical network deviceA physical network device

–– SCSI InterfaceSCSI Interface
A SCSI interface deviceA SCSI interface device

Process

System Call

File
System

Core
Kernel

Device
Driver

Network

Machine Interface

Hardware

Buffer
Cache



C  2000 IGEL Co.,Ltd. Introduction to the Linux Device Driver 27

!"#$!"#$
NetworkNetwork

■■ Network subsystem isNetwork subsystem is
implemented as an internalimplemented as an internal
service as it is a processservice as it is a process
independent serviceindependent service

–– Serialize packets which arriveSerialize packets which arrive
asynchronously and reconstructasynchronously and reconstruct
a correct dataa correct data

–– Translate requested data fromTranslate requested data from
process into packets andprocess into packets and
transmit themtransmit them

■■ Under Linux, network driver isUnder Linux, network driver is
not visible from /dev directorynot visible from /dev directory

–– Data read from the device is notData read from the device is not
a streama stream

–– All network facilities areAll network facilities are
accessed thru a socketaccessed thru a socket

Process

System Call

File
System

Core
Kernel

Device
Driver

Network

Machine Interface

Hardware

Buffer
Cache
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!"#$!"#$Network Functions Supported byNetwork Functions Supported by
Linux KernelLinux Kernel

■■ IP MasqueradeIP Masquerade
–– Translate IP address likeTranslate IP address like

NATNAT

–– http://http://ipmasqipmasq..cjbcjb.net/.net/

■■ FirewallFirewall
–– Support filtering type firewallSupport filtering type firewall

within kernel (within kernel (ipfwadmipfwadm  isis
required)required)

■■ Many good functions for aMany good functions for a
routerrouter
–– Fast Routing FunctionFast Routing Function

–– QoSQoS

■■ Variety of supported networkVariety of supported network
protocols:protocols:
–– TCP/IPTCP/IP IPv4, IPv6*IPv4, IPv6*

–– PPP/SLIPPPP/SLIP

–– IPXIPX

–– AppleTalkAppleTalk

–– X.25X.25

–– AcornAcorn Econet Econet

■■ Linux Socket FilterLinux Socket Filter
–– For monitoring packetFor monitoring packet

(similar to the BSD Packet(similar to the BSD Packet
Filter)Filter)
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Linux Socket FilterLinux Socket Filter

■■ BSD Packet Filter likeBSD Packet Filter like
mechanismmechanism

■■ Arbitrary filter written inArbitrary filter written in
machine language of pseudomachine language of pseudo
machine can be set to filtermachine can be set to filter
packet coming from packet coming from datalinkdatalink
layerlayer

■■ Syntax of filter is exactly theSyntax of filter is exactly the
same as BSD Packet Filtersame as BSD Packet Filter

DatalinkDatalink

IPIP

LSFLSF

FilterFilter

ApplicationApplication

EthernetEthernet
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LSF and BPF DifferencesLSF and BPF Differences

■■ Use Use <<linuxlinux/filter.h>/filter.h> instead of  instead of <net/<net/bpfbpf.h>.h>..

■■ Use Use struct sock_filterstruct sock_filter  instead of instead of structstruct
bpf_insnbpf_insn to define filter. to define filter.

■■ To To attache attache and detach filter, create a socket and calland detach filter, create a socket and call
setsockoptsetsockopt(2) to set filter as follows:(2) to set filter as follows:
–– setsockoptsetsockopt((sockfdsockfd, SOL_SOCKET,, SOL_SOCKET,
SO_ATTACH_FILTER, &Filter,SO_ATTACH_FILTER, &Filter, sizeof sizeof(Filter));(Filter));

–– setsockoptsetsockopt((sockfdsockfd, SOL_SOCKET,, SOL_SOCKET,
SO_DETACH_FILTER, &value,SO_DETACH_FILTER, &value, sizeof sizeof(value));(value));
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SOCK_PACKETSOCK_PACKET

■■ To monitor all packet easily, use To monitor all packet easily, use SOCK_PACKETSOCK_PACKET

option to create socket:option to create socket:
–– socket(AF_INET, SOCK_PACKET,socket(AF_INET, SOCK_PACKET,
htonshtons(ETH_P_ALL));(ETH_P_ALL));

■■ Types of packets which can be filtered is defined inTypes of packets which can be filtered is defined in
<<linuxlinux//if_etherif_ether.h>..h>.
–– All PacketAll Packet ETH_P_ALLETH_P_ALL

–– IP PacketIP Packet ETH_P_IPETH_P_IP

–– ARP PacketARP Packet ETH_P_ARPETH_P_ARP

–– etc.etc.
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Linux Device DriverLinux Device Driver
BasicsBasics
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!"#$!"#$Kernel Space Drivers vs.Kernel Space Drivers vs.
User Space DriversUser Space Drivers

■■ Kernel Space DriversKernel Space Drivers
–– Better performanceBetter performance

–– Direct memory accessDirect memory access

–– All kind of device driverAll kind of device driver
can be handledcan be handled

■■ User Space DriversUser Space Drivers
–– The full C library can beThe full C library can be

linked inlinked in

–– Easy to debugEasy to debug

–– Even it hangs, the wholeEven it hangs, the whole
system wonsystem won t hangt hang

–– Huge memory can beHuge memory can be
usedused
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Linux Device Driver BasicsLinux Device Driver Basics

■■ Concept of Kernel ProgrammingConcept of Kernel Programming
–– Linux Kernel has a kernel thread which allows multi-threadLinux Kernel has a kernel thread which allows multi-thread

programmingprogramming
■■ SMP configuration is full multi-thread kernelSMP configuration is full multi-thread kernel

–– Generally, within the kernel, a scheduling is done inGenerally, within the kernel, a scheduling is done in
non-preemptive mannernon-preemptive manner

■■ Except for a hardware interruptExcept for a hardware interrupt

–– Kernel runs in event-driven mannerKernel runs in event-driven manner
■■ System CallSystem Call
■■ IRQIRQ

–– As device drivers have a chance to be used by severalAs device drivers have a chance to be used by several
processes, it is important to save contexts for each tasksprocesses, it is important to save contexts for each tasks
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Types of Linux Device DriverTypes of Linux Device Driver

■■ Character DeviceCharacter Device
–– A stream-oriented device whichA stream-oriented device which

can be used like a filecan be used like a file
–– E.g. E.g. /dev/tty1/dev/tty1, , /dev/lp1/dev/lp1,,

etc.etc.

■■ Block DeviceBlock Device
–– A device which can host a fileA device which can host a file

system and can be accessedsystem and can be accessed
by units of blocks (generally,by units of blocks (generally,
1KB)1KB)

–– Under Linux, it is possible toUnder Linux, it is possible to
access by arbitrary numbers ofaccess by arbitrary numbers of
bytesbytes

–– E.g. E.g. /dev/hda1/dev/hda1, , /dev/sda1/dev/sda1,,
etc.etc.

■■ Network DeviceNetwork Device
–– A physical layer of a networkA physical layer of a network

–– Cannot be accessed from anCannot be accessed from an
ordinal file system, as it is notordinal file system, as it is not
stream-oriented devicestream-oriented device

■■ SCSI DeviceSCSI Device
–– A driver to control SCSIA driver to control SCSI

interface cardinterface card

–– Implement only routines to driveImplement only routines to drive
SCSI controller (Protocols sentSCSI controller (Protocols sent
thru SCSI controller are thethru SCSI controller are the
same)same)
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!"#$!"#$
Load and Unload Device DriversLoad and Unload Device Drivers

■■ Under Linux, device drivers can beUnder Linux, device drivers can be
loaded on demand as loadableloaded on demand as loadable
modulesmodules

■■ A module can be loaded andA module can be loaded and
unloaded dynamicallyunloaded dynamically

–– Use theUse the  modprobemodprobe command to command to
load, and theload, and the  rmmodrmmod command to command to
unloadunload
  #   # lsmodlsmod
        (List Modules)(List Modules)
  #   # modprobe mpegdecodemodprobe mpegdecode
        (Load Modules)(Load Modules)
  #   # rmmod mpegdecodermmod mpegdecode
        (Unload Modules)(Unload Modules)

■■ Global variables may be changed atGlobal variables may be changed at
load timeload time
–– # # modprobe irqmodprobe irq=10 sample=10 sample

■■ By using the By using the kerneldkerneld  daemon,daemon,
modules can be loadedmodules can be loaded
automatically on demandautomatically on demand

–– A module is loaded when someoneA module is loaded when someone
tries to access the device first timetries to access the device first time

–– SystemV SystemV IPC and IPC and kerneld kerneld optionsoptions
must be turned on to use themust be turned on to use the
kerneldkerneld

■■ Device drivers which are notDevice drivers which are not
required at boot time may better torequired at boot time may better to
be created as modulesbe created as modules

–– Much easier to maintainMuch easier to maintain
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!"#$!"#$
Load/Unload ModulesLoad/Unload Modules

ModuleModule

KernelKernel

init_moduleinit_module()()

cleanup_modulecleanup_module()()

register_chrdevregister_chrdev()()

unregisterunregister_chrdev_chrdev()()

chrdevschrdevs[][]

file_opsfile_ops

insmodinsmod

query_modulequery_module()()
Is the module already registered?Is the module already registered?

create_modulecreate_module()()

init_moduleinit_module()()

delete_moduledelete_module()()

query_modulequery_module()()

create_modulecreate_module()()
Create place to register the module.Create place to register the module.

delete_moduledelete_module()()
Remove the module.Remove the module.

init_moduleinit_module()()
Load and initialize the module.Load and initialize the module.
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!"#$!"#$Automatic Registration ofAutomatic Registration of
a Modulea Module

■■ The registration of a module isThe registration of a module is
performed by the user-levelperformed by the user-level
process process kerneldkerneld..

■■ The kernel sends request to theThe kernel sends request to the
daemon using daemon using SystemV SystemV IPCIPC
message.message.

■■ The The kerneldkerneld  invokesinvokes
modprobemodprobe or  or rmmodrmmod
commands according to thecommands according to the
request.request.

–– See See <<linuxlinux/kernel.h>/kernel.h> for for
more detail.more detail.

KernelKernelkerneldkerneld

KERNELD_REQUEST_MODULEKERNELD_REQUEST_MODULE

Request to register the moduleRequest to register the module
Spawn Spawn modprobemodprobe

modprobemodprobe

Register the moduleRegister the module



C  2000 IGEL Co.,Ltd. Introduction to the Linux Device Driver 39

!"#$!"#$
A Template of a ModuleA Template of a Module

/*/*
 *  * A template of a ModuleA template of a Module
 */ */

#define MODULE#define MODULE
#define MODVERSIONS#define MODVERSIONS
#include <#include <linuxlinux/module.h>/module.h>
#include <#include <linuxlinux//modversionsmodversions.h>.h>

/*/*
 * Initialize the module * Initialize the module
 */ */
int init_moduleint init_module(void)(void)
{{
  /*  /*
   * Register device driver here.   * Register device driver here.
   */   */
    printkprintk(( Hello World!\nHello World!\n ););
}}

/*/*
 * Remove the module * Remove the module
 */ */
int cleanup_moduleint cleanup_module(void)(void)
{{
  /*  /*
   * You must perform clean up   * You must perform clean up

* in this function. If you* in this function. If you
* don* don t do it, then yout do it, then you llll
* observe a memory leak and* observe a memory leak and
* other nightmares.* other nightmares.

   */   */
    printkprintk(( Good-bye World!\nGood-bye World!\n ););
}}
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!"#$!"#$
Compiling a ModuleCompiling a Module

■■ DonDon t forget to define t forget to define __KERNEL____KERNEL__
andand MODULE  MODULE toto  compilecompile  modulemodule..

■■ If you decided to set version numberIf you decided to set version number
to the kernel symbols, donto the kernel symbols, don t forgett forget
to includeto include
<<linuxlinux//modversionsmodversions.h>.h>

–– This is the kernel compile optionThis is the kernel compile option

–– By setting this option, you have aBy setting this option, you have a
chance to load your module withoutchance to load your module without
recompiling itrecompiling it

■■ If the modules consists of severalIf the modules consists of several
objects, donobjects, don t forget to set t forget to set -r-r
option for relocatable object.option for relocatable object.

##

# # Sample Sample Makefile Makefile for for compling compling a modulea module

##

INCS = -I/usr/includeINCS = -I/usr/include

CFLAGS = -D__KERNEL__ -O -Wall $(INCS)CFLAGS = -D__KERNEL__ -O -Wall $(INCS)

OBJS   = sample1.o sample2.oOBJS   = sample1.o sample2.o

TARGET = sample.oTARGET = sample.o

# Multiple objects# Multiple objects

all: $(OBJS)all: $(OBJS)

ld -m elf_i386 -r -o $(TARGET) $(OBJS)ld -m elf_i386 -r -o $(TARGET) $(OBJS)

# Single objects# Single objects

single: single.osingle: single.o
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!"#$!"#$Basics of a ModuleBasics of a Module
ImplementationImplementation

■■ Usage count of a moduleUsage count of a module
–– To determine whether the module can be unloaded safely, use theTo determine whether the module can be unloaded safely, use the

counter:counter:
■■ MOD_INC_USE_COUNTMOD_INC_USE_COUNT Increment the counterIncrement the counter

■■ MOD_DEC_USE_COUNTMOD_DEC_USE_COUNT Decrement the counterDecrement the counter

■■ MOD_IN_USEMOD_IN_USE True if the counter is not zeroTrue if the counter is not zero

■■ Version dependencyVersion dependency
–– If the source code depends on the specific kernel version, you mayIf the source code depends on the specific kernel version, you may

check by evaluating the check by evaluating the LINUX_VERSION_CODELINUX_VERSION_CODE macro macro
#if LINUX_VERSION_CODE < KERNEL_VERSION(2,2,0)#if LINUX_VERSION_CODE < KERNEL_VERSION(2,2,0)
/* Version dependent code *//* Version dependent code */
##endifendif
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!"#$!"#$Basics of a ModuleBasics of a Module
Implementation(contd.)Implementation(contd.)

■■ If the module needed to be accessed by others, the symbolIf the module needed to be accessed by others, the symbol
must be exported as follows:must be exported as follows:
–– In the case of the 2.0.x kernelIn the case of the 2.0.x kernel

static static struct symbol_table sample_syms struct symbol_table sample_syms = {= {
#include <#include <linuxlinux//symtab_beginsymtab_begin.h>.h>

X(X(sample_funcsample_func),),
#include <#include <linuxlinux//symtab_endsymtab_end.h>.h>
};};
int init_moduleint init_module(void) {(void) {
  /* ... */  /* ... */
    register_symtabregister_symtab(&(&sample_symssample_syms););
  /* ... */  /* ... */
}}

–– In the case of the 2.2.x kernelIn the case of the 2.2.x kernel
#define EXPORT_SYMTAB#define EXPORT_SYMTAB
#include <#include <linuxlinux/module.h>/module.h>
EXPORT_SYMBOL(EXPORT_SYMBOL(sample_funcsample_func););
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!"#$!"#$Accessing to the Memory andAccessing to the Memory and
Mutual ExclusionMutual Exclusion

■■ DonDon t forget to declare a pointer ast forget to declare a pointer as
volatilevolatile when you access to when you access to
shared data to skip optimization byshared data to skip optimization by
the compilerthe compiler

■■ If you want to make a critical region,If you want to make a critical region,
use the following steps:use the following steps:
–– unsigned long flags;unsigned long flags;

save_flagssave_flags(flags);(flags);
clicli(); /* Clear IRQ */(); /* Clear IRQ */
/* Critical region *//* Critical region */
restore_flagsrestore_flags(flags);(flags);

■■ A lock variable using the bitA lock variable using the bit
operatorsoperators
–– while(while(set_bitset_bit(nr, (nr, addraddr))

                     != 0)                     != 0)
    sleep_for_a_whilesleep_for_a_while();();
/* Critical region *//* Critical region */
if (if (clear_bitclear_bit(nr, (nr, addraddr))
                     == 0)                     == 0)
  /* error */  /* error */

■■ Atomic operationsAtomic operations
<<asmasm/atomic.h>/atomic.h>

–– atomic_addatomic_add()()

–– atomic_subatomic_sub()()

–– atomic_incatomic_inc()()

–– atomic_decatomic_dec()()

–– atomic_dec_and_testatomic_dec_and_test()()
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!"#$!"#$Functions for the MemoryFunctions for the Memory
ManagementManagement

■■ void *void *kmallockmalloc(unsigned (unsigned int int size, size, int int priority)priority)
–– Allocate the physical memory in the kernel. Allocate the physical memory in the kernel. GFP_KERNELGFP_KERNEL or  or GFP_ATOMICGFP_ATOMIC

may set formay set for priority priority. . GFP_KERNELGFP_KERNEL allows to delay when the number of allows to delay when the number of
pages left is less thanpages left is less than  min_free_pagesmin_free_pages. . GFP_ATOMIC GFP_ATOMIC allocate theallocate the
memory independent ofmemory independent of  min_free_pagesmin_free_pages. If the memory is used for DMA,. If the memory is used for DMA,
set set GFP_DMAGFP_DMA with  with GFP_ATOMICGFP_ATOMIC or  or GFP_KERNELGFP_KERNEL(Don(Don t set this flag for PCIt set this flag for PCI
peripheral).peripheral).

■■ void void kfreekfree(void *(void *objobj))

–– Free allocated kernel memory.Free allocated kernel memory.

■■ unsigned long unsigned long get_free_pageget_free_page((intint priority) priority)
unsigned long unsigned long __get_free_page__get_free_page((intint priority) priority)
unsigned long unsigned long __get_free_pages__get_free_pages((int int priority, unsignedpriority, unsigned
long order)long order)

–– Allocate new pages. The functionAllocate new pages. The function get_free_page get_free_page  initialize pages with initialize pages with 0,0,
but the functionbut the function  ____get_free_page get_free_page doesndoesn t. The functiont. The function
____get_free_pages get_free_pages allocate order pages of memory(Doesnallocate order pages of memory(Doesn t initialize).t initialize).
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!"#$!"#$Functions for the MemoryFunctions for the Memory
Management(contd.)Management(contd.)

■■ void *void *vmallocvmalloc(unsigned (unsigned int int size)size)

–– Allocate virtual memory in the kernel. CPU can refer the memory properly, but theAllocate virtual memory in the kernel. CPU can refer the memory properly, but the
peripheral devices like PCI cannot access directly. Returned address is the higher thanperipheral devices like PCI cannot access directly. Returned address is the higher than
the physical address.the physical address.

■■ void *void *vremapvremap(unsigned long offset, unsigned long size)(unsigned long offset, unsigned long size)
void *void *ioremapioremap(unsigned long offset, unsigned long size)(unsigned long offset, unsigned long size)

–– Remap Remap the memory segment from the memory segment from offsetoffset for  for sizesize bytes to the higher memory space, bytes to the higher memory space,
so that the address can be access directory from the kernel. Under the 2.1.x kernel orso that the address can be access directory from the kernel. Under the 2.1.x kernel or
later, the function later, the function ioremapioremap  is used. This function can be used to make registers on theis used. This function can be used to make registers on the
PCI peripheral directory from the CPU.PCI peripheral directory from the CPU.

■■ void void vfreevfree(void *(void *objobj))
void void iounmapiounmap(void *(void *objobj))

–– Release allocated memory.Release allocated memory.
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!"#$!"#$
Notes on the Notes on the kmallockmalloc

■■ The size of memory allocated by the function like The size of memory allocated by the function like kmallockmalloc is is
fixed.fixed.

■■ Under the 2.0.x kernel, the size of memory allocated is slightlyUnder the 2.0.x kernel, the size of memory allocated is slightly
smaller than proportional to the power of 2.smaller than proportional to the power of 2.
–– E.g. If 2048bytes is asked to allocate, 4096bytes is allocated as itE.g. If 2048bytes is asked to allocate, 4096bytes is allocated as it

includes a header.includes a header.

■■ The maximum size of memoryThe maximum size of memory allocatable allocatable by the  by the kmalloc kmalloc isis
32pages(i.e. 128KB for 32bit CPU)32pages(i.e. 128KB for 32bit CPU)

■■ The address returned by The address returned by kmallockmalloc::
–– For 2.0.x kernelFor 2.0.x kernel the physical addressthe physical address
–– For 2.1.x kernel and laterFor 2.1.x kernel and later the virtual addressthe virtual address

■■ paddrpaddr = = virt_to_phys virt_to_phys((vaddrvaddr););

■■ vaddrvaddr = = phys_to_virt phys_to_virt((paddrpaddr););



C  2000 IGEL Co.,Ltd. Introduction to the Linux Device Driver 47

!"#$!"#$
Allocating Larger MemoryAllocating Larger Memory

■■ Tell the kernel that you haveTell the kernel that you have
less memory than you haveless memory than you have
actuallyactually
–– Under the system withUnder the system with

32MB RAM, write32MB RAM, write
append=append= memmem=31m=31m

in the in the /etc//etc/lilolilo.conf.conf..
You get the 1MB cleanYou get the 1MB clean
physical memory!physical memory!

■■ To access the memory fromTo access the memory from
the user process, openthe user process, open
/dev//dev/memmem  and and mmapmmap(2)(2)
from 31MB(31 * 0x100000)from 31MB(31 * 0x100000)
for 1MB.for 1MB.

■■ To access the memory from theTo access the memory from the
kernel, access directory askernel, access directory as
follows:follows:

–– 2.0.x kernel2.0.x kernel
#define BASE (31*0x100000)#define BASE (31*0x100000)
char *char *ptrptr = BASE; = BASE;

–– 2.1.x kernel and later2.1.x kernel and later
char *char *ptrptr = = __va __va(BASE);(BASE);

■■ The programmer is responsibleThe programmer is responsible
for mutual exclusion and otherfor mutual exclusion and other
issues as the memory is shared.issues as the memory is shared.

■■ This method can be applied forThis method can be applied for
those device driver needs hugethose device driver needs huge
memory for DMA and etc.memory for DMA and etc.
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!"#$!"#$
Delaying ExecutionDelaying Execution

■■ How to get the current timeHow to get the current time
–– The kernel variable The kernel variable jiffiesjiffies

The time ticks incremented byThe time ticks incremented by
100Hz timer interrupt. (1024Hz for100Hz timer interrupt. (1024Hz for
Alpha)Alpha)

–– do_gettimeofdaydo_gettimeofday
The entity of the system callThe entity of the system call
gettimeofdaygettimeofday

■■ The way to delay executionThe way to delay execution
–– Busy WaitBusy Wait

–– ReschedulingRescheduling

–– Task QueueTask Queue

–– Kernel TimerKernel Timer

■■ Busy WaitBusy Wait
–– Performs busy wait forPerforms busy wait for

1000usec by1000usec by  udelayudelay(1000)(1000)..
–– As it wastes CPU, donAs it wastes CPU, don t use itt use it

for long delay.for long delay.

■■ ReschedulingRescheduling
–– Suspend the current executionSuspend the current execution

and to itself back to the waitand to itself back to the wait
queuequeue

–– current->timeout = x;current->timeout = x;
current->state =current->state =
  TASK_INTERRUPTIBLE;  TASK_INTERRUPTIBLE;
schedule();schedule();
current->timeout = 0;current->timeout = 0;

–– The variable The variable xx is  is jiffiesjiffies
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!"#$!"#$
Task QueueTask Queue

■■ By adding the task to the list,By adding the task to the list,
you can execute the task lateryou can execute the task later
on.on.

–– E.g. The bottom half in theE.g. The bottom half in the
interrupt handler.interrupt handler.

■■ The list of queue prepared byThe list of queue prepared by
the kernelthe kernel
–– tq_schedulertq_scheduler

The queue used for the normalThe queue used for the normal
taskstasks

–– tq_timertq_timer
The queue for the tasksThe queue for the tasks
executed by the timerexecuted by the timer

–– tq_immediatetq_immediate
The queue for the tasks neededThe queue for the tasks needed
to be executed as soon asto be executed as soon as
possiblepossible

struct tq_struct sample_taskstruct tq_struct sample_task;;
sample_tasksample_task.routine = .routine = sample_bhsample_bh;;
sample_tasksample_task.data = (void*)NULL;.data = (void*)NULL;

int sample_intteruptint sample_intterupt()()
{{
  /* Some task here */  /* Some task here */
    queue_taskqueue_task(&(&sample_tasksample_task, &, &tq_schedulertq_scheduler););

#if 0#if 0
  /* for the BH add to the  /* for the BH add to the tq_immediate tq_immediate */ */
    queue_taskqueue_task(&(&sample_tasksample_task, &, &tq_immediatetq_immediate););
    mark_bhmark_bh(IMMEDIATE_BH);(IMMEDIATE_BH);
##endifendif

    return 0;return 0;
}}

int sample_bhint sample_bh(void *dummy)(void *dummy)
{{
  /* Some task here */  /* Some task here */
  return 0;  return 0;
}}
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!"#$!"#$
Kernel TimerKernel Timer

■■ If the task needed to be delayed forIf the task needed to be delayed for
some definite amount of time, usesome definite amount of time, use
the kernel timerthe kernel timer

■■ By registering the task and theBy registering the task and the
desired time, the task is invokeddesired time, the task is invoked
when the kernel reaches to thewhen the kernel reaches to the
specified time.specified time.
–– void void init_timerinit_timer((structstruct

timer_list timer_list *timer)*timer)
voidvoid add_timer add_timer((structstruct
timer_list timer_list *timer*timer

–– void void del_timerdel_timer((structstruct
timer_list timer_list *timer)*timer)

struct timer_list sample_timerstruct timer_list sample_timer;;
struct wait_queue struct wait_queue *wait = NULL;*wait = NULL;

void void sample_timeoutsample_timeout(unsigned long x)(unsigned long x)
{{
    wake_up_interruptiblewake_up_interruptible(&wait);(&wait);
}}

int sample_timerint sample_timer()()
{{
  /* Initialize timer */  /* Initialize timer */
    init_timerinit_timer(&(&sample_timersample_timer););

    sample_timersample_timer.expires = jiffies + TIME;.expires = jiffies + TIME;
    sample_timersample_timer.data    = 0;.data    = 0;
    sample_timersample_timer.function= .function= sample_timeoutsample_timeout;;

  /* Register timer */  /* Register timer */
    addtimeraddtimer(&(&sample_timersample_timer););
    interruptible_sleep_oninterruptible_sleep_on(&wait);(&wait);

  return 0;  return 0;
}}
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!"#$!"#$
Interrupt HandlingInterrupt Handling

■■ The devices like PCI peripheralsThe devices like PCI peripherals
send interrupts to tell the arrivalsend interrupts to tell the arrival
of data and etc.of data and etc.

■■ Linux supports the shared IRQLinux supports the shared IRQ
which is specified in PCI specwhich is specified in PCI spec

–– Set Set SH_IRQSH_IRQ when you register when you register
IRQ handlerIRQ handler

–– Basically, in the case of sharedBasically, in the case of shared
IRQ, the kernel just calls allIRQ, the kernel just calls all
interrupt handler those interrupt handler those sharringsharring
the interrupt one by onethe interrupt one by one

/*/*
 *  * Interrupt handlingInterrupt handling
 */ */
void void init_moduleinit_module()()
{{
  /* . . . */  /* . . . */
    request_irqrequest_irq((irqirq, , irq_handlerirq_handler,,

SA_INTERRUPT | SA_SHIRQ, SA_INTERRUPT | SA_SHIRQ, samplesample ,,
dev);dev);

  /* . . . */  /* . . . */
}}

void void irq_handlerirq_handler((int irqint irq, void *dev,, void *dev,
sturct pt_regs sturct pt_regs **regsregs))

{{
  /* Process here */  /* Process here */

  /*  /*
   * If you have the bottom half:   * If you have the bottom half:
   *      *   queue_taskqueue_task(&(&sample_bhsample_bh,,
   *             *                 & &tq_immediatetq_immediate););
   *      *   mark_bhmark_bh(IMMEDIATE_BH);(IMMEDIATE_BH);
   */   */
  return;  return;
}}
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!"#$!"#$
Functions for a Interrupt HandlingFunctions for a Interrupt Handling

■■ intint  request_irqrequest_irq(unsigned (unsigned int irqint irq, void (*handler)(, void (*handler)(intint,,
void*, void*, structstruct  pt_regspt_regs*), unsigned long flags, const char*), unsigned long flags, const char
*device, void **device, void *dev_iddev_id))

–– Enable interrupt vectorEnable interrupt vector  irq irq and calland call handler  handler when the kernel receives thewhen the kernel receives the  irqirq..
The The handler handler is called with the argumentis called with the argument  dev_iddev_id. Specify. Specify SA_INTERRUPT SA_INTERRUPT(disable(disable
interrupt while handling interrupt),interrupt while handling interrupt), SA_SHIRQ SA_SHIRQ(share IRQ) or(share IRQ) or SA_SAMPLE_RANDOM SA_SAMPLE_RANDOM(the(the
interrupt timestamp can be used to generate system entropy) forinterrupt timestamp can be used to generate system entropy) for flags flags. The. The device device
is the name of the device appears inis the name of the device appears in /proc/interrupts /proc/interrupts. Returns 0 if success.. Returns 0 if success.

■■ void void free_irqfree_irq(unsigned (unsigned int irqint irq, void *, void *dev_iddev_id))

–– Release IRQ.Release IRQ.
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!"#$!"#$
Debugging a Device DriverDebugging a Device Driver

■■ Debugging by PrintingDebugging by Printing
–– Insert check point which generate message in the code.Insert check point which generate message in the code.

■■ Debugging by QueryingDebugging by Querying
–– Use a specialUse a special ioctl ioctl or a /proc file system to generate debug information or a /proc file system to generate debug information

■■ Debugging System FaultsDebugging System Faults
–– Use oops message generated by the kernelUse oops message generated by the kernel
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!"#$!"#$
Debugging by PrintingDebugging by Printing

■■ The most general debuggingThe most general debugging
methodmethod

–– You cannot use You cannot use stdio stdio library aslibrary as
the kernel has no standard I/O.the kernel has no standard I/O.

■■ Use the Use the printkprintk  which send thewhich send the
kernel output message to thekernel output message to the
klogdklogd..

■■ The same arguments asThe same arguments as
printfprintf can be given. can be given.

■■ The logging level can beThe logging level can be
defined.defined.
(see (see <<linuxlinux/kernel.h>)/kernel.h>)
–– printkprintk(KERN_DEBUG (KERN_DEBUG …… ););

is converted tois converted to
printkprintk(( <7><7>…… ););
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!"#$!"#$
Debugging by QueryingDebugging by Querying

■■ By using a /proc file system, user can access to the kernelBy using a /proc file system, user can access to the kernel
information easily.information easily.

■■ No special tools are required for this task.No special tools are required for this task.
DiDi..takitaki[1:04am]% cat /proc/mpeg[1:04am]% cat /proc/mpeg
Board 0Board 0
        RPS0 : no       RPS1 : no       Head0 : 0       Tail0 : 0        RPS0 : no       RPS1 : no       Head0 : 0       Tail0 : 0
        Prg0 : -1  Exec0 : 0x00000000  Prog1 : -1  Exec1 : 0x00000000        Prg0 : -1  Exec0 : 0x00000000  Prog1 : -1  Exec1 : 0x00000000
        V4L: (704x480)->(704x480)@(0,0), 0bit, 0B/l, 0x00000000,        V4L: (704x480)->(704x480)@(0,0), 0bit, 0B/l, 0x00000000, Fmt Fmt=00=00
        DEBI: 0x066b0018 -> 0xffffffff (0B): 0x45430013(1B done)        DEBI: 0x066b0018 -> 0xffffffff (0B): 0x45430013(1B done)
        Stat0 : 0x00000000        Stat0 : 0x00000000      BufSz      BufSz: 16000B: 16000B
    RPS Buffer 0    RPS Buffer 0
        0:0B(0x066b0018)->0xff  1:0B(0x0669c018)->0xff  2:0B(0x06698018)->0xff        0:0B(0x066b0018)->0xff  1:0B(0x0669c018)->0xff  2:0B(0x06698018)->0xff
        3:0B(0x06694018)->0xff  4:0B(0x06690018)->0xff  5:0B(0x0668c018)->0xff        3:0B(0x06694018)->0xff  4:0B(0x06690018)->0xff  5:0B(0x0668c018)->0xff
        6:0B(0x06688018)->0xff  7:0B(0x06684018)->0xff  8:0B(0x06680018)->0xff        6:0B(0x06688018)->0xff  7:0B(0x06684018)->0xff  8:0B(0x06680018)->0xff
        9:0B(0x0667c018)->0xff        9:0B(0x0667c018)->0xff
        RPS_I0: 0, RPS_A0: 0, RPS_A1: 0, RPS_I1: 0, FIDB: 0, VGT: 1        RPS_I0: 0, RPS_A0: 0, RPS_A1: 0, RPS_I1: 0, FIDB: 0, VGT: 1
          MC1 : 0x00000900        MC2 : 0x00000053        ISR : 0x00000000          MC1 : 0x00000900        MC2 : 0x00000053        ISR : 0x00000000
          PSR : 0x000008f8        SSR : 0x000000b0       ODD1 : 0xbdf785f7          PSR : 0x000008f8        SSR : 0x000000b0       ODD1 : 0xbdf785f7
        EVEN1 : 0x4e844655      PITCH1 : 0xfbf7daaf     HPSCTL : 0x50016000        EVEN1 : 0x4e844655      PITCH1 : 0xfbf7daaf     HPSCTL : 0x50016000
        HPSVS : 0x5de27746      HPSVG : 0xf3fbf2dc      HPSHPS : 0xf27afa6e        HPSVS : 0x5de27746      HPSVG : 0xf3fbf2dc      HPSHPS : 0xf27afa6e
        HPSHS : 0x6b9d35cf      HPSBCS : 0xe25a97e6     HPSCRM : 0xf3cdcb9e        HPSHS : 0x6b9d35cf      HPSBCS : 0xe25a97e6     HPSCRM : 0xf3cdcb9e
        HPSFMT : 0xc97ffb65        HPSFMT : 0xc97ffb65
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Debugging by Querying(contd.)Debugging by Querying(contd.)

■■ System call System call ioctlioctl is used to send the device is used to send the device
dependent request to the device driver.dependent request to the device driver.

■■ Advantage (compared to a /proc file system)Advantage (compared to a /proc file system)
–– Output can be larger than a page (4KB)Output can be larger than a page (4KB)

–– Even the device driver has the debugging code, the userEven the device driver has the debugging code, the user
may not noticemay not notice

■■ DisadvantageDisadvantage
–– The debugging tool for the device driver is required.The debugging tool for the device driver is required.

–– If the device driver is If the device driver is freezed freezed in the in the ioctlioctl  routine, there isroutine, there is
no way to debugno way to debug
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Using a /proc file systemUsing a /proc file system

■■ Register /proc file systemRegister /proc file system
handler using the followinghandler using the following
functions:functions:
–– proc_registerproc_register  (for 2.1.x or(for 2.1.x or

later)later)
–– proc_register_dynamicproc_register_dynamic

(for 2.0.x)(for 2.0.x)

■■ Register the name, the modeRegister the name, the mode
and the callback functionand the callback function

■■ The callback function generateThe callback function generate
the output for the read accessthe output for the read access

#include <#include <linuxlinux/module.h>/module.h>
#include <#include <linuxlinux//proc_fsproc_fs.h>.h>

int sample_procint sample_proc(char *(char *bufbuf, char **start, , char **start, off_toff_t
offset, offset, int lenint len, , int int unused)unused)

{{
    len len = = sprintfsprintf((bufbuf, , Hello World\nHello World\n ););
  return   return lenlen;;
}}

struct proc_dir_entry sample_proc_entry struct proc_dir_entry sample_proc_entry = {= {
  0,  0,  /*  /* inodeinode */ */
  6,   6, samplesample ,,  /* filename */ /* filename */
  S_IFREG | S_IRUGO, /* mode(<  S_IFREG | S_IRUGO, /* mode(<linuxlinux/stat.h>) *//stat.h>) */
  1, 0, 0, 0,       /* link,owner,group,size */  1, 0, 0, 0,       /* link,owner,group,size */
  NULL,  NULL,  /* operations */ /* operations */
  &  &sample_procsample_proc  /* callback function */ /* callback function */
};};

int init_moduleint init_module(void) {(void) {
    proc_registerproc_register(&(&proc_rootproc_root,,

&&sample_proc_entrysample_proc_entry););
}}

int clenaup_moduleint clenaup_module(void) {(void) {
    proc_unregisterproc_unregister(&(&proc_rootproc_root,,

sample_proc_entrysample_proc_entry..low_inolow_ino););
}}
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Debugging System FaultDebugging System Fault

■■ In the case of segmentationIn the case of segmentation
fault in the kernel, the Oopsfault in the kernel, the Oops
message is generated.message is generated.

■■ As the message gives the stackAs the message gives the stack
and the register information, it isand the register information, it is
useful for those who canuseful for those who can
understand machine language.understand machine language.

■■ The The ksymoopsksymoops  command cancommand can
be used to generate morebe used to generate more
useful information from theuseful information from the
Oops message.Oops message.

Unable to handle kernel NULL pointerUnable to handle kernel NULL pointer dereference dereference at virtual address 00000110 at virtual address 00000110

current->current->tsstss.cr3 = 0e2f6000, %cr3 = 0e2f6000.cr3 = 0e2f6000, %cr3 = 0e2f6000

**pdepde = 00000000 = 00000000

Oops: 0000Oops: 0000

CPU:    0CPU:    0

EIP:    0010:[<d00287f0>]EIP:    0010:[<d00287f0>]

Using defaults fromUsing defaults from ksymoops ksymoops -t elf32-i386 -a i386 -t elf32-i386 -a i386

EFLAGS: 00010246EFLAGS: 00010246

eaxeax: 00000053: 00000053   ebx   ebx: 00000000: 00000000   ecx   ecx: 00000001: 00000001   edx   edx: 00000000: 00000000

esiesi: d0034000: d0034000   edi   edi: 00000007: 00000007   ebp   ebp: 0000200c: 0000200c   esp   esp: ce2f9ed4: ce2f9ed4

dsds: 0018: 0018   es   es: 0018: 0018   ss   ss: 0018: 0018

ProcessProcess insmod insmod ( (pidpid: 168, process nr: 32,: 168, process nr: 32, stackpage stackpage=ce2f9000)=ce2f9000)

Stack: d0027e0e d0034000 00000001 00000000 d0034000 00000010 00000005 d0034000Stack: d0027e0e d0034000 00000001 00000000 d0034000 00000010 00000005 d0034000

       d0025a3e d0034000 00008000 00000007 0000000f 0000200c cffb16e0 00000000       d0025a3e d0034000 00008000 00000007 0000000f 0000200c cffb16e0 00000000

       d00279a9 d0034000 00000000 00000010 d0025000 00000000 d0025053       d00279a9 d0034000 00000000 00000010 d0025000 00000000 d0025053 ffffffea ffffffea

Call Trace: [<d0027e0e>] [<d0034000>] [<d0034000>] [<d0034000>] [<d0025a3e>] [<dCall Trace: [<d0027e0e>] [<d0034000>] [<d0034000>] [<d0034000>] [<d0025a3e>] [<d

0034000>] [<d00279a9>]0034000>] [<d00279a9>]

       [<d0034000>] [<d0025000>] [<d0025053>] [<d002582f>] [<d002af4f>] [<c0115d       [<d0034000>] [<d0025000>] [<d0025053>] [<d002582f>] [<d002af4f>] [<c0115d

c7>] [<d0025000>] [<d00328a4>]c7>] [<d0025000>] [<d00328a4>]

       [<d0032bd4>] [<d0025048>] [<c0109e84>] [<d0025000>]       [<d0032bd4>] [<d0025048>] [<c0109e84>] [<d0025000>]

Code: a1 10 01 00 00 a9 00 00 08 00 75 d4 5b 5e c3 90 57 56 53 8bCode: a1 10 01 00 00 a9 00 00 08 00 75 d4 5b 5e c3 90 57 56 53 8b
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ksymoopsksymoops

■■ The latest version can be obtained fromThe latest version can be obtained from
ftp://ftp.ftp://ftp.ocsocs.com.au/pub/.com.au/pub/ksymoopsksymoops//

–– It is also included in the kernel distribution, but you need to compile itIt is also included in the kernel distribution, but you need to compile it
manually(manually(/usr//usr/srcsrc//linuxlinux/scripts//scripts/))

■■ See manual and source code to check the usage and the compilingSee manual and source code to check the usage and the compiling
method.method.
–– g++g++ ksymoops ksymoops.cc.cc to compile to compile ksymoops ksymoops in 2.0.36 in 2.0.36
–– The latest The latest ksymoops ksymoops can be compiled just by typing can be compiled just by typing makemake

■■ Getting Oops logGetting Oops log
–– # # dmesgdmesg > oops.log > oops.log

■■ Running Running ksymoopsksymoops
–– For 2.0.36For 2.0.36

# # ksymoopsksymoops /usr/ /usr/srcsrc//linuxlinux/System.map < oops.log/System.map < oops.log

–– The latest versionThe latest version
# # ksymoopsksymoops < oops.log < oops.log
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System HangSystem Hang

■■ The kernel may hang while testing the device driver.The kernel may hang while testing the device driver.

■■ In the worst case, Ctrl+Alt+Del may not work anymore.In the worst case, Ctrl+Alt+Del may not work anymore.

■■ But before pressing the reset button, there is something we canBut before pressing the reset button, there is something we can
do:do:
–– Shift +Shift + ScrollLock ScrollLock

■■ Display the current memory status including buffer cache.Display the current memory status including buffer cache.

–– Control +Control + ScrollLock ScrollLock
■■ Display the current process status.Display the current process status.

–– Alt + Alt + ScrollLockScrollLock
■■ Display register information.Display register information.

■■ By referring a program counter and the kernel symbol table, you mayBy referring a program counter and the kernel symbol table, you may
check where the problem is later on.check where the problem is later on.
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Entering to the Device DriverEntering to the Device Driver

■■ Special files are used to access the character device and theSpecial files are used to access the character device and the
block device.block device.

■■ Special files are required to access the device driver:Special files are required to access the device driver:
–– Making a special file for a character deviceMaking a special file for a character device

■■ # # mknodmknod /dev/csample0 c 127 0 /dev/csample0 c 127 0

–– Making a special file for a character deviceMaking a special file for a character device
■■ # # mknodmknod /dev/bsample0 b 128 0 /dev/bsample0 b 128 0

■■ mknod mknod <filename> <c|b> <major> <minor><filename> <c|b> <major> <minor>

–– The 2nd argument specifies a character or a block device.The 2nd argument specifies a character or a block device.
–– The 3rd argument is a major number of the device (i.e. this numberThe 3rd argument is a major number of the device (i.e. this number

is used to identify the device driveris used to identify the device driver

–– The 4th argument is a minor number used to identify the deviceThe 4th argument is a minor number used to identify the device
within the device driver.within the device driver.
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Major and Minor Device NumberMajor and Minor Device Number

■■ The major device number isThe major device number is
used to identify the device driverused to identify the device driver
by the kernel.by the kernel.

■■ The device driver must registerThe device driver must register
its major number before it startsits major number before it starts
service.service.

■■ The minor device number isThe minor device number is
used to identify the device in theused to identify the device in the
device driver.device driver.

Sc.Sc.takitaki[4:02am]%[4:02am]% ls ls -l /dev/fd0*|head -l /dev/fd0*|head

brw-rwbrw-rw----   1 root     floppy     2,   0 May 15  1996 /dev/fd0----   1 root     floppy     2,   0 May 15  1996 /dev/fd0

brw-rwbrw-rw----   1 root     floppy     2,  36 May 15  1996 /dev/fd0CompaQ----   1 root     floppy     2,  36 May 15  1996 /dev/fd0CompaQ

brw-rwbrw-rw----   1 root     floppy     2,   4 May 15  1996 /dev/fd0d360----   1 root     floppy     2,   4 May 15  1996 /dev/fd0d360

brw-rwbrw-rw----   1 root     floppy     2,   8 May 15  1996 /dev/fd0h1200----   1 root     floppy     2,   8 May 15  1996 /dev/fd0h1200

brw-rwbrw-rw----   1 root     floppy     2,  40 May 15  1996 /dev/fd0h1440----   1 root     floppy     2,  40 May 15  1996 /dev/fd0h1440

brw-rwbrw-rw----   1 root     floppy     2,  56 May 15  1996 /dev/fd0h1476----   1 root     floppy     2,  56 May 15  1996 /dev/fd0h1476

brw-rwbrw-rw----   1 root     floppy     2,  72 May 15  1996 /dev/fd0h1494----   1 root     floppy     2,  72 May 15  1996 /dev/fd0h1494

brw-rwbrw-rw----   1 root     floppy     2,  92 May 15  1996 /dev/fd0h1600----   1 root     floppy     2,  92 May 15  1996 /dev/fd0h1600

brw-rwbrw-rw----   1 root     floppy     2,  20 May 15  1996 /dev/fd0h360----   1 root     floppy     2,  20 May 15  1996 /dev/fd0h360

brw-rwbrw-rw----   1 root     floppy     2,  48 May 15  1996 /dev/fd0h410----   1 root     floppy     2,  48 May 15  1996 /dev/fd0h410
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Character DeviceCharacter Device
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Basics of Character DeviceBasics of Character Device

■■ Register and unregister aRegister and unregister a
character devicecharacter device
–– register_chrdevregister_chrdev

–– unregister_chrdevunregister_chrdev

■■ To register a character device,To register a character device,
set appropriate callbackset appropriate callback
functions in the structurefunctions in the structure
file_operationsfile_operations  defined indefined in
<<linuxlinux//fsfs.h>..h>.

■■ When the user accesses to theWhen the user accesses to the
device, the kernel call thedevice, the kernel call the
appropriate callback function byappropriate callback function by
referring the pointer set in thereferring the pointer set in the
structure structure file_operationsfile_operations..

ModuleModule KernelKernel

init_moduleinit_module()()

cleanup_modulecleanup_module()()

register_chrdevregister_chrdev()()

unregisterunregister_chrdev_chrdev()()

chrdevschrdevs[][]

dummy_readdummy_read()() sys_readsys_read()()

1
2

3

file_opsfile_ops
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!"#$!"#$Register and UnregisterRegister and Unregister
a Character Devicea Character Device

■■ int register_chrdevint register_chrdev(unsigned(unsigned int int major, const char major, const char
*name, *name, struct file_operationsstruct file_operations *fops); *fops);

–– Register a device driver with the nameRegister a device driver with the name name  name and the major device numberand the major device number
majormajor. The callback functions which provides services is defined in. The callback functions which provides services is defined in fops. fops.

■■ int int unregisterunregister_chrdev_chrdev(unsigned(unsigned int int major, const char major, const char
*name);*name);

–– Unregister the device driver with the nameUnregister the device driver with the name name  name and the major deviceand the major device
numbernumber major. major.
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StructureStructure  file_operationsfile_operations

■■ The 2.0.x KernelThe 2.0.x Kernel
struct file_operationsstruct file_operations { {
    intint (* (*lseeklseek) () (struct inodestruct inode*,*, struct struct file*, file*, off_t off_t,, int int););
  int  int (*read) ( (*read) (struct inodestruct inode*,*, struct struct file*, char *, file*, char *, int int););
   int int (*write) ( (*write) (struct inodestruct inode*,*, struct struct file*, const char *, file*, const char *, int int););
    intint (* (*readdirreaddir) () (struct inodestruct inode*,*, struct struct file*, void *, file*, void *, filldir_t filldir_t););
   int int (*select) ( (*select) (struct inodestruct inode*,*, struct struct file*, file*, int int, , select_tableselect_table*);*);
   int int (* (*ioctlioctl) () (struct inodestruct inode*,*, struct struct file*, unsigned file*, unsigned int int, unsigned long);, unsigned long);
   int int (* (*mmapmmap) () (struct inodestruct inode*,*, struct struct file*, file*, struct vm_area_struct struct vm_area_struct*);*);
    intint (*open) ( (*open) (struct inodestruct inode*,*, struct struct file*); file*);
  void (*release) (  void (*release) (struct inodestruct inode*,*, struct struct file*); file*);
    int int (*(*fsyncfsync) () (struct inodestruct inode*,*, struct struct file*); file*);
    intint (* (*fasyncfasync) () (struct inodestruct inode*,*, struct struct file*, file*, int int););
    intint (* (*check_media_changecheck_media_change) () (kdev_tkdev_t dev); dev);
   int int (*revalidate) ( (*revalidate) (kdev_tkdev_t dev); dev);
};};
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!"#$!"#$StructureStructure
file_operationsfile_operations(contd.)(contd.)

■■ The 2.1.x kernel and laterThe 2.1.x kernel and later
struct file_operationsstruct file_operations { {
    loff_tloff_t (* (*llseekllseek) () (structstruct file *, file *, loff_t loff_t,, int int););
    ssize_tssize_t (*read) ( (*read) (structstruct file *, char *, file *, char *, size_t size_t,, loff_t loff_t *); *);
    ssize_tssize_t (*write) ( (*write) (structstruct file *, const char *, file *, const char *, size_t size_t,, loff_t loff_t *); *);
    intint (* (*readdirreaddir) () (structstruct file *, void *, file *, void *, filldir_t filldir_t););
    unsignedunsigned int int (*poll) ( (*poll) (structstruct file *, file *, struct poll_table_struct struct poll_table_struct *); *);
    intint (* (*ioctlioctl) () (struct inodestruct inode*,*, struct struct file*, unsigned file*, unsigned int int, unsigned long);, unsigned long);
    intint (* (*mmapmmap) () (structstruct file *, file *, struct vm_area_struct struct vm_area_struct *); *);
    intint (*open) ( (*open) (struct inodestruct inode *, *, struct struct file *); file *);
    intint (*flush) ( (*flush) (structstruct file *); file *);
    intint (*release) ( (*release) (struct inodestruct inode *, *, struct  struct file *);file *);
    intint (* (*fsyncfsync) () (structstruct file *, file *, struct dentry struct dentry *); *);
    intint (* (*fasyncfasync) () (intint,, struct struct file *, file *, int int););
    intint (* (*check_media_changecheck_media_change) () (kdev_tkdev_t dev); dev);
    intint (*revalidate) ( (*revalidate) (kdev_tkdev_t dev); dev);
    intint (*lock) ( (*lock) (structstruct file *, file *, int int,, struct file_lock struct file_lock *); *);
};};
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Device Dependent OperationsDevice Dependent Operations

■■ int int (*(*lseeklseek)()(structstruct  inodeinode*, *, structstruct file*,  file*, off_toff_t, , intint););

–– The function corresponds to the system call The function corresponds to the system call lseeklseek..

■■ int int (*read)((*read)(structstruct  inodeinode*, *, structstruct file*, char*,  file*, char*, intint););

–– The function corresponds to the system call The function corresponds to the system call read.read.

■■ int int (*write)((*write)(struct inodestruct inode*,*, struct struct file*, const char*,  file*, const char*, intint))

–– The function corresponds to the system call The function corresponds to the system call write.write.

■■ int int (*(*readdirreaddir)()(struct inodestruct inode*, *, struct struct file*, void*,file*, void*,
filldir_tfilldir_t););

–– This must be set to This must be set to NULLNULL for the device driver. for the device driver.

■■ int int (*select)((*select)(struct inodestruct inode*, *, struct struct file*, file*, intint,,
select_tableselect_table*);*);

–– The function corresponds to the system call The function corresponds to the system call selectselect. If the given condition. If the given condition
become true, then return 1. If not true, then return 0. If this function is set tobecome true, then return 1. If not true, then return 0. If this function is set to
NULLNULL, the I/O to this device must always succeed., the I/O to this device must always succeed.
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!"#$!"#$Device DependentDevice Dependent
Operations(contd.)Operations(contd.)

■■ int int (*(*ioctlioctl)()(structstruct  inodeinode*, *, structstruct file*, unsigned  file*, unsigned intint,,
unsigned long);unsigned long);

–– The function corresponds to the system call The function corresponds to the system call ioctlioctl..

■■ int int (*(*mmapmmap)()(structstruct  inodeinode*, *, structstruct file*,  file*, structstruct
vm_area_structvm_area_struct*);*);

–– The function corresponds to the system call The function corresponds to the system call mmapmmap..

■■ int int (*open)((*open)(struct inodestruct inode*,*, struct struct file*) file*)

–– The function corresponds to the system call The function corresponds to the system call openopen. If. If NULL  NULL is set, theis set, the
open always succeed.open always succeed.

■■ int int (*release)((*release)(struct inodestruct inode*, *, struct struct file*);file*);

–– The function corresponds to the system call The function corresponds to the system call close.close.

■■ int int (*(*fsyncfsync)()(struct inodestruct inode*, *, struct struct file*);file*);

–– The function to flush the buffer in the device driver.The function to flush the buffer in the device driver.
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!"#$!"#$Device DependentDevice Dependent
Operations(contd.)Operations(contd.)

■■ int int (*(*fasyncfasync)()(structstruct  inodeinode*, *, structstruct file*,  file*, intint););

–– The function to set The function to set FASYNCFASYNC flag. flag.

■■ int int (*(*check_media_changecheck_media_change)()(kdev_tkdev_t););

–– Used only with the block device. Check if the media had beenUsed only with the block device. Check if the media had been
changed since last access. Returns 1 when the media had beenchanged since last access. Returns 1 when the media had been
changed.changed.

■■ intint (*revalidate)( (*revalidate)(kdev_tkdev_t))

–– Used only with the block device. The behavior is the deviceUsed only with the block device. The behavior is the device
dependent. The function is called every time the media had beendependent. The function is called every time the media had been
changed. Return value should be 0 for safety.changed. Return value should be 0 for safety.
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Structure Structure filefile

■■ mode_t f_modemode_t f_mode

–– File mode described byFile mode described by
FMODE_READ FMODE_READ bit andbit and
FMODE_WRITEFMODE_WRITE bit. bit.

–– No need to check, as it is checkedNo need to check, as it is checked
by VFS subsystem.by VFS subsystem.

■■ loff_t f_posloff_t f_pos

–– The current file position.The current file position.

–– TheThe  lseek lseek must update thismust update this
variable.variable.

■■ unsigned short unsigned short f_flagsf_flags

–– The flags likeThe flags like O_RDONLY O_RDONLY and and
O_NONBLOCK(<O_NONBLOCK(<linuxlinux//fcntlfcntl.h>).h>)

–– Need check for Non-blocking I/O.Need check for Non-blocking I/O.

■■ struct inode struct inode **f_inodef_inode

–– The The inode inode of the opened file.of the opened file.

■■ struct file_operations struct file_operations **f_opf_op

–– The operations dependent on the file.The operations dependent on the file.

–– After the file is opened, the kernel usesAfter the file is opened, the kernel uses
these functions as the dispatcher.these functions as the dispatcher.

–– The dispatcher can be changedThe dispatcher can be changed
according after opening the file(e.g.according after opening the file(e.g.
according to the minor number)according to the minor number)

■■ void *void *private_dataprivate_data

–– The pointer which can be used freely byThe pointer which can be used freely by
the device driver.the device driver.

–– The system call open initializes thisThe system call open initializes this
variables to variables to NULLNULL..

–– This can be used to store the statusThis can be used to store the status
information, but doninformation, but don t forget to releaset forget to release
the memory at the end.the memory at the end.
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Getting Major and Minor NumberGetting Major and Minor Number

■■ The major and minor device number can be retrieved from the memberThe major and minor device number can be retrieved from the member
of of structutre structutre inodeinode..

■■ The 2.0.x kernel (Use the argument The 2.0.x kernel (Use the argument inodeinode))
–– intint major = MAJOR( major = MAJOR(inodeinode->->i_rdevi_rdev););

intint minor = MINOR( minor = MINOR(inodeinode->->i_rdevi_rdev););

■■ The 2.1.x kernel and later (Use the argument The 2.1.x kernel and later (Use the argument filefile))
–– struct inodestruct inode * *inodeinode = file-> = file->f_dentryf_dentry->->d_inoded_inode;;

intint major = MAJOR( major = MAJOR(inodeinode->->i_rdevi_rdev););
int int minor = MINOR(minor = MINOR(inodeinode->->i_rdevi_rdev););
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Open and Release MethodsOpen and Release Methods

/*/*
 * A sample of open method * A sample of open method
 */ */

int sample_openint sample_open((struct inode struct inode **inodeinode,,
struct struct file *file)file *file)

{{
    int int major = MAJOR(major = MAJOR(inodeinode->->i_rdevi_rdev););
    int int minor = MINOR(minor = MINOR(inodeinode->->i_rdevi_rdev););

  /*  /*
   * Initialize device   * Initialize device
   */   */

  /* Increment module counter */  /* Increment module counter */
  MOD_INC_USE_COUNT;  MOD_INC_USE_COUNT;

  return 0;  /* success */  return 0;  /* success */
}}

/*/*
 * A  * A sampesampe of release method of release method
 */ */

int sample_releaseint sample_release((struct inode struct inode **inodeinode,,
struct struct file *file)file *file)

{{
  /*  /*
   * Cleanup garbage   * Cleanup garbage
   */   */

  /* Decrement module counter */  /* Decrement module counter */
  MOD_DEC_USE_COUNT;  MOD_DEC_USE_COUNT;

  return 0;  /* success */  return 0;  /* success */
}}
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!"#$!"#$Data Transfer betweenData Transfer between
the Kernel and the User Spacethe Kernel and the User Space

■■ The kernel and the user memory space is the different memory space. No wayThe kernel and the user memory space is the different memory space. No way
to use the pointer passed by the user directly.to use the pointer passed by the user directly.

■■ To transfer the data between the kernel and the user the following functions areTo transfer the data between the kernel and the user the following functions are
used:used:

–– The 2.0.x kernelThe 2.0.x kernel
memcpy_tofsmemcpy_tofs(void *to, void *from,  unsigned long count);(void *to, void *from,  unsigned long count);
memcpy_fromfsmemcpy_fromfs(void *to, void *from,  unsigned long count);(void *to, void *from,  unsigned long count);

–– The 2.1.x kernel and laterThe 2.1.x kernel and later
copy_to_usercopy_to_user(void *to, void *from, unsigned long(void *to, void *from, unsigned long len len););
copy_from_usercopy_from_user(void *to, void *from, unsigned long(void *to, void *from, unsigned long len len););

Kernel SpaceKernel Space User SpaceUser Space

copy_to_user

copy_from_user
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Verify Memory SpaceVerify Memory Space

■■ It is important to check whether the pointer given the user is valid.It is important to check whether the pointer given the user is valid.

■■ The 2.0.x kernelThe 2.0.x kernel
–– int verify_areaint verify_area((int int mode, const void *mode, const void *ptrptr, unsigned long, unsigned long

extent);extent);

■■ Check if theCheck if the extent  extent byte of the memory frombyte of the memory from  ptrptr  is valid for the modeis valid for the mode
mode.mode.

■■ VERIFY_READ VERIFY_READ or or VERIFY_WRITEVERIFY_WRITE is specified as the  is specified as the mode.mode.

■■ The 2.1.x kernel and laterThe 2.1.x kernel and later
–– int access_okint access_ok((intint type, const void *address, unsigned type, const void *address, unsigned

long size);long size);

■■ This functions is called by This functions is called by copy_to_usercopy_to_user()() and and  copy_from_usercopy_from_user()()
automatically.automatically.
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Read and Write MethodsRead and Write Methods

/*/*
 *  * A sample of read methodA sample of read method
 */ */
#define MAX_MINOR#define MAX_MINOR 44
#define BUFFER_SIZE 8192#define BUFFER_SIZE 8192
char *buffer[MAX_MINOR];char *buffer[MAX_MINOR];

int sample_readint sample_read((structstruct file *file, char file *file, char
**bufbuf, , intint  lenlen))

{{
    struct inodestruct inode * *inodeinode = =

         file->         file->f_dentryf_dentry->->d_inoded_inode;;
    intint major = MAJOR( major = MAJOR(inodeinode->->i_rdevi_rdev););
    int int minor = MINOR(minor = MINOR(inodeinode->->i_rdevi_rdev););

  /* Data transfer */  /* Data transfer */
  if (  if (len len > BUFFER_SIZE)> BUFFER_SIZE)
        len len = BUFFER_SIZE;= BUFFER_SIZE;
    copy_from_usercopy_from_user((bufbuf, buffer[minor],, buffer[minor],

lenlen););

  return   return lenlen;  /* success */;  /* success */
}}

/*/*
 * A sample of write method * A sample of write method
 */ */

int sample_writeint sample_write((structstruct file *file, file *file,
const char *const char *bufbuf,, int len int len))

{{
    struct inodestruct inode * *inodeinode = =

         file->         file->f_dentryf_dentry->->d_inoded_inode;;
    intint major = MAJOR( major = MAJOR(inodeinode->->i_rdevi_rdev););
  int  int minor = MINOR( minor = MINOR(inodeinode->->i_rdevi_rdev););

  /* Data transfer  */  /* Data transfer  */
  if (  if (len len > BUFFER_SIZE)> BUFFER_SIZE)
        len len = BUFFER_SIZE;= BUFFER_SIZE;
    copy_to_usercopy_to_user(buffer[minor], (buffer[minor], bufbuf,,

lenlen););

  return   return lenlen;  /* success */;  /* success */
}}
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!"#$!"#$Implementation NoticeImplementation Notice
on Read and Writeon Read and Write

■■ The read methodThe read method
–– The return value must be as follows:The return value must be as follows:

■■ In the case of EOF, returns always In the case of EOF, returns always 0.0.
■■ If there is no data at the moment and the If there is no data at the moment and the O_NONBLOCKO_NONBLOCK flag is set, flag is set,

returns always returns always ––EAGAIN.EAGAIN.

■■ The write methodThe write method
–– The return value must be as follows:The return value must be as follows:

■■ If the buffer is full and the If the buffer is full and the O_NONBLOCKO_NONBLOCK flag is set, returns always flag is set, returns always
-EAGAIN.-EAGAIN.

■■ If the device is full, returns If the device is full, returns ––ENOSPC.ENOSPC.

–– If there is any free space, even 1byte is left, you must copy 1byte toIf there is any free space, even 1byte is left, you must copy 1byte to
the buffer.the buffer.

–– Once the data is copied to the internal buffer, you must returnOnce the data is copied to the internal buffer, you must return
immediately without blocking. Checking whether the data is writtenimmediately without blocking. Checking whether the data is written
to the disk must be implemented by the to the disk must be implemented by the fsync fsync method.method.
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Blocking I/OBlocking I/O

■■ When the device is not ready forWhen the device is not ready for
I/O:I/O:

–– BlockBlock
Suspend task until the device isSuspend task until the device is
ready.ready.

–– Non-blockNon-block
Return to caller and tell him thatReturn to caller and tell him that
the device is not ready to readythe device is not ready to ready
yet.yet.

■■ In the case of Blocking I/O, weIn the case of Blocking I/O, we
must wait until the device ismust wait until the device is
readyready

–– Busy WaitBusy Wait

–– Wait for EventWait for Event

KernelKernelUserUser

read()read()

Block
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Sleep and WakeupSleep and Wakeup

■■ To use the limited computation resources effectively:To use the limited computation resources effectively:
–– Sleep until the waiting task occurs.Sleep until the waiting task occurs.
–– When the event occurs, wake up the sleeping task.When the event occurs, wake up the sleeping task.

■■ The functions to do it:The functions to do it:
–– void void interruptible_sleep_oninterruptible_sleep_on((struct wait_queue struct wait_queue **q);**q);

void void sleep_onsleep_on((struct wait_queue struct wait_queue **q);**q);

–– void void wake_up_interruptiblewake_up_interruptible((struct wait_queue struct wait_queue **q);**q);
void void wake_upwake_up((struct wait_queuestruct wait_queue **q); **q);

read()read()
Read DataRead Data interruptible_sleep_oninterruptible_sleep_on()()

wake_up_interruptiblewake_up_interruptible()()

The process
blocks

Wakes up from the
interrupt handler. It

puts back the task to
the ready queue.

KernelKernelUserUser
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selectselect

■■ The method called by system callThe method called by system call
selectselect to poll if the device is to poll if the device is
ready.ready.

■■ The return value of the selectThe return value of the select
method must follow the followingmethod must follow the following
rule:rule:

–– If the device is ready, return 1If the device is ready, return 1

–– If the device is not ready, return 0If the device is not ready, return 0

–– If the device is checked for read andIf the device is checked for read and
the the EOFEOF condition is true, return 1 condition is true, return 1

–– If the device is checked for write andIf the device is checked for write and
the device is full, return 0the device is full, return 0

■■ To wait until the condition becomeTo wait until the condition become
true, use thetrue, use the  select_waitselect_wait for for
2.0.x or the 2.0.x or the poll_waitpoll_wait for 2.2.x. for 2.2.x.

int sample_selectint sample_select((struct inode struct inode **inodeinode, , structstruct
file *file, file *file, int int mode, mode, select_table select_table *table)*table)

{{
    sample_devsample_dev *dev = file-> *dev = file->private_dataprivate_data;;
  select(mode) {  select(mode) {
  case SEL_IN:  case SEL_IN:
    /* Can read data? */    /* Can read data? */
    if (dev->    if (dev->read_numread_num || dev->eof) || dev->eof)
           return 1; return 1;

    /* No, put me in the wait queue */    /* No, put me in the wait queue */
        select_waitselect_wait(&dev->(&dev->inqinq, table);, table);

/* /* poll_waitpoll_wait(file, &dev->(file, &dev->inqinq, table); */, table); */
    return 0;    return 0;
  case SEL_OUT:  case SEL_OUT:
    /* Can write data? */    /* Can write data? */
  case SEL_EX:  case SEL_EX:
    /* Exception? */    /* Exception? */
  }  }
  return 0;  return 0;
}}

This variable
is the wait

queue.
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ioctlioctl

■■ The user task send the special request as follows:The user task send the special request as follows:
–– ioctlioctl((fdfd, SPL_RESET);, SPL_RESET);

ioctlioctl((fdfd, SPL_SET, &, SPL_SET, &varvar););

■■ Old style:Old style:
–– #define SPL_RESET#define SPL_RESET 00

#define SPL_SET#define SPL_SET 11
#define SPL_GET#define SPL_GET 22

■■ New Style:New Style:
–– #define SPL_MAGIC #define SPL_MAGIC xx

#define SPL_RESET#define SPL_RESET _IO(SPL_MAGIC, 0);_IO(SPL_MAGIC, 0);
#define SPL_SET#define SPL_SET _IOW(SPL_MAGIC, 1, _IOW(SPL_MAGIC, 1, intint););
#define SPL_GET#define SPL_GET _IOR(SPL_MAGIC, 2, _IOR(SPL_MAGIC, 2, intint););
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ioctl ioctl (contd.)(contd.)

int sample_ioctlint sample_ioctl((struct inodestruct inode * *inodeinode,,
structstruct file *file, unsigned  file *file, unsigned intint  cmdcmd,,
unsigned long unsigned long argarg))

{{
    intint major = MAJOR( major = MAJOR(inodeinode->->i_rdevi_rdev););
    int int minor = MINOR(minor = MINOR(inodeinode->->i_rdevi_rdev););
    int int ret, size = _IOC_SIZE(ret, size = _IOC_SIZE(cmdcmd););
    intint num; num;

  /* Check memory if needed */  /* Check memory if needed */
  if (_IOC_DIR(  if (_IOC_DIR(cmdcmd) & _IOC_READ)) & _IOC_READ)
    ret =     ret = access_okaccess_ok(VERIFY_WRITE,(VERIFY_WRITE,
      (void*)      (void*)argarg, size);, size);
  if (_IOC_DIR(  if (_IOC_DIR(cmdcmd) & _IOC_WRITE)) & _IOC_WRITE)
    ret =     ret = access_okaccess_ok(VERIFY_READ,(VERIFY_READ,
      (void*)      (void*)argarg, size);, size);
  if (ret)  if (ret)
    return ret;    return ret;

  /* Command */  /* Command */
    swtichswtich((cmdcmd) {) {
    SPL_RESET:    SPL_RESET:
      /* Reset */      /* Reset */
      break;      break;
    SPL_SET:    SPL_SET:
      /* Set */      /* Set */
            copy_from_usercopy_from_user(&num, (void*)(&num, (void*)argarg,,
                                       size); size);
      /* Process here */      /* Process here */
      break;      break;
    SPL_GET:    SPL_GET:
      /* Process here */      /* Process here */
            copy_to_usercopy_to_user((void*)((void*)argarg, &num,, &num,
                  size);                  size);
      break;      break;
    default:    default:
      return -EINVAL;      return -EINVAL;
  }  }
  return 0;  return 0;
}}
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Signal I/OSignal I/O

■■ The user process can ask the kernelThe user process can ask the kernel
to send signal when the I/O isto send signal when the I/O is
ready.ready.
    signal(SIGIO, &signal(SIGIO, &sighandlersighandler););
 fcntl fcntl(0, F_SETOWN, (0, F_SETOWN, getpidgetpid());());
 oflags oflags =  = fcntlfcntl(0, F_GETFL);(0, F_GETFL);
 fcntl fcntl(0, F_SETFL, (0, F_SETFL, oflags oflags ||
                                         FASYNC);   FASYNC);

■■ The method used to realize thisThe method used to realize this
mechanism is the mechanism is the fasyncfasync method. method.

KernelKernelProcessProcess

signal()signal()

fcntlfcntl(F_SETOWN)(F_SETOWN)

fcntlfcntl(F_SETFL)(F_SETFL)

sighandlersighandler()()

Set Set file->file->f_ownerf_owner

Call Call fasyncfasync  methodmethod

Set the signalSet the signal
handlerhandler

READY
Interrupt
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FasyncFasync Implementation Implementation

■■ The function The function fasync_helperfasync_helper  is ais a
helper function defined inhelper function defined in
drivers/char/drivers/char/tty_iotty_io.c.c..

■■ If the I/O become ready, call theIf the I/O become ready, call the
function function kill_asynckill_async to send to send
SIGIO to the processSIGIO to the process
–– kill_fasynckill_fasync(dev->(dev->asyncasync,,

SIGIO);SIGIO);

■■ DonDon t forget to remove from thet forget to remove from the
queue when the file is closed.queue when the file is closed.

–– The 2.0.x kernelThe 2.0.x kernel
sample_fasyncsample_fasync((inodeinode, file,, file,
0);0);

–– The 2.1.x kernel and laterThe 2.1.x kernel and later
sample_fasyncsample_fasync(-1, file, 0);(-1, file, 0);

/* The 2.0.x kernel *//* The 2.0.x kernel */

int sample_fasyncint sample_fasync((struct inodestruct inode * *inodeinode,,
structstruct file *file, unsigned  file *file, unsigned intint
mode)mode)

{{

    sample_dev sample_dev *dev = file->*dev = file->private_dataprivate_data;;

  /*  /*

   * dev->   * dev->asncasnc struct fasync_structstruct fasync_struct**

   */   */

  return   return fasync_helperfasync_helper((inodeinode, file,, file,
mode, &dev->mode, &dev->asyncasync););

}}

/* The 2.1.x kernel and later *//* The 2.1.x kernel and later */

int sample_fasyncint sample_fasync((int fdint fd, , struct struct filefile
*file, unsigned *file, unsigned int int mode)mode)

{{

    sample_dev sample_dev *dev = file->*dev = file->private_dataprivate_data;;

  return   return fasync_helperfasync_helper((fdfd, file, mode, file, mode
&dev->&dev->asyncasync););

}}
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LseekLseek Implementation Implementation

■■ Use the variable Use the variable file->file->f_posf_pos  to keep the current file position.to keep the current file position.

■■ If the file pointer is asked to set invalid position, the return valueIf the file pointer is asked to set invalid position, the return value
must be must be ––EINVALEINVAL..

■■ Return Return ––ESPIPEESPIPE if the device doesn if the device doesn t allow t allow lseeklseek..



C  2000 IGEL Co.,Ltd. Introduction to the Linux Device Driver 86

!"#$!"#$
Virtual AddressVirtual Address

■■ Memory Map is to map the file or the device to the given virtualMemory Map is to map the file or the device to the given virtual
address.address.

■■ The memory to be mapped is set defined by the structureThe memory to be mapped is set defined by the structure
vm_area_structvm_area_struct..
–– unsigned long unsigned long vm_startvm_start

unsigned long unsigned long vm_endvm_end
The destination address. Map memory between The destination address. Map memory between vm_startvm_start  andand
vm_endvm_end..

–– struct inode struct inode **vm_inodevm_inode
The The inode inode corresponding to the memory.corresponding to the memory.

–– unsigned long unsigned long vm_offsetvm_offset
The offset of the file or device to map.The offset of the file or device to map.

–– struct vm_operations_struct struct vm_operations_struct **vm_opsvm_ops
The Pointers to the methods for memory map operations.The Pointers to the methods for memory map operations.
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StructureStructure vm_operations_struct vm_operations_struct

■■ void (*open)(void (*open)(struct vm_area_structstruct vm_area_struct * *vmavma))

–– Map memory.Map memory.

■■ void (*close)(void (*close)(struct vm_area_structstruct vm_area_struct * *vmavma))

–– Close memory map.Close memory map.

■■ void (*void (*unmapunmap)()(struct vm_area_structstruct vm_area_struct * *vmavma, unsigned long, unsigned long
addraddr, , size_tsize_t  lenlen))

–– Unmap Unmap memory.memory.

■■ intint (*sync)( (*sync)(struct vm_area_structstruct vm_area_struct * *vmavma, unsigned long , unsigned long addraddr,,
size_tsize_t  lenlen, , unsinged intunsinged int flags) flags)

–– Write back the dirty pages.Write back the dirty pages.

■■ unsigned long (*unsigned long (*nopagenopage)()(sturct vm_area_sturctsturct vm_area_sturct * *vmavma,,
unsigned long unsigned long addraddr, , intint  write_accesswrite_access))

–– Called in the case of the page fault.Called in the case of the page fault.

–– If the If the write_accesswrite_access  is not 0, prepare the private pages for the current process.is not 0, prepare the private pages for the current process.
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Memory MapMemory Map

■■ The  functionThe  function
remap_page_rangeremap_page_range can be can be
used to map I/O memory of theused to map I/O memory of the
peripheral deviceperipheral device

/*/*

 *  * The simplest exampleThe simplest example

 */ */

int sample_mmapint sample_mmap((struct inode struct inode **inodeinode,,
struct struct file *file, file *file, structstruct
vm_area_struct vm_area_struct **vmavma))

{{

    size_tsize_t size; size;

  size =   size = vmavma->->vm_end vm_end - - vmavma->->vm_startvm_start;;

  if (  if (remap_page_rangeremap_page_range((vmavma->->vm_startvm_start,,
vma-vm_offsetvma-vm_offset, size,, size,
vmavma->->vm_page_protvm_page_prot))))

    return -EAGAIN;    return -EAGAIN;

    vmavma->->vm_inode vm_inode = = inodeinode;;

    inodeinode->->i_counti_count++; // use counter++; // use counter

  return 0;  return 0;

}}
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Accessing PeripheralsAccessing Peripherals
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I/O PortsI/O Ports

■■ Read or writes byte portsRead or writes byte ports
–– inbinb(port);(port);

–– outboutb(unsigned char byte,(unsigned char byte,
port);port);

■■ Read or write 16-bit ports (word)Read or write 16-bit ports (word)
–– inwinw(port);(port);

–– outwoutw(unsigned short(unsigned short
word, port);word, port);

■■ Read or write 32-bit portsRead or write 32-bit ports
((dworddword))
–– inlinl(port);(port);

–– outloutl(unsigned long(unsigned long
dworddword, port);, port);

■■ Read or write to the slowRead or write to the slow
devicedevice
–– outb_poutb_p()()

–– outw_poutw_p()()

–– out_pout_p()()

■■ To slow the I/O explicitly,To slow the I/O explicitly,
insert insert SLOW_DOWN_IOSLOW_DOWN_IO in the in the
code.code.
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I/O Ports(contd.)I/O Ports(contd.)

■■ Conditions to access I/O ports from user spaceConditions to access I/O ports from user space
–– Compile with Compile with -O-O option to force expansion of inline-functions option to force expansion of inline-functions

–– Get permission to access I/O ports by calling the functionGet permission to access I/O ports by calling the function
iopermioperm  or the function or the function iopliopl

–– Run as rootRun as root
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PCI BusPCI Bus

■■ IRQsIRQs and base addresses are and base addresses are
assigned by PCI BIOS.assigned by PCI BIOS.

■■ The assigned information must beThe assigned information must be
read to access the peripherals.read to access the peripherals.

■■ Generally, DMA is performed byGenerally, DMA is performed by
PCI peripherals PCI peripherals, noPCI peripherals PCI peripherals, no
need to consider about DMAneed to consider about DMA
channel.channel.

KernelKernel
pcibios_read_config_byte()
pcibios_read_config_word()
pcibios_read_config_dword()
pcibios_write_config_byte()
pcibios_write_config_word()
pcibios_write_config_dword()ioremap()
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/* The 2.1.x kernel or later *//* The 2.1.x kernel or later */
void void init_deviceinit_device()()
{{
    struct pci_dev struct pci_dev **pci_dev pci_dev = NULL;= NULL;
  unsigned char   unsigned char pci_buspci_bus, , pci_device_fnpci_device_fn;;
  volatile unsigned char *  volatile unsigned char *ptrptr;;

  while(  while(pci_dev pci_dev = = pci_find_devicepci_find_device(VENDOR_ID, DEVICE_ID, (VENDOR_ID, DEVICE_ID, pci_devpci_dev)) {)) {
        pci_bus pci_bus = = pci_devpci_dev->bus->number;->bus->number;
        pci_device_fn pci_device_fn = = pci_devpci_dev->->devfndevfn;;

    /* Get IRQ and Base Address */    /* Get IRQ and Base Address */
        pcibios_read_config_bytepcibios_read_config_byte((pci_buspci_bus, , pci_device_fnpci_device_fn, PCI_INTERRUPT_LINE, &, PCI_INTERRUPT_LINE, &irqirq););
    p    pcibios_read_config_dwordcibios_read_config_dword((pci_buspci_bus, , pci_device_fnpci_device_fn, PCI_BASE_ADDRES_0, &, PCI_BASE_ADDRES_0, &addraddr););

    /* Access to the Base Address */    /* Access to the Base Address */
        newaddr newaddr = = ioremapioremap((addraddr, PAGE_SIZE);, PAGE_SIZE);
        ptr ptr = = newaddrnewaddr;;
        printkprintk(( …… %p\n %p\n , *, *ptrptr););

    break;    break;
  }  }
  return;  return;
}}

Initialize PCI PeripheralInitialize PCI Peripheral
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Initialize PCI Peripheral(contd.)Initialize PCI Peripheral(contd.)
/* The 2.0.x kernel *//* The 2.0.x kernel */
void void init_deviceinit_device()()
{{
  unsigned char   unsigned char pci_buspci_bus, , pci_device_fnpci_device_fn;;
  volatile unsigned char *  volatile unsigned char *ptrptr;;

  if (!  if (!pcibios_presentpcibios_present()) return;()) return;

  for(  for(int int i = 0; i < MAX_PCI_DEV; i++) {i = 0; i < MAX_PCI_DEV; i++) {
    if (    if (pcibios_find_devicepcibios_find_device(VENDOR_ID, DEVICE_ID, i, &(VENDOR_ID, DEVICE_ID, i, &pci_buspci_bus, &, &pci_device_fnpci_device_fn))
           != 0) continue; != 0) continue;

    /* Get IRQ and Base Address */    /* Get IRQ and Base Address */
        pcibios_read_config_bytepcibios_read_config_byte((pci_buspci_bus, , pci_device_fnpci_device_fn, PCI_INTERRUPT_LINE, &, PCI_INTERRUPT_LINE, &irqirq););
    p    pcibios_read_config_dwordcibios_read_config_dword((pci_buspci_bus, , pci_device_fnpci_device_fn, PCI_BASE_ADDRES_0, &, PCI_BASE_ADDRES_0, &addraddr););

    /* Access to the Base Address */    /* Access to the Base Address */
        newaddr newaddr = = vremapvremap((addraddr, PAGE_SIZE);, PAGE_SIZE);
        ptr ptr = = newaddrnewaddr;;
        printkprintk(( …… %p\n %p\n , *, *ptrptr););

    break;    break;
  }  }
  return;  return;
}}
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PCMCIAPCMCIA

■■ The PCMCIA support is anThe PCMCIA support is an
option under Linux 2.2.x.option under Linux 2.2.x.

–– http://http://pcmciapcmcia..sourceforgesourceforge.org/.org/

■■ The PCMCIA in the Linux hasThe PCMCIA in the Linux has
the following characteristics:the following characteristics:

–– Allows to use the existingAllows to use the existing
device drivers (ISA drivers fordevice drivers (ISA drivers for
16bit cards and PCI drivers for16bit cards and PCI drivers for
Card-bus cards)Card-bus cards)

–– Generally, the PCMCIA driver isGenerally, the PCMCIA driver is
not device driver itself, but thenot device driver itself, but the
enabler.enabler.

■■ Good sample for writingGood sample for writing
PCMCIA device driver isPCMCIA device driver is
clients/clients/dummy_csdummy_cs.c in the.c in the
PCMCIA distribution.PCMCIA distribution.

Socket DriverSocket Driver

Card ServiceCard Service

Device DriverDevice Driver

PC CardPC Card
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