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W eb Quality of Service
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W eb Quality of Service

WebQoS is a web- and application-server
performance-enhancement tool set that improves
the web access experience for end-users. This
goal is reached by providing a GUI-based
measurement and management environment that
helps the system and network administrator
configure and tune his or her web farm so it can
satisfy the service level agreements with the
owner of the site.
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W eb Quality of Service

WebQoS solutions span across heterogeneous
hardware platforms, (HPPA, Intel, SPARC)
operating systems, (HPUX, Windows/95/98/NT)
web servers products and versions (Netscape
Enterprise Server, Apache) and other internet
components such as many browsers and network
routers.
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W eb transactions

Transactions are sets of operations that
leave the state inconsistent until the last
operation of the set is com pleted.

Som e transactions are physical in nature
(e.g. disk I/O operation, memory update)
Other are logical (e.g. delete all
dependent entries when a master entry is
deleted)
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W eb transactions

Characteristics of web-based transactions:

• Long transactions, with components processed in
more than one server: transaction management may
be difficult.

• The number of incomplete transactions m ight be
very high: efficiency of locking algorithm s may be
questioned.

• Silent failures: transaction cancellation notice not
sent to the web server
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W eb transactions

Sessions…

Sessions are sets of transactions that
require a consistent environm ent.
Example: consult a product database
which contains user- and tim e-
dependent discount offers, and, then,

place an order based on these offers.
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W eb transactions

Example of session:

• Buy a product on a web: update the inventory, issue
a payment request, ensure merchandise delivery,
create an accounting record, notify suppliers if
inventory is low, track the status of related orders to
minimize shipping costs, etc.



3/13/00
8

W eb transactions

Characteristics of web-based sessions.

• Sessions are not transactions: the state of the session
is kept consistent -across transactions- from the
beginning to the end of each session step

• A typical step contains one or m ore transactions and
the user may leave the session at any time without
having to undo any previous process.
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W eb transactions

Characteristics of web-based sessions.

• Transactions are more predictable than sessions
because sessions derive from the behavior of the
user and transactions are the result of a product
implementation
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Data flow

• Client:

–Browsers

–W eb spiders, wanderers, and robots

• Proxy server

• Gateway

• Routers

• Switches
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Data flow

• Firewall

• Local director (load balancing)

• W eb server

• Application server

• Database server
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W eb servers

• Typical goals of web servers

–Scalable architecture: from single host to large
farm s of cooperating web server instances

–Fault-tolerant: unattended 24x7 operation

–Flexible configuration: from single-instance web
servers to exploiting the features of the platform

–Extensible (e.g. M IM E)

–Light weight (secondary goal)
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W eb servers

• Typical web server im plementation

–http daemon

–TCP/IP connections

–multithreading

–queue management
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W eb servers

• W eb server implem entation

–Stateless access

–Scalable to a large number of clients

–Extension mechanisms to handle state,
transactions, database access, client-side and
server-side processing, encryption, etc.
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W eb servers
Accepting requests

HTTP - TCP/IP packet

TCP packet

.

Port 80 User
Kernel

OS

W eb
server

HTTP 1.1  RFC 2616
HTTP 1.0  RFC 1945

HTTP 
message
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W eb servers
Processing requests

URI translation

Access control

authentication

M IM E type checkingFix ups
Invoke handler
(sends response)

logging

cleanup

Read request
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W eb servers

W eb server performance depends on the number
of concurrent users and the available network
and server architectures.
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W eb servers

• Unpredictable and fluctuating dem and for web
services

• Peaks in resource consum ption (disk, CPU)

• Undifferentiated service level (best effort rules)
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User expectations

• Users will assum e that the server is down if it does
not respond to the user requests in a tim ely m anner.

• The web server overload problem is compounded
by im patient users hitting the ‘reload’ button when
their perceived response time exceeds a few
seconds.
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User expectations

• Server response time grows exponentially with the
num ber of concurrent requests

• Relatively small increases in the number of
concurrent users may produce fatal consequences
for the e-comm erce site.
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User expectations

 Some users will assume that the server is down if it users will assume that the server is down if it
does not respond to the user requests in a timelydoes not respond to the user requests in a timely
manner.manner.
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Introduction to W ebQoS: W ebQoS
value proposition

Server response time grows exponentially with the number ofServer response time grows exponentially with the number of
concurrent requestsconcurrent requests

response
time

   Number of users
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Introduction to W ebQoS: W ebQoS
value proposition

W hen the web server is working at its peak capacity,W hen the web server is working at its peak capacity,
relatively small increases in the number of concurrentrelatively small increases in the number of concurrent
users produce fatal consequences for the e-commerceusers produce fatal consequences for the e-commerce
site.site.

Current 10% increase 20% increase 30% increase
Concurrent
users

20000 22000 24000 26000

Response time 3.0 3.9 5.7 12.3
Per cent users
lost

0 0 20 80

Sales per day $10 million $11 million $9.6 million $2.6 million
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Introduction to W ebQoS: W ebQoS value
proposition

W hen the web server is working at its peak capacity,W hen the web server is working at its peak capacity,
relatively small increases in the number of concurrent usersrelatively small increases in the number of concurrent users
produce fatal consequences for the e-commerce site.produce fatal consequences for the e-commerce site.

Current 10% increase 20% increase 30% increase
Concurrent
users

20000 22000 24000 26000

Response time 3.0 3.9 5.7 12.3
Per cent users
Lost

0 0 20 80

Per cent
buyers lost

0 0 0 0

Per cent non-
buyers lost

0 0 4800/21600=
22.22%

20800/23400=
88.88%

Sales per day $10 million $11 million $12 million $13 million

 (asuming 10 per cent of users are actual buyers)
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Introduction to W ebQoS: W ebQoS
value proposition

An unexpected 30%  increase in the number ofAn unexpected 30%  increase in the number of
customers produces extra-sales of $3,000,000customers produces extra-sales of $3,000,000
per day as opposed to a loss of $7,400,000 perper day as opposed to a loss of $7,400,000 per
day when there is no web server capacityday when there is no web server capacity
protection.protection.

In this example, In this example, W ebQoS W ebQoS has produced anhas produced an
extra-income of $10,400,000 per day when theextra-income of $10,400,000 per day when the
load exceeds the web server capacity by 30%load exceeds the web server capacity by 30%
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Introduction to W ebQoS: W ebQoS
value proposition

         Number         NumberSales without        Sales whenSales without        Sales when
         of users       using W ebQoS     using W ebQoS         of users       using W ebQoS     using W ebQoS

                       ________    _____________    _____________   ________    _____________    _____________

                20000                20000               10.0 10.0                                             10  10
                22000                 22000                  11.0                        11               11.0                        11
                               24000       24000                            9.6                        12    9.6                        12
                26000                       26000                    2.6                        13           2.6                        13
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Introduction to W ebQoS: W ebQoS
value proposition

Session Throughput
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Introduction to W ebQoS: W ebQoS
value proposition

•• The principle The principle behind W ebQoS design is to
intercept the request of the less-desirable users
(20,800 non-buyers in that e-com merce site) so
the target users may have a more pleasant web
experience and a positive business relation with
the site

````
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Introduction to W ebQoS: W ebQoS
value proposition

• If the number of users keeps growing over the
capacity of the web server, buyers will
eventually be redirected to other sites or rejected.
In that case, the value proposition of W ebQoS is
to reduce the frustration of the user who has to
wait a long period of time but is still unable to
complete the transaction.

````
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Introduction to W ebQoS: W ebQoS
value proposition

Servers using W ebQoS provide better service to
all users
–Higher-priority users will have better
response time

–Lower-priority users will not have to wait for
rejection if the server is too busy to provide
them  a service at this time
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Introduction to W ebQoS: solution
strategy

The analysis of the behavior of the server and
the architecture of the network does not suffice
to provide an accurate picture of the traffic and
process bottlenecks.
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Introduction to W ebQoS: solution
strategy

For exam ple, while examining a given network
topology for e-commerce, the user may want to
replicate some services to m inim ize the number
of packets that traverse subnets. But a dynamic
analysis of the real traffic could indicate that the
percentage of packets traversing subnets does
not warrant the cost of that replication.
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Introduction to W ebQoS: solution
strategy

Because of the fluctuations in demand, server
optimization is dynamic: in addition to the
architecture of the e-comm erce solution, users
have to tune their servers based on current and
peak demand.

W ebQoS addresses that need by adjusting the
behavior of the server to the user’s demand and
the service policies defined by the administrator.
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Introduction to W ebQoS: W ebQoS
components

Terminology:

• SLO: Service level objective

• User classes / Request classification

• Service classes / Process groups
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Introduction to W ebQoS: W ebQoS
components

• Capacity protection in overload situations

• Process groups to optimize use of system
resources

• Classify user requests and prioritize service

• M anagement interface to analyze server
behavior and configure W ebQoS profiles
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Introduction toW ebQoS: objectives
and design principles

• Lightweight

• Efficient

• Scalable

• Portable to multiple O.S. and web servers
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Introduction toW ebQoS: building
blocks

• Service

• System

• Site

• SLO

• Corrective actions
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Introduction toW ebQoS: building
blocks

•User request classes

•Process groups

•Service classes

•Sessions

•M anagement tools
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Introduction toW ebQoS: building
blocks - service

A service refers to som ething of value that a
business is offering to other businesses or
consumers. For example, a business m ay
provide email, messaging, docum entation
publishing, cataloging, and Electronic
Commerce services. 
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Introduction toW ebQoS: building
blocks - service

•• Service: Service: logicallogical grouping of web and/or grouping of web and/or
application serversapplication servers

A service is a collection of service
components such as web sites, ftp sites,
mail sites, customer data bases, pricing
rules, application logic modules, and so
on.
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Introduction toW ebQoS: building
blocks - system

•• System: System: physicalphysical host controlled by a single host controlled by a single
W ebQoSW ebQoS management agent management agent

The system name can be the host name (for
example, hpxx123.hp.com) or an  alias (e.g.
omocha)
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Introduction toW ebQoS: building
blocks - site

•• Site: web server Site: web server instanceinstance or application server or application server

W ebQoS sites are identified by their IP address
and port number.
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Introduction toW ebQoS: building
blocks - SLO

•• SLO : Service level objectiveSLO : Service level objective in term s of web in term s of web
server performance data that is being m anagedserver performance data that is being m anaged
by by W ebQoS W ebQoS software.software.
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Introduction toW ebQoS: building
blocks - SLO

To ensure that your business policies are reflected in your
W eb applications, they need to be translated into service
level objectives (SLOs) and thresholds. SLOs are business-
oriented policies and thresholds are operations-oriented
policies.
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Introduction toW ebQoS: building
blocks - SLO

Business-oriented service level objectives define the
following:

–Response time--measured from the tim e a request
enters the server to the time it leaves the server.

–Concurrent session capacity--created when a
user's initial request is accepted and maintained
until the session times out.
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Introduction toW ebQoS: building
blocks - SLO

Operations-oriented thresholds for capacity
protection determine the following:

–Average CPU load--measured on the local
system.

–Queue depth--the m aximum number of service
requests waiting that are not yet forwarded to the
web server.

–M aximum number of concurrent users accessing
the W ebQoS hosts.
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Introduction toW ebQoS: building
blocks - SLO

The administrator defines SLOs, thresholds, and their
relative priorities. W ebQoS can trade off meeting policies
based on these priorities.

Information Technology rules concerning response time,
throughput, availability, and priorities for users and
applications are translated into SLOs and thresholds.
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Introduction toW ebQoS: building
blocks - corrective actions

The W ebQoS administrator corrective actions that are
executed when the rules are violated.

Corrective actions are a list of prioritized actions an
administrator uses to help bring the SLO or
threshold into compliance with the rule.
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Introduction toW ebQoS: building
blocks - user classes

User Classes (short for User Request Classes)
determine access priority for requests submitted
to a web site.

They enable you to give preferential treatm ent to
your m ost important customers or transactions,
allowing you to meet formal or informal service-
level agreements.
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Introduction toW ebQoS: building
blocks - user classes

W ebQoS User Classes differentiate service
requests as they enter the server system by
dividing user requests into categories based on
application, client or destination IP addresses,
destination port number, and URL document
paths. High user class requests have higher
priority access to the server.
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Introduction toW ebQoS: building
blocks - user classes

W ebQoS supports three User Classes: high,
medium , and low.

During periods of heavy system load, low
priority requests may possibly be redirected or
rejected.
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Introduction toW ebQoS: building
blocks - user classes

If a request is accepted, it is scheduled based on
its User Class priority.

Based on your configured policies, the request
might be immediately processed, or it may wait
in the queue while other higher priority requests
are processed first.
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Introduction toW ebQoS: building
blocks - process group

•• Process groupProcess group: set of processes being m anaged: set of processes being m anaged
by the PRM  (Process Resource M anagem ent)by the PRM  (Process Resource M anagem ent)
product.product.
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Introduction toW ebQoS: building
blocks - service classes

• W ebQoS allows you to associate each
application with a Service Class. Service Classes
determine the resource sharing priority given to
an application.
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Introduction toW ebQoS: building
blocks - service classes

• You can set resource sharing policies for
application belonging to different classes.
W ebQoS creates an HP-UX Processing Group
for each Service Class and sets a resource
entitlem ent for each processing group, based on
your input.
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Introduction toW ebQoS: building
blocks - service classes

•  This enables you to give preferential treatment
to your most important applications, processes,
or W eb sites when m ultiple web sites are
running on the same server.
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Introduction toW ebQoS: building
blocks - service classes

• W hile User Classes prioritize access, Service
Classes optimize system resource allocations.
W ebQoS currently supports three Service
Classes: high, medium  and low.
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Introduction toW ebQoS: building
blocks - service classes

• Prioritizing access to CPU and disk I/O
resources affects the perform ance of an
application.

For exam ple, requests in the high service class
execute in an operating environment with a
higher percentage of system resources such as
CPU.
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Introduction toW ebQoS: building
blocks - sessions

A session is composed of one or more requestsA session is composed of one or more requests
to a web site from the same user.to a web site from the same user.

These requests may arrive over one, or over
several connections. Once a session has been
granted, a user's remaining requests are
guaranteed to be forwarded to the web server,
unless the session times out.
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Introduction toW ebQoS: building
blocks - sessions

Under periods of heavy system load, new sessions may
not be granted. This is controlled by the W ebQoS
policies.

W hen new sessions are rejected, redirected, or deferred,
existing sessions continue uninterrupted.

User request prioritization and session management are
the primary tools used by W ebQoS to provide Capacity
Protection.



3/13/00
61

Introduction toW ebQoS: building
blocks - sessions

The network manager is responsible for updating the
tim ers that define a session, and for establishing the
policies that control whether the session is admitted.
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Introduction toW ebQoS: building
blocks - management

W ebQoS management features:

– Lightweight: resources used to reach service level objectives
cannot be compromised by the load of management tools

– Ease of configuration: administrators do not need to know
the internal design of W ebQoS to configure the qoslib
parameters

– Ease of use and value of data: management screens  provide
data m eaningful to the web server and W ebQoS
administrator.
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Introduction toW ebQoS: building
blocks - management

W ebQoS management can be bundled in the host being managed or spread
across three hosts:

–the host being managed (SCA: service control
agent)

–the management host (SCO: service control
operator)

–the GUI
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W ebQoS architecture
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W ebQoS architecture

•Web server components
•Network components
•Configuration and management 
components
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W ebQoS architecture
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W ebQoS architecture

W eb server components at single-host level

– ‘qos-ified’ web server

– W ebQoS services (qoslib)

–Queue, accept, classify

–Compute statistics

–Analyze and reinforce SLO compliance

– Configuration and management of web servers
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W ebQoS architecture

Network components

– Library-based tools to set the network TOS

– TCP/IP traffic between W ebQoS service control agent
(SCA) and W ebQoS service control operator (SCO)

– TCP/IP traffic between the configuration and
management station (GUI) and the service control
operator (SCO)
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W ebQoS architecture

Management components

SCOGUI SCA
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W ebQoS architecture

M anagement components

Service control agent (SCA)

– Gathers status information and sends it to its controller
(SCO)

– Caches directives to the SCO when the SCO is not
responding to the SCA requests
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W ebQoS architecture

M anagement components

Service control operator (SCO)

– Com municates with the GUI and the SCA:

–M aintains the W ebQoS configuration database
(services, system s, sites, SLOs)

–M aintains the state of the sites and systems

–M aintains the history log: status changes in
web sites.



3/13/00
72

W ebQoS architecture

M anagement components

Service control operator (SCO) ...

– Caches configuration and history log to provide better
response time

– M anages a configuration and events database
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W ebQoS architecture

M anagement components

– GUI: all the (currently) supported W ebQoS configuration
and management tools are GUI-based.
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W ebQoS Benefits

HP used Keynote services to analyze the performance of two
identical sites, with identical load.

One of them was running the web server using W ebQoS and
the other was running the web server without W ebQoS.
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W ebQoS benefits

W hen the system is overloaded:
• M ore visitor sessions are processed (greater sales)

– W ithout W ebQoS session throughput drops quickly as
load increases

– W ith W ebQoS session throughput is maintained and
sessions complete faster. Fewer sessions terminate due to
data communication errors.
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W ebQoS benefits

W hen system is overloaded...
• Improved visitor experience (less time watching hour glass)

– visitors enjoy better response time

– visitors that cannot be admitted into a session are quickly
deferred,

– redirected, or rejected instead of being ignored in the
middle of a session.
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W ebQoS test configuration

Internet

10 m bit

100m bit
100 bmit Two Identical 

HP Clients
(hp9000 A180)

Two Identical
HP Servers
(hp9000 A180)

W ebQoS

No
W ebQoS

Keynote Clients 
distrubuted throughout usa

HP Clients create background load. 
Each client requests pages from  a
server. (3 pages with 14 images.)
New session load varies from  1-7 
sessions per second.

Up to 10 Keynote Clients attempt
a 5 page session with each test server.
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 W ebQoS sessions finish faster

W ebQoS
No W ebQoS
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M ore W ebQoS sessions succeed
W ebQoS - 1182 sessions succeeded
                      97 sessions failed

No W ebQoS -624 sessions succeeded
                       663 sessions failed
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W eb session throughput is higher
QoS session throughput is higher:

•W ebQoS has higher sustained
  throughput when the server is busy.
•No noticeable impact on throughput
  when the server is not busy

Non-W ebQoS throughput  drops even
faster when the session length is
increased!

Notes:
•session is 3 pages long
•each page contains 14 images
•pages 1-3 use 50, 100, and 50ms cpu
•2 seconds think time between pages
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W ebQoS benefits:
Summary

• Higher session session throughput when the server is
overloaded

• Better session completion time when the server is
overloaded

• M inimal impact on response time and throughput when the
server is not overloaded.


