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Abstract

When vour company allows vyour customers to conduct business across the
internet , your doing e-business. Thi= may take many different forms, among the
mo=st cCcommon being those that imvrolve the use of webh applications. These
applications may he CGI applications launched by a web browser, Java applets
dovwnloaded from web-browsers, standalone Jara applications, or other types of
programs. The=se applications can be used to allow customers to order products,
to purchase stocks, to pay utility bills, perform on-line banking: the
possibilities are many and vraried. What they hare in common i=s that they are
providing your customers with access to internally stored data and processes.
If thi=s acrcess i= allowed to ocour outside of the =strict boundaries that yom
intend, substantial risk to vour company will occur. How can you be sure that
thiz will not happen? How can you mitigate this risk? The VWirtual Vault is a
Hewlett Packard product that addresses these issues. It =supportz the most
common types of applications that are being used by businesses today to
proride internet connectivity to their customers. It is a wnigue solution in
that it brings many layers of security to bear upon this problem. These
include a seourity enhanced version of the HP-UX operating system, Fire-—
walling, mandatory access control, directory concealment, u=ser authorizations,
compartmentalization, and others. This preszentation will teach the attendee
what the virtual wvault is, how it so0lves the problem of opening up ¥your
enterprise to the internet, and how amnd when it would be appropriate for your

organization.

e T
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Abstract

Notice
Thiz document was prepared by Stan Zitello for the purpose of a live tutorial
to he presented at Interex 2000 in Las Vegas during April, 2000. A=z such, it
does not contain enough information to be acomrately interpreted as a
standalone document . For technical details regarding the Virtual Vault
product, or any other HP products mentioned during the tutorial, please refer
to the webh =ite 5 If you are interested in attending
courses offered by HP Education for the Virtual Vault, or any other HP products
mentioned during the tutorial, please refer to the weh site

Bicgraphical Sketch

Stan Zitello has been in the computer industry for over 20 wears, and 1is
presently a 5enior Consultant for HP Education. He has been teaching wvirtual
rvault =eminars =ince the early day=s of the vault {(1996). For HP Education he
teaches a wvariety of classes, specializing 1in Security, Hetwork Systems
Hanagement (The Openview Family), and Windows HT. He holds a wvariety of
industry certifications including HP's HP-UX System and Hetwork Administration
and Microsoft's MCP, MCSE and MCT certifications.
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Abstract

Copvright

This document contains proprietary information which i=s protected by

copyright. 411 rights are reserwved. Reproduction, adaptation, orxr

translation without prior written permission is prohibited,

except as
allowed under the copyright laws.
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What is the Virtual Vault?

N Whatis the Virtual Vault?

- ASecure, run-time environment formicddle-
‘~ lier applications. Anapplication Front End’.

% Runson WO0S™ -amilitary-grade security
harrdenedversion ol HP-UX.

% Gontains/layers ol protection’to greatly
mitigate the securty’risks ol allowing
internet connectivity 1o your enterprise.
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Internet Security Goals

Internet Security Goals

% Maintaining Privacy

3 Malntaining Secrecy

% Maintaining Integrity

3 MamtamingAccessito Senice
% Limiting Abuse

% ldentiiying Problems

% ASSUKING Security

z Maintaining Security Policy
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Associated Risks

A LA

% Maintaining Privacy

% Maintaiming Secrecy

% Maintaining inte grity

% Maintaining Accessito
Service

z LimitingAbuse

% ldentuiying Problems
4 ASSUKING Security

= Maint. Security Policy
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Risk Mitigation Strategies

<~ Risk Mitigation Strategies

A LA

% Internet Traffic Fltering
= User Authentication

= User Authorization

= Directory Concealment
= Data Pariitioning

% INtegrty Ghecking
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Risk Mitigation Strategies

<~ Risk Mitigation Strategies

[ continued’]

% Use of Least Privilege

= System Surveillance

» SystemAlarms

= Simple Security Administration
% Glear Site Security Policy
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W Virtual Vaults Implementation of
\ Internet Traffic Filtering

Dedicated HPX Server
¥eb .
Cl1—ts Server : Project Charges
Cll ents (i Databa=se Server
",

Planet)

iltering In [=reloment
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Suppaort
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Virtual Vaults Implementation of:

<\ Virtual Vaults Implementation of:
4, User Authentication

= SoL stipportwithin the Weh Servers:
senerGertificate to authenticale servers
~ client Gertilicates to authenticate Users

= YOS password features:

\
~ Password time limits
.

slearing from memory of programs requesting
clear-texi passwords immediately after. use

slores encrypted passwords in protected files
S ed elal
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Virtual Vaults Implementation of:

<\ Virtual Vaults Implementation of:
{, User Authorization

<~ - YNOS Access Control Policies

giscretionany Access Gontrol

— Real, Effective and LoginUseriDS
— Real and Effective Group DS

Mandatory Access Gontrol

<~ % AcCess Gontrol Lists

~ Standard
<« wildCGard / Kull
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Virtual Vaults Implementation of:

<\ Virtual Vaults Implementation of:
~ User Authorization [ continued
<.

= YMOS Command Authorizations
pistribute the aults Rdministrative Rights
Increased Accountability
supnort “Administrative koles™ Defimition
Biiendahle
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Virtual Vaults Implementation of:

<\ Virtual Vaults Implementation of:
<, Directory Goncealment

% GHROOT
flters the “apparent” rool directory

Limits the damage a program can do /by hiding
the vast majority of system files fromit

Limiis damage from unknown exploits orweh
senier malfunction

= Apphication “chrool”
Isolate application from sen/er andotherapps

e T
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Virtual Vaults Implementation of:

<\ Virtual Vaults Implementation of:
<, pata Partitioning

% Information Separation from "MAG™

separates application processes from system
andapplicationfiles

Partitions middie-tierapp. processes into
compariments separatedby a strong policy

Eiforcementvia the YWOS Kernel

— Every process and file system object has a mac
sensitivityiabel
— Fommunication policy strictiy enforced by label:

+ HoFead Up
+ HoWrite Down

e T
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Virtual Vaults Implementation of:

\ Virtual Yaults Implementation of:
\ Data Partitioning (continued]

System Inside Outside
(System High)

e R
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Virtual Vaults Implementation of:

<\ Virtual Vaults Implementation of:
4, Integrity Checking

% Flle Gontrol Databases
Maintainattribute s of all critical systemhies

Maintain attributesiof desired application files
— I]wner, Hl] up, Ko [IE, SiZE, ﬂﬂl’s, l'ﬂl]ﬂl, Privileges
— Ganbe extended to include checksum and times

4~ % Integrity and Setfiles System Utilities
~ Gheck and Fix erroneous attributes
<« Runmanually and automatically during hoot

e T
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Virtual Vaults Implementation of:

<\ Virtual Vaults Implementation of:
4, Use of Least Privilege

- Aprocess should have no more privilege
<~ thaniis requiredto perform intendedtasks,

p and for'only'the minimum required time

4~ + WHOS Splits up the power of'the trachtional
~ UNIX superuseraccountinto s0andnacual

< privileges

X

% THere Is no checkfor UID=0
I T
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Virtual Vaults Implementation of:

<\ Virtual Vaults Implementation of:
\ Use of Least Privilege [ continued )
<.

= Priviiege “sels are associatedwith
Users
— Ineffect for eve vthing/a userdoes
{ Program JiEiles
—|n effect for eve ryoneyvsho executes the program

PIOCESSES

—The only set checked bythe kernel, determines
Whatoperations a processwill beallowed to'do

‘~ % Priviledes can be ‘raised” asneeded

For as littletime as needed, only as required
N DN DO 102 I BN

Slide 25 of 45

file://IF|/CONF/Pereira/InterWorks 2000 Final Papers/75/Intere~1/sld025.htm [3/20/2000 11:21:25 AM]


file:///F|/CONF/Pereira/InterWorks 2000 Final Papers/75/Intere~1/tsld025.htm

Virtual Vaults Implementation of:

<\ Virtual Vaults Implementation of:
4, System Surveillance

= YUOS Audiv System
Kernelimplemented, atthe systemcall level
Gustomizable by the Audit Administrator
— Tupe of'events tolaudit
— 51ze, Location, rollover time of audit riles

— Action to take should auditfile systemill up
— System Resources consumed by&udit subsystem

Tracks events hy Login UserlD
— fccurate accountability inAudit Trail

e T
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Virtual Vaults Implementation of:

-\ Virtual Vaults Implementation of
\ System Surveillance { continued

User %

Process

Avucdig Foead
Device

‘ Sec uril:«'—ﬁnwar S[]ﬂ';ﬂ‘r Audit Write
Applications Dewice

e T
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Virtual Vaults Implementation of:

<\ Virtual Vaults Implementation of:
\ system Survelllance [ continued )
<.

% “heduce”
< Audit Reporting Tool
‘~ Allows selection of suhset of session data
<

<

Rud:l..t Tra..'l.l 5 el.e ct.'l..on REDUCE
Session File Criteria

e T
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Virtual Vaults Implementation of:

<\ Virtual Vaults Implementation of:
4, systemAlarms

= \IM0S Alarm System

scansthe Audit Trall for “special events™
— Events configurable by Name; Time-oi-llay; hesults;
Threshold, Period, Severity and Text Patterns
Notification Aclions
— Log to anyfile, Email anyuser, Bxecute any
Gommandorsendand Alarm to DpenYiew
Protection Actions

— Execute anylor nod Gommand, Shutdown the
system, Inside or Dutside NIV I/F Dutside Web
SEMer

e T
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Virtual Vaults Implementation of:

<\ Virtual Vaults Implementation of:
{, simple Security Administration

= Out-of-the-Box Seclirity
Preconfigured consenrative security stance

— [Joes notrequire Userto
= PicK an Dperating system
= [Disahle IP Foraarding or Source Routing
= Femove HetiworkServices or Unnecessary AccoLnts
— Modify Kernel or Application Gode
= Modify Device or other Flle Attribiites

Only communication
allowed Is that expressly supporied by user
integrated applications

e T
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Virtual Vaults Implementation of:

<\ Virtual Vaults Implementation of:
\ Simple Security Admin. tcontinueds
‘i

% step-hy-stepinstructions for initial
<~ configuration and deployment

<
= WehBased GuforAdministrative functions

Weh Server Gonfig, Audit and/&larm Gonfig,
Integrity Management, Backup, Restore, elc...

‘~ + Tools for Inteorating applications securely

e T
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Virtual Vaults Implementation of:

W Virtual Vaults Implementation of:
~ simple Security Admin. 1 continuedn

[ig] LcwLa=r
8 =rcwnnn

Getting Startad

m

Imini .

Clepyrdphn o 1955, 1957 Hewwlea-Packard Comaany, al dabis reserved.

e T
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Virtual Vaults Implementation of:

irtual Yaults Implementation of:
imple Security Admin. continued

HEaLary VirtualVault

Yirmmahvanlt Adminiziration

Farsonal Aceount Fanctions Acceumt Administration

& Dlipalar & zoowmet “nfodtnalon & L'raate 8 2couect
* oty Aesonvt Proferenogs # LLodify &ccoomd

w Iewoke I Tetimenal Vinh o w Estite accornce

» LA odify Accomd Defaliz
Awdit axd Alovw Adsmlnleir-aton

Operabor Funcilens

v Bark i snd Aesrore Files
w W opfhr Jarat oim Inde gty v Condmre Andir avd Al s
¥ Gengknrs Peaars
System ddminlstradan ¥ ifarazs Au-ir esdons

Teacdite car TN i Saleon Do ils AWl (‘.llmlll mend Sldmimisiralinn
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Virtual Vaults Implementation of:

<\ Virtual Vaults Implementation of:
\ Simple Security Admin. tcontinueds
‘i

| G Pt Virtual\Vaule

VirtualVault Application Intcgration Tools

Imtegrator Tool Sclection:

Lo ot Aopbicakon Fles
T’y Applalior. Files
L astall B ppdiraice s il=s
Condgwrstich Zilc Sditer
chrsatil focistence
hfizcellane e Tlices
o :J:"l.'iL't' MNJEEEI
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Virtual Vaults Implementation of:

-\ Virtual Vaults Implementation of
4.- Clear Site Security Policy

% The Yiriual Yault 1s part of a Site Security
Policy. Apolicy shouldinciude:
Phiysical Handlingjof Mediaand Hardcopy
PhysicaliAccess Rules and Frocedures
Handlingof Emergencies

Handling o Knownorsuspected Penetration
Atiempts
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The Information Separation Paradox

<~ The Information Separation
4, Paradox

\ = Separalely Comparimented Application
liersiare Necessary for Protection!

= They/must, but Gan Hot Gommunicate!

Heh
- : cati Application
(1 et} Machine

Java Sexrvlet

Application ) )
Application
Split Architecture SrA GoA Servlet
Application Client Serrer

I-Iunu.ll t.h._1.|:*. . lithic

Application Server
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Solution:

<~ solution:
4, The Trusted GatewayAgent

= The Trusted Gateway Agent
<~ Provides the needen

Communication Mechanism
< IS the only process trustedto/do this task
‘~ IS configuredito supportonly secured Apps

Web Trusted 3 3
Application
Cgi Application Server Gateway CGT
{iPlanet) Agent

System Out=ide System Inside
e e R N
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Solution: The Cross-Boundary IPC Mechanism

<~ solution: The Gross-Boundary
4, IPG'Mechanism

W - The Cross-Boundary IPG Mechanism

< Provides the needer

~ Communication Mechanism
< IS'aprivilege based mechanism
<~ — netprivsession for the client half

4 Split
Architecture S{L Cross-Boundary IPC S/4
Client Server

Application

~ — netsetid; netmultilevel server for'the server halr

System Out=ide System Inside
e e R N
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Solution:

<~ Solution:
\ The Trusted Gateway Proxy
<.

<~ % The Trusted Gateway Proxy

Provides thie needed
comm. Mechanism

IS a priviliege hased mechanism
— Nnetprivsessionfor thenside application
Has an AdmmistrationGui'confiauration tool

Monolithic
Trusted Monolithic
Gateway
Server
Proxy

Application

System Out=ide System Inside
T e R N
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Solution:

solution:
The TGP [ continued]

Conlipure Trusted Galewsy P'roxy Lorls

Create New Service Ennry

Servire N arae: |r-.1'r~ T Arma

Service Srate:  © Zaablc © Lizable

|addvess Vat | Sensitiviey
];1:1:;:;! e -] [rea | [evoiem anzioe 5]
L'- - & o 'I

Eraljninl: |~ |

[-oza|[=v=1EM ~30C =]

Ligten | neue: nHE [T e ]

Frul OF Tasinsamisninn Tirmmnl: |2 IETE
Andit Tnbound Data Offset; |2 Tome:

Soadir Inbonnd Dare Length: |0 tors

™
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\
\
\
\

<
<
<
4
<«
)
«

Soodit, Jubuuod Dala Bdsel: |7 by el
Aandit Dnthonnd Toaka Tiengtle: |2 tome-
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Solution:

<~ Solution:
\ The Java Serviet Proxy
<.

% The Java Senviel Proxy

Provides thie needed
Communication Mechanism

Isimplemented as anNSAPI module
Helies ona Privileged Inside “Walchdog™ App

Weh
-SE:I"I.I’E:]:‘ Jdawva Virtual
{(iPlanet) Machi
1} Servlet achine
awa _EIV_E Jara Servlet Jara Servlet
Application Proxy Eerver Watchdog
Application
Servlet
Sy=tem (ut=ide System Inside
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Solution:

solution:
The JavaServiet ProXy continued

VirtualVaule

Java Servlet Configuration

Weh Server Tame: 570
ek Sorver Dort Sa cavi soowlst Serves "otk
Jeva Zavlet Tinc oo franzphirend T inadeofapp.s ovlet

* Slaml Jewa Sovlel Serv=

Femows Javs Servies Server
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p StUmmary t:
~ Are you a candidate?
<.

<~ g::::cl:?“l;:lvl;:]rrﬂ“iﬂﬂ internet 1o Intranel
.

Weh Seniers with GGl Applications
<
Java Applels

split Architecture Applications
Java Senvlels

Othermiddie-tierapplications

= Do youneed o mnimize the chances ofand
the tiamages froman Internet attacks
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Summary 2:

<~ summary 2:
{, UV Definition Revisited

= The Yirtual Yaultis designedforreality

— PIovifes'a Seclre rn-time environmentor middle-ter
applications

= |Solates applications toprotect them: from attack and to
mitivate damaoeitothe system from compromised anns

= Minimizedthe privilege an attacker can gain v they
manave to'take over an application

— Reducesiconfio. errors that lead to compromised apps

— [i'an attacker attempts penetration. an auchrrail can
capture the effort and am alarm system can notiry the
admimstratorfsliand take automated responses

= [Jetects Nteority problems resulting from unauthorized
changes and restores fromiaknown goot configuration
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Questions and Answers
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