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IT Resource Center

• http://www.itrc.hp.com  or http://m y.itrc.hp.com

• One-stop, personalized web site for IT professionals.

• Access self-solve tools, reliable assistance, training, and planning
resources, and a broad m ultivendor knowledge base.

• Interact and share best practices with your peers.



features in ITRC patch tools

• Granular OS Searching and Browsing

• Autom atic Identification of Dependent Patches

• M erged Candidate Patch List and Installed Patches pages

• Superseded Patches available

• HP Rating and Best patch



tim eliness v. risk: the tradeoff

•You want fixes to your problem
im m ediately

•You want assurance that a patch
won’t crash your m ission critical
system

•It takes tim e to build that
assurance!



m aking the tradeoff –
hp patch ratings

! In interest of tim eliness, hp
releases patches when they m eet
established hp quality standards

! In interest of assurance, patches
undergo additional post release
testing in hp in com plex
environm ents and application
stacks

! Patches are assigned a
progressive star rating (level) -- 1,
2, or 3

! ITRC patch tools enable you to
m ake inform ed benefit/risk
tradeoff based on patch’s rating



hp-ux patch ratings

• Tested under com plex configurations

• Tested with com plex application stacks

• Stress & Perform ance tested

• Patch sent to threshold num ber of custom ers

• Patch is threshold num ber of days old

• No problem s reported

• Patch m eets established HP quality standards

• Patch fixes problem  it purports to fix

• No side-effects

• Installs and de-installs in target environm ent

M eaningRating

(level 2)

(level 1)

(level 3)



scenario 1:  fix a problem

• Huge directory reads take too long
and client system performance
degrades as NFS IO activity
increases.

• Problem experienced on a K460
server running HP-UX 11.0



patch database

Anyone who has access to the web
can browse and download patches
from  the IT Resource Center
(ITRC) at http://www.itrc.hp.com  or
http://m y.itrc.hp.com .



patch database

Benefits

•Anyone can download a patch that
is in a general release or superseded
state (GR, GS).

•Patches can be downloaded as
needed.

•There is an option to download
groups of patches and create patch
depots for installation as a depot.

Drawbacks

•Requires a m ore
advanced/knowledgeable system
adm inistrator to m anage patching.

•Not all environm ents have access to
the web from  their UNIX m achines.

•Som e patches m ay be very large
and cum bersom e to download.



getting patches from  the ITRC



choosing selection criteria



selecting m atching patches



viewing patch details



downloading patches from  the ITRC



what if it’s not “HP Recom m ended”?

•Som etim es the Best patch to fix the problem  m ight be a Level 1 patch
– hot off the press!!

•Decide whether the benefit is worth the risk

•Problem  critical to you or you can tolerate som e risk?

–Go with the Level 1 patch

•Otherwise:

–Defer fixing problem  until reliability of patch is m ore fully
established

•Level 2 and 3 patches are annotated “HP Recom m ended”



the patch download list

•Two sections: Top & Bottom

•Top contains the patches you selected

•Bottom  lists patches needed to satisfy dependencies

•You can delete patches from  top section but not bottom . W hy?

•Think of the download list as the “Com plete Solution” I.e., all the
patches you need to resolve the problem .



find patches to fix a problem : sum m ary

• Enter keywords describing
problem  into textbox; select
Search by Keyword

• Exam ine search results for
applicability.  Select relevant
patches.  Add to Selected Patch
List

• System  always presents you
with the Best available patch to
solve your problem

• Determ ine whether Best is
good enough for you



scenario 2:  obtain specific patches

•Suppose that you want to install HP-UX SDK for the Java 2 platform
on your C180 workstation running HP-UX 11.0.

•From  the installation website, you learn that you should have the
following patches installed:

PHCO_19666

PHCO_20555

PHKL_23002

PHKL_18543



scenario 2:  steps

• Select Series 700, HP-UX 11.0

• Select Search by PatchID

• Enter patches into textbox

• Hit SEARCH!



search by patch id



recalled patch warning



download list



obtain specific patches: sum m ary

• Enter the patch_ids into the text
box, select “Search by PatchID”

• System  will supply any m issing
dependencies

• System  will identify any
recalled patch and suggest
replacem ent

• Allows you to get any patch,
even the recalled ones.



scenario 3:  preventive m aintenance

•Elim inate known problem s before your users encounter them

•Find all patches applicable to the target system

•Analyze for patch conflicts, m issing dependencies

•Download

•Apply to target system



custom  patch m anager

Custom  Patch M anager is available
via the IT Resource Center to
custom ers with a support contract.
This m ethod allows you to create
your own patch bundles specifically
for your system .

You can access  CPM  from  the
web at http://www.itrc.hp.com .  You
m ust register with the ITRC and
associate your contract system
handle before using the Custom
Patch M anager.



custom  patch m anager

Benefits

•Allows you to configure and download
custom  patch bundles based on your
specific configuration.

•Provides autom ated analysis which
reports dependent patches and patch
conflicts to you.

•You are in control of which patches go
on the system .  This allows you to be as
aggressive or conservative as you want
to be.

•Your use of a patch is registered.

Draw backs

•Requires a highly experienced
individual with knowledge of patching
and the patching process.

•These patches are not tested as a unit.



The Custom  Patch M anager Cycle

Download
cpm_collect.sh

Generate
config file

Upload
config file

Perform
patch analysis

Download custom
bundle script

Retrieve patches

Make custom
patch depot

Install patches



getting custom ized bundles from  the ITRC



download cpm _collect.sh



perform  patch analysis



candidate patch list



selected patch list



analyze for conflicts

•Checks for 3 classes of problem s

•Unsatisfied Dependencies: indicating that the set of patches is
incom plete

•Structural Conflict: two or m ore patches affect the sam e m odule –
last one in wins!

•Recalled Patches: Patches on your system  or in your set are known
to be bad



analyze



tips on conflict resolution

Determ ine if patch needs to be
replaced

O btain replacem ent patch

Rem ove recalled patch

Install replacem ent

Recalled Patch Installed

Supply HP Recom m ended
dependency

Unsatisfied Dependencies

Take higher num bered patch
(be careful, though!)

Structural Conflict

G eneral G uidelines for
Resolving

Type of Conflict

Be sure to re-analyze!



conflict resolution



download patch bundle



package and download

•Package button creates file in
your ./outgoing directory.

•You have 2 weeks to retrieve that
file via ftp.

•Execute the file on HP-UX box. It
will retrieve patches and scripts.

•Follow instructions to install on
target system .



preventive m aintenance sum m ary

• Download cpm _collect.sh; run
on target; upload result via ftp

• Select system ; Display
Candidate Patch List; select
patches of interest; hit Add.

• Hit Analyze; resolve any
conflicts; hit Package; retrieve
the package file

• Execute package file; execute
m ake_depot; install patches
on target system


