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HP Support Node Router

About the Cisco Router
= Equipment
¢ Cisco 801 or 802
¢ Cisco 1003 or 1004
¢ Cisco 1603-R or 1604-R
= MCSC System Administrator
¢ Pre-configures router at the MCSC
¢ Sends router to customer site
¢ Configures a primary and secondary LAN
= HASE
¢ Checks router functionality at customer’s site
¢ Works with MCSC Administrator




HP Support Node Router

Installation

Cisco 801/802, 1003/1004 or 1603/1604
Router Configuration Information

= Expectations of HASE
¢ Plug in ISDN, LAN, Laptop cables
¢ Power up router

¢ Work with MCSC Administrator to verify
connectivity and configuration

= Custom installations may require more
configuration work at the customer site

nnnnnn



— . HP Support Node

Workstation (HPSN)
About the HP Support Node Workstatiog: /

= Equipment: s
¢ B180L Series 700 Workstation

= Super Region Staging Center
¢ Installs HPSN with HAO software
¢ Sends to MC customer

= HASE/Account Team Member

¢ Completes the configuration at the
customer’s site

¢ Performs the backup D
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— What's on the HP Support
Node?

HP Support Node is a depot for HAO Support
Tools: @o

= HA Meter 2.0
= HAO Network Node Manager/ HA-NISP

= HP Configuration Tracker
= NC_connect script /
= Q4 Dump Analyzer ﬁ

= Remote Administration Tool Suite (RATS)
= Secure Shell (SSH) M
= SharedX

= Support Tools Manager (STM)

= Transport Office Manager (TOM) I
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— HAO Provides E-mall

_—fhail over the Internet or ISDN link

E
TranS %ﬁ from the HP Support Node to the

MCSC
= Data Transport occurs nightly

Customer Site = Proactive analysis at MCSC . MC Support Center
. R E=
HP SupflorP” ;ﬁ;encrypnon il et v
Node = \SDN &he
o= : . .:,T\:\,b,\ éi'. « ::::-.-;—.;; -
__________ RS [ CA ‘; -
=l 5 ﬂ
ZHis == AL
= = | (A
Jnternete-mall .
== » Configuration to CA server [= ﬂ
i == = Network topology to NSR == | || | |  ~ (==
i =2 = Hardware fault events from [ Network
25 customer’s Systems 25 Support
(e-mail/modem) Repository
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.................... . Updates at the Customer Site
(ISDN)- Firewall and Mail Rela

Customer Site

HP Support =
N(;Jggor HP Support Nodg = RSR
to RSR
ﬁ e I%T
| | HP Support Node = | RSRto HP ]
/ to CMR { = > Support .
CMR to HP = | Nodeor

CMR

= o Support Node
CMR to RSR
Mail Relay
= =y
Fe - Changes to Mail Relay Changes to firewall
S « Paths from CMR to HP Support Node « Port openings in

e Paths from HP Support to CMR firewall



HP Support Node and Router

Customer Site

HP Support RSR
Node

=)

oo il

me ISDN oo [
= )5

~ Support Node Isolated LAN —

== Router Router

;ﬁ.’
1 =m Changes to HP Support
-y == Node and Support Node
. =  Router
Mail Relay

» TOM address book

* HA-NISP address
book

« TOM Configuration file
» Access List (ﬁfn
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Transport Office Manager - @
Encryption

Transport Office Manager (TOM) automatically
transports and encrypts data files via e-mail (ISDN
and internet).

Transports Tracker, HA-NISP and HA Meter data to
HP

Provides 56-bit DES (data encryption standard) from
the HP Support Node to the MCSC for e-mail over
Internet and ISDN

Generates keys on a per-session basis

Uses public key exchange handshake to generate
private key

Provides encryption for Tracker data only
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Connectivity in the HAO

E.EQQIE%E‘@ which HP Support Engineers

provide support to MC customers.

s Enables access to customer’'s MC machines
for support purposes

¢ Quicker access to diagnostic and
administration tools

¢ Shorter time to problem resolution

= Enables access to HP Configuration Tracker
and NNM

= Provides an enabling infrastructure for more
support tools or applications
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0. Obtain permission from customer to access their environment.
1. From your HASE HP-UX or Windows workstation, connect to

the Remote Support Resource (RSR) and log on using your
MCSC-assighed username/password.

la. The Socks Server will authenticate that you are authorized to
pass through.

1b. The HP Firewall will verify that you are authorized to pass
through.

. From the RSR, connect to the HP Support Node and log on

using the same username/password you used for the RSR.

2a. Isolated LAN router verifies traffic coming from known RSR and
destined for known customer site.

2b. HP Support Node Router verifies traffic coming from known HP
RSR and destined for the HP Support Node.

2c. Customer firewall verifies incoming traffic meets customer
security requirements.

. Optionally, access the HAO tools and log on to MC systems (ﬁﬂ

using your customer-assigned username/password. Perform

cirinvnnAart ftacl/ e invent



—"Remote Suggort Resource

Provides I ta transfer, a
for infmig 3

itory

= Purposes

¢ First “hop” for HASEs/Account Team

Members

¢ Tool storage to reduce ISDN traffic

*
*

Depot for problem-solving information
Directs e-mail over ISDN into HP

= Security

*

*

Allow only connections via the Isolated
LAN Socks Server or Secure Shell

MCSC support engineer-specific logins
with complex username / password

No sharing accounts; separate user space
for each HASE/Account Team Member

Customer data handled under HP Policy
Highly-secured configuration
Login / Activity logging

L=

;—”’///////// [j
o ﬁ

HP

T
nHHHHHT

Isolated LAN

Support
Router

Isolatg_d’” Remote

LAN Support

: Resource
| = || Socks
’D Server

Hp la
Corporate
LAN
Dedicated
ATM/HASE

Workstation

HP Netl5
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— Node Route

Router \$~

—"|solated LAN and Support @
[S. Securhy

=

Customer Site

= Support Node Router

\

¢ Manages connections

INto customer site

¢ Can be customer or
HP owned. If HP:

- Installed by
HASE/Account Team
Member

- Jointly configured and

verified by HASE and
MCSC Administrator

- Administered by
MCSC Administrator

22>~ Support e
== Router %
2 < “-“.. ..... ...’o 2 A ”

S MCSC —

i lIsolated : Remote

LAN Support

. Resource

HP Netl5

= |solated LAN Support
Router

¢ Manages connections
to multiple customer
sites

¢ Configured and
administered by
MCSC Administrator



Connectivity Link to MC Customer Site

= High Availability in all regions
= PRI line with:

¢ 23 simultaneous connection channels (MCSC ISDN) in Americas and
Asia-Pacific

¢ 30 simultaneous connection channels (MCSC ISDN) in Europe
= BRI line with 2 simultaneous connection channels (customer ISDN)

Installation at MC Customer Site

= Contact the ISDN provider
= Specify options
= Get configuration information from provider

¢ Access Numbers
+ ISDN switch type (being used by provider) ()



.................... ,Cha”enge Handshake @
Authentication Protocol

(CHAP)

Authenticating Router Reguesting Router

Requests authentication.

) Cha”enge” & hoqname' \ LOOkS Up appr0priate Secret
based on hostname, combines
with “challenge”, and returns

If authenticating router encrypted result.

arrives at same result, client —
IS authenticated. 3

CHAP also sends challenges at regular intervals during an authenticated
session to ensure that the client router has not been replaced by an
Intruder.

nnnnnn



Support Node Isolated LAN
Router q>. % Support
\@ N Roﬁer

Customer Site

HP Netl5

= Operation

¢ MCSC router calls Support Node Router and gets
authenticated

MCSC router requests dialback
Customer router hangs up

* & o

Customer router dials HP router and gets authenticated
¢ Secure connection is established

= Advantages
¢ Customer knows it was HP that called
¢ Customer is assured that connection is with HP

= Disadvantages

[

¢ Connection times are longer



9

\¢S H?,
C’&‘“@ ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,
Support Node % ISDN
Router q;. %
\@ /\/
Customer Site

Isolated LAN
Support
Router

HP Netl5

= Advantages

¢ Customer router verifies calling # is HP

before answering the call

= Disadvantages

¢ Does not work across all telco boundaries
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Support Node ISDN Isolated LAN
Router q>. /V % Support
\ﬁ o Router
+Customer™, S MEsE” %
! lIsolated :
L e : Isolat?_d Remote
Strong (DM2) LAN Support
Authentication "-.. Resource
Server Customer HP
S\ ~rrrt  Firewall Firewall
------- @
Customer Site HP Netl5

= Advantages

¢ Accesses can be tracked to a specific Account Team Member

¢ Increases security (token ID changes often and is impossible to
guess)

= Disadvantages
¢ Increases connect times

¢ More software (and possibly more hardware) for the customer and
HP to manage

¢ Token ID cards must be managed (if supplied by the custome@a
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Support Node ISDN Isolated LAN
Router q>. % Support
C = Router
Customer Site ~. HP Netl5

= “Intruder” -> HP

¢

Router doesn’t allow connections from outside

= “Intruder” -> Customer

¢

® & 6 O O o

Telephone number of customer router or ISDN
IP address of RSR
Router CHAP authentication information
IP address and username/password of HPSN
IP address and username/password of MC system(s)
Dialback -> Intruder has to physically answer callback to MCSC router
Additional barriers:
— Caller ID -> ISDN telephone # of the MCSC router

- Strong authentication -> Strong authentication username/tokef{ip}}

invent



— HP Support Node

—\Warkstation -%H RSN

Router q:‘ e; Support
§§§[::: \\\T:::::j Router
Customer MCSC 2
Isolated ! Isolated : Remote
y,  LAN L LAN oo
~, (DM2) .~ pp
AR Resource
........... HP Netl5

~ 1)
[ N I -

s Proactive Role:

¢ Scheduled collections of data from customer’s
MC systems

" Corporate
LAN

¢ Scheduled transmit of data back to HP via
internet or ISDN email link

HP Support = Reactive Role:

Node ¢ Accepts Secure Shell, telnet, ftp, and http

Customer Site connection requests from customers or
HASESs/Account Team Members

¢ Central location for running support tools in the
customer’s MC environment

¢ Facilitates HASE logins to MC machirﬁ]

F
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HP Support
Node

Customer Site

Router :
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ISDN

Isolated LAN
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22>~ Support
= o ter

P

Isolated”
LAN ¢

Remote
Support
Resource

HP
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—_—

MC Systems
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Server
H P la
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1
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Mission Critical Support

AbilyoNtiraots

faster support for
customers’

problem

HP Support
Node

Customer Site

2C

Customer

e Firewall

5 [ customer

" Corporate
" LAN e

Lol
MC Systems

= Access to MC systems

¢ Must come from HP Support Node
¢ Only to customer authorized machines
¢ No “telnets” to other machines

¢ Unique HP login username/password for each
HASE

¢ Login and activity logging
= System changes required:

¢ Tracker agent and HA Meter agent installation
¢ Connectivity to HP Support Node (if needed)

= No Other Changes are Necessary!

¢ No further change in security on these
machines from present-day standards.

¢ HASESs perform the same actions on these
machines as they do today.

[

invent



— . Connections: mc connect

= Automatically determines connectivity
method

IEEIEEEE:

- SeIeCt Connecti if'y@amberh"hﬁmea"jscattﬁ me_connect -i alcazar ﬂ
meth Od Select cohnection wethod for aloazar
a .

1 Telne

n Works with HP-UXEEE s sorsern cumsna s
Windows NT/2 OO i
VirtualVault, ang = =1
network
Interconnect

devices

]

Connected to 156.152.228.74 | Compression off | Cipher: 3des [2012  [80w24 4




(Windows NT or 2000)

= Virtual Network Computing allows

connectivity from the HP Support Node

to the NT servers

=)

’Iﬁl 3 [ Customer

[ - Corporate

y \ -.LAN
HP Support
Node
S

Customer Site MC Systems
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VNC Viewer VNC Server

VNC
< Protocol p
Q
Mission Critical

HP Support Node Windows NT or 2000
Server

s Install VNC Server software onto
Windows NT or 2000 Server using
Tracker

= [nitiate a session from the HP Support
Node using the VNC Viewer

nnnnnn
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HASE HP-UX

Workstation RSR HP Support Customer

Node System

Use ssh ftpandftpto transfer files from a Windows workstation.

HASE Windows RSR HP Support Customer
Workstation Node System

The arrows show where the transfer command must originate. However, files
can be transferred in either direction.

[
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Network Node Manager

v NNM tracks device status and identifies
topology changes within a specified
Management Region. This enables rapid
Isolation of the network problem.

= Displays an up-to-date map of all servers and
Interconnect devices

= Collects status data and logs status changes of servers
and interconnect devices

= Extends HP’s view beyond the system - to the MC
customer’s environment

= NNM on the HP Support Node is a special version for
HAO

¢ It does not interfere with any installed customer copies
running in the environment (ﬁ
D

& ltis for use onlv bv HP sunnort nersonnel invent



HAO NNM and HA-NISP

v HA-NISP collects and packages HAO NNM
network topology and Tracker customer

Information. It then sends this information to
the MCSC via TOM.

= Network topology information available to Network
Support Engineers

= Information updated once per week and loaded into the
Network Support Repository residing in the MCSC

= Specialists use AutoMAP and WebNISP Manager to
view topology information

= HASE/Account Team Member modifies the HP-NISP
configuration file to set up data transport



e

Network Traffic - Example

HP Support HP Series 800
l'_lll HP-owned an‘d |:|||
—=ll operated Series 700 - 1]
EEN . —
@ \Vorkstation
‘ \" HP Series 800
Router — |—;|ll
\ | T |
A
\@
Switch
N
\@ HP Series 700

Switch

\ HP Series 800

p L

N tation
=



HP Configuration Tracker

v Significantly reduces time of gathering critical
iInformation

= Snapshots of critical systems configurations
at daily or weekly intervals

= Differences between snapshots identified

= Hardware, software, network interconnect
device configuration information transmitted
to the MCSC

= Controls transport of configuration data to
the MCSC

nnnnnn



—— About Tracker

= Four Components

¢ Tracker server

¢ Tracked clients

¢ Browser (Netscape or
MS Internet Explorer)

)
¢ Client software

nnnnnn



— Tracker Users

= HA Support Engineer, from onsite or a
remote HASE workstation, to view data and
research problems

= MCSC Administrator or Account Team
Member, from the Mission Critical Support
Center (MCSC) at HP, to view data and
research problems

= Customer System Administra
to view data only




Tracker Login Page

U cickann  Configuration Tracker

o 1= {c)Copyright 1997-2000 Hewlett-Packard Co. All Rights Reserved. B
ogin
. RESTEICTED RIGHTE LEGEND
User: | |
Uze, duplication, or disclosure by the 1.5, Government iz subject to
_ restrictions as set forth in sub-paragraph (c)(1)(1) of the Rights in Technical
Password: | | Data and Computer Software clause in DFARS 252 227-7013.

Hewlett-Packard Company
IErrter User and Password 3000 Hanover Street
Palo alto, CA 94304 115 4.

The High Availability Observatory (HAO) is an HP-owned and operated
technology consisting of HP 9000 Series 700 systemn(s) with softerare tools

| Leghn | [ ocetingStated | and a network router and a secure connection to the HP Response Centers
{including the Mission Critical Support Center [MCSC]). The HAOD 15 for

use solely to support systems on HP Critical Systems Support (C58) and HP
| Improve  Loading  Speed | Business Contiuty Support (BCE) contracts for the life of the contract.

HP Confipuration Tracker (Tracket) and MCEC Monitor ate HP-owned and
operated softwatre tools for use solely to support systems covered by HP
55 and HP BCS contracts during the life of the contract.

Copyright {c) 1987-1993 The Regents of the University of California All
rights reserved.

Pertmiseion is hereby granted, without written agreement and without license
|4|J or rnyalty fees to use, cnpy mndafy and dlstnbute thlS snftware and itz

i I, (T, IR, E . e NN PR ||

4
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Data Collection Templates

Collection: Idle
Transpott: Disahled

U cickann  Configuration Tracker

( Tracking | &dmin | @ Infa | Modify Collection Template | ot Cancel This Task
f.&dmin Tazks |’Cu:ulleu:1i0n Templates |
~Collection Templates | Configuration Item Types |Cnllect ‘Transpnrt
D Available Collection Templates | Boot and Shutdown
ﬁ—jg'ﬁj HP-UX Computer Systems
L@ F3000 5500 HP-1LW 10, 11 % |Mgﬁ | W ‘ W
[Ehefils Mletwork Interconnect Devices |Boot Script | ™ ‘ ¥
T Cizco Catalyst Switch |BOOtC o | I ‘ I
T Cisco Catalyst Switch with TFTR capability S _
—die Cisco I0S Device ICrashconf (Always Changing) | ~ ‘ ~
<l Defaut LVM Activation N N
] . I
i HP 2% Device
T HP ProCurve Routing Switch |M | ~ ‘ g
T HP ProCurve Switch |Sh‘-1tdo‘-ﬁm LOE | I ‘ v
e HP Rauter | File System
—IIT HP Sweitch
o bt |Autoboot Info F | F
EHE] indowes Computer Systems IDiSk Tsage (Alwavs Changing) | I~ ‘ I~
L@l Windows 2000, MT 4% Intel-based Server |File Sys COﬂfig | I ‘ 7
IFile Bvs Info (Always Changing) | 7 ‘ 73
— LM Info P | F
|Lvmtab | ¥ ‘ 7
] ISuper EBlock Info | ¥ ‘ ~
= | Hardware Configuration
a |L|J \Adapters N~ R v

[

[
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Add Devices

Add devices in Tracker to collect configuration data

Collection: [dle

= HP-UX Servers /7] BEWLETT  Configuration Tracker

= NT Servers S - :
|/ Tracking |/.-E'«dm|n r' Infia | Add DEVICES

. WI n d OWS 2 O O O r;ﬂ.dmin Tasks |/Collectiu:un Templates |

Transpott: Disahled

R e  — "Devices" 13 a collective term to refer to both cormputers and
Se rvers | Change Password | | Help | network interconnect devices. These forms enable adding new
_Admin Tasks devices to be tracked and updating information about the devices
if it changes.

| N etWO rk Administration Tasks

—I Administrator Motes

i nte rCO n n e Ct E_ E::ifli:get;rmion Databaze

d eVI CeS If_l_gFf Add A Metwork Device

o Devices

I Add &n HP-UX Computer
I Add &0 NT Computer
—IT Delete 2ny Device
—I' Edit Info For Any Device
M Rename &ny Device
E Enterprize Management

EHE] Users

w
4| | e

[
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Edit Collection Schedule

/7] HEWLETT  Configuration Tracker oleetion:d

Transpott: Disahled

r Tracking |/.ﬂ-.dmin r' Info | * Edit Collection Schedule *

(Admin Tazks rCDIIectiu:un Templates | ] ;
collection schedule : Daily, Starting Tue, 20 Jun 2000 00:51

—Awailable Actions For User: admin

WMET/ DT,
| Change Pazswiord I | Helx I
~Admin Tasks Set the Collection Frequency:
Administration Tasks
M Administrstor Motes @ Daily
= Configurstion Databasze (g Weekly
EHE] Dsta Transport
T SRR Set the next Collection start date/time:

& Devices (this form has been posted: Mon, 19 Jun 2000 10:21 MET7MDT)

lf—}g Add Devices
FT Addl & Network Device

Day at Hours (24 hour format) : Minutes.
M Add 2n HP-UX Computer

M Add An NT Computer
—I Delete Any Device
I Edit Info Far Any Device
—M' Rename &ny Device

[HE) Enterprise Management Note: Data Transport, if enabled, occurs automatically after a
EHE Users scheduled collection is complete

Tuesday j at I[][] ; |51

Finish | ... cancel This Task

4
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— . Data Transport: Data

PACKARD

r Tracking |/.ﬂ-.dmin r' Info |

(Admin Tazks rCDIIectiu:un Templates |

—Awailable Actions For User: admin

| Change Pazswiord I |

Help

—Admin Tasks

Administration Tasks

M Administrstor Motes
J—;—g Configurstion Databasze
Dista Transport

et Settings
M Reset Transport

M Tranzport Now
I Ecdit Collection Schedule

LHE] Devices
FHE] Erterprise Management

EHE] Users

Collection: [dle

) it Configuration Tracker Transport: Disabled

Data Transport Settings

Destination: | americas-hao-tracker | Modify

State: Disabled Modify
Encryption: |Enabled Modify

L] | LhhE

4

Destination indicates the HP MCEC that recerves configuration
data from this node. & setting of 'Local File Store' indicates that
data 15 written to the local file system instead of an e-mail
transport.

State, 1f enabled, signals the data transport to occur ummediately
following a Scheduled Collection,

View the Status Report on the current state of the Data Transport.

[
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Modify Collection

Templates

U cidcsan  Configuration Tracker

|/! Tracking rﬁl.dmin |/' Info |

rAdmin Tasks rCDIIectiu:un Templates |

F

—Collection Templates

=D Awalsble Collection Templates
If—]gﬁj HP-L¥ Camputer Systems
R
[Fleils Metweork Interconnect Devices
T Cisco Catalyst Switch

-

I Cisco Catalyst Switch with TFTR capability

-

—u;Jw Cizco [05 Device
—ellls Defaut
g HPI0S Device
T HP ProCurve Routing Switch
T HP ProCurve Switch
e HF Router
T HP Switch
LIIT HP Swvitch I
EI—@l Windows Computer Systems
I—g Windowws 2000, NT 4. Intel-bazed Server

1

Collection: Idle

Transport: Funning

HP9000 S800 HP-UX 10.X, 11.X: HP9000 Series 800
Business Server supporting the 10.X and 11.X HP-UX
operating systems.

Enabling Collection and Transport. Use the table below to
exclude any items from being collected or eligible for transport by
de-selecting the related checkboz, then pressing the Modify
Collection Template' button. Any modifications apply to all
associated devices and models for this collection template.

Other Available Actions: (from this form)

» Individual item information and actions are accessible
via the itern's hyperlink in the table. Actions mneclude:
o Toggling the 'Always Changing' field,
o For 'Custom' or Wew Configuration Items'
n Delete the item.
s Exportthe itemto a file.
» Modify the new configuration item.

s Add/import new item(s) to this template in the Tser-
Defined' subsystermn,

o Edit Attributes: For iterns that are files, attributes such as
permissions and timestamps are also collected. Tou can
atfect how attributes are used in generating 'change
indicators' (1),

[

[
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— . Modify Collection

Tomnlatae: Attrihinito

HEWLETT g = Collection: Idle
[ﬁp PACKARD Conflguratlon TraCker Transport: Funning
= * Collection Template Attribute Settings * Al
rl Tracking r.&dmin r' Irrfa |
({Admin Tasks [ Collection Templates | Collection templates contamn configuration items that are either
~Collection Templates files or commands. Itemns that are files have their attributes
4] Awailable Collection Templates collected For these items, you can continue collecting data while
E1HF HP-UX Computer Systems excluding 'change indicators' (1) for data changes. When you have
L the desired attribute settings, push the Todify Attribute Settings'
[Flells Metwork Interconnect Devices buttor
T Cisco Catalyst Switch a
T Cisco Catalyst Switch with TFTP capability Note: Attribute changes are only applied from this point forward.
—*;J“ Cizco 105 Device
pere Lzian Viewing Options for this Form
g HP I0S Device :
T HP Procurve Rouing Swich ‘ All Tterns (eurrent settings) | All Ttems (factory defaults)
~TI HP ProCurve Switch == Only tems With Aftributes Only temns With Attributes
e HP Router (current settings) << {factory defaults)
T HP Switch
LTIT HR Switch |
EHE] windows Computer Systems Modify Attribute Settings | or Cancel This Task
I—g Wincowys 2000, MNT 4% Intel-bazsed Server
‘ Eoot and Shutdown
] ‘ Cun'g%IEtem Perms NumLinks | Owner |Group Timestamp
J |L|J ‘BootScript | v | 7 | v ‘ ¥ | ¥ -]

[
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— . Modify Collection

- \A/
'R

DR PROA TS =

(A Tracking | &dmin | * Create New Configuration Item *

rAdmin Tasks rCDIIectiu:un Templates |
—Collection Templates

=D Awalsble Collection Templates
If—]gﬁj HP-L¥ Camputer Systems

Create a new configuration itermn for this teraplate. This item 1s
added to the subsystemn: Tser-Defined'.

AP 000 5500 HP-LX 10.%, 11 . Other Available Actions: (from this form)
[l Metwork Interconnect Devices
—HI Cisco Catalyst Switch s Import an item from a file,

I Cisco Catalyst Switch with TFTR capability

-

—u;Jw Cizco 105 Device .

el Default Configuration Item Name: (max 80 chars, character restrictions,
e HP 105 Device space handlingy(required) Name displayed in the collection
—1:,1'_1: HP ProCurve Routing Switch template_

T HP ProCurve Switch

)

e HF Router I

T HP Switch
LIIT HP Swvitch I

=HE] Windows Computer Systems Configuration Item Description: (maz 400 chars)(required)
L] windows 2000, NT 4. Intelbased Server Description used in the collection template.

Iv

I

- -
1 ] 4 | .

I4

[

invent



Modify Collection

rAdmln Tasks rCDIIectlu:un Templates |
—Collection Templates

=D Awalsble Collection Templates
If—]gﬁj HP-LIX Cu:umputer Sys’tems

LE REE

[Fleils Metweork Interconnect Devices

T Cisco Catalyst Switch

-

I Cisco Catalyst Switch with TFTR capability

-

—u;Jw Cizco [05 Device

—ellls Defaut

g HPI0S Device

T HP ProCurve Routing Switch

-

T HP ProCurve Switch

)

e HF Router
—ITE HF Switch

-

LTIT HP Swvitch I

-

I':'I—@l Windowws Camputer Systems
I—g Windowws 2000, NT 4. Intel-bazed Server

I

1

\A/
'R

Collection: Running

HEWLATT :
tfi‘%i‘i‘i'ﬁﬁ =100 N
11&:tio 12 can either be a corntmand that i3
@ Infa

|/| Tracking rﬁl.dmln |/

run on the client, or a file that 15 collected from the client
(required)

" File (absolute path of the file):(max 800 chars)
o Must be an ASCT file,

& Command: How to collect the data (single line): (max
800 chars)
o This command 1s run on clients as entered Tse
caution in defining this command.
o Bince no 'PATH' variable is defined, use absolute
paths when defining this command.
o The output of this command must be AICTD

Change Alert Setting: If this configuration item 15 'Always

_| Changing, you can disable the 'Change Alert'. (you must select

one).

€ This ttermn 15 'Always Changing' do not display the
Change Alert
" Display Change Alert ()

o
| ] 4« |

o
[
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— . Tracking

/7] HEWLETT  Configuration Tracker colection:de

Transpott: Disakled

rFs
1 Tracking {(Fetting Started with Configuration Tracker
—Available Actions . )
- - Configuration Tracker has 3 main tabs:
| Changes " Time1 || Time2 || Command I
| cCalecthiow ||  Properties || List Chanoes | » Tracking: Used to access individual configuration data items for specific
devices, as well as histotical changes for configuration data items.
| Felogd || Search || Hel |
~Timeframe (MDT} + Admin: Intended for the 'Tracker & dministrator!, this tab is used to manage the
Change | Timet: 21 Jun 2000 08:47 devices monitored by Configuration Tracker, set transpott options, as well as
' matiage users for the system.
Timeframe | Timez: 21 Jun 2000 09:22
fET The Erterprize & Info: The colored ball indicator displays the current state of the health of
24 HPUX devices Configuration Tracker itself. Use this tab to access information abowt alarms
° agszociated with the colored ball indicator. Additionally, access to this system's
183 ncs error and log files is available via this tah.
gﬁj MT Devices

A 3

-
4| |»

[
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— . Tracking: Data Changes

[/7) HEWLETT  Configuration Tracker cofeetioni et

Tratiapott: Disabled

s
1 Tracking r List of Configuration Changes for: The Enterprise:HP-UX devices
pitailable Actions Mote: this operation may take some time. ¥ou can continue when the cursor retuens to
| Changes || Titme1 || Titme2 || Command | normal whet over the left side.
| Collect Mowy I | Properties | | List Changes I
| Reload I | Search | | Help I [Voumay also see a List Of Failures ]
~Timef MDT,
imeframe ¢ i e aguaman: Boot and Shatdown: Boot Messages
Change [ Timed: 21 Jun 2000 0317 © (21 Fmn 2000 09:18 MDT)
Timeframe | fimez: 21 Jun 2000 0922 ¢ aguaman: File System: File Svs Confiz
@ﬁ The Enterprize © (21 hm 2000 09:12 MDT)

® agquathan: HP-TTE Confisuration: Levell Scripts
0O (21 hm 2000 09:18 HDT)
e agquathan: HP-TTE Confimuration: Level? Scripts
0O (21 hm 2000 09:18 HDT)
ST MT Devices e agquatan: HP-TTE Conficuration: Script Lewvel Flags
0O (21 hm 2000 09:18 HDT)
e agquathan: HP-TTE Confisuration: 3vs Filesets
0O (21 hm 2000 09:18 HDT)
® agquatan: Softwate Configuration: PRIFile
0O (21 hm 2000 0922 HDT)
o chd HP-UX Configuration: Lewell Sctipts
0O (21 hm 2000 09:18 HDT)
o chd HP-UX Configuration: Leweld Sctipts
— 0O (21 hm 2000 09:18 HDT)
o chd HP-UX Configuration: Sctipt Level Flags
0O (21 hm 2000 09:18 HDT)
o chd HP-UX Configuration: Svs Filesets
d ] 3] o (21 Fe 2000 09:13 MDT)
I U dovions o chd Software Confiouration: PAIFile

. © (20 Fm 2000 09:12 MDT)
4] ||

[
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— . Tracking: Individual

E HEWLETT
28 PACKARD

! Tracking

—Available Actions

| Changes || Time1 || Timez || Commanc |
| Callect haw: | | Properties | | List Changes I
| Reload | | Search | | Help I

—Timeframe (MDT)

Change
Timefratne

Timed: 21 Jun 2000 09:17
Time2: 21 Jun 2000 10:22

Device Drivers

HPLIX Lib

Init File

Hernel Config

Wernel Yersion (Current)

Kernel Yersian (Previous)

[N

NE

]

Configuration Tracker

Collection: [dle
Transport: Disabled

Data changes detected between TimeZ and Time1:

Line 4 of the timeT revision:

lrwxr-xr-x 1 root =ys 21 Apr 19 0:2:42 2000 KllO0HAMagent -> Jfsbinfsinit
replaced by line 4 of the timeZ revision:

lruxr-xr-x 1 root sys 21 Jun 19 14:35 2000 Kll0HAMagent -> /sbin/finit

Line 266 of the HemeT revision:
lrwr-xr-x 1 root 3vs 21 Apr 19 0z2:42 2000 fsbindrcl.d/Ell0HAMagent -
replaced by line 266 of the HmeZ revision:

lrwxr-xr-x 1 root sys 21 Jun 19 14:38 2000 fsbinsrcl.d/Ell10HAMagent -

1| |

4]

| .aguaman; HP-LY Configuration:Level Scrigpts

|  FvemiTime  |Frent Information
| 21Jun2000 10:22 | Time2
I 21 Jun 2000 09:18 |The item changed.
| 21 Jun2000 09:17 | Timel'

(&lrays Changing' items won't have change events))

I s

[
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— . Change the Collection

Timeframe

A cidann

! Tracking

—Available Actions

EWLETT

| Changes Il

Timel || Timez

|| Command |

| Collect Moy || Froperties || Lizt Changes I

| Reload

| | Search | |

Help I

~Timeframe

Change
Timeframe

g The

E- i W

MDT)
Time1: 21 Jun 2000 0917
TimeZ: 21 Jun 2000 09:22

Erterprize

Devices

Configuration Tracker

FY

|HP.u:-: devices

4]

=

Collection: [dle
Tratispott: Disabled

|»

* Change Timeframe *

The data displayed for all tracked devices iz imited by the Timeframe setting. Change
the Timeframe by azsigning the Timel and Timed boundaties below to inehade your
choice of Tracker data collections.

The change symbol ! associated with a collection indicates an observed data change
sitiee the previous collection. Times listed with a |:| tepresent afarlure of Tracker to
collect.

The most recent 30 collections, (AL Collections)

Finish |nr Cancel This Task

‘mZ ‘Ti]t;el ‘ Collection

Lo | ¢ [ ]2 Jun2000 10417 sched
L& | & [ |21 Jun2000097 sched
L c 0 [ ]]17 May 2000 1605 sched
Lo 0 [ ]]17 May 2000 1505 sched
0| 0 [ ]17 May 2000 1405 sched
| © | 0 1 ]|17 May 2000 1305 sched
| © | 0 1 ]|17 May 2000 1205 sched
| © | ¢ 1 ]]17 May 2000 1105 sched
| © | 0 [ ]]17 May 2000 1005 sched -l
P e

[
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— Health/Link Checker

HAO Support Node
Health & ISDN Link Status Report

wersan
created TulfOFF2000 03-15 (TITC)
Germany, ISE, Cther, Spam, UK, LIS,

Bracknell Ermzzels
brackesl g com Enagesiz hip com
Erat0 12000 00:01 {0ITC) Enu'0 152000 01:01 {IrTC)
Customer dp . B Comment
| |EN | (i st (hme ested)

e e 11 [ MBI A ME R
Junf2 02000 91471 (TS

Company & (Germany) 1112
Junf2 02000 0102 (TITSy
- B L L

Jun2 1000 01403 (LT 1.1.1.3

_ompany b (Germany) L1116 *no call lngged yet,

Jund 245000 Q106 (I besde Epcdure 6 repoat oycle e below configrsd b
o w—| z

Jun 2 12000 01407 (T EATS swatched off

Cpmpary B (Germany) 111z| dats not availshle et

A1 (Citber "

' . ]
Company 43 1143
Jund2 852000 04035 (TITC)

=1 aaF AL

[
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j File  Edit Wiew Go Favontes Help

MCS5C Monitor - Microzoft Internet Explorer

J'<=.=>.°f§§r@®

5 & &

ﬂ TET) Alert Summary B

- ET Southern Europe
EJ|'= TET customer &
él-a i

M

Cystomer B

Browse Confiouration Diata.

Generate a Patch Summary Eeport for this enterprise.

Back o Stop Refresh  Home Search  Fawvortes  History  Channels | Fullsoreen Mail Print Edit
| ddress F@ hitp:/¢dos fe: hp. com/tackermp/indes. 355487 408, himl | |J Links
(T [ MCSC Monitor
rEnterprises rCusinmer Data rAdmin r,} Info | r I i —
~Available Actions & Current Status of "Customer B’
| Felnad Il Search || Froperties || Help | (consisting of all 'stoplights’ appearing belowr)
|_Patch Summary | | Scheduing || Subscription | | i EData Transport 15 recent (occurred = 2 days ago)
 Customer Enterprises g Ilast date: 10 Apr 2000 13:28 - reset
é‘* T PSRtests (dont use) = % iSuppor‘t Mode alarm state is clear.
—!ﬂﬂ Alert Summary 1 — ; ; ;
'B EEJ Alert Summary 2 ‘ M lSuppor‘t Mode is transporting full data
-B T Alert Summary 3 = :'ﬁ’ﬂ iEnterprise 15 confisured for analysis.
-B ﬁﬂ Alert Summary 4
B8 slert summary 5 Available Actions

|@ Done

. ,_-j_. T Customer ¢ o Nodify the Analyrer Schedules for this enterprise.
! -_\?--B (778 Customer D : G ) : i h
; : i o Mlodify Analyzer Subscriphion Sethings for all devices m thiz enterprise.
----- T Unassigned
Lﬁ" Listomer s s =ee all dewices by expanding this ttem in the tree,
ISDuthern Europe: Customer B
4] | ] support Node Name: custb. cust.com

=

| 1T 58 Localinranet zone

[
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W MCSC Monitor - Microsoft Imemet Explarer provided by SoftQuad Softwarne Inc

| File Edit View Fgwortes Tools Help

|F.+,ﬂﬂﬁ'ﬁ_ﬂ-ﬂé';w,

Back Fras Stop  FRelresh  Home | Seasch Feavonbes  Hishory kail Frmit Edit
|ﬁﬂﬂf'“|ﬂ hitp: / haoca fc hp com Yackestmp findex 351446587 himl 3 o Go || Links ™
HEWLETT :
PACKARD MCSC Monitor
| Enlergeises | Cuctones Data Admin | @ o | r Paich Summary Report lor 'Caltex Australia’ j
Teacking | Collachion Templates | Info |
Arsilable Actions This report. depicts the overall set of pabch candidates for HP-TTX dewices in this enterprise
[ changes | towt I Tz || commena | Each cell may contain &n indicator of the type of patch candidate. A blank cell ndicates that
the pateh iz ol installed and not. & candidate. A cell contamning an T indicabes that the patch iz
|_Cotect o _|[_Properties || List Changes | already installed
[ meowd || Semwon || Heip |
Timedrame 80T} Lanks to
Changs |Tl're1:[l!l-l:-v1!'!5‘lﬂ:51 Systermn Surmmary
Totediaites | Tymaz: 39 miay 2000 1559 Analyzer Lagend
| TR
~ 2l condt PPEPPPEP|C
_Elmriqiﬂm'-nmtu r|rjr|r|r|r|o
| d(ddd|d{d|n
1 prolspp
% amm: HP-UX |a a ala s dd
(=l 10XX pppPppbb
- & prosppd.anpol com. sy PPPPIPION
B poappS anpol cos o 1|2(3(|4|5
; El proidbd. mmpol com U B.10.20
FHCO 781 |1 (I (1|0 |10 |1
= |PHCO 7852 |1 |1 HIHERE
T - [PHCO 8009 [1 [T [T [0 [1[1[1
[t e PHCO 2244 HEENE
PHCO 247 (T[0T
=1 'PHCO &1 |0 [T(1(0[1|0 |1
Ny r EECO w11t =l
M stan| “iinsox- Ouiock Expr_|[@1MCSC Monitor - . #uniiied - Pair | a)Explonng-caHP | S8R R

[
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Mordlad - Miciesolt |nbeine! Eapleei
Be ES Yew Fgve Jeds e
.+ o@D [ 4 @ = 3
Hack ; Siop Refmsh Home | Ssach Favoier  Hidony
-ﬁﬂ'ﬂﬂ-lﬂ Rl M adarads b B comradhai o s S55EE4 1 A0 il

TEEEE . B
Mad [Pari Eckt

HEWLETT -
(D restredd MCSC Monitor
=
| Ertarprizes  Customer Data | Admin | @ info | * Modify the Analyzer Schedule for the Enterprise 'Cuostomer A"
Availatie kotions
[&e [ Bearcn |[Froperties]| Hee | The analyzes schedule for thes enterpriie iz surmanized below. The analyzer achedde displags how often the dewices
of this enterpnse are analyred Designating which anabyrers ane applied to a dewice 15 acoomphshed wna Analyzer
| Pateh Summary | | Schedulrg | | Subserpten | Subsermpben Mot this speration may bakee up 16 a menide s complete
Customer Enterprises.
WD Woss Wodity Anshasr Sctwdule | cx Cancel This Task
- (i) ArWCSC BeforsA03.00
B0 e Amalyzer Mame Interval
il CustomerA - _
VG customers Mame has aposimphe o Lusabled
I et Comparny Mame nansds) Liady
Wi Unassiored critical  Every H Duays |Z' "'|
Im Customar " Weekly oo dag |3un =
© Maonthy on day [1 2]
™ Thzabded
& Dady
firmwsrs CEveryHDays |2 =
[ 1-1;g!k]\..' oy |ELF "'I
rhhmﬁunbgh 4
I Duzabled
= Dy
recalled T Every H Dags |2 '|
[AIMCEE Before AD00 Custorner A  Weekly on day [5un 7]
 Monttly on day: [1 =]
T Dizabded
=l
@] D [ ] e itene .

[
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LS50 Monilsi - Miciszoll Inbeinel Esplae

e B Vew Foies Tos Hep
o, o=+ QD [ 5

Back Slop Fehesh  Home  Seach Favoiles  Hishow [SE |

i

i

J

ﬁ-illltt|ﬂ nhze iascorda b I consrac ket epyindes SE56541 9 i

Daekinn  MCSC Monitor

Ertorerize: Customer Ciata | Admin | @ info |

Wovailabile &otions
| =oces || soann | eroperties] Hee |

Paleh Su | Seheduling I Subesst riplion

Cugtntesd Erilsdprisas
I MCEE Aqalveer abbrewiations leeend
T ALMCSC Bafore A 03.00 - - - - - = = . .
IEEI HAX r 2 (@ & @ |2 a 0 1 n HRUX B d € (€ W |w r
I customer Device 8 r (¢ (¢ ¢ | § 0 ¢ |e Dewviee k 4 _ (. _ |M m
VB customers Mame has apostophe NI I (B (= | d e t p i M N 5 |d -
lE Sl Comgany Mama (nands)
Sh) Unissagred mosre (P F (F |F |F |F C|C C|C mmeers |C|C | C|C | C [T r
L2
Im Cushmer C tmswray M IFIF WK I|W|F | 0| (e ([T (0 (00 ()T r =
Finish | or Cancel This Task
Amalyzer Abbreviations
abliew | Anayoer Diszcsipticn
it crtical Beporte appbeable Crihcal fand Simercedes Cribeal) pabckes
frm  |frmeare BEeports diske, SFUs and mterfaces that have problem Eomware renmons
reca  (recalled Eeports active recalled pabches that are sestalled on the system
00 |secunty Eeports applcable secunty patches
gty |sermce_neits | Reporis Sernce Meges, leis than two wears old, for SFT3
|.i.ll|lI|:=EaE=EnI'urn.i.I13ml:h.rnlrnnr.i-. =
vik vk Bepone appbeable paiches that fx YEF -specific problems
Bad |AmeFad Beports appheatile paiches for disk arraye manufschmred by HP
I'II'I'II' A& TIRase=T K emioris anohahle natches for 'II'II'I'I‘.:I:.-'I' nebenrkrs _,:'
i E
B Inbanel 4

The tatle below reprezents the malyeer subserpnon stabe for o HP-T0 devicee m this snterpass. IF g denee 10
subscribed to a specific patch analyzer, i i procesed during the scheduled non that analyper, M odifiy the 2et of

* Curvent Amadysis State for devices in *Customer 4' *

amalyrers scheduled to process these dences with the checkbones then push the Fmsh' button

[
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" zall Intssnei Exzp

Fie Edt ‘iew Fowvoitss  Tooks  Help

. Q9 [0 A D M I B S v
Back 1 Siep  Relich  Homa Emmch Favoilesr Hidoy Mal Fint Edl
Addresy [#-I hip Mfraconda e b comSracka Smpfrales: 355559483 Wl
| Erterprises | Cusiomer Cata | Admin | @ inds | Hate: this aperation may ke some ime Tou can continee when the corsor retums to pormal wshen over the 1eft ﬂ

Tracking | Collection Temedates | ey
Snemlahle ctions

| Collect Boe “ Froperties “ 1 Change |
[foce I search ][ Hew ]
Tirmedraime (EOT)

Change | Timai: 12 Aor 2000 12704
Timaframe | Tima2: 12 Anr 2000 1204

2 HR-LI Configuration

S Matwaork

~ | Printing and Spooling

— | Sofwane Configuration
R 00

— 1 Boot & Shutdoen

1 Chggter Condg

| Components

| EsanilLog

| Haniware

| Metuik

] T Corfigueation

] Pors

] Prinling

l'-

@] Dore

side

All Confliguration Iiems

HOTE: Aoy coofiguraticn data that conbars a *c’ 12 processed m this visw 3 an himd tag therefore causmg the
display of data ts loak neerecy. Howswer, o 'Sawe 1 File' or View Sovrce’ contiors the achoal data

ol ol ook ol i o e o o o
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—-—-—= "ANDPCHL"
AdaprerType
kvailabilicy
Caption

Creariond 1ks sHame
Deaceipeiog

Digr i =i I

T

Inmtsl lDate

Imetml Led
HACRcdrens
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=
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Syt el e
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=

HP Configuration Analyzer

v HP Configuration Analyzer (CA)
automatically analyzes customer
configurations by patch, service note, and
firmware analyzers. It automatically notifies
the Mission Critical Support Center by
creating workflow cases.

= Proactive analysis occurs automatically once
configuration data arrives at the MCSC

= Case automatically generated in Workflow
Management System to notify HP Support
Personnel of potential problems

nnnnnn



=

Application Patch
Analyzers - List of

'.A\Klf'?olé/%ne IS = HardwareModel

= A 100BaseT = HFS

s DLT = [Informix
= Ethernet s JFS

= Fbackup

= FDDI

s FibreChannelMS
s FibreChannelNet
s FWSCSI

nnnnnn



=

Application Patch

Analyzers - List of

Analygears (contiBuggle

= LVM = SAP

= Mirroring = ServiceGuard
= NFS = SESCSI

= OmniBack = SNA

= OnlineJFS s X25

= Oracle

= OS

nnnnnn



—— HP High Availability

Observatory
LeVelg00, Iraining

¢ Part 1 - Review the Site Prep Process

¢ Part 2 - Install and Configure the Support Node
Router and HP Support Node

¢ Part 3 - Connect to the customer's MC
Environment

o e e ¢ Part 4 - Configure and use the HAO Support
Tools "‘

(
¢ Part 5 - Use Support Tools in the MCSC
¢ Completed!

nnnnnn



Introducing HP’s High
Availability Observatory

High availability business need

How to achieve high availability

The benefits of HP’s High Availability
Observatory (HAO)

How the HAO works

The HAO Is Changing the Face
of Mission Critical Support

Mission Critical Services Mktg tasmanial000.PRE ﬁ
60 last update Nov. 20, 2000 YP F
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Achieving High Availability

WNALABIL/

{ g
Technology
Infrastructure

{ ¥

Support
Partnerships

: 3

IT Processes/
Availability Management

“Build It Right, Keep It Running, and Fix It Fast” '

Mission Critical Services Mktg tasmanial000.PRE

61 last update Nov. 20, 2000 YP lﬂ.”
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—— HP Provides Support for
Mission Ciritical E-Services

Mission Critical Services

Partnership and
Downtime Commitment
AVO]danCG and | Business Continuity
Rapid Recovery Support*

HP acts as a full partner
in your IT success, with

Critical Systems
tailored, proactive

Support

Advice and

E Assistance _ services and maximum
= Proactive and response to meet your
Y Personalized preventative services most stringent service
< i level objectives
o System Support wlth very fast recovery J

7 o) _ infrastructure to

% = Personalized ensure high availability
< technical support

for keeping your
systems on track
and moving ahead

Standard
Systern Support

o 3 . Mission Critical Services Mktg tasmanial000.PRE
*B@S is not available for Windows Servers customers.See note last update Nov. 20, 2000 YP F
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Taking Mission Critical Service
to New Heights

The High Availability Observatory for HP-UX Sets a New Standard

Mission Critical Services

m Continually searches for and predicts
potential problems

m Automates configuration analysis and
decreases risk of operating with atypical
system configurations

SigRITcanuy RaIses

Systemst Avanaiy;

— m Easily identifies missing security, application, and
Staizes  the critical patches, and bad firmware

[T ERVAreRImEn m Tracks the state of system configuration and
easily highlights configuration changes

m Simplifies customers’ patch management

Increases the ; . .
Val S Viccion b Dramatically increases the speed and effectiveness
alle o S5 of troubleshooting Cisco and HP network problems

Criticall SEVICES m Puts critical information in the hands of HP experts
to help them resolve issues faster

63

Mission Critical Services Mktg tasmanial000.PRE
last update Nov. 20, 2000 YP



— HAO Scope

64

[JWhat's Supported Now:

. HP9000 Servers

« HP Netservers, Compaqg and Dell PC Servers
« HP Disk Array including XP

. HP-UX 10.20, 11.0, 11.04 (VVQOS), 11.i

. Microsoft Windows NT 4.0

« Microsoft Windows 2000 Server Edition

« HP/Cisco Routers, Cisco Catalyst Switches
. BroadVision, SAP applications

NOT currently supported by
the HAO:

. HP9000 s700 Workstations
. HP3000 Enterprise Servers
. OS: HP-UX 9.x, MPE

nnnnnn



— HAO Is/ls Not Summary

HAOQ Is:

. Available for BCS* and CSS
support contracts

. An enabler for HP Mission Critical
Services that provides critical
iInformation and capabilities to HP
support engineers

. A suite of technologies and tools,
a high-speed link to HP, and the
Mission Critical Support Centers

. The platform for additional
preventive support and call home
capabilities

. Available for HP-UX and
Windows Servers platforms

. A real-time failure notification
application (Superdome systems)

*BCS is not available for Windows Servers customers
65

HAQO Is Not:

. A product with a $ price
. A service product or service level
. Replacing the way we currently

deliver mission critical support

. A tool for the customer's sys admin

team (except for HP Configuration
Tracker)

. A replacement for OpenView, ITO,

or other tools that the customer
may currently be using

. An on-line monitoring tool that

Initiates immediate corrective
action or changes for the customer

ission Critical Services Mktg tasmanial000.PRE
I ov. 20, 2000 YP F



— Whatis the HAO? @

The HAO is a suite of technologies, tools, and processes
that enable our customers to achieve the highest levels
of availability

66

. On-site HP _Support Node with innovative software

tools and technology

. Secure, high-speed link to HP’s Mission Critical

Support Center

. Mission Critical Support Center to coordinate HAO

support activities

nnnnnn



— Delivering Mission Ciritical
Services

Mission Critical Services

High Availability Observatory

Customer Site Mission Critical Support Center
Remote diagnostic HP’s “glass room”
and support tools staffed 24X7

= Unique support partnerships
= World-class people and processes
Enabled by...

= Cutting-edge technology

67




— HAO Architecture -
Customer Site Features

Mission Critical Services

Customer Site el HP Response Center

77

HP Support Node

Configuration tracking
Network topology tracking
Remote diagnostics

System availability
measurement*

Scheduled System
Health Polling

m Failure event notification*

m Failure prediction
capabilities*

Mission Critical Services Mktg tasmanial000.PRE

68 . _— .
* Functionality is not available for HP NetServers. last update Nav. 20, 2000 YP



— HAO Architecture - HP’s
MCSC Features

Mission Critical Services

. - ?H’l’ill Fo HP R n n r
Customer Site T e esponse Cente

HP Mission Critical
Support Center

m HP's "glass room"

m Configuration Analyzer*
identifies missing critical, application,
security and recalled patches and
firmware updates

m Systematic Notification*
to HP support engineers for further
analysis and action

m Network Tools
store network topologies and track
changes

= MCSC Monitor
displays configuration data

me

e 0% [{s)\!

P‘(‘g\\zv&\ predict
Pro
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— Benefits of the HAO
Features

Mission Critical Services

HP Response Center

Customer Site
HP Support Node

Configuration and network
topology tracking captures
the state of IT environment
and highlights changes.
System availability is
accurately measured.

HP Mission Critical
Support Center

Configuration Analyzer

predicts and analyzes problems
before they occur and ensures a
stable customer IT environment

Systematic Notification

ensures critical information is in the
hands of HP experts for analysis and
action

Scheduled System
Health Polling
HP Predictive alerts HP
support engineers to
problems and potential

failures
HP Event Notifier

communicates real-time
vhardware failure events to HP

Network Tools
enable precise and fast trouble-
shooting of network problems

MCSC Monitor
enables faster, more accurate
troubleshooting of system problems

last update Nov. 20, 2000 YP



— Comparison of the HAO’s HP-
UX/Windows Servers

Functionality

FUNCTIONALITY
Remote diagnostic
capabilities
Configuration
tracking

Configuration analysis /
Systematic notification of
an ASE

Hardware failure event
notification

Potential hardware problem
alerts

Network troubleshooting
tools

Realtime hardware event
detection (Superdome only)

71

TOOL

Dedicated
ISDN line

Configuration
Tracker

Configuration
Analyzer

HP Predictive
HP Predictive
NNM

HP Event
Notifier

X

X

X

UNIX TOOL NT/2000

Dedicated X
ISDN line
Configuration X
Tracker
NNM X

ission Critical Services Mktg vienna021700.PRE
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— Scenario #1: HP
Configuration Tracker

Before HAO

m Problem occurs due to configuration change m HP systematically takes snapshots

m Customer manually gathers configuration of system configuration
information to identify “what’s changed?” = HP can easily identify configuration
= Manually locates differences changes and access configuration
_ change history to pinpoint the problem
m Information manually sent to HP

m HP can remotely access the system to
fix the problem found

Result: Most time is spent trying to get latest Result: HP quickly identifies
config info... which may not exist problem and implements solution

)

invent
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— Scenario #2: Hardware
Fallure Event Notification

73

Before HAO

m Customer unaware of mirrored disk failure
m If noticed, customer calls HP for help

Result: Increased risk of running on
unprotected or singular components

E”E?

m Failure event automatically
transmitted to HP

m Repair visit can be scheduled

Result: Lowered risk of running on
single component




— Scenario #3: Proactive Support
with Critical Patch Reviews

Before HAO

m Customer and HP manually identify m Systematic daily analysis for patch
missing patches and firmware irregularities

Result: Customer may not get to Result: HP works with customer to

patch before issue is critical proactively address configuration

Issues before they impact the
operating environment
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— \What will the HAO Focus
On?

100%

Proactive

Downtime analysis etc...

SUBNAANHE HAG

Reactive

Configuration / Network tracking
Failure Event Notification etc...

Parcant of Fuf

HAO lmorovamanis ovarkime

HSD / SSD Mktg - HA BST tasmanial000.PRE
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Configuration Analysis patch firmware service notes
HW/SW Predictive Availability Measurement / Collection

[
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—— Features of the HAOQO for
HP-UX

76

Transmission of customer’s system configuration and network
topology data between HP Support Node and HP’s Mission Critical
Support Center

Automated system configuration analysis for patch (missing critical,
security, application and recalled patches), firmware updates, and
service note conditions

Automatic opening of trouble ticket to alert HP support engineers
based on results of analysis of customer’s configuration

Storage of system configuration data and network topology data within
MCSC

Viewing of customer’s hardware, operating system, select software
applications, and network change histories and modifications

Hardware failure alerts to the MCSC
System availability measurement

Mission Critical Services Mktg tasmanial000.PRE
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—— Features of the HAOQO for @
Windows Servers

77

Transmission of customer’s network topology data
between HP Support Node and HP’s Mission Ciritical
Support Center

Storage of system configuration data and network
topology data within HP Response Center

Viewing of customer’s hardware, software, and network
change histories and modifications

Dedicated ISDN line
Automated configuration tracking

Detection of Windows Servers systems configuration
and network changes
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The HAO On-Site Technology

= HP Support Node

+ HP-owned and operated
+ HP9000 Series 700 Workstation

= HP Support Node Router

¢ HP-owned and operated
¢ Cisco Router

= Leading Edge Technology:

+ configuration tracking

+ network topology tracking

+ failure event notification

+ system availability measurement
# secure high-speed link

+ other support tools

Mission Critical Services Mktg tasmanial000.PRE
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HAO “Flagship” Technologies:

HAO for HP-UX Tools

HP Configuration Tracker - collects configuration data
and tracks configuration changes

Configuration Analyzer - systematically analyzes customer’s configuration data for irregularities
HP OpenView Network Node Manager - tracks network topology and device status

HA-NISP - packages and sends customer’s network topology
to HP to track network topology changes

HP Predictive with Event Notification - notifies the Mission Critical Support Center of hardware
failures and potential failures

HP Event Notifier (Superdome only) - Detects hardware events on a real-time basis
MCSC Monitor - displays current and historical configuration data at the MCSC
High Availability Meter - measures system availability

Other support tools:

Q4 - tool for analyzing core dump files

SharedX - application sharing tool

Secure Shell - tool to enable remote connectivity

TOM - email transport mechanism

Support Node Health/Link Checker - tool to check health of support node and link

*® 6 6 o o
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— HAO for Windows Servers
Software Tools

HAO “Flagship” Technologies:

= HP Configuration Tracker - collects configuration data
and tracks configuration changes

= HP OpenView Network Node Manager - tracks network
topology and device status

= HA-NISP - packages and sends customer’s network topology
to HP to track network topology changes

= MCSC Monitor - displays current and historical configuration data
at the MCSC

Other support tools:

Virtual Network Computing (VNC) - application sharing tool
Secure Shell - tool to enable remote connectivity
TOM - email transport mechanism

Support Node Health/Link Checker - tool to check health of support
node and link

® & o o
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— The LInk

Secure; hgh-speed
IkSor remote

access and
nmiermalion
transier

HP Support

'I Node
\fx
%
Customer
Site

81 *Not available for Windows Servers customers

to HP

m Dedicated ISDN line for remote access
m Available on demand 24x365

m HP accesses customer systems only with
customer’s authorization

m End-to-end encryption of information

Remote Access (via ISDN):
. Troubleshooting
.Configuration review

4.....................

T S
Information Transfer (via Internet email or
ISDN alternative from HP Support Node):
.System configuration data
«Network information

Information Transfer (via email / modem
from customer systems):

.Hardware fault events*

.Failure prediction*

MC Support
Center

[

invent
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— Mission Ciritical Support
Center (MCSC)

= A critical enabler of the HAO technology
and high availability support processes

= Contains data analysis tools, replication
equipment, and reporting tools

nnnnnn



— HP Configuration Tracker @

v Systematically collects configuration data for systems
and network interconnect devices.

v ldentifies differences in configuration to help answer
the critical question: "What's changed?”

v Automatically transmits configuration data to the
Mission Critical Support Center’s “Configuration
Analyzer” servers for proactive analysis

¢ Snapshots of customer configurations occur at customer-
configurable intervals

+ Significantly reduces time to gather critical information

¢ Configuration data is immediately accessible by HP
support engineers

¢ You and the HP support engineers view the same
& critical information ... s 2

HHHHHH



— HP Configuration Analyzer @

v Systematically analyzes customer configurations
for patch, service note, and firmware irregularities

v Automatically notifies HP support engineers
of potential problems

¢ Configuration data is sent via email from the HP
Support Node to the Mission Critical Support Center
for analysis

¢ Trouble ticket systematically opened to notify HP
support engineers of potential problems

¢ HP support engineers investigate and recommend
solution

84 Mission Critical Services Mktg tasmanial000.PRE ( j]
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— HP OpenView Network @
Node Manager

v" Tracks status of network interconnect devices

v Gathers network topology within a specified
Management Region

¢ Displays an up-to-date map of mission critical-
designated servers and interconnect devices to
HP support engineers

¢ Collects status data and logs status changes
of servers, bridges, routers, hubs, and switches

¢ Enables rapid isolation of a network problem

85 Mission Critical Services Mktg tasmanial000.PRE ( j]
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— HA-NISP &J

v Periodically packages and transmits network
topology information to HP

v Enables authorized HP support engineers to view
your network information when needed

v Retains history of network topology changes
over time

+ Network topology is sent via email from the HP Support
Node to the Network Support Repository at HP

¢ Enables easy identification of changes in topology
¢ Reduces the time to isolate network problems

86 Mission Critical Services Mktg tasmanial000.PRE ( j]
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— HP Predictive Support with

87

=)
Event Notification for HP-UX Q

v Improves system uptime by notifying the Mission
Critical Support Center of potential problems

v"Minimizes risk when redundant hardware fails
so full system capability can be restored

+ MC/ServiceGuard switch-over notification

+ HP Disk Array component failure detection

+ Multi-CPU failure notification

¢ Detects potential problems with memory, disks, tapes

¢ E-mail and/or modem connectivity between customer
site and the Mission Ciritical Support Center

nnnnnn
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HP Event Notifier for HP-UX @

v Delivers automatic, real-time communication of
system events to the MCSC

v Provides system event monitoring and analysis for
identification of failure conditions before problems
become significant

v Leverages Network Node Manager (NNM) to
detect and view EMS hardware events

v Transfers encrypted event information to the
Mission Critical Support Center

v" Available only for Superdome HP-UX 11.i

nnnnnn



The HAO Users

HASE

Y

e

- ?\
/

MC Customer’s Customer

Systems Site
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— \What is HP Doing to Address
Any Security Needs?

= |[nvested significant resources

= Developed HAO-specific policies
and procedures

= Utllized secure technology

= Worked with an external firm
= Will conduct periodic audits
= Will work with the customer

90 Mission Critical Services Mktg tasmanial000.PRE ( j]
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Overview of HP’'s HAO Security @
Process - The Four A's

e Access
v' All access to the HP Support Node is channeled through
secure servers and routers at the MCSC
v’ Customers restrict which machines are accessible inside
their environment
v'Routers use industry-standard ISDN network and router
security features

e Authentication
[1 Access to customers’ systems is restricted to authorized HP
support personnel
[1 Aggressive password management techniques are used
[1 Routers authenticate each other
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Overview of HP’'s HAO Security @
Process - The Four A's

eAuthorization
[1HAO processes restrict actions that authorized HP
personnel can perform in the customer’s environment
[1 Customers authorize all access to their environment and
level of remote capabilities
[1 Only authorized traffic is allowed into the MCSC

e Audit
[1 The HAO monitors all connections into the customers’
environment, and audit logs are regularly checked by HP
[1 Audits ensure that HP is doing its part to ensure the
security of the customers’ environment
[1 The HAO employs a full-time security expert
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— What Is the Investment?

. HP needs to partner with you:
-physical space for on-site technology
-ISDN line and Internet e-mail connectivity
-Installation information
-Installation time

. Minimal system impact

93 Mission Critical Services Mktg tasmanial000.PRE ( j]
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Purpose

HP. OpenView. /
Network Node
Manager: (INNM)

Monitor and Manage
Networks

The HAO and Other Network and
System Management / Monitoring Tools

HP OpenView. /
IT/Operations (IT0O)

Monitor and Manage
Corporate IT
Environments

HP. High Availability
Observatery (HAO)

Monitor Mission
Critical Systems and
Network

Automatic discovery

X

X

Show current status

X

X

Automatic corrective
reaction

X

Show configuration

history and differences

Automated transfer of
information to HP’s Mission
Critical Support Center

94
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— | Ne HAO Addresses Common
Causes of Downtime

Server Hardware

Switchover event notification of disks,
controllers, fans, UPS

Configuration history recorded

Event notification of multi-CPU's,
ServiceGuard events

Trend analysis of memory, tapes

Disk Drives

HP disk trend analysis and event notification

Server Software Bugs

Configuration history recorded
Event analysis used in patch management

Application or
Database Bugs

Configuration history of patches

Server/Network
Performance

Switchover event notification
Network topology inventoried

Human Error

Changes in configurations identified

invent



