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About me...

e Who I am

— Senior Security Consultant with Baltimore Technologies
— Previously with Ernst & Young, Citibank

e \Who Baltimore Technologies is
— Leading e-security company
— A global leader in e-security products, services & solutions

— QOver 1,200 employees worldwide
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Session agenda

e This session is about:

— An introduction to encryption and cryptography

— Main uses and features of PGP Desktop Security
e Version 6.5.8 for Windows is used in this talk

e This session is not about:

— A comprehensive investigation of every available PGP option
and configuration setting

— PGP Certificate Server, PGP Disk and other add-ons
— Heavy mathematics and science of cryptography
— Moral, legal, privacy, social and political issues

www.baltimore.com

where ebusiness gets e|security



Session agenda

e Intro to PGP

e Cryptography & digital signatures
e Keys and key sizes

e Passphrases

e Installation & steps to using PGP
— Key generation & distribution
— Exporting your public key
— Public key servers
— Importing/exporting keys
— File encryption/decryption
— Digital signature signing/verification
— Freespace & file wiping
— Key Management - validity & trust

e Wrap-up / Q&A
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What is PGP?

e Pretty Good Privacy Is a software package that provides strong
cryptographic functionality for e-mail, file, and disk storage

e Originally developed as freeware, PGP has since become the de
facto standard for e-mail security

— Has made cryptography accessible for the on-line community

— NAI has commercial and freeware versions
e Commercial - http://www.nai.com/asp_set/products/tns/intro.asp
e Freeware - http://web.mit.edu/network/pgp.html
e Source code - http://www.pgpi.org/products/pgp/versions/freeware/win32/6.5.8/

e Multiple platform support
— Windows 95/98/NT/2000, Solaris, AlX, HP/UX, Linux, Solaris, MS-
DOS, MacOS

e Provides message encryption, digital signatures, data
compression, and transfer of secure e-mail

www.baltimore.com
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PGP History

e 1991 — v1.0 written by Phil Zimmerman ships. RSA files suit
against Zimmerman for patent infringement

e 1992 — v2.0 ships. Bass-O-Matic replaced by IDEA

e 1993 - FBI investigates Zimmerman for possible violation of federal
export laws, namely ITAR

e 1994 — v2.4 — ViaCrypt starts commercial distribution

e 1997 — v5.0 released by PGP Inc.

e 1997 — PGP Inc. acquired by Network Associates

e 1998 — v6.0 ships

e 1999 — PGP, Inc. rolled out as separate division of NAI

e 2000 — v7.0 ships

e 2000 — RSA patents expired on September 20, 2000

e 2001 — Phil Zimmerman leaves NAI for Hush Communications
e 2001 - Describe flaw found

www.baltimore.com
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What PGP does

 Encrypt files
e Send and receive encrypted e-mail

Microsoft Outlook 97/98/2000
Microsoft Outlook Express 4.x and 5.x
Lotus Notes 4.5.x, 4.6.x and 5.x
Qualcomm Eudora 4.x

Claris E-mailer 2.x for Macintosh

e Create secret and public key pairs

e Manage keys

e Certify keys

e Sign documents with a digital signature

e Verify documents signed with a digital signature

www.baltimore.com
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Cryptography

e Cryptography — science of using mathematics to
encrypt and decrypt data

e Encryption — Conversion of data into a pattern, often
called ciphertext, that can’'t be read by unauthorized
persons

e Decryption — Process of converting ciphertext data
back into its original form, so it can be read

www.baltimaore.com
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Public-key Cryptography

e 1976 - Conceptual ideas developed by Whitfield Diffie and Martin
Hellman to solve key management problems
— You need a secure channel to set up a secure channel
— How do you get the key a a recipient without someone intercepting it?
e 1977 - First PKC designed by Ron Rivest, Adi Shamir & Len
Adlelman (RSA)
e In a PKC, each user has a publicly known encryption key and a
corresponding private key known only to that user

e When sending a message to someone, you encrypt the message
with their public key. When they receive it, they decrypt it with

their private key

www.baltimore.com
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Asymmetric vs. Symmetric cryptography

I kay I
¥ = v
plaintext | encryplion ciphertaxt decryption plaintext
_- *

Secret-key encryption

public key private key

¥ v

plaintext encryption ciphertext decryption plaintext
S S

Public-key encryption
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Key management issues

e With symmetric cryptography, it is essentially impossible
to provide effective key management for large networks.
e With symmetric cryptography, as the number of users

Increase, the number of keys required to provide secure
communications among those users increases rapidly.

e For a group of n users, there needs to be 1/2 (n? - n) keys
for total communications

e As the number of parties increases (i.e., n becomes
larger), the number of symmetric keys becomes
unreasonably large for practical use.

— This is known as the n? Problem
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he n? Problem

Users 1/2 (n” - n) Shared key pairs
required
2 s (4 - 2) 1
3 15 (9 — 3) 3
10 15 (100 — 10) 45
100 15 (10,000 — 100) 4,950
1000 2 (1,000,000 — 499,500
1,000)
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PGP hybrid cryptography

e Encrypting an entire message can be extremely CPU intensive. PGP
therefore uses both public and private-key cryptography.

e PGP first compresses the plaintext

e PGP then creates a session key, which is a one-time secret key. This
key is a random number generated from the random movement of
the mouse & keystrokes. The session key then encrypts the
plaintext resulting in the ciphertext.

e Once the data is encrypted, the session key is then encrypted to the
recipient’s public key. The public-key encrypted session key is
transmitted along with the ciphertext to the recipient

e Decryption works in the opposite way. The recipient uses their
private key to recover the temporary session key, which PGP then
uses to decrypt the conventionally encrypted ciphertext

www.baltimaore.com
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plaintext is encrypted
with session key

sassion key is encrypted
with public key

ciphertext + = :
ancrypted session key
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Keys & key sizes

e Key — A value that works with a cryptographic algorithm
to produce ciphertext

e Keys, measured in bits are basically huge numbers
— PGP key sizes range from 1024 to 4096 bits
— Default is 2048 bits
— Too big a key, too time-consuming
— Too small a key, too insecure
e Private key-size := Public-key size
— 80-bit private-key == 1024-bit public-key
— 128-bit private-key == 3000-bit public-key

www.baltimore.com
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Keys & key sizes

e Caveat: Key sizes are only one aspect of effective
security

e Longer keys don’t always mean more security

— Does a longer dead-bolt mean your house is more secure?

e Just as it's possible to build a weak infrastructure
using strong materials, it's also possible to build a
weak cryptographic system using long keys and
strong algorithms and protocols.

www.baltimaore.com
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How secure i1s PGP?

e |f configured correctly and a good passphrase is
utilized — very secure.

e Brute-force key search — IDEA encryption uses 128-
bit keys for 2'%° possible combinations.

e |f a special purpose chip (FPGA) could perform a
billion decryptions per second, and the server had a
billion chips running in parallel, it would still require
over 10% years to try all of the possible keys, which
IS about a thousand times the age of the universe.

www.baltimaore.com
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Digital Signatures

e Used to authenticate the identify of the message sender or
the signer of a document and to ensure that the original
content of the message or document has not been altered.

e PGP uses an algorithm that generates a hash code from the
user's name and other signature information. The hash code
Is then encrypted with the sender’s private-key. The receiver
uses the sender’s public-key to decrypt the hash code. If it
matches the hash code, then the receiver is sure that the
message has arrived securely from the stated sender.

private key public key
v v
original text signing signed text verifying verified text
— I —l
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Passphrase

e PGP security is built on the premise of a strong
passphrase.

— Your protection is ultimately only as good as the strength of
your passphrase

— Passphrase should include a combination of upper and lowercase
alphabetic letters, numbers, punctuation marks and spaces.

— Don’t use an easy to guess passphrase (DOB, SSN, etc.)
— Backup your secret-key and store it in a secure location

e DON'T FORGET YOUR PASSPHRASE!!!!

— If you do, you are totally, completely, utterly, absolutely,
unconditionally, entirely, thoroughly and fully out of luck.
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Steps to using PGP

e |nstallation

e Key generation
— Your private and public keys

e Key exchange with others

e Public key validation for keys exchanged
e Encrypt files or e-mail

e Sign documents

e Decrypt & verify files

e Wipe files for permanent deletion

www.baltimore.com
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PGP Installation - Windows

e Standard Windows installation

e Run SETUP.EXE

e Choose directory location

e Select components

e At completion, Key Generation wizard starts
e Backup your keys

www.baltimore.com
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Key Generation
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Key Distribution

Making your public key available: Obtaining someone else's public key:

e Post to a public key server e Get the key from a public key
e Export to a file server

 Attach to your e-mail signature — And then add their key to your key
ring

e Import the key from a file
e Copy it from their e-mail signature
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Exporting your public key

2T PGPy

Ele Et Vew Kms Sewer Goups Helo
XAy LETERh FH

= ':u Ben Foihke <bothkeEhoimal.c.

=1 [=] Ben Rofks < beothk sBhotmal coms
&%, Ben Rothks <biotka@holnal ¢

+ 8= Bl Blarke cwsbiEBpgn coms

+ = Chanda Groom <chanda_groomEng o

+ U= Digmon G alaty < dgsl@pgo oom:

% ™ lgson Bobier <jsson@pop com

7 B Easlhenna Masnao Palil <hapBoop c

7 0P Maic Dpksaihiss <o S, cows

+ B2 Maik J. Mefadie cadniEpgn come

+ = Mickes] K. Jores < mjonesEnal ooms

+ 0= pydes Morioe <mmonmoelEne oom:

% ® Mook Associates PGP Sofswans Aele.

7 B Mebwork Sceoastes THS Drasion Empl

+ 07 MoholaJ. Tamaga crlamagri2pgn o

055 asqpeilab
 4EEA024  DH/DSS pubk Reets
T AMEN02E DH/DSS pubk e

1 721024 DH/DSS publi Eetis Dt

1 230028 DHDSS pubk| agg "

) ot orooee o I Ewotkeptorie _____________HE
S

AMEN02¢  DHUDES publ R
2481024 DHIDSS pubk S R s Saree '

-— e | '3 Fae = &l H‘
] 2MS1024 DH/DSS pubh ey Semahians I EL L
— 2MBA04 DH/DSS puble
— 10 DHU/DISS publs piale
— 10 DH/DSS bk SEnd (D *

e A0A04  DHDSS publ Shers Sgil _
+ B2 Maoholas :!J.M -:H!.l.!'-@-pg; O e 221024 DHIDSS m_
+ = Mosk Dibeer 5 aleman - noskSop. oo 1 223024 DHDSS publ

| 1 keyls) selecied T

PGP Eemamegs
Sanphe K

2] = of of vF o f 5} of #F <} +Y oY Shyy -

Film pare: kml'-l-:ll'i.e-:a: || i i;_n-_ l
Swm w4501 ey P mic) = Cancel I

[T Inchsls Privats Kedd]
[ Inchss § 1 Essraions

www.baltimore.com

where ebusiness gets e|security




<& BALTIMORE

W ow W . Dpalilimaosrae. cam

Exporting your public key
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Key servers

e Public-key servers allow keys to reside on a common
public server for downloading

e A comprehensive list of key servers can be found at
— www.hal-pc.org/~bunbytes/karlsson/pgp/index.html#keyserver

 NAI key server
— http://certserver.pgp.com

e Brian LaMacchia’s public key server
http://pgp.mit.edu/
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Key servers

a MIT PGP Key Server - Microsoft Internet Explorer
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L9 PGPkey: Search Window _ O]
Search for keyz on IIdap:Ha’certserver.pgp.cnm j where Search

ILI D j Icnntains j IBEH LClear Search

Help

EWET Ehn:nin::esl

Fey Type

Creation Date I Y alidity | T rust | Size Description
Expiration D ate

JekE

Key Status < atomichen @anl.conm 20481024 DH/DSS public key
Key Size en <beni@cirs ong: 1024 RS54 public key
= Ben Allums <mpretzel@cs utexas. edus 1022 RSA public key
B Ben Amztrong < synrg@Esanctuan. nelag. . 409641024 DH/DSS public key
2= Ben Bedell <FidoMet [1:370/70): 1024 RSA public key

= Ben <benmetcalfe@nt net:

@ Ben <bennni®@dma. bes

2= Ben Blommestein <bblommes@seit com:
= Ben Bowman <aubryl18En.net:

2= Ben Brantley <brantley@sprint.cax

= Ben Brosdahl <bbrosdabl@alcomgroup. ..
2= Ben Brosdahl <bbrosdahl@inbormation...
= Ben Brosdahl <ben brosdahl@infarmatio. .

40961024 DH/DSS public key
20431024 DH/DSS public key
20431024 DH/DSS public key
20431024 DH/DSS public key
1536A1024  DH/DSS public key
20421024 DH/DSS public: key
20421024 DH/DSS public key
204211024 DH/DSS public key

©= Ben Byer <bbyer@hiz. conm: a2 RS54 public key

@ Ben Cage <lazloS5@harne. coms 20481024 DH/DSS public key

ei S Caaimd codamd e ot 1024 Revoked ASA public ke
2= Ben Carlzon <carlz107@pilat. mew.edus 20481024 DH/DSS public key

%= BenCB <bcchl194@satan. ac.uk: 1334 RS54 public key

2= Ben Chen <bcheni@califormia. corms 1024 RSA public key

2= Ben Chriztopher Daviz <bodavis@zoom. .
2= Ben Chun <benchundEmit edus

2= Ben Chun <benchun@mit edus

©= Ben Clifford <benc@donor?. ukmail nets 1024 RS54 public key

@ @ Ren T N Grimm - | ikertatis Prassidiom AnaRMmrd NMHMSS noklice ken ;I
ﬂﬁearch exceeded server limitz. Firgt 187 keys are shown. | HENEEEE .

20421024 DH/DSS public key
204211024 DH/DSS public key
20484024 DH/DSS public key

AT AT A A

Vwnere gpusiness gets ejsecurty



Importing a public key

+T PGPkevs

M= E

Gelect File Contaning Eey

<& BALTIMORE

paliimaera.

W OW W Coa m

Ed E3

Ele Ed Wi EKaw Jerew Gioope Help I -

s Lock e | 3 Fop = = @ o ==l
— ”" o » By [ Tous [5ee [ Descriphon [ 4] ) Ben Fiothke. asc 13 Kathesne Massucci Petit.asc ] Nosh Dibr

- ] 3 2 - B

¢ O Ben Aott i, e WAL DH/DES keppa J Hill Blarkos: sz mHmr. Diycsterhoiss axc F'.1|||R Jel
w 0= Bl Blanks T 4024 DHES gkl key Irﬂ Hnan Wed's pubbe key S0 EHN- J. Medidle s Fhibp M alF
1 B2 Chanda Gi = AMEARM OHASES pubbc key ] Charda Gioom asc Michiesd E_ Jones. s

F 8 Damon Ga ) Z204 OH/DES pubke key LY} Do Galaty asc Y mpdes Monmoe asc 3 Featand Jon
09 Jada Bob T SR DRSS pible by rﬂ oy B ol a6 mHI'J'I'.I % Fipdi, &bt IE_::il.'u"-.l. W
7 0= Ealhsing | | JE&E024  DHDEE gadbbe by

w6 M Doks T JHEA0R4  DHSES pubbc key il | _ﬂ
w0 Rk ] b 1 JWGA024  DHES qasbbe by

v 0 sl K ) AMEANM  DHAES pusbbe ke Fiba pussine. [F"I'ir.-FI T —— | D I
w0 Pl Mor T 2WEA024  DHDES publio key

4 0% Matwcik A Lotk 1 i DOH/DAS puble key — Filest of pe [ Tert Fles [ 1t °.asc) H Cancel I
] B Mabeactb Agsociates THS Dission E pl = | = 14 DHANSS jpubder: kg L
w1 R Micholss J T amagm <ntsmagneEngn o - | | NS DHAES bl ki)

+ P MHicholas Pl o oG SO - | JEEA0RE DHDSE gadbbe ki

v BB Moas Dibner Sabman {noslEpgn coms - | | IZEIADE  DHDEE gasbbe by

5 &= Pad B, Johmon (pbiSogn com @ T JMEA0 DHITSS bl ke

& = Pidp Mathar < phiiprdSpop com: & T AMEA0 DHTES b ke :J

A

L% Select keyl[s]

Select the key(z] pvou would like to import to your keyring ;

W alidity Size

20484

Truzt
[ |

Keys
e

Philip B. Zirnmermann <prz@pgp.com: L4

| i

Select all

LCancel |

Unzelect All | Irnpaort I

- o on el e
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Backing up your key pair

e Export your own key pair and select Include Private
Keys checkbox.

e |f you lose your private key, there is no way to
recreate it, even if you use the same passphrase

T | =
g.m'nl_il:ﬂ'l:"lt_.l: ;Hﬂ_ﬂﬂl
Flepame  [Ben Rothie key pad ase |1 :-l
Sove am lypes [ 4011 ey File [° asc) | il
F Include Brivate Keyls)
™ Include § 0 Estensions

www.baltimore.com
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File encryption/decryption

e Encrypt

— Use Windows Explorer & drag file into PGPtools Encrypt or
use right-click from mouse

— Click on Recipient(s) & add to recipients lists to add their
public key
e Decrypt

— Use Windows Explorer to drag file into PGPtools
Decrypt/Verify or double-click from Windows Explorer

— Enter passphrase for your private key

www.baltimore.com
where ebusiness gets e|security
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Pl bl Ye= e Pyt Tk He _;E
SoTopEepe XA E -
l-ﬁ!rlr ] CLbi =
X [} | i |
R Ut L St ey g -
il: .:..u f..r-h..:..-ru-:--n-r:i'n — ik
il
i'_:-l-' e e P L T b
A s s i PP P S 1 B Cof 1P e ¥
] TR iy D SROEG T . W Al
= i L L
f'-: PG F St - FLP MO Sacuing dudsacd p Ll H_W"UHH"H—I—-!-!I
O] FOF Sacum - U o ags pa bk il Lo viias
:‘.h: i :----.--”rI - ol 2= PGPshell - Key Selection Dialog EEA
}:_ Dirag ugers from this lizt to the Becipientz list | " alidity | Size | -
G [=1 Een Raothke <brothke@hotmail coms @ 204871024
f_-_ ['=7] Chanda Groom <chanda_groomi@nal. conms i 20428/1024
Ry [°="1 D amaon Gallaty <dgallatyi=®pgp. comy ) 3072024 o
T - [°=1Jazon Baobier <jazon@pgp. com: o 20591024
Firrst L s [°=1 . azon B obier <jbobien@prizmatix. com ) 20691024
fe ["=1.Jaz0n Bobier <k059509@habbes kzoo.edus ) 2059/1024
o= K atherine Massucci Pettit <kmpEpgp. coms e 204241024
=7 tarc Dk sterhouse <marcd@pgp.conms o 20421024
== b ark J. Mcdrdle <markmd@pgp. coms i 20421024 LI
Recipients | " alidity | Size | -
=71 Eill Blanke <wibEpgp.coms i 4096/1024 |
[>="1 D amon Gallaty <dgal@pgp.com: ) 3072024
Lt I°=1 . azon Bobier <jbobien@priviet. com: ) 20591024

[T Text Output
[ wipe Original

[T Conventional Encryption

[ Self Decmpting Archive

[-=71 Michael K. Jones <michael k jones@bigfoat. conm: o

0481024 =l
Cancel | Help |




<& BALTIMORE

W ow W . Dpalilimaosrae. cam

Decrypting a file

= Exploring - Junk
File  Edt “iew Go Favortes Tool:  Help

#,@‘%‘@‘}(ﬁ;,

j Back i ard Up

Cut Copy Fazte |Inda Delete  Froperties ez
| Address |3l C:MUNK
RN | Size | Type | b odified |

. PGP Users Ligt - A& Tranzition Meszage ht... AKB PGP Encrypted File 9/14/00 10:40 P

@ ietf-openpap mailing list. htm Ak PGPtools - Enter Passphrase HE |

@ PGP Users List - & Tranztion Message. htm Kk

@ PGP Users - Mailing Lizt Home. htm b Mezzage was enciypted to the following public keplz] :

@ PGP Securty - PGP Supported Standards.... 24KE - [Ben Rothke <brathke@hatmail. coms [DH/2048)

@ What's Mew in PGP Freeware E_5_8.htm 17EE | Bill Blanke <wibi@pap. con: [DH /4036]

kil b P Chanda Groom <chanda_groomiznai, com; [DH/2043]

@ PGP Dlstrlh_utln:-n Autharization Fu:!rm..htm L1 o Darnor Gallaty < dgal@pap. com> (DH/3072]

@ PGP Secunty - Meszage from Phil Zimmer. .. 46EE | 1220 Bohier <jasoni@pgp.coms [DHA2059)

@ PGP Secunty - Meszage from Mike Wallac... J3KE

@ CERT Adwizom CA-2000-18 PGF Map Enc... AAKE  Enter passphrase for your private key ¥ Hide Typing

@ PGP Security - PGP ADEK Security Advizor. . Z2EEE ﬂ

@ FIT digtribution gite for PGP ktm 1268

@ PGP Security - Products - PGP Desktop 5. Lo} j
Cancel |

www.baltimore.com
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Digital signature signing/verification

e Sign
— Use Windows Explorer to drag file into PGPtools Sign, or
right-click on file name.

— Enter passphrase for your private key.

e Verify

— Use Windows Explorer to drag file into PGPtools
Decrypt/Verify, or right-click on file name.

www.baltimore.com
where ebusiness gets e|security
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Digital signature signing/verification

fo |4 b e fpem I W

¢ e e (R T e WL O SR N
Wi Tk B D Fes | Unk s Faem e
ighan | ﬂ
fima | iallm | i |
—,, |
| e ol PGPzhell - Enter Passphrase |
'i. L b ki iy
i et L iEih Signing key: [ Gieorge W, Bush <president@whiteh Dss/1024) x|
:!. e B icHh = I eorge . Bush <president@whitehouze.g... | 1
il + ina W 00 O D e [ _ : .
NI o s i R it Be-enter paszphrase or zelect a different key ¥ Hide Tuping
Q0150 s P e R 80 :iin N
] s b s Sy 0t P J
I!' ey Pk N e h Afele —
[y J
[
[

Cancel |

¥ Test Output

hﬂ ¥ Detoched Signature ‘

www.baltimore.com
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Digital signature verification

\?j 432000 Corporate acquisitions.txt - Hotepad M=l E3

Eile Edit Search Help
402888 Corporate acquisitions =

We will be acquiring the following companies by 31 DEC 2084

Intel

HP

HAI

Juniper

Cisco I
Amway

] 2

'E‘.l A2 Corporsle aciuzilsong gl azc - Hobepasd

Fie Edt Feach Hep

BEGIM PGF SIGHED HEESAGE
Hash: ZHA1

| ¥

Wp2ean Corporate acguisitions
We will be acquiring the following companies by 31 DEC 2668

Intel
HP
Bl
Juniper

Clsco

AnLay

-===-BEGIH PGF S1GHATURE-----

Uersion: PFEFfreeware 6.5.8 For non-commercial use <htEp:/fwsu.pgp.comnd:
Comment ; Ben Rothke's public key <{brothke@hotmail .com?

ifAaSpulBDcGEL: 2 6 BR1YPEEQHATUCeHT j I Esc THAFBES 2 AHHUL WA Jo kDo JEE
REPowulQEHEOTGPORFSUOC ip
=k 1

4]
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Digital signature verification

PGPlog =]

I ame | Signer | W alidity | Signed |
ég( 402000 Corporate... Geaorge . Bush <president@whit. Bad Signature

PGPlog =]

914/00 105710 Pr

www.baltimore.com
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PGP Trust architecture

e No central authority or hierarchical trust. PGP
Instead uses a web of trust architecture.

e Individuals sign each others keys, which
progressively forms a web of individual keys,
Interconnected by links for by these signatures.

— Any PGP user can act as a quasi certifying authority, and can
also validate other PGP users’ public-keys.

www.baltimaore.com
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Freespace Wipe

Wwipe Free Space - Introduction |

PGP Free Space Wiper

“when a file iz deleted by pour computer, the data that was in
the file actually remainz on pour hard drive. Over time,, this
leads to a large amount of potentially zenzitive data left
behind in random places on pour drive.

Uzing PGF's file wiping feature when you delete filez zolves
only part of the problermn becauze many filez are created and
deleted by applications or operating system without your
krnowledge.

PGF'z wolume wiping cleans all the free space on pour hard
drive which does not contain actual file data including all
deleted filez, ther directory entries, and the little areas after
the end of existing files which may still have old data left
behind.

< Hack

Cancel |

Wwipe Free Space - Gathenng Information

<& BALTIMORE

paliimaera.

W OW W Coa m

]|

Fleaze zelect which volume vou wizh to wipe and the
number of pazzes pou wizh to perform. The more paszes you
chooze to perfarm, the more zecurely the free space will be
wiped.

Wolumes often contain lotz of freespace. The more freezpace
there iz on a volume, the longer it will kake to perform each
pazz. Tou should balance out your need for security with the
time heeded to wipe a walume.

FGF uzes heavily rezearched techniques and patterns
dezighed zpecifically for ovenwriting data on magnetic and
optical media. Mozt uzerz should be fine with 1 to 3 pazzes;
hioweser, the wiping algorthms continue to increasze security
up ko 26 passes.

Wipe Free Spa

wWipe drive:  [{RES | with IE pazses.
< Back I Mest = I Cancel

Drizk. Statiztics for Dirive D

Filz System: FAT 16
Mumber of Clusters: 53463
Sectorz per Cluster: B4

Bytes per Sector: 512
Tatal Capacity; 1902816 K.

Pazz: 1/3

Presz "Begin *ipe'’ buttan ko stark wiping.

Eegin Wipe Schedule |

Cancel |

s gets elsecurity
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Secure file wipe

HEEEEEE

Select File[z] to Wipe 7| x|

Look jr: I[:IJUﬂk j ﬁl

Are you sure you want to zecure delete these files?

C:WUMEST 402000 Corporate acquisitions. bt
C:AJUMESAQZ000 Corporate acguizitions. bt
C:AJUMESAQZ000 Corporate acquizitions. ket asc
CAJUMESAQZ2000 Corporate acquizitions. kxt. zig

azzddd. .bat
£ ietf-openpgp mailing list.htm

L« | >

File name: I"4E!2EIEIEI Corporate acquizitions. bt zig 40200 Open I
Files of type: I,-i'-.ll Files [*.%] j Cancel |
o

www.baltimore.com
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Additional resources

e PGP-Users Mailing list

— pgp-users-listbot@cryptorights.org 'subscribe’
e |ETF-OpenPGP mailing list

— letf-openpgp-request@imc.org ‘subscribe’

— Archives available at www.imc.org/ietf-openpgp/mail-archive/
e Yahoo PGP resources

— http://dir.yahoo.com/computers_and_internet/security and_e
ncryption/pgp___ pretty _good privacy/

e [International PGP group
— Www.pgpi.org/

www.baltimaore.com
where ebusiness gets e|security
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Thanks for attending

e Any questions? comments?|jokes?

o Please fill out your evaluation sheets

www.baltimore.com
where elbusiness gets elsecurity



nnnnnnnnnnnnnn

Ben Rothke, CISSP, CCO
Senior Security Consultant
Baltimore Technologies

ben.rothke@baltimore.com
073/202-7921
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