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1968 Norman Abramson

University of Hawaii - ALOHA System

1972 Bob Metcalfe
Xerox Palo Alto Research Center
Turned Ethernet Into Industry Standard
Founded Computer, Communication,
and Compatibility Corporation



Develop to resolve incompatibility
Issues and allow hardware from
different manufacturers to
communicate.

Important to understand for
network troubleshooting

Modularizes different pieces of
the network



Structured approach to the
transmission of data

Lower levels (layers 1-4) deal
with the interconnection of
Processors

Upper levels (layers 5-7) deal
with the interconnection of
applications
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7 Application

Layer at which applications execute
examples: Berkeley & Arpa Services

6 Presentation
Layer for dealing with data representation
in applications - responsible for protocol
conversion, translation, encryption, and
graphic command expansion
example: UNIX to DOS



5 Session Layer

Layer that allows connection between
inter-process communications
example: Multiple Telnet sessions

4 Transport Layer

Layer that defines the transportation of data
examples: TCP & UDP



3 Network Layer

Inter-Network Addressing Scheme
example: IP Address & Routing

2 DataLink Layer
Intra-Network Addressing Scheme
example: Ethernet Address or Link Level Address

1 Physical Layer

Layer that provides standardization of data circuits that
connect to physical media, i.e. specifies characteristics
of cable. example: Cat 5 Twisted Pair Cable
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host name

host name
socket address
port address
Internet address
Intranet address
“no addressing”
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Application
Presentation
Session
Transport
Network
Data Link
Physical

hosthame
hosthname
netstat -an
netstat -an
Ifconfig
lanscan
linkbeat lights
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Unique number representing a
node on a network

Part of the seven layer OSI
model

Used to route packets along a
network
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Network Address
Common to all hosts / devices
on same physical network

Node Address
Unique to the host on that
network
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32 bits ( four bytes ) long
Written in “dotted decimal” format:
15.24.190.4

Includes both network and node
address information

Divided into five major classes:
A B CD & E
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Address in binary:
01000001 00010010 00001011 10000111

Written In “dotted decimal” format:
65.18.11.135
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Network Hosit
e Ade) Rolition

8 bits 24 bits
passh  — —
16 bits 16 bits

me I e
24 bits 8 hits
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Network S
Range Roktion

wl B
0-127

ml I
128 - 191

(asSC  — —
192 - 223
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Range: 224 - 239
Multicast Group ID

Range: 240 - 247

Reserved for future use
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Broadcast Address

Network Address
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A host uses the broadcast
address to send a packet to
every host within its same
network

Broadcast address is obtained
by setting all bits of the host
partto 1
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passh  15.255.255.255
passB 14822255255

wc 192.161.32.255
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Network address iIs used to
specify a remote network.

The route command uses the
network address to configure
routing.

The network address is obtained
by setting all bits of the host
address to zero
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gassh  15.000.000.000
passd  148.22.000.000

passé 192.161.32.000
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Unique address of a LAN
Interface.

Value is usually set by the
manufacturer

Changing Link Level Address
IS hot recommended
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MAC address
Ethernet address
IEEE 802.3 address
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Address is usually
provided in hexadecimal
form:

0x0800090012ab
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Network has exceeded limits of a
single LAN and run out of IP
Addresses

|solate traffic of a specific node or
group of nodes

Divide a network into logical
segments

Improve throughput of network



ress portion ofr an
S Into discrete subnetworks

ted by the keywords netmask or
mask which identifies the bits used to
ut the network portion of the IP

S

rk portion is always masked out
g binary 1's



2"l =2
2"2 =4
2"3 =38
2" =16
000 2"5 = 32
000 276 = 64

000 2N =128
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efault netmask = 255.0.0.0

14.23.190.4

network  host
portion portion
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ault netmask = 255.255.0.0

142.23.190.4

network  host
portion portion
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ult netmask = 255.255.255.0

212.23.190.4
;8- N
& network  host

portion portion
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the node address portion of the

)

wing example illustrates a node in a
with an [P address of

90.98 and a netmask of

.255.224

net value field bits are 224
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field bits field bits
N+ 25 =32+64 + 128 =224

et field extends into the first three bits
e potion of the IP address

emain for the node portion
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224 = 11100000

All O's or all 1's are not allowed
for the subnet field

All O’s for the node field is

reserved for the subnet (network)
address

All 1's for the node field is
reserved for the subnet
(broadcast) address 36



BB ocas:

212.23.190.1 - 30 212.23.190.31
212.23.190.33 - 62 212.23.190.63
212.23.190.65 - 94 212.23.190.95

212.23.190.97 - 126 212.23.190.127
212.23.190.128 212.23.190.129 - 158  212.23.190.159
212.23.190.160 212.23.190.161 -190 212.23.190.191
212.23.190.192  212.23.190.193 - 222  212.23.190.223
212.23.190.224 |212.23.190.225 - 254 1 212.23.190.255

- Values in red are not within
e valid range
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In a network with an IP address of
0.84 and a netmask of
92.0

egin by defining the subnet value field
192
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I
subnet 6 node

fleld bits field bits
7+2"6 =64+ 128 =192

et field extends into the first two bits
de potion of the IP address

main for the node portion
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- Subnet || Value | Subnet | HostsIP [ Broadcast
BRiSly “EEEEEEEAAresS T Adaress T Address
.
ogggoo o

fill in the subnet field ...

er: Values in red are not within the
nge
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‘Subnet [ Value | Subnet | HostslP  Broadcast

132.23.0.1 - 132.23.63.255

132.23.63.254

01000000 64  132.23.64.0 132.23.64.1 - 132.23.127.255
e 132.23.127.254

20000000/ 128  132.23.128.0 132.23.128.1 - 132.23.191.255
] 132.23.191.254

IOOORORINEY | 132.23.192.0 132.23.192.1 - 132.23.255.255
] 132.23.255.254

complete the subnet
heet with the appropriate
nd values



ubnetting: Quiz

9.9,9,0.9.9.0.0.8.9,0,0.9,0,0.0.8.9,0.0.9,0,0.0.¢

twork portion host portion

oadcast, or Network Addresses ??77?
.7.164.0 15.32.208.0
.70.93.255 15.101.143.255
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Ing: Quiz (con't)

248 = 11111 000
164 = 10100 100
. 208 = 11010 000
3.255 93 =01011 101
143.255 143 = 10001 111
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Lanscan Command:
Definition

Window Edit Options

Crid Hardware Net-Int ace M MAD HE DLFI Mjr

State MNamellnit State 1 Type
Up lant 4 ETHER



Lanscan Command:
Example

Window Edit Options
lanscan
ardware Station Hardware Net-Interface MM MAC HE DLPI Mjr
= - State Hamelnit State ID Type Support  Mum
Up land ITE 4 ETHEE Tes 52

Card
ath Instance
Number
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Lanscan Command:
Example

Crd Hardware Net-Interface MM MAC HE DLPI Mj
In# State Hamelnit State ID Type Support  Mu
1P lant P 4 ETHEE Yes 52

Network
Management ID

Used by lanadmin
Relates to the diagnostic tool
ifconfig command

47



Lanscan Command:
Example

c In# State Namellnit: 5tate ID  Type Support MNum
______ TE3272. 0 UP lano (]2 4 ETHER Tes JZ

Ifles medium
cess control
C) of LAN link

Driver

Indicates whether or not the LAN
device drive is compatible with
HP’'s Data Link Provider Interface

48



Lanadmin Command:
Definition

LAN diagnostic tool

Enables reset of LAN Interface
card

Checks for faulty network
connection

Reports driver statistics for
unusual or unexpected values

Resets the driver statistics
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nadmin Command Menu:

Window Edit Options
¥ lanadmin

LOCAL AREA WETWORE ONLINE ADMINISTRATION, YWersion 1.8 E

Mon, Jun 21,1999 e

Test Selection mode.

lan = LAN Interface Administration
menu = Display this menu
guit = Terminate the admninistration

Do not v conmmand menu

= Display command menu

Enter command: I



anadmin Command Menu:
arse & verbose

Window Edit

gquit = Termin:

= Do not v commard menu

= Display o and menu ters
Enter c and: t i
Do not . lay _ e
Tes

Enter command: V e r b O S

Display command menu.
Test

lan = LAY Interface dAdministration
menu ik : thisz menu
guit

command menu

and menu
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anadmin Command Menu:
enu

lan
menu
quit

men

Display
= Termi he A lstration
= Donot:dis ¥ nd menu
= Dis



Enter

face Administration Menu:

dtterm

Command;:

= Hetwo ri-.'. Man ment LD of the
rminate t
=t Lal Inter

L&l In
g

te
gt

53



face Administration Menu: lan => display (1st screen)

et dtterm

Window Edit Options
L A A R I T U IR M LD

| Enter command: d

LAN INTERFACE STATUS DISFLAY
Tue , Jun 22,1999 16:55:45

i Hetwork Management ID = 4
%Descriptiun lanfl Hewlett-Fackard LAN Interface Hw Rew A
gType {value) ethernet—csmacd{f}
| MTU Size 1508
| Speed 1ERAEAEA
%Statiun Address ExBEEETEIZT 2
Eﬁdministratiun Status (waluel up(1}
%Operatinn Status (walued = up(1}
| Last Change 4532
éIanund Dotets 2H24TE1E3

Tnicast Packets 2728

Non-Tnicast Fackets = 2063856

Discards ]

Errors F

Unknown Protocols = #4 14775

Octets 2EHS56E4TY

Mnicast Packets 2679

Non-Tnicast Fackets ot k]

Discards [l

Errors El
] Cueue Length ]
| Specific = A55367
-
i
ﬁPress =FEeturn® to continie I
QFKFTEEEﬂﬂﬁﬁﬁﬁﬂ&ﬁ%&ﬁ#ﬁﬂﬂ?ﬂﬁﬁﬂﬂmﬁﬂ?ﬂﬁﬂ%ﬂﬁﬂﬂﬂ@ﬁ.upmuﬂ?ﬁﬂﬁﬂﬂﬁm«“uWﬁ=Gﬁﬁﬂﬂﬁﬁﬂﬁﬁﬁﬂﬂﬁwﬁﬁﬁwﬁﬁ¥5Vnh\A-Eﬁﬁﬂﬂﬁ5&$-m




ace Administration Menu: lan => display (2nd screen)

et dtterm

Window Edit Options

|
|
|
e

Ethernet—-like Statistics Group

1
:Hllgnment Errors
al

0 F

C5 Errors
ﬁSingle Collision Frames

al

{Multiple Collision Frames

| Internal MAC Transmit Errors
| Carrier Sense Errars

&1

| Internal MAC Receiwe Errors

;LHN Interface test mode. LAN Interface Net Memt ID = 4

clear = Clear statistics registers

display Display LAN Interface status and statistics registers

eticl End LAN Interface Administration, return to Test Selection
menu Display this mernu

tumicl Network Management ID of the LAN Interface

quit = Terminate the Administration, return to shell

reset = BReset LAN Interface to execute its selftest

R T e I I e




rface Administration Menu:
mid, clear, and reset

t

M Interface test mode. LAN Interface Het Momt ID = 4

clear
display
enc

Clear statistics registers
Display LAN Interface status and statistics registers
End LAN Interface Administration, return to Test Selection
menu Display thi

4 t ID of the LaN Interface
Terminate the Administration, return to shell
Eeset LAN Interface to execute its selftest

nmid
quit

2 nmid command is helpful when a system
tains multiple LAN cards.

2 reset command may be used when the
dware status of the LAN card is down
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min Additional Notes: Interprocess Dialogue
ol

alf-duplex

two-way alternative mode of
communication

only one end of the connection can
transmit at a time

Simplex
one-way mode of communication



lanadmin -Xx
<nmid>

lanadmin menu
lanadmin
<nmid>
display
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#

lanadmin -x 4

Speed = 100 Full-

Duplex
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lanadmin -s
<nmid>

lanadmin menu
lanadmin
<nmid>
display

60



lanadmin -s
eed

# lanadmin -s
Speed

100

10000000

61



lanadmin -X duplex_value
<nmid>

Valid entries for the
duplex_value

10HD 10FD
100HD 100FD
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lanadmin -S speed
<nmid>

Valid entries for the
Speed

10

100

63



Every interface type has its
own configuration file:

hpetherconf 10BaseT
hpgsc100conf

100BaseT

hpfddiconf fddi

Location: /etc/rc.config.d
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HP_GSC100_INTERFACE_NAME[O]=lan0

HP_GSC100 STATION_ADDRESS{0}=0x0060B
0C17BE9

HP_GSC100 DUPLEX[0]=FULL
HP_GSC100 SPEED[0]=100FD

65



ring Network Connectivity: ifconfig definition

Assigns |IP address to network
Interface card.

Checks the configuration values
of the network interface c

66



ifconfig interface ID addrace natmaclsy macls

broadcast adnms
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ring Network Connectivity: ifconfig example

Window Edit Options

lanscan
d Hardware Net—Interface NM - MAC HE DLPI Mjr
State Namelnit State ID - Type Support Hum
e lanf UE 4 ETHER Bs a2

ol = it | o R & o Wt W = =
f o fd.233

¢ netmask 255.255.240.08 broadcast 15.47.7

Did this
command
actually work ???



g Network Connectivity: ifconfig example

# lanscan
Hardware Station Cridl Hardware Net—Interface MM - MAC HE DLPI Mjr
State NamelUnit State ID - Type Support M
lanf e 4 ETHER Tes

255,240, 0 broadecast 15.47.79.255

lan: £

Indicates that the interface is enabled. If the interface is
abled, the up is substituted by the null character.

adcast Indicates that the interface is configured to accept
adcasts

trailers Encapsulation does not support trailer encapsulation
ich is becoming less popular. See man page on ifconfig for
ther discussion.
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Ing Network Connectivity: ifconfig example

Ip

LMOLTICAST =
netmask fEfLf00E broadcast 15.47 .79, 2!

4DCAST, HOTRAILERS, RUNNING, MULTICAST>

netmask fEfff0HAN broadcast 15.47.

70



Ing Network Connectivity: ifconfig example

A\
1978

&1y

=

Window Edit Options
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Ing Network Connectivity: ifconfig example

Warning ...

Configuring the LAN card via
the ifconfig command is not
permanent. A reboot will
cause the LAN card to be set
to its default configuration.

72



ring Network Connectivity: /etc/rc.config.d/netconf

Contains configuration
values for the network
subsystems:
Hosthame
Interface Name

IP Address
Subnetmask
Broadcast Address

73



o

dtterm

Window Edit Options

H
|
|
[
el
=
I

3
o
o
g
|
|
4
B
N

AR RN R T T S

b S ok o ok o Sk o Sk o ok oF o St

FRERR

A
o
-
i

e
i
i

| HOSTNAME="mZ24265tk"

| OPERATING _STSTEM=HF-TIX
| LOOPBACK ADNDRESS=127 . 0. 6. 1

netconf:  configuration wvalues for core networking subsystems
@{#Y SRewvision: 1.4.116.4 5 SDate: 96781722 14:56/:43 3
HOSTHAME : Name of wour system for uname -5 and hostname

OPERATING STSTEM: Name of operating system returned by uname —3
———— DO NOT CHANGE THIS ¥ALUE ———

LOOPBACK ADDRESS: Loopkack address
———= DO NOT CHANGE THIS ¥ALUE ————

IMPORTANT: for 9.x—to-10.0 transition, do not put blank lines hetween
the next set of statements

| i
B D P B R DT A U B A 1 o e T T B R e o T P e o PR e PR B VR E EO T PSR W LT 10
T




ring Network Connectivity: netconf file: LAN card
tion

et dtterm

Window Edit Options

A e R L o A T

H
|
|
[
el
=
I

Internet configuration parameters. See ifconfig(im), lanconfiz{lm)

IHNTERFACE MNAME: Network interface name (see lanzcan{im))

3
o
o
g
|
|
4
B
N

IF _ADDRESS: IF address in decimal-dot notation (e.g., 192.1.2.3)

SUBNET _MASHE: Subnetwork mask in decimal-dot notation, if different
from default

AR RN R T T S

BROADCAST ADDRESS:  Broadcast address in decimal-dot notation, if
different from default

FRERR

LANCONEIG ARGS: Link-layer encapsulation methods {e.g., iess, ether).
See lancunfig(1m} for details.

R R e

| ShE o o o E o b o b ok b o S o o oF ok ok ok ok b

DHCE. ENABLE Determines whether or not DHCP will khe enabled on the
network interface {(szee autu_pamn5(1ﬂ}, dhcpclient(1ﬂ}}*
1 enakles DHCE; B disables DHCE.

For each additional network interfaces, add a set of wariable assignments
like the ones below, changing the index to "[1]", "[2]" et cetera.




.

Window Edit Options

Internet configuration parameters. See ifconfig(im), lanconfig(lm)
INTERFACE NAME: Network interface name (see lanscan({im))
IF_ADDRESS: IF address in decimal-dot notation (e.g., 192.1.2.3)

SUBNET. MASK: Subnetwork maszk in decimal-dot notaticn, if different
from defanlt

BROADCAST ATDRESS: Broadcast address in decimal-dot notation, if
different from default

T e e e T T S T T - —

- T e T T T |

LARCONE TG ARGS: Link=layer encapsulation methods (e.g., ieee, etherl).
See 1ancunfig(1m} for details.

DHCP ENABLE Determines whether or not DHCP will ke enakled on the
network interface {see autu_pamms(1H}, dhcpclient(1ﬂ}}
1 enables DHCPE; B disables DHCE.

For each additional network interfaces, add a set of wvariable assignments
like the ones below, changing the index to "[1]1", "[2]" et cetera.

IMPORTANT:  for Q.x—to-10.8 transition, do not put blank lines bhetween
the next set of statements

| INTERFACE. HAME[@]=lanf

| IP_ADDRESS[E]=15.47.75.17

| SUBNET_MaSKE[@]=255.255.242.8@
| BROADCAST ADDRESS[m]=""

| LANCONFIG_ARGS[@]="ether"

| DHCP_ENABRLE[E]=m

T T T T T T T R T T R I P T T T e




Window Edit Options

ments
an he:
hostname

1lmezZolne

root. pa
1 addre
addl_netwrk
font c—s
or initial {(for entire initial boot—time dialog

L |




o




Ethernet LAN

I s hared medium network that interconnects atta
8}y nroadcasting a frame transmitted by one att

aifotheratiached nodes.
Whetherto receive or discard the frame.

B

Desktops

l_c'rJ

sislzlsl nodes
Ssmnode to

ach node ndividually decides

Servers

Single Broadcast Domain

79



ernet LAN Problems

o
-

Ethernets traditionally achieved only 30%- 40%
use all nodes were in a single collision domain.

Workstations Servers

| I \ N N N N N 1 0
L L L L

Single Broadcast Domain >
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Hub Definition

81



plementing Subnetting

)=

82



Routing Concepts

nfigure route to a host or network

to

)=

83



Routing By Host

ost

yased

sbin/route

nost  gatewdy

>

92.24.100.1
15.24.100.7

)2.24.100.7

@
=

)=

84



‘
4

Routing By Network
’)

[ust/sbin/ro
network gateway

92.24.100.1 >
)2.24.100.7 15.24.100.7

@
W=

)

85



Routing By Default

lusk/sbin/ro

92.24.100.1

)2.24.100.7

@
W=

15.24.100.7




Display Routes

dtterm

<1F . BROADK

Ly
S|

102, 24,188, 1 12,24, 1EA. 25!

Interface
1ol

1ol

lanf

o)

(a1}

HI
= m

n

40141

o

TEE, A
4. 1EE

Pmtu PmtuTime

87



The destination is a host, not a network

efs field gives the current number of
uses of the route

e Use count (number of packets) is
mulative since the last activation of the
twork interface

tu field applies only to host routes - see
an page for definitions

88



Display Routes

\/

7}
dtterm

LT T T R R

Flags Refz Ize  Interface Pmtu PmtuTime
1TH [E 122 1ol AEEIE
TH 45 A R 1abl 4663
I il 13 lanf@ 15066

terface refers to the loopback interface on the network
card. This loopback interface allows the host to

tself the same way as it addresses other hosts on the
There is one difference, however, is that packets are
ack and prevented from contributing to network traffic.

89



dtterm

Window Edit Options

# if lanf
Lanf:

=

(51}

Hh
1L

Pmtu PmtuTime
lal ﬁu o
1al i
lanf

n

=

1EE .1
4L 1EE

15.24.100.7

90



el e e el

i

15.24.100.7
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Window Edit Options

# ifconf
lantl: fla

¥ pi
PIN
ping:

pi
ping:

packet loss

192.24.100.7 15.24.100.7

i
=

92



\/

ol
i

Window Edit Options

# ifconf
lantl: fla

------

24
endto:

packet laoss

192.24.100.7 15.24.100.7
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\/

ol
i

LABEL T

24 ER A

192.24.100.7

dtterm

i
Hh
1-

s
= Lh

15.24.100.7

1al
1al
lanf
lanf

94



Window Edit Options

------

15.24.100.7
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Window Edit Options

# ifconf
lantl: fla

------

15.24.100.7

96



dtterm

Window Edit Options

# ifconfi
lanf:

= 1al
S LR ] . A L . 1afl
: lan®

15.24.100.7

97



\/

B e e

Window Edit Options

ol
i

ifoconfi

nlkl:

fl

192.24.100.7

lal
lal
lanf 1 SEE
lanf 1506E

15.24.100.7

98



dtterm

\/

Window Edit Options

ifcontfiz lanf
=P, BROADC £

(o}

from 1
: from 192,

Eﬂ paﬂkﬁt loss

192.24.100.7

15.24.100.7

ol
i
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s BROADCAST, NOTRAILERS, RUNNING, MULTICAST>
CAEEL ] netmask FEEfffEE

=) ocC
a0

192, 24,108, 2

T

Eﬂ paﬂkﬁt loss

i |

192.24.

192.24.100.7 15.24.100.7

i
=

100



onfigure Routes

101



nfigure Routes:

Contains configuration
values for the network
subsystems:

Route

102



)nfigure Routes:
c/rc.config.d/netconf

== dtterm

Window Edit Options

B R B O S S R Pk e L D O B R e R R A A s A R Y

Internet routing configuration. See routse(lm), routing(7)

ROUTE_DESTINATION: Destination host or network IP address in
decimal-dot notation, preceded by the word
"host" or "net": or simply the word "default'.

B G P R N AT

ROUTE MASK: Subnetwork mask in decimal-dot notation, or C language
hexadecimal notation. This is an optional field.
# IF address, subnet mask pair unicuely identifies
a subnet to be reached. If a subnet mask is not given,
then the system will assign the longest subnet mask
of the configured network interfaces to this route.
If there is no matching subnet mask, then the system
will assign the default network mask as the route's
subnet mask.

RS

e

T T T T

TR AT

ROUTE_GATEWAT: Gateway IP address in decimal-dot notation.
If local interface, must use the same form
as used for IP_ADDRESS above.

TTE ST,

e

ROUTE _COUNT : #in integer that indicates whether the zateway iz a
remote interface f(one) or the local interface {zero).

TR

ROUTE. ARGS: Route command arsuments and options. This wariable
may contain a combination of the following arguments:
”—f”_, Wil o wd ||_I:| pmtu”.

T L TR T

TR

For each additional route, add a set of variable assignments like the ones
below, changing the index to "[11", "[2]" et cetera.

P
G bk ok b ok o e oE o b ok ok e ok o e ok b b ok o e ok o e ok o i ok

;E IMPORTANT: for 9.x—to-18.B transition, do not put blank lines between

A A T e e T e o, TR T TR




figure Routes:

dtterim

¥ IMPORTANT: for 9.x—to—10.8 transition, do not put blank lines he

¥ the next set of statements

MTE. DESTINATION[E]=default
WOUTE. MaSE[E]=""
UTE_GATEWAY[E]=15.47.72. 1

'UTE_HHGS[E]=““

eETWEEN

104



