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5–1.  LAB: Linux Virtual Consoles

Directions

Learn how to manipulate the virtual console environment in Linux.

1)
Starting from the X-Window GUI, type the Ctrl + Alt + F1 keystroke sequence.  Login as root and run the setup command.

2)
From the F1 virtual console, type the Alt + F2 keystroke sequence.  Login as root and run the mail command.

3)
From the F2 virtual console, type the Alt + F3 keystroke sequence.  Login as root and run the ps -ef|more command.

4)
From the F3 virtual console, type the Alt + F4 keystroke sequence.  Login as root and run the top command.

5)
From the F4 virtual console, type the Alt + F7 keystroke sequence to go back to the X-Window environment.

6)
From the X-Window GUI, go to virtual console F5 by typing the Ctrl + Alt + F5 keystroke sequence.  Login as root and run the uptime command.

7)
From the F5 virtual console, type the Alt + F6 keystroke sequence.  Login as root and run the more /etc/inittab command.  Look for the lines that have the “tty#”.  How many lines do you have? (Six)

8)
From the F6 virtual console, type the Alt + F1 keystroke sequence.  Quit the setup tool, type the tty command, and then type exit to logoff.

9)
From the F1 virtual console, type the Alt + F2 keystroke sequence to go back to virtual console F2.  Do you still see you mail?  Quit the mail program, type the tty command, and then type exit to logoff.

10)
Go back to each virtual console, type the tty command, and type exit to logoff. 

11)
Go back to the X-Window GUI by typing the Ctrl + Alt + F7.

5–2.  LAB: Adding Virtual Console to Linux

Directions

Learn how to add another virtual console to a Linux system.

1)
Use your favorite editor to open the /etc/inittab file.  Explain the following line:


# vi /etc/inittab


1:2345:respawn:/sbin/mingetty tty1

The first field is an inittab identifier.  The second field is the all of the run levels that will issue this login prompt.  The third field is the action word that causes login prompt to respawn after logout.  The fourth field is the process that creates a minimal getty (mingetty) on the specified console (tty1).

2)
Add an entry to /etc/inittab to enable the F8 virtual console.


8:2345:respawn:/sbin/mingetty tty8

3)
Type Ctrl + Alt + F8.  Do you get a login? (No)  Type Alt + F7 to go back to X.

4)
Activate the /etc/inittab configuration by signaling init to reread the file.


# init q

5)
Type Ctrl + Alt + F8 again.  Do you get a login now? (Yes)  Type Alt + F7 to go to X.

6)
Add another entry to /etc/inittab to enable the F7 virtual console.


7:2345:respawn:/sbin/mingetty tty7

7)
Activate the /etc/inittab configuration by signaling init to reread the file again.


(Be careful to shutdown the X server this time as it is already running on F7)


# init 3


# init q


# init 5


Where is the X-Window environment now?  (Try typing Ctrl + Alt + F9!!!)

6–1.  LAB: Booting Linux into Single-User Mode

Directions

Learn how to boot into single-user mode in Linux.

1)
Shut down your system to single user mode with the shutdown command.  Then check to see how many processes are running.  What does the command runlevel display?


# shutdown 0


# ps -ef


# runlevel

2)
From single user mode, halt your system with the shutdown command.


# shutdown -h 0

3)
Power-on your machine and type Ctrl + x when you see the RedHat splash screen and then type the Tab key at the boot prompt.  (Notice that only one OS is listed, but if there were more OS available to LILO then all of them would be listed.)  From the boot prompt go into single user mode.


boot: linux single

4)
How many processes are running?  What does the command runlevel display?  Did Linux require a password or login name to login? (No)


# ps -ef


# runlevel

5)
Switch to run level 2 with the init command and then log on to your system as root.  How many processes are running?  What does the command runlevel display?  Did Linux require a password or login name to login? (Yes)  What is the name of the directory that determines which services start in run level 2? (/etc/rc.d/rc2.d)


# init 2


# runlevel

6)
Display the content of the /etc/inittab file.  What run level is required for X to start?  If the system reboots, what will be the default run level?  Reboot the system.

X starts in the default run level of 5 due to the following two /etc/inittab entry:


id:5:initdefault:

# sets the default run level


x:5:respawn:/etc/X11/prefdm -nodaemon

# starts X in 5


# reboot   (or init 6)

6–2.  LAB: Customizing the Linux Startup Sequence

Directions

In this lab, you are going to create a system startup script that logs system information into a file.  It will use a command called chkconfig that maintains the /etc/rc.d/rc#.d directories and can display the services that are started during boot time.

1)
Use an editor of your choice to enter the following text.  Call your bash shell script system_info.


# vi /root/system_info

#! /bin/bash

case “$1” in 

start)

/bin/echo “Start occurred at $(/bin/date)” > /root/myinfo

/bin/echo “” >> /root/myinfo

/bin/echo “Currently Mounted File Systems” >> /root/myinfo

/bin/df >> /root/myinfo

/bin/echo “” >> /root/myinfo

/bin/echo “Current runlevel: $(/sbin/runlevel)” >> /root/myinfo

/bin/echo “System services Configuration” >> /root/myinfo

/sbin/chkconfig --list >> /root/myinfo

/bin/echo “” >> /root/myinfo

/bin/touch /var/lock/subsys/system_info

;;

stop)

/bin/echo “Stop occurred at $(date)” >> /root/myinfo

/bin/echo “” >> /root/myinfo

/bin/rm -f /var/lock/subsys/system_info

;;

*)

/bin/echo “Usage: system_info {start | stop} “

exit 1

;;

esac

exit 0

2)
Set the execute permission on your script.


# chmod 755 /root/system_info

3)
Run your script to test the results.

# /root/system_info


# cat /root/myinfo

4)
Move the system_info script to the /etc/rc.d/init.d directory.


# mv /root/system_info /etc/rc.d/init.d/system_info

5)
Create symbolic link to start/stop the script at all of the different Linux run levels.

# ln -s /etc/rc.d/init.d/system_info /etc/rc.d/rc0.d/K10system_info

# ln -s /etc/rc.d/init.d/system_info /etc/rc.d/rc1.d/K10system_info

# ln -s /etc/rc.d/init.d/system_info /etc/rc.d/rc2.d/K10system_info

# ln -s /etc/rc.d/init.d/system_info /etc/rc.d/rc3.d/S90system_info

# ln -s /etc/rc.d/init.d/system_info /etc/rc.d/rc4.d/K10system_info

# ln -s /etc/rc.d/init.d/system_info /etc/rc.d/rc5.d/S90system_info

# ln -s /etc/rc.d/init.d/system_info /etc/rc.d/rc6.d/K10system_info

6)
Verify that the symbolic link and scripts have been created correctly.


# ls -l /etc/rc.d/*/*system_info

-rwxr-xr-x 1 root root # <date> /etc/rc.d/init.d/system_info

lrwxrwxrwx 1 root root # <date> /etc/rc.d/rc0.d/K10system_info

   -> /etc/rc.d/init.d/system_info

lrwxrwxrwx 1 root root # <date> /etc/rc.d/rc1.d/K10system_info

   -> /etc/rc.d/init.d/system_info

lrwxrwxrwx 1 root root # <date> /etc/rc.d/rc2.d/K10system_info

   -> /etc/rc.d/init.d/system_info

lrwxrwxrwx 1 root root # <date> /etc/rc.d/rc3.d/S90system_info

   -> /etc/rc.d/init.d/system_info

lrwxrwxrwx 1 root root # <date> /etc/rc.d/rc4.d/K10system_info

   -> /etc/rc.d/init.d/system_info

lrwxrwxrwx 1 root root # <date> /etc/rc.d/rc5.d/S90system_info

   -> /etc/rc.d/init.d/system_info

lrwxrwxrwx 1 root root # <date> /etc/rc.d/rc6.d/K10system_info

   -> /etc/rc.d/init.d/system_info

7)
Now test that the script works when a change of run-level occurs.  Try the following sequence of commands, which force a change of run-level, and view the contents of the /root/myinfo file after each run-level to see if the change has occurred.


# rm /root/myinfo


# init 3


# cat /root/myinfo


# init 2


# cat /root/myinfo


# init 5


# cat /root/myinfo

8)
Check if the system_info startup script is integrated into the chkconfig utility.


# chkconfig --list system_info


service system_info does not support chkconfig

9)
Now integrate the system_info startup script into the chkconfig utility by adding the following commented lines to the script.


# vi /etc/rc.d/init.d/system_info

#! /bin/bash

# chkconfig: 35 90 10

# description: system_info logs information to /root/myinfo

case “$1” in 

start)

10)
Validate that the system_info startup script is now fully integrated into the chkconfig utility.


# chkconfig --list system_info


system_info   0:off 1:off 2:off 3:on  4:off 5:on  6:off


# ls -l /etc/rc.d/rc4.d/*system_info


lrwxrwxrwx 1 root root # <date> /etc/rc.d/rc4.d/K10system_info


   -> /etc/rc.d/init.d/system_info


# chkconfig --level 4 system_info on


# chkconfig --list system_info


system_info   0:off 1:off 2:off 3:on  4:on 5:on  6:off


# ls -l /etc/rc.d/rc4.d/*system_info


lrwxrwxrwx 1 root root # <date> /etc/rc.d/rc4.d/S90system_info


   -> /etc/rc.d/init.d/system_info


# chkconfig --level 4 system_info off


# chkconfig --list system_info


system_info   0:off 1:off 2:off 3:on  4:off 5:on  6:off

7–1.  LAB: Linux Password File Management

Directions

In this lab, you will explore certain features of Linux password management.

1)
Examine the Linux password file (/etc/passwd) and compare the normal user accounts (like rpm) with the system (pseudo-UNIX user) accounts (like adm).  What is the functional difference between  “*”  and  “!!”  encrypted password entries in the second field of the password file?


# more /etc/passwd


# passwd adm


Changing password for user adm


passwd: Authentication token manipulation error


# passwd rpm


Changing password for user rpm


New password: <set rpm’s password to “rpm”>


BAD PASSWORD: it’s WAY too short


Retype new password: <set rpm’s password to “rpm”>


passwd: all authentication tokens updated successfully

System accounts are protected by the “*” entry in the encrypted password field essentially turning off the ability to ever login as that user.  User accounts are simply initially locked by the “!!” entry in the encrypted password field until the system administrator runs the passwd command following a useradd execution to add a new user to the Linux system.

2)
Examine the file permissions on the Linux password file (/etc/passwd).  How do non-root users modify the second field of the password file when changing their own password?  (Hint:  look at the file permissions on the passwd command.)


# ls -l /etc/passwd

3)
Convert to a shadow password file.  Examine the /etc/passwd file (see the “x” in the second field).  Examine the contents and file permissions of the /etc/shadow file.


# pwconv


# more /etc/passwd


# more /etc/shadow


# ls -l /etc/shadow

4)
Convert back to a standard password file.  Does the /etc/shadow file still exist?


# pwunconv

7–2.  LAB: Linux Login User Management

Directions

In this lab, you will learn how to add users to your Linux system.

1)
Convert to a shadow password file.


# pwconv

2)
Examine the two files which influence the default execution of the useradd command and modify the CREATE_HOME line in the /etc/login.defs file.


# more /etc/default/useradd


# vi /etc/login.defs


CREATE_HOME
no

3)
Create three different user login accounts on your Linux system.


# useradd -d /home/myuser1 -u 1000 -m myuser1


# useradd -d /home/myuser2 -u 2000 myuser2


# useradd -d /home/myuser3 -u 3000 -m myuser3


NOTE:  Remember to omit the -m option when creating myuser2.

4)
Assign a password to each user using the passwd command giving each user a password of pass99.

 
# passwd myuser1

 
# passwd myuser2

 
# passwd myuser3

5)
Type Ctrl + Alt + F2 and login as myuser2.  (Notice the message about no /home/myuser2 directory and where the system places you in the file system hierarchy.)  Exit out of the shell and type Alt + F7 to go back to X and create a login directory for the myuser2 user assigning the proper ownership and permissions.


login: myuser2


Password: pass99


No directory /home/myuser2!


Logging in with home = “/”.


bash-2.05$ exit


# mkdir /home/myuser2


# chmod 700 /home/myuser2


# chown myuser2:myuser2 /home/myuser2

6)
Verify the contents of the login directory for the myuser1 user against the contents of the /etc/skel directory.


# ls -a /home/myuser1


# ls -a /etc/skel

7)
Remove the user's permissions from the login directory for the myuser3 user and verify the permission change, as shown below:


# chmod u-rwx /home/myuser3


# ls -ld /home/myuser3

8)
Verify the entries for the new users in the /etc/passwd and /etc/shadow files.


# grep myuser /etc/passwd


# grep myuser /etc/shadow

9)
Logout of X as the root user and login to X as the user called myuser1 providing the appropriate password when prompted.  Is this login attempt successful?  If so, examine the contents of myuser1’s login directory and compare it again to the contents of the /etc/skel directory.  If not, write down why you think the login was not successful.


# ls -a


# ls -a /etc/skel

10)
Logout of X as the myuser1 user and login to X as the user called myuser2 providing the appropriate password when prompted.  Is this login attempt successful?  If so, examine the contents of myuser1’s login directory and compare it again to the contents of the /etc/skel directory.  If not, write down why you think the login was not successful.

X requires a lot of configuration files and directories to be created and maintained in a user’s login directory to successful set up an X environment.  In the absence of a login directory to store these files in, X will simply fail to login to the system as that user.

11)
Logout of X as the myuser2 user and login to X as the user called myuser3 providing the appropriate password when prompted.  Is this login attempt successful?  If so, examine the contents of myuser1’s login directory and compare it again to the contents of the /etc/skel directory.  If not, write down why you think the login was not successful.

X requires a lot of configuration files and directories to be created and maintained in a user’s login directory to successful set up an X environment.  Without proper file system permissions on a login directory to create and read files, X will simply fail to login to the system as that user.

12)
Logout of X as the myuser3 user and login to X as the root user.  Edit the /etc/passwd file modifying the entry for the myuser1 user and then attempt to login as myuser1 to one of the virtual consoles.


( Add a [Space] character at the end of the myuser1’s login directory as shown:


myuser1:x:1000:1000::/home/myuser1[Space]:/bin/bash


Type Ctrl + Alt + F3 and login as myuser1.  Is this login attempt successful?  Why or why not?  Go back to X as the root user by typing Alt + F7.


Yes, the login is successful, but no such directory “/home/myuser1 ” exists; therefore the myuser1 user is placed in the / (root) directory.


( Add a [Space] character at the end of the user's login name, as shown:


myuser1[Space]:x:1000:1000::/home/myuser1:/bin/bash


Type Ctrl + Alt + F4 and login as myuser1.  Is this login attempt successful?  Why or why not?  Go back to X as the root user by typing Alt + F7.


No, the login is unsuccessful because [Space] is not a valid username character.


( Substitute the pathname for the user's login shell (/bin/bash) with a single [Space] character:


myuser1:x:1000:1000::/home/myuser1:[Space]


Type Ctrl + Alt + F5 and login as myuser1.  Is this login attempt successful?  Why or why not?  Go back to X as the root user by typing Alt + F7.


No, the login is unsuccessful because [Space] is not a valid shell (or startup program).


( Delete the [Space] character the pathname for the user's login shell


myuser1:x:1000:1000::/home/myuser1:


Type Ctrl + Alt + F6 and login as myuser1.  Is this login attempt successful?  Why or why not?  Go back to X as the root user by typing Alt + F7.


Yes?!?, the login is successful because /bin/bash is the default shell for Linux.
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