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14–1.  LAB: Network Interface Card Configuration on Linux

Directions

In this lab, you will learn how to configure network interface cards (NICs) on Linux.

1)
Use the hostname, ifconfig, and netstat -rn commands to record your current hostname, IP address(es), IP netmask(s) and default gateway.


# hostname


# ifconfig


# netstat -rn

2)
Change directory into the /etc/sysconfig directory and edit the contents of the file named network.  Set the NETWORKING variable equal to no and reboot the system.  Use the hostname, ifconfig, and netstat -rn commands to record your current hostname, IP address(es), IP netmask(s) and default gateway after the reboot.


# cd /etc/sysconfig

# vi network

NETWORKING=no


HOSTNAME=pc#


GATEWAY=156.153.###.###


# reboot


# hostname


# ifconfig


# netstat -rn

3)
Set the NETWORKING variable back to yes in the /etc/sysconfig/network file.  Change directory into the /etc/sysconfig/network‑scripts directory and edit the contents of the file named ifcfg‑eth1.  (If the ifcfg‑eth1 file doesn’t exists, just copy the ifcfg‑eth0 file over to ifcfg‑eth1 and change the value of the DEVICE variable from eth0 to eth1.)  Set the IP address (IPADDR) of eth1 to the 10.10.10.# (where # is the last octet of your eth0 IP address) with a NETMASK of 255.0.0.0, a NETWORK address of 10.0.0.0, and a BROADCAST address of 10.255.255.255.  (Also, set the BOOTPROTO variable to “static” (other possible BOOTPROTO values are “dhcp” or “bootp”) and set the ONBOOT variable to “yes”.)  Activate these network configuration file (network, ifcfg‑lo, ifcfg‑eth0, and ifcfg‑eth1) changes by running the /etc/rc.d/init.d/network script with the start argument.  (Note ifcfg‑lo is a symbolic link to /etc/sysconfig/networking/ifcfg‑lo)  Use the hostname, ifconfig, and netstat -rn commands to record your current hostname, IP address(es), IP netmask(s) and default gateway.


# vi /etc/sysconfig/network

NETWORKING=yes


HOSTNAME=pc#


GATEWAY=156.153.###.###


# cd /etc/sysconfig/network-scripts

# vi ifcfg-eth1

DEVICE=eth1


BOOTPROTO=static


BROADCAST=10.255.255.255


IPADDR=10.10.10.#


NETMASK=255.0.0.0


NETWORK=10.0.0.0


ONBOOT=yes


# /etc/rc.d/init.d/network start


# hostname


# ifconfig


# netstat -rn

4)
Change directory into the /etc/sysconfig/network‑scripts directory again and copy the ifcfg‑eth0 file over to ifcfg‑eth0:0.  Edit the ifcfg‑eth0:0 file by changing the value of the DEVICE variable from eth0 to eth0:0.  Set the IP address (IPADDR) of eth0:0 to the 192.168.7.# (where # is the last octet of your eth0 IP address) with a NETMASK of 255.255.255.0, a NETWORK address of 192.168.7.0, and a BROADCAST address of 192.168.7.255.  (Also, leave the BOOTPROTO variable set to “static” and the ONBOOT variable set to “yes”.)  Activate the network configuration file (network, ifcfg‑lo, ifcfg‑eth0, and ifcfg‑eth1) changes again by running the service utility with the network restart argument.  Use the hostname, ifconfig, and netstat -rn commands to record your current hostname, IP address(es), IP netmask(s) and default gateway.


# cd /etc/sysconfig/network-scripts

# cp ifcfg-eth0 ifcfg-eth0:0

# vi /etc/sysconfig/network-scripts/ifcfg-eth0:0

DEVICE=eth0:0


BOOTPROTO=static


BROADCAST=192.168.7.255


IPADDR=192.168.7.#


NETMASK=255.255.255.0


NETWORK=192.168.7.0


ONBOOT=yes


# service network restart


# hostname


# ifconfig


# netstat -rn

5)
Move /etc/sysconfig/network‑scripts/ifcfg‑eth1 configuration file to a file named /etc/sysconfig/network‑scripts/ifcfg‑eth1.orig and then reactivate the network configuration on your system.  Is the eth1 network interface card still UP? (Yes)  Move the ifcfg‑eth1.orig file back to ifcfg‑eth1 and then deactivate the network configuration on your system.  Move the ifcfg‑eth1 file back to ifcfg‑eth1.orig and then reactivate the network configuration on your system.  Is the eth1 network interface card still UP? (No)


# cd /etc/sysconfig/network-scripts

# mv ifcfg-eth1 ifcfg-eth1.orig

# service network restart


# ifconfig


# mv ifcfg-eth1.orig ifcfg-eth1

# service network stop


# mv ifcfg-eth1 ifcfg-eth1.orig

# service network start


# ifconfig

6)
Remove both the ifcfg‑eth0:0 and ifcfg‑eth1.orig configuration files from the /etc/sysconfig/network‑scripts directory and reboot the system.


# cd /etc/sysconfig/network-scripts

# rm ifcfg-eth0:0 ifcfg-eth1.orig

# reboot

16–1.  LAB: Setting Up NFS on Linux

Directions

In this lab, you will learn how to configure the Network File System (NIS) on Linux.  Working with a partner, configure an NFS server (<nfsserver>) that exports local file systems to the NFS client (<nfsclient>) so that the client can mount and access these file systems.

Setting Up the NFS Server

1)
Edit the /etc/exports file on the NFS server to export the following file systems with the designated access permissions:


( /tmp with read-write access and root privilege


( /var/tmp with read-write access and no root privilege


( /usr/share with read-only access and no root privilege


# vi /etc/exports


/tmp


<nfsclient>(rw,no_root_squash)


/var/tmp

<nfsclient>(rw,root_squash)


/usr/share

<nfsclient>(ro,root_squash)

2)
Confirm that the portmapper daemon is running.  Configure the nfsd daemon to start at run levels 3 and 5 and then manually start the daemon.


# rpcinfo -p


program vers proto   port


 100000    2   tcp    111  portmapper


. . . . . . .


chkconfig --level 35 nfs on


service nfs start

3)
Confirm that the nfsd and rpc.mountd daemons are running and confirm that they have been registered with the portmapper daemon.  Validate that the file systems in /etc/export have been exported using the showmount -e command.


# ps -ef|grep -e nfsd -e rpc.mountd


# rpcinfo -p


program vers proto   port


 100000    2   tcp    111  portmapper


. . . . . . .


 100005    3   tcp  32776  mountd


. . . . . . .


 100003    3   udp   2049  nfs


. . . . . . .


# showmount -e <nfsserver>


Export list for <nfsserver>:


/tmp            <nfsclient>


/var/tmp        <nfsclient>


/usr/share      <nfsclient>

Setting Up the NFS Client

1)
Create three mount points by using the following directory names:


( /mnt/tmp for <nfsserver>:/tmp

( /mnt/vartmp for <nfsserver>:/var/tmp

( /mnt/usrshare for <nfsserver>:/usr/share

# mkdir /mnt/tmp


# mkdir /mnt/vartmp


# mkdir /mnt/usrshare

2)
Mount each of the <nfsserver> exported file systems to the NFS mount points listed above.  (Use no options with the mount command except for the -t option.)  Confirm that the file systems are mounted using the df and showmount -a commands.


# mount -t nfs <nfsserver>:/tmp /mnt/tmp


# mount -t nfs <nfsserver>:/var/tmp /mnt/vartmp


# mount -t nfs <nfsserver>:/usr/share /mnt/usrshare


# df


# showmount -a <nfsserver>


All mount points on <nfsserver>:


<nfsclient>:/tmp


<nfsclient>:/var/tmp


<nfsclient>:/usr/share

3)
As the root user on the <nfsclient>, try to create a file named root using the touch command within each of the NFS mounted file systems.  Fill in the table below with the results of the command executions.

	Name of File
	Successfully Created?
	Owner of File
	Group Ownership

	/mnt/tmp/root
	YES
	root
	root

	/mnt/vartmp/root
	YES
	nfsnobody
	nfsnobody

	/mnt/usrshare/root
	NO
	N/A
	N/A



# touch /mnt/tmp/root


# touch /mnt/vartmp/root


# touch /mnt/usrshare/root


# ll /mnt/tmp/root


# ll /mnt/vartmp/root


# ll /mnt/usrshare/root

16–2.  LAB: Configuring a SaMBa Server on Linux

Directions

In this lab, you will learn how to configure a SaMBa server and client on Linux.  Working with a partner, configure a SaMBa server (<smbserver>) that shares local file systems with the client so that the client (<smbclient>) can access and even mount these SMB file system shares.

1)
Verify that the all of the samba RPM packages are installed on both systems using the rpm command with the -qa option piped into a grep command looking for “samba”.  Configure the SaMBa (smb) service to start at run levels 3 and 5 on reboot.  (Don’t start the smb service yet.)


# rpm -qa|grep samba


# rpm -qi samba


# rpm -qi samba-common


# rpm -qi samba-client


# rpm -qi samba-swat


# chkconfig --level 35 smb on

2)
Create two user accounts on your Linux system for smbuser1 and smbuser2 with passwords of “smb1” and “smb2”, respectively using the useradd and passwd commands.  Create two empty files named /home/smbuser1/smb1 and /home/smbuser2/smb2 using the touch command.


# useradd -m smbuser1


# useradd -m smbuser2


# passwd smbuser1


# passwd smbuser2


# touch /home/smbuser1/smb1


# touch /home/smbuser2/smb2

3)
Change into the /etc/samba directory and make a backup copy of the smb.conf file called smb.conf.orig.  Edit the smb.conf file to add or modify the following global options and modify the configuration of the SMB share called “[homes]” to add a path variable that will point to all of the home directories (use the %H value) on the system and make it browsable.


( set the workgroup to HPTEST

( set the netbios name to <smbserver>’s hostname


( enable user-level security with encrypted passwords


# cd /etc/samba


# cp smb.conf smb.conf.orig


# vi smb.conf


. . . . . . .


[global]


workgroup = HPTEST


netbios name = <smbserver>



(add this line)


. . . . . . .


security = user


. . . . . . .


encrypt passwords = yes


smb passwd file = /etc/samba/smbpasswd


. . . . . . .


[homes]


   comment = Home Directories


   path = %H





(add this line)


   browseable = yes


   writable = yes


   valid users = %S


   create mode = 0664


   directory mode = 0755


. . . . . . .

4)
Verify the configuration syntax of the /etc/samba/smb.conf file using the testparm|less command and examine the default values of all of the global options that SaMBa offers.  Create a /etc/samba/smbpasswd file by adding both users (smbuser1 and smbuser2 – use the same passwords, although the Linux and SaMBa passwords can be different) using the smbpasswd command with the -a option.  (When the smbpasswd command is run for the first time, a “No such file or directory” error will be generated if the smbpasswd file does not exists, but it will then create it anyway.)  Display the contents of the smbpasswd file.


# testparm|less


# smbpasswd -a smbuser1


# smbpasswd -a smbuser2


# cat /etc/samba/smbpasswd

5)
Start the SaMBa (smb) server using the service command.  Run the smbclient command with the --help option to learn about all of the smbclient options.  Test for SMB share availability from the SaMBa server as an anonymous user (use the -N option), as the smbuser1 user (use the -U option), as the smbuser2 user, and as the root user.  (As the root user has no smbpasswd file entry, just hit Enter at the Password: prompt and watch what happens.)


# service smb start


# smbclient -L <smbserver> -N


# smbclient -L <smbserver> -U smbuser1


# smbclient -L <smbserver> -U smbuser2


# smbclient -L <smbserver> -U root

6)
On the <smbclient> as the root user, change into the /root directory and copy the smb1 file over to the /root directory using the smbclient command.  (Use the get command at the smb: \> prompt to copy the file.)  Try other commands like help, pwd and ls at the smb: \> prompt as well.


# cd /root


# smbclient //<smbserver>/smbuser1 -U smbuser1


added interface ip=#.#.#.# bcast=#.#.#.# nmask=#.#.#.#


Password:


Domain=[HPTEST] OS=[Unix] Server=[Samba 2.2.1a]


smb: \> get smb1


getting file smb1 of size 0 as smb1 (0 kb/s) (average 0 kb/s)


smb: \> help


<<smbclient listing of all smbclient prompt commands>>


smb: \> pwd


Current directory is \\<smbserver>\


smb: \> ls


<<smbclient listing of directory contents of /home/smbuser1>>


smb: \> quit


# ll smb1

7)
On the <smbserver>, edit the smb.conf file to comment out the SMB share called “[homes]”.  (No need to restart the smb service.)  Test for SMB share availability from the SaMBa server again and note the changes.


# vi smb.conf


#[homes]


   #comment = Home Directories


   #path = %H


   #browseable = yes


   #writable = yes


   #valid users = %S


   #create mode = 0664


   #directory mode = 0755


# smbclient -L <smbserver> -N


# smbclient -L <smbserver> -U smbuser1


# smbclient -L <smbserver> -U smbuser2


# smbclient -L <smbserver> -U root

8)
Create a group named “smbusers” on the system using the groupadd command.  Add both users (smbuser1 and smbuser2) to the smbusers group.  Create a directory named /mnt/smb with root as the owner, smbusers as the group and file permissions of read-write-execute (rwx) for the owner and group with no permissions for everyone else.  Copy the /etc/passwd file into the /mnt/smb directory.


# groupadd smbusers


# usermod -G smbusers smbuser1


# usermod -G smbusers smbuser2


# mkdir /mnt/smb


# chown root:smbusers /mnt/smb


# chmod 770 /mnt/smb


   OR


# chmod u=rwx,g=rwx,o= /mnt/smb


# cp /etc/passwd /mnt/smb

9)
Edit the smb.conf file to create a private SMB share for /mnt/smb called “[smb]” that authenticates the two smbusers as the only valid users.  (Make sure that the SMB share is also designated as writeable for both users and that it is marked as a non-printable share.


# vi smb.conf


[smb]


   comment = SMBUsers Directory


   path = /mnt/smb


   valid users = smbuser1 smbuser2


   public = no


   writable = yes


   printable = no

10)
On the <smbclient>, create a directory mount point named /mnt/smb.  Run the lsmod command to list what dynamic kernel modules are currently loaded.  Mount the SMB [smb] share as smbuser1 to the directory mount point using the mount command.  (Run the smbmount --help command for assistance on the proper mount command syntax to mount an SMB share.)  Run the lsmod command again to list what dynamic kernel modules are currently loaded.  Which module facilitates the SMB mount? (smbfs)  Unmount the SMB [smb] share and then edit the /etc/fstab file to have the share mount at boot.  Verify that the /etc/fstab entry works by using the mount -a command.  Did the SMB share mount? (Yes)


# mkdir /mnt/smb


# lsmod


# smbmount --help


# mount -t smbfs -o username=smbuser1,password=smb1 \



//<smbserver>/smb /mnt/smb


# lsmod


# umount /mnt/smb


# vi /etc/fstab


. . . . . . .

//<smbserver>/smb /mnt/smb smbfs username=smbuser1,password=smb1 0 0


# mount -a

16–3.  LAB: Configuring SaMBa with SWAT

Directions

In this lab, you will learn how to configure the SaMBa server with the SaMBa Web Administration Tool (SWAT) on Linux.

1)
Change into the /etc/xinetd.d directory and display the contents of the swat file.  Enable the swat service and restart the xinetd daemon using the chkconfig utility with the swat on argument.  Display the contents of the swat file again.  Search for the port number that the swat server listens on in the /etc/services file.


# cd /etc/xinetd.d


# cat swat


# chkconfig swat on


# cat swat


# grep swat /etc/services


swat

901/tcp

# Samba Web Administration Tool

2)
Using any web browser (netscape or mozilla, for example) open the SWAT URL (http://localhost:901).  (If SWAT fails to load, turn off the web proxy settings for http on the web browser and try again.)  Login to SWAT as the root user and investigate the SaMBa documentation.


# netscape http://localhost:901 &


   OR


# mozilla http://localhost:901 &

3)
Using SWAT, create an SMB share called “[samba]” (select the “Advanced View”) with a path of /mnt/samba (don’t forget to create the directory) accepting all of the default settings.  Display the contents of the /etc/samba/smb.conf file and find the configuration for the [samba] SMB share.  Test for SMB share availability from the SaMBa server.  Explore the many configuration screens, fields, buttons and options within the SWAT utility.


# mkdir /mnt/samba


# cat /etc/samba/smb.conf


# smbclient -L <smbserver> -N
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