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= Next ep — Logon

Wor k.

The Linux “usea” enmronment and bed c sysemsecurity are based on
users hav ng un que logoni dertiti es and passwor ds

Li nux users are dsoassod aed wth one or nore“group” idertitiesfa the
sake df access cortrd.

Later we wll dscuss sdating up user accourtsinful ogal. For now &
us 9 ndy exam ne sone o the options availlad efor user log ncortrd.
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— GNOME Log n

« The GNOME, GNU Ne work Og ed Modd Environmert, prged has bult an
easy-t 0-use deskt op ermronnent fa the use.

« The GNOME devd opnent dafa misarichcdledion o tads lilraries ad
conponerntsto devd op gpdicaion on UN X Li nux

« GNOME Qficeisasat d dfice productivty apfdicetions

 GNOMEIlog nprovidesfa custonnzaion o |1 ag n ogions.

e GNOME nakes use d the XW ndow Sysem praocds and dl ows fa each
user accourt tocustomzeit’s gopearance and fea ures

? For additional information -> http://www.gnome.org
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— KDE Log n

« KDE the K Desktop Environnmert, isang worktransparent cortenporary deskt op
environment for UN X Li nux wor kst &ions.

o KDE seekstofill the needfa an easyto use deskkopfar UN X Li nux wor ks aions,
9 ml a tothe deskt op environnerts found under the MacOS and Ms W ndow
offerings

« KDE dfeasangodicaion devel opnent franework wth acons derald e nunber of
apficaions dready built fa use wth the K Deskt op Environment

« KDEIog npovidesfa custonnzation of | og n ogi ons.

« KDEisagaphcd envronnen tha uses X Wndow Sysempraocds Each useris
dl owed extensve cortrd over look and fed o thar ind v dud sesson
environmert.

? For additional information -> http://www.kde.org
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. The“Mrtud” nsoles

This feture d the Li nux user emvronmnert dl oas the syssemconsd eto support

mul ti d el ogon sess ons
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To switch from one “virtual” console screen to another, press and hold
Alt+Ctrl+Fn (F1 through F7, depending on which session you want to view).
Console 7 is always the GUI, while Consoles 1-6 are provide command line virtual
terminal interfaces.
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— Reboaingino9S ngle Usar Mode

« The sygemcan be boatedirno 9 nde use node fromthe U LO gonpt
--> ULQ linux single

 The sysemcan be boaedirno 9 ng e user node evenif there ae no
/etc/passwd and /etc/shadowfiles

 Be award Anyone can bod the systemtod ng euser node

 The newer boa | cader, GRUB ava asthsissueby dloan ng for a boat
| oader passwordfa vari ous opti ons (such as boaingto s nd e user
node). The adud sequencetoboa sndeuserisdigitly nore
Invd ved andrequresthe edting d the GRUB boa corfiguaionfile
on-thefly.
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— Ind (1 A-32 Boot Qde

—» System B OS P.OST]

OFF

Boat Kernd
Vv ni nuz
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— SystemBoot, “Wakingthe Linux Kernd”™

e Badcinpu/outpu sysem(Bl O
e Lnuxloader (LULO, Gub,..)
« Kand (/boot/vmlinuz or /vmlinuz)

e [ud boa system
— Power on
— LULO (GU) upddown arowvtodedredlabd <Bta>
(TU) boa G5 Nane [Etea]
— Qub (GU) Hed dedredd Si magefromthelig
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LnuX sHre Rocess—i nit

id:5:initdefault
si:,:sysinit:/etc/rc.d/rc.sysinit

Run levels:
0, 1, 2, 3/ 5/ 6! SI S

11
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The rec Sripp Modd

Li nux d gri butions fdlowacoud edffaet “rc” soipg nodds.

— Sone usethe ddar BSD “rc” nodd (ie QuSE

— RedHa fdlows a nod fied SysV nodd

For the SysV nodd execuion saips aenost comnonly saedin
/etc/rc.d/init.d

Link scrigsaedaed inather /etc/rc.d/rcN.d o /etc/rcN.d

— Run gaes aeindependent and na heachcd ! (thsisafundanentd
d fference baween Linux and nost UN X vaiarts becadu !)

Sat and Kll sxigs useatwo d gt sequend ng nunber inthar nannng
convention (ile S0Sendna | and KB0Sendnsil)

Todaecofigudaioninfanmationlookinthefdlow ng dred ories (and sub-
dredoies):

For USE: /etc/rc.config file

For Red HA . /etc/sysconfig dredoy
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___rc i Locaions

etc

rc.d

rc2.d

rc3.d

sysconfig

init.d

network

daemons

S98local

K90named

S98local

S10network

local

network

 SOne avalade nanagenent uilities
command li ne utility

chkconfig

ntsysv

ad O
‘ﬁ, -> System Settings -> Service Configuration

%;5 -> System -> SysV-Init Editor

aTuU uility

cron

U2794S A.00
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— SysemShudown Gommands

Synax shutdown[-tkrhfFc] time|now

Shu down todnd e user:
— # shutdown

e Reboa:
— # shutdown -r time

— # reboot

e Hat:
— # shutdown -h time
— # reboot -h

* Regatyour Xsesdon

Ctrl{+ | Alt | +|Del
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. Soucesd Infanation

e (Qlinedocunentdion
— FAG and HOWT Gs
 Internda resources (licenserequredfar accesstosone areas)
— http//sunsite unc.edu
— http// www redhat.com
— http//dashdad. or g (Li nux news)
— http//freshneat.net (L nux downl cads)
— htt p://li nuxv2 com (kernel devd opnent)

— http// metd ab unc. edu puld Li nux ( Mtalab arch ves over 55 g gabytes d Li nux
prograns and docunentaion fredy avalablefa downl oad via FTPand WWW
access)

— http.// wwvw hp. comd ga/linux
— HP suppat line
* Inteand newsgoups (conp. cslinux *); fa exanpl
— conp. as i nux. networ ki ng
— conp. aslinux security
— conp. aslinux adm n
— conp. s linux seup
— conp. asli nux. har dwar e
*  Anasound ng nunber d books
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— L nux Docunmentaion HQg ect

e Sandad(andtadlyfree) docunentaionsutefa Lnux

?| http://lwww.linuxdoc.org/

N
i

(nany nirraed Stes)
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— Configuraion Hles andthe System
Admndraao

The Linux operdingsyseniscorfiguraioniscotrdled by a
host d ASAI text filesaccessdetotheadmndra o (root),

fa edting manudly, or through one o the nany GU and TU
uilities aval ad etothe root user.

/etc/passwd
« Jetc/group

/etc/hosts

/etc/services

etc...
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__/etc/passwd and /etc/group

The file /etc/passwd cota nsthe basc user confi guraion pranges

root:le2wsFt563w6x:0:0:,,, :/root:/bin/sh
user:3he5Ty67sd32d!:101:20:,,, : /home/user:/bin/sh
<user name>:<encrypted
password>:UID:GID:comments:HOME: SHELL

The file /etc/group contansthe bas ¢ group confi gurati on
paranetas

Bin::0:root

users::20:user,user2, user3, ... .

<group name>:<encrypted password>:GID:<members> (comma
delimited)

U2794S A.00 19 © 2002 Hewlett-Packard Company



— (O eating User Accourts

G mmand li ne
— # useradd username and groupadd groupname

- # passwd username

KDE deskt op
— Qickon the K -> System -> User Manager

GNOME desktop
— Qickon Start Here -> System Settings -> User Manager

Sone didribuions havethar own gaphicd tods
— For QUSE yast (yd andher gatuptod):

# yast -> System administration -> User administration

— Fr Rd H&t 6.X linuxconf

# linuxconf -> Config -> Users -> Normal -> User Accounts

20
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_—_Wsing linuxconf

= Config = User infn:urmatinn|
Metworking
—HUsers accounts You must specify at least the name
—r Mormal and the full name
— User accounts
— Group definitions Base info ‘F‘arams |Mai| aliases |F'rivi|eges |
— Change root passward
B Special accounts - The account is enabled
—PPP accounts : .
— SLIP accounts wia normal 1o Login hame |Jneuser
L UUCP accounts Full narme |Jnseph User
— POP accounts (mail anly) graup |users j
—Virual POP accounts (mail
Bh Email aliases Supplementary groups |
— Lser aliases Home directoryiopt) |fhnmefjneuser
— vinual domain user aliases Command interpreter{optj|/bin/bash j
B Folicies
[ Pazswaord & account policie User ID{opt) 5000
— &vailable user shells
— Available PPP shells
— Available SLIP shells -
—hdessage of the day
E'_F'!E systems _ Accept Cancel | Del | Fasswd Tasks Help
F-Miscellaneous services
- hoot mode
- nntrnl £
-] | -~ 7
Cwiit | Act'Changes | Help |
21
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— The KDE User Manage - KUser

Lia—* KDE User Manager - KUser

Eile User Group Settings Help

CEETEY
Users Groups |
ID User login | Full name o
: root root
1 i bin ||
2 daemon  daemon
3 adm adm
4 p Ju =
A SYhC SYhC
B shutdown  shutdown
7 halt halt
g rmail rradl
3 news MEns
10 uucp HUCH
11 operator  operataor
12 games games
13 gopher  gopher -
14 fip FTP User ha
|H%ady .
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— The Red Hat User Manager

—| Red Hat User Manager EI=ES
Action  Help
e ? &
Mew User Mew Group FProperties Delete Help Refresh
Filter by: | Apply ﬂlter|

Users |Grnups |

User Mame | Frimary Group Full Mame Login Shell Home Directory fod
adm adm adm fshinfnalogin Ararfadm
amanda digk. amanda user fhindbash frarlibfamanda
apache apache apache fhinffalse Arariannu
bin bin hin fshinfnologin fhin
cocooper cocooper Chris Cooper fhindbash fhomesccooper
daemaon daetmon daemaon fshindnologin fshin
fip fip FTP User fshinfnaologin Mraritp
games Lsers games fshinfnalogin fusrigames
gm gdm fshinnalogin Ararfidm
gopher gopher gopher fzhinnalogin fvarfgopher i
gL Users gnorme fus fhindbash fhomesdgius
halt root halt fshinshalt fshin
ident ident pident user fshindnologin ¢
junkbust junkbust fhinfbash fetcfjunkhuster
[dag ldap LDAP User fhinffalze Mrardlib/ldap
Ip 14 [ fshinnalogin Mrarfzpoolflpd
frail tnadl frail fzhinnalogin Mrarfzpoolimail
failman fnailman GHU kailing List kMans shindfalse Mrarfmailman
rrailnull EN TN fdevinull fMrarispoolimoueus
mysgl Yy sl Py SCIL Server findhash Ararlibimysgl -
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_crypt—Linux s Fort Li ne Secuity

e Passwordencrygionis based onthethe crypt rouine

« Therouinerequresa 2charade “encrypion key” and pafa ns
the encryption onthefird 8 characters o the agunent.

« Toayp dantexd passwords arocess calsthekernd fundion (in
pseudo code):

string=crypt (“mygr8pwd”, "AZ")
print (string) -> AZwr.EfTdeWel
o Ifit werecdled wth al onger “password”

sting=crypt (“mygr8pwdlonger”, "AZ")
print (string) -> AZwr.EfTdeWel

24
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____The /etc/shadow Hle

The basic crypt d garithm canna bereversed However, becausethe ayp “key” is
daed asthefird two chaades d the /etc/passwd passwordfidd adever

hacker can enp oyee any o anunber of prograns and sai@sto s npy “guess” your
password

One nethodtoinyprove the badc security o your sysemistorenovethe encrypted
passwords from/etc/passwd whchisreadad e by anyone and everyone This

can be acconplished wth “shadow passwords.” Qhce enald ed the encrypti oris ae
daedin /etc/shadow afiletha isreadable orly by root

To convet fromthe gandar d passwor ds to “shadow passwor ds” ent &
# pwconv (Thscanbereversed wth pwunconv.)

NOTE Shadow passwords can be usedincorj unctionwith MD5 encrypti on
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_ /etc/passwd Corrup ed

« Thesysemusesthe /etc/passwdfilefirdtovdidaelogndaals

« On average the /etc/passwdfileisread oncefa everytwdvefile
accesses

» The /etc/passwdfilecontansthefdlon ngfidds o daa
Name:passwd:UID:GID:Text:HOME path:Login shell

Do na use spaces excep inthe “Text” fidd

e Usethe pwchk conmand to check thefil esyrtax
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— Shadow Passwords Corrupt ed

e The /etc/shadowfilecorta ns user password cortrds

e The usar’'s password, inencrypedfamisdaedinthsfile

e Thefiddsinthsfileae

— Name:Password:Last Change:Min:Max:Warn:Inactive:

— Expiry Date:Reserved Field

e Passwordertries nay dffer if PAMisinuse onthesysem
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