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___Ineng Services

e What isasave?
e What isadiat?
« What is adaenon?

e Ineanet xinetd (or inetd) daenon

/etc/services
/etc/xinetd.conf (/etc/inetd.conf)
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— Configuraion Tod s

Uni versd commands to corfi gure newor k i rnterf aces.
# ifconfig (acommandline uility)
# /etc/rc.d/init.d/network restart (anrcsaip)
Kernd nodu es nust be nade avall ad e corfi guredthrough
/etc/modules.conf
Kernd nodu es ael oaded t hrought
# modprobe
Red Hi:
# netconf (aGU)
# netconfig (aTU)
# linuxconf (soonto be depricated)
e SUSE
Yast and Yast 2

Fal
a
&

Py
»f} -> Start Here -> System Settings -> Network Configuration

c@ -> System -> Network Configuration
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ﬁ‘ =* Metwork Configuration

ﬁ‘ = Metwork Configuration
Hardwrare | Devices 1 Hosts | DS i Hardware ’ Devices | DMS |
You may configure network. hardware physically Lo==]  You may specify static computer hostname
attached to the computer here, ;:;:7:333 to IP address mappings here. If DNS is in
=== use, these settings will take precedence
e ower any information it may provide.
Description Type Device Add... P Mame sliases Add...
abAD PChet3Z Ethernet ethl e 127.0.0.1 localhost Ere
— 15.31.50.242 dZB07sc2.msrhp.com =
Delete Delete
7 Help of apply X Cloze 7 Help of Apply X Close
L I 1 I
5 © 2002 Hewlett-Packard Company
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. configurator

This package allows you o configure a
TCPAP network fraom scratch using ethernet
and modem (or other serial connection)

Client tasks ‘ Server fasks | Misc |

- | Host name and IP network devices

Mame server specification (DNS)

L
W [ i

Wk [

Routing and gateways

e

=+ Resolver configuration

You can specify which name server will be used
to resoly host ip number. Using the DMS is
to handle this on a TCF/AP network. The others
are the local fetc/hosts file

{see "infarmation about other hosts" menu
or the MIS system

[=][E][]

IFx interface setup

Ha
N

DM usage ||7 DME is required for narmal operation

default domain |

IP of name server 1 |'I 541144102

IF of name server 2 {opt) |

IF of name server 3 (opf) |

search domain 1 {opt) |msr.hp.cum
search domain 2 (opt) |
search domain 3 (opt) |
accept | Cancel Help

Quit | Help |

-> Start Here -> System Settings -> Network Configuration
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= Networ ki ng Gonfigurdion Rles

/etc/hosts
/etc/host.conf
/etc/networks
/etc/resolv.conf

o SJatup saip corfigurdi o
— USE /etc/rc.config
— Red Hat: /etc/sysconfig/network/..
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- Nanme Service Swich

« /Jetc/nsswitch.conf dlows youtospeafy wha nane
sa\M ces shoul d be queri ed and i nwhi ch or der.

— dns
— nis
— hosts
— .db

e hogs files [NOTFOUND=continue] dns
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telnet & rlogin

telnet

telnetd

login

-sh

rlogin

X netd

rlogind

login

-sh
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— [roud eshooti ng Net wor k Gonnecti uty

| ~ |

e Usea nmehod cd approach

e \Work fromthe batomupwerd

e Dwvidethe podeminopeces andsdvethe peces oneda ati ne
e Keeparecadd your prod emsd v ngtasks.

e Keep an open mnd abou wha may be caus ngthe problem

e Be aware d secuity barrigs

 Pay dtetiontoera nessages

e Trytodudicaethe prod emand sd veit inaknown envronnert.
 SJicktoafewtroud eshoati ngtod sthat you undersand tharoughy.
e Don't ned ed the obvious

10
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. Some Gmmon Rrodens

e The LANInefacehasfaled duetoahadware fadt.

e The nework card diiver ismat adive aisinended fa ana her p ece o
har dware

* The nawork card diver nay na have been conpiledintothe kernd o
may not be avalladeas akend nodd e

e The LANinefacehasthew ong | Paddress

 The subng naskisw ong

e Thesare | Paddressis used by t wo sysens

e Therouingtadeisna corfiguedcaredly.

e Theroueisna avalade

e The LAN cadeisdefedive a the LAN segnent is nuchtoolong
* The /etc/hostsfileisincored ar carug.

11
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— Irfornaionabou you configurailon

* Run ifconfig (wth no options) to olranthe MAC adaress of your
B herng cad

eth0 Link encap:Ethernet HWaddr 00:10:4B:2E:C0:DB

inet addr:192.168.100.2 Bcast:192.168.100.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:0

TX packets:0 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:100

Interrupt:11 Base address:0xfc40

e The HWaddr fiddcota nsthe MAC address

e The inetfidd cortamnsthelntenet address

e The Becast fiddcontansthe lroadcast address

e The Mask fidd corta nsthe subna nask

e Qhe fidds contd nperfanmance gaigics and hardwarei f arneti on

12
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= Testingyou resolve

# nslookup Queries nanme savers

— Ineadive node
— i ne nmode passit a@the the hognhane or anl RAddr. toresdve

— Isonthelid far deprecaion!

# dig [@server] domain [query-type] [query-class]\
[+query-option] [-dig-option] [%comment]

— dig sends domai n nane que'y packestonamne servers

# host <hostname|IP-addr>
— host isag npified uilityfa pefam ng DNS I ookups.
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— Networking sonar ... ping ...

=N W
=N W

pingteststhel Pconnedivitytoarenote sysem

Syntax. ping hostname [packet size][-n [num packets]]
Example:

# ping hpserv -c 4

PING hpserv: 64 byte packets

64 bytes from 15.3.44.103: icmp seq=0. time=8. ms

64 bytes from 15.3.44.103: icmp seqg=l. time=5. ms

64 bytes from 15.3.44.103: icmp seq=2. time=5. ms

64 bytes from 15.3.44.103: icmp seq=3. time=6. ms

---- hpserv PING Statistics ------

4 packets transmitted, 4 packets received, 0% packet loss
round-trip (ms) min/avg/max = 5/6/8

14
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—Wsing arp

e apsandsfor address resd uion praocd.
e arpiswedtodsday a nodfyetriesinthe ARPtade

e Thenmodfyingogionsrequrerod [rivileges.

Exanple
# /usr/sbin/arp -a

leo (15.77.1.3) at 8:0:9:10:4:bl ether
hpserv (15.77.2.3) at 8:0:9:16:be:53 ether

15
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netstat

netstatrepatsthedaus o thelocd LANInerfaces andreports
ng work and praocd gaidics

netstat -r[n]
2 netstat -I[n]

Syntax: netstat - [many opt] [some args]

16
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__ NFS and L nux

The Nt work Hle System(NFS

e ltisaddribuedfilesysem

o It dlons transparent accesstofilesand drect aies onrenot e systens.
 Remtefileslookjustlikelocd files
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— ShaingDredaies

o A serve shares specified dred aiestothe na work
e Qiens nourt theshared dredaytoalocd nourt-pa nt.
« Tothediet, thefilesintheshaeddredory appear tobelocd files

server m diert

—O
C
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—. NFS Daenon H ocesses

 There aedaenmon processes fa NFS searver adivty and diert activty.

e Sarver daenons ae
— rpc.portmapper
—rpc.nfsd

— rpc.mountd

« Thediernt daenonis
— rpc.portmapper
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__RPC Cieat Rocesses

I’ mrpc prog 100005.

portmap Fpe
I’ mligen ng onpot 1001.

mountd
runn ng
on save

Use rpcinfo -ptoseeMvewyou rpc configuration

21
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—The /etc/exports HRle

e The /etc/exports filecotansthe nanes d the dredariesto be
sharedtothe e work (one drecay pe line).

e Eachetrycan befdlowedby asd d hosthaneswth assod aed
opti ors.

# cat /etc/exports
/usr/share/doc *.hpclassroom.com(ro,no_root squash)
/home/jeff * .hpclassroom.com(ro,no_root squash)
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— BExXport Options

e The options cortrd howthe dredory wll be sharedtothe newor k
e Arange d ogionsisavalade Fa exanp e

/usr/share/pfiles europa (ro)
/usr/share/pfiles europa.hpclassroom.com(ro)
/usr/share/pfiles europa (ro) .. earth(root squash)

/usr/share/pfiles * hpclassroom.com(ro)
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— The exportfs Command

« The exportfs commandreadsthe /etc/exports fileand exports
(shares) dl the approprigde dredaies

 The export£fs command can be used onthe command ling tosharea
dredoytha does na have anertryinthe exportsfile

 Command ogions can be usedto des gnaethe share options
 Exanples

exportfs -a[v] [-o options] [client:/pathname]
exportfs -r[v] [-o options] [client:/pathname]
exportfs -u[v] [client:/pathname]

exportfs [-v]
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— Jating NFS Deenpns

« \Mewdl curertlyrunn ng daenons
# ps aux | more

« Eamne /etc/services fa portmapper (pot nunber 111).

« Satthe nfsd and mountd daenons nanudly.
# /etc/rec.d/init.d/nfs start

e Sopandregat NFS whenever /etc/exportsis nodfied

25
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— Mounting NFSDOred aies (the Giert Sde)

e Thedient woud nount theshaeddredaryinadg nmila manner to
nourting alocd dskfilesysem

e Extragxionsaeavalade(and apdicade when nounting an NFSfile
sysgem

# mount -t nfs europa:/usr/doc /localdirl

# mount -t nfs /europa:/usr/share/pfiles /pfiles
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— NFS Mount Options

Because fil es are bang shared acr ass net wor k connedti ons NFS
prov des many nore nount opti ons.

Sone oati ons are Bod eanlog ¢ options whi chareturned ather onar
off.

suid Turns ONt he acknow edgenent o fileswith
suid per mss ons
nosuid Turnsthis ogion CFF

Sone optionsrequreagunent vd ues

wsize=8096 Ssthe witeld ock szeto 8 bytes

U2794S A.00
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— Mounting NFS Hle Systens a Boa Tine

e The nourt infa nation canberdaaned by add ng an ertry i rtothe
/etc/£fstab file dlowngthe NFS nount to occur & boot ti ne

 Indead d U3 ng a device pahnane the comol naion d server-nane and

dredoy-pa hnane separdaed by acd on wou d be used asthenane of the
devi ceto nourt from

server:/pathname /mount point dir nfs option[s] 0 O

europa: /usr/share/pfiles /pfiles nfs ro 00
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— UnexpotingDreaaies

« Shareddred ories can be unexported
e The exportfs -u opionis usedto unexport.

save

theshareisdsad ed

diert

@

U2794S A.00
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— Vaidaing Quret NFSMourts

e Al curent nounsaedaedinthe /var/lib/nfs/xtabfile

e Toseewhichdredoiesae curently bang nounted by dierts usethe
showmount command

 The options usedto crege and susa nthe nount are d so d sdayed
# showmount -a <-tosee whoiscurently sharing your files

# showmount -e <-tosee what you have exported

U2794S A.00 30 © 2002 Hewlett-Packard Company



__Common NFS Sver Rroblens

| nproper configudion d /etc/exports
 Nb mountd daenonrunnng
e NFSsaver down o heavly | caded
« FRluetoregigea the RPC propely
— Usudly caused by i nvoki ng portmap and inetdinthe wong
o der
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— The SAMBA Modd

Wndows Dona n
SMB Qierts and Sxve's

UN X

32
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— The Sarve Message Bl ock R aocd

« The Server Message H ock praocol (SVB) is used by M a osdat
W ndows dietsfa locd aea newor ki ng

« SAMBAisan SMBsave foo UN Xtha dlows a Li nux host to
partid peeina Wndows ngwor k asthoughit isrunn ng W ndows.

=88 MNetwork Neightorthood ]
=@ Entire Network
I:!.,I‘L Microzot Windows P
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— M crosoft Naworking GConcepts

W ndows nagwor ks use peer-nd worki ngand are arangedindona ns a

wor kgroups.
Wor kgroup Do & N
< » Donsin
< >
Host ) > Host Host |e < Sommn
Host
— Filetrarﬁa‘ A > lba' Mmrtlcalm

34
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___ The SAMB A suitefar LI nux

e The SAMBA package corta ns severd progans

— smbd
Daenonto rov de SVIB share access

— nmbd
Daenonto provi de NETBI OS host nanning

— SWAT
The SAMBA Ve¢b Adnmndraion Tod

— smbclient
A programtodlowa UN X host toad asan SVMB dieat

— Asd o dilitiesto nrananSMB user i rfor nati on

« The ertire SAMBA suteiscortanedinthe SAMBA package
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— The key dayers
On the Server _‘ ,‘ ‘ Y

s h. conf
\ v

*smbd
nnbd
osnbdi ent
esnbt ar
*n bl ookup OntheQien
*sbpasswd
esbst a us *sb nount
stest parm S mbu mount
stet prns or

*sMbwr apper
*SW\at

36
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— Activaingthe SAMBA Serve

e The SAMBA saipt (/fete/re.d/init.d/smb) datsand $qps ba h
the SMB and NMB daenons & thecomnandli ne

« SAMBAIisnot dated by defadt & boa.

e Autondicgatup can be enald ed us ng linuxconf ntsysv, a by
manud |y addng asd d linksinthe /etc/rc.d dredaries
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____The smb.conf Hle

« SAMBA s configued wththe smb. conf file

e The configurationfileissditinoseaions narked by ashare nane
end csed i nsquare lrackets[ ]. Thefird sedionwthnthe smb.conf

fileisfor dobd paameteas Dfaultssd here wil be appliedtod her
shares

[globall]
[share 1]

[share 2]
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— The naga key:

Snh corf
sedions ) [dobd]
loglevd =1

: : max | og 9ze = 1000

corfi gurétion socket options = TCP_NODELAY | PTOS LOWDELAY
2 CIE guest ok = no

read only = yes @ )

[ ho es]
browseald e = yes Use testpar nto vdidae
map archive =yes the snh corf file

[priners

pa h =/usr/t np
guest ok = yes
prirtad e = yes
m n it space = 2000

[ shar enarreg]
comrent =“Thisisashaeade dreday’
br owseald e = yes %)
witead e= yes The snb. corf fileisreread
guest ok =yes by the smbd and nmbd daenmons
pat h =/l ocd/shar epath eve'y 60 seconds (defaut sdting)

39
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— Share Secuity

SAMBA suppatsfour levds d security wththe security command:

security = share Every shareis g ven a passwor d.
security = user Valid users nay conned tothe share
security = server User-levd security, atherticated on ana her server.

Server-levd security, but the SAMBA serve d o0
security = domain jans aW ndows NT dona n

U2794S A.00 40 © 2002 Hewlett-Packard Company



— Password \erifical on

 Non NT Wndows clierts use unencrypted passwordstoau hertica e
connecti ons

e Unencryped passwords can be vdidaed aga s the /etc/passwd
file but aeimnsecue

* NT dieats usean encryptiond gaithmt het isincompatide wthUN X
password encrygion thedore encryped SAMBA passwor ds nust be
daedinasepaae password filemanaged by /etc/smbpasswd.

41

U2794S A.00 © 2002 Hewlett-Packard Company



_—_The smbeclient Hogam

e smbclientisan FTRIlike SMB client thet canbe usedto access
w ndows newor ks andtest SAMBA confi gurati ons

e Tolid SMB services onahost:

# smbclient -L <hostname> -U <username>

e To connect toan S\VB service

# smbclient //<hostname>/<service> -U <username>

42
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— UbUnuxaabDoman Gonrdle

e |[nade fathe SAMBA hostto becons deredthedona n cortrdl e, it
must bethe nmastea for the net work brows ng service accept domai n

|ogons, and dfer thenetlogon service

domain logons = Yes

os level = 64
preferred master = Yes
domain master = Yes

local master = Yes

[netlogon]

U2794S A.00
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— AddingNT QietstoaDona n

« SAMBA does na support the diet-based creaion d nach netrust
accounts so add ng newdiatsisdigtlynore conp ex than necessary.

 The mach netrust accourt for ahog isthehost name fdlowed by a
ddla sgn Mach netrugt accoutsae added us ngthe -m and -a flags

fa smbpasswd

smbpasswd -a -m neptune
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— | rtrodua ngthe Amazing

SWAT |

ooooooooooooooooooooooooooo



— Enading SNAT

« SAMBA sdtings can be configuwredinagaphcd enmronnent us ng
SWAT, whchrunsinaweb browser.

« SWAT does na requireingdl aion a configuraion o aweb server on
the SAMBA hogt. Itisenadedtiroughthe /etc/inetd.conf and

/etc/services files

« SWAT isna conpailde wth hand-generded /etc/smb. conf files

46
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