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— /procDreaay

« The /procfilesysemisavirtud dredory.

e |t doesna exd onthe harddrive

e The kernd aeaesit in nenory.

e It cotamsinfornaionabou wha your kernd isdang

o It sarves as ard eence when corfi guri ng new hardware
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—Layou o /proc
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__Contetsd /proc Dreaoies

e /[proc/<pid #>
— BEvery process has adreday, whch cortansinfor nati on abou the
[r OCess.
e /proc/net
— Thisdynamc dreday corta ns sore negwor ki ng gaidics
e /proc/sys

— Thisdreday hes kerrd i for nation, nenory gaigdics and
spea ficati ons abou devi ces and some networ k tunald e vari ald es.

e /proc/bus
— Thisdreaaylidstypes d busesinthe sysem
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— Contetad /proc Hles

e /[proc/filesystems
— Ldgsthetype o filesystens suppatedinthe kerndl.
e /proc/mounts
— Ligsthefilesysens tha ae nourted exd ud ng fl oppy and swap
e /proc/cpuinfo
— Lgsthe nunbe d processas the vendor, nodd, and cache
e /proc/interrupts
— ldertifies | RQs bd ng used
e /proc/partitions
— Shows thedzes d partitionsandther dev cefil e manes.
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__ Commands

 Many sysemmanagenent commands gaher i for naionfrom /proc

 Exanples
procinfo
free
uptime
ifconfig
ps
pstree

netstat
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____Kernd Variad es

* You (asroa) can dter the behav a d sone kernel vari ad es
(Be veary cauious wthths!)

e Exanples

echo “1” > /proc/sys/net/ipv4/ip forward
echo “1” > /proc/sys/net/ipv4/tcp syncookies
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— P oblem&> ving—A Mthodd ogy

Bef oreyou cansd ve aprod em you nmust fird ded dewha the pod emis  Then

Describethe prod em s characteigics

Quggest poss dereasonsfa the grod emt o occur.
Ded de onthe nost likd y cause

Ted it.

What do you do when a prold em occurs?

Check your adm ni grati on workbook for asduion |If it has happened
bef ae perhaps asduionisdready inthel ag
Log the evert.

Trytoisd aethe prod emaccord ngtoyou undersandi ng
Define alig d posd d e causes.

Check fauty conponerts us ng ded gnedtod sor conmands.
Recard the sd utionsinyour adm ni grati on wor kbook.
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— A Sysem Log Book

 Keep ahardcopy o inf o nati on d sd ayed by these conrmands o files
— Commands,
—-df -k
— Hles
- /etc/lilo.conf
- /etc/fstab
- /etc/hosts
— /etc/resolv.conf
— /etc/inetd.conf
— /etc/nsswitch.conf
- /etc/inittab

i ntouts
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— Recoras and Log Hles

 Recard sysemand apdicaion cornfigur ai on changes
e Document podens sdved
« Buldan era nessage cadog

 Famliaity and confiot wthlogfilesandthar cotertsis aiticd to
troud eshoai ng success

— Knowlog filenanes and | ocai ons

— M ewfiles paiod cdly sotha youarefamlia wththemand can
recogn ze abnor naities

Acti vty Records
- (anecdat d
S o fadud)

System Log Hles
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— Some Sydem Log Rles

e /var/log/boot.log

e Jvar/log/cron (and /var/log/cron.n)

e /var/log/maillog (and /var/log/maillog.n)

e /var/log/messages (and /var/log/messages.n)

e /var/log/netconf.log (and /var/log/netconf.log.n)
e Jvar/log/secure (and /var/log/secure.n)

e Jvar/log/spooler (and /var/log/spooler.n)

e Jvar/log/xferlog(and /var/log/xferlog.n)
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— The dmesg Command

e (lectssytamd agnostic nessagestofar mthe sysemerra | og
e Readsasnal arcda sysemera nessage bufer.
 You nmust be superuse to use dmesg
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—_Foapinsinthesand sysklogd

« The Linux sysklogdrecdaves nessagesfrom many dffeert g ayers.
apfi cations, sub systens, daenons, the klogditdf.

 The sysklogd usesthe conceg o “fadlities” and “levels’ to
ca egari ze and rank the i ncom ng messages

o Sone of the comnon fadlities ae
e mail
e kern
e user
e auth
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energ O

dert 1
crit 2
err 3
warn ng 4
natice 5
1fo 6
debug 7
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The syslogd recd ves dl
sys emmnessages and
fawardsthemtol agg ng
| ocati ans accord ng

to corfiguraion

| nstructions cota ned

In /etc/syslog.conf

(If you change the

corfi guraionfile

you mus retat

the syslogd daenon)
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__/etc/syslog.conf

# cat /etc/syslog.conf

fadlity || levd adti onf desti reti on
~ ~ =
mail.info /var/log/maillog
* . info;mail.none /var/log/messages
kern.warning /var/log/syslog
* . emerg /dev/console

w | dcard

Use only Tabs as
separaion charagdasin
thsfild (No spaces!)
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__bnux RAI D

Li nux supparts sdt ware RAI D

 You wll needkernd 22x o 2Qx

 You mayrequireapatchcdled raid0145.

« Ingddl aprodud cdled raidtools ( Q90-x).

 You can useIDE and SCS drives
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. RA D Levds

e Linear node

— Two o nore pnhys cd divesconb nedirntoone vdurmne
* RA DO (Sripe node

— Pardld read and wite accessto devi ces, no redundancy
* RA D1 ( Mrroring)

— Data mrraedtothe athe d sk
e RA D4

— 3rigng wtha paity dive mn numtree dives
 RADS5

— Sripng wthparity d g buted everl y anong severd i ves,

mn numtree dives

21

U2794S A.00 © 2002 Hewlett-Packard Company



— Cened S2upfa RAID

e (Qedeiderticd patitions on dhe dives

— For liner node patitions do na havetobethesane sze
e Markthese partitions astype Oxfd using £disk

— S patitionIDto“ILinux raid autodetect’
 You nust dso nark pri nary copy.

— You haveto unnournt you filesysem
e Edt /etc/raidtab

* Youcandsosd upaspaedskfa RA Dlevds ] 4 and5tha wil be
usedif an adive dsk fals
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____Dredivesin /etc/raidtab

e mr-raddsks = Number o RAl Ddsktouse
o rnr-spaedsks = Number d spare dsksto use
o pasdet -supadock = Neededfa autodetedtion

e chunk-9ze = Anount o datatoread wite

o paity-dgaithm = HowRA D 5 shou d use parity
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___ _ RAID1—~wvi /etc/raidtab

raiddev /dev/mdO
raid-level 1
nr-raid-disks 2
persistent-superblock 1
chunk-size 4

device /dev/sda3
raid-disk O

device /dev/sdb3

raid-disk 1
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___ _ RAID5—+wvi /etc/raidtab

raiddev /dev/mdl
raid-level 5
nr-raid-disks 3
persistent-superblock 1
chunk-size 32

parity - algorithm right - symmetric
device /dev/sda4
raid-disk O

device /dev/sdb4
raid-disk 1

device /dev/sdc4

raid-disk 2
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— Intidiang Your Devices

 Use mkraidtointidize your dev ces.
« Use mke2fstofa ma your devices wth gri pe opti on
 Exanple

mkraid /dev/mdO
mke2fs -b 4096 -R stride=8 /dev/mdO0

e Look & /proc/mdstatforinfamationabou yor RAI Dsd up
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