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— The Softwar e Package Concept

Seps far | cadi ng sdftwar e
« Manudlyloadandrdocaefilesanddredories
« Extrad filedrudt wefroman achve
 Rd ocae and confi gurefil esby hand
e Runany ppovided sarifgs a uilities.
« Configwregat-upsaigs
R
 Use apackage manage toingdl the sdt were
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— O Packages and Ki ngs

Package nanagenent isa neghodfor daing asd d rd aedfiles and
dredaiesinasngeachvefile dongwthingdlaionsaips Wienthe
“package’ isingdled itsfiles wll berd ocaed on the targa sytem the
scrifgsrun  There have been severd package nanagersdevd opedtodae

 RedHat Package Manager
» el an Package Manager
o $ackware Package Manager
« Sanpede Package Manager
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— Package Managenent

Therd e d the package nanager isto rovi de acond det neans to work
w t h packaged sdt ware Packages canbe areded as ather alinay o a
sour ce package The key agions of a

package nanager aeta \

o Ingtdl a
* Renove

 Upgrade| Feshen —

* Query|Lid

o \Verify

« Buld /
The above adtions nust be perfor ned whil e deali ng wth

package-t o package dependend es, hardware d sk space, and security
requ remerts.

Once packaged sdt ware can eadly betransparted and loaded ot otar gat
sysens.
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. Ingdl and Renove

 Ingdl — Load a new package:

# rpm -i name.version-release.architecture.rpm

name nane d sdtware package
version Sdtwarevesonnunber,suchas2113a 10
release package rdease nunber

architecture ddinesthe hardware dafor monwhi chthe dtswll
functi on

 Upgrade, lpdaeanexging, aimngdl anew package

# rpm -U name.version-release.architecture.rpm

 FHeshen, Uoda e an ex ging package oy
# rpm -F name.version-release.architecture. rp;n

* Renove, Renove aningtdled package:

# rpm -e name
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— Query and Verify

e Query —Iligthe packages curertly presernt
onthe sysem

C;\\«
L5
# rpm -gi <package-name>

\Verify —examnethecuret daus d
| ngtd | ed packages and conparethemtothe
aignd instdl &ion

# rpm -V <package-selection-option>
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— Rebuldng a RPackage

B nary packages can be rebult from <
sour ce packages. The fdl ow ng comnand

bulds anewh nay package anddaesit in

the /usr/src/redhat/RPMS/i1386/ dreday.

# rpm --rebuild name.version-release.architecture.src.rpm

The fdlow ng command wll conpil ethe code andingdl the
naned package:

# rpm --recompile name.version-release.architecture.src.rpm
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—_Additiond Todsand Wilities

« GhoRPM
e Aut oROM
o Qitter

e At

e Ghome A
« Kpackage
e Alien
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— Debian

The rpm conmand li ne

H HHHH R

rpm
rpm
rpm
rpm
rpm
rpm

-i name.rpm
-U name.rpm
-e name.rpm
-gi name.rpm
-i name.src.rpm
-bb <spec-file>

—qu vd et G nmands

The dpkg commandline

H H H H H K

dpkg -i name.deb

dpkg -i name.deb

dpkg -r name.deb

dpkg -print-avail name.deb

dpkg-source -x name.dsc

dpkg-deb -b <src dir> \
--build <target dir>
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— R uggald e Authenti cati on Modu es

« PAMisasd d liray progans usedto au herticadeusers
e |t povdesfa:

— Aut herticati on such asask ng for a password

— Accourt checking —accourt isdill vdid, og ntine ok ...

— Password sdting and chang ng

— Sesd on checki ng when user is at herti cated

— Arecatanadions dloned fa ths user?

 Functions aeinplenened usanglilray nodul es

— Can be gacked

« PAMs arecortrdledand corfigredfa ind vdud progransthroughthe
/etc/pam.d corfiguaiondreday.

— Every corntrdled seeM ceisidentified by afile Thefile naneisthe program
nane

12
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__PAM Servce Hle

A PAM servicefilecortans cofiguraioninfanmationfa arestrided
SErvi ce.

« Thefilecotamnsthresfid ds.

 Insonefiles you may find afouthfid dfor ogiond agunerts.

e Thefiddsae

— Modu etype

— Oonird flag

— Modu e pah

— Agunents

13
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— Modu eType

 The PAM standard defi nes four types o nodu es

— The authtypeisestadishestha users ae whothey da mtobe

— The accounttypecheckstoseeif ausear isdlovedtouse a
Servi ce,

— The passwordtype updaes au herti caiontokens
— The sessiontypepafans catanadions whentheuse logsina
| ogs out.
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— ontrd Hag

* Requsite if asavcerduns afalue no dhe nodu es wil be
evd uaed

* Requred if apaticda nodd efals dher nodules d the sanmetype
wll gill execute

o Suffident: if no dher nodule d thistype has faled thenthe success of
the nodu eissufiden to guararteethe security requ renents have
been nH.

o Optiond: PAMi gnoresthe nodu e fal ue and corti nues process ngthe
next nmodu ein sequence
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— Mdd e PAh

e The compiled-in nodu es aelocaedinthe /1ib/security
dreday.

« Moduesinaface wththefilea devicetha g vesthe SUCCESS
FA LURE o ignoretoalt herticaion

e PAMthen passes ather SUCCESS o FA LURE tothesarvice
requestingtheif o neion

e Modu es canbe gacked requring norethan onetype of au herti caion
o dlon ng any o severd types
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— Optiond Agunernts

e Sone nodu es canreca ve spedficoptions. Itisutothe nodueto
paseandirnepd the ogi ons.

o Thisfiddcan be used by the nodul etoturn on debugg ng o to pass any
nodu e-spedfic pararet s such as ati meou va ue

e Sysemadmndgraas can usethe grionfid dtofinetunethe PAM
nodu es
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— Examl es

« Exanplel Bock ng Anyoneto suto root
except me nbers d wheel
Addthefdlon ngtwo linestothetop d the sufile

auth sufficient /lib/security/pam wheel.so trust use uid

auth required /lib/security/pam wheel.so use uid

« Exanple2 Stting Linux SystemResource L mits
Addthefdlon nglinetothe batom of the login fileand
theneditthe /etc/security/limits.conf file

session required /lib/security/pam limits.so
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— 1 CP Wappers

Al owed Den ed

Z P »| /etc/hosts.allow

Provides protection t0pwr<"=tppers
around TCP/IP service’s T

access control logging
xinetd| inetd/y dred

| Pgack

T

'|Ioggng

—— <« frame->
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— lnuxs ipchans-ipgades

IPCHAINS operation:
I nconnng Checksum Furt her } Deny/
trdfic  — ¥  ok? —>ch£cks > Input Chan —® Ry ed
A
¢ Deny *
Deny De rrassuerade
Routi ng
Dec 9 on
Locd R ocess l
Forward Chd n —V%%
—> Deny/

> Qutpu Chan —>

I

L  Wingloineface €«—— Accept
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__ Normal Boot R ocess

N

/
hdal | hda3
rrrl—l I
L f
L. 1
hda2 shin g€c  boat
SWAP M @

w |/ hdal

hda3 / | |
| | | | v ni nuz

@
Logcd Hld Dsk Srudure dte boa

Physcd Rld Dsk Sructue
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— Kernd Corrup or M s3ng

« The kernd isusudly naned /boot/vmlinuz (COnpressed).
— If the kernd is unconpressed, itsnane is /boot/vmlinux

o Ifthekarnd is ddeed by acd dert, boa fromt he rescue fl oppy creaed
a ingdlaionti ne

 Afte boa, nount /bootto atenporarylocation.
# mount /dev/hda2 /mnt/broken boot fs

e Copythe kernd fromtherescuefloppyto /boot/vmlinuz (or dher
appropride kernd nane).

e Reboa wththeretaed kernd.
o Configueandreconpleanewkend, if necessary.
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— Thrd Party Rescue D sks

The rescue fl oppy won't workif i nportart
pats d thesysem(like /etc or
/usr) ae danaged

For nore edend verepars you need a
“tiny Lnux dgribuion” tha is
cusomzedfa ths purpose.

These “repar kits’ cone withtod slike
fsck and ng work support.

Exanp es

— MuLli nux

— Tri nux

— Toms Roa Boa

Sorme recert d gributi ons provi de “rescue
d sk’ capaldlitiesonthar ingtdlaion CD
(e RedHat 7.2

U2794S A.00

24

© 2002 Hewlett-Packard Company



— Back W You Dat al

» Backups aeaiticd fa the operaion d your system
' because d:

— user arar, admn draive aras hadwarefal ue
sot warefal uwe, destructi ve break-i ns, theft, dssst e,
and arch vd needs.

* Backup

— use files logfiles i nportart systemdred aies your
RP M dat abase

o Use congdert backup graegy.

— Weeklyor nonthy ful backup

— Daily patid backup cyd e
 Very comnonto use tar

— Comnerdd poducsaeavalde
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_Backup Srdegesfa /boot

e Backups aeimportat!
— Userdiad e and suppated ned a
— Schedul e backups regu aly and DO THE M!

 Backing up wthta:

# tar --create --file /dev/st0 /usr/boot
o # tar -cf /dev/st0 /usr/boot

# tar -cMf /dev/£fd0H1440 /usr/boot
(fa multidefloppy dsk vd ures)

# tar --compare --verbose -f /dev/st0 /dev/boot

o tar -cvf /dev/st0 /dev/boot
(to comparethe backup aga ngt the aignd daa)

26
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— Restaing Hles wth tar

 Extrad filesfromata backup achive

# tar --extract --same-permissions --verbose --file /dev/stO

o # tar -xpvf /dev/st0
« Ligfilesinanachve

# tar --list --file /dev/stO0
o # tar -1f /dev/stO

 Extrad spedficfilesfromanach ve:

# tar xpvf /dev/st0 \
usr/src/linux-1.2.10-includes/include/linux/hdreg.h \
usr/src/linux-1.2.10-includes/include/linux/hdreg.h
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